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ABSTRACT OF PRESENTATION

This presentation will describe our research and development efforts in assured cloud computing
for the Air Force Office of Scientific Research. We have developed a secure cloud computing
framework as well as multiple secure cloud query processing
systems. Our framework uses Hadoop to store and retrieve large
numbers of RDF triples by exploiting the cloud computing
paradigm and we have developed a scheme to store RDF data in a
Hadoop Distributed File System. We implemented XACML-based
policy management and integrated it with our query processing
strategies. For secure query processing with relational data we
utilized the HIVE framework. More recently we have developed
strategies for secure storage and query processing in a hybrid cloud.
In particular, we have developed algorithms for query processing
wherein user’s local computing capability is exploited alongside
public cloud services to deliver an efficient and secure data
management solution. We have also developed techniques for
secure virtualization using the XEN hypervisor to host our cloud data managers as well as an
RDF-based policy engine hosted on our cloud computing framework. Finally we have developed
a secure social media framework hosted on our secure cloud computing framework.

The presentation will discuss our secure cloud computing framework for assured information
sharing and discuss the secure social media framework. We will then discuss the relationship to
big data security and privacy aspects and connect our research to Secure Internet of Things with
a special emphasis on data privacy.
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