Spring 2010 IT691 Keystroke Projects Deliverable 3 Guide
Step 1: Verify the raw data features file
e Locate the rawdata.features file you created in deliverable 2. If deliverable 2 completed
successfully, the file is located in “C:\it691\BAS\features”.
e Using a text editor with word wrap turned off, open the rawdata.features file. This file is
expected to have 182 rows. 180 rows of data plus two rows of header information.
Step 2: Split the rawdata.features file into a testing and training data files
e [f your editor supports line numbering, enable it and select rows 1 —92. This includes the two
rows of header information and half of the data. Since this data file has 180 rows of data,
excluding the two row header, 90 rows go into the testing file and 90 rows go into the training
file.
e Place rows 1-92 into a text file named test.txt and save it in your features directory:
“C:\it691\BAS\features”
rawdata.features
1 EKey=troke biometric data, Unknown-Tnlnown, created 1-26-2010
2 180
3 ANCEY VARGHESE-Females20 — 29, Fight, LAPTOP, FABLE 1. 230, 0.7266667491162182, 0.7
4 ANCEY VARGHESE-Female-20 — 29, Right., LAPTOP, FABLE 1. 230, 0.76300073593891%9c6. 0.7
5 ANCEY VARGHESE-Females20 — 29, Fight, LAPTOP, FABLE 1. 230, 0.7684780204670636, 0.7
£ ANCEY VARGHESE-Female-20 — 29, Right., LAPTOP, FABLE 1. 230, 0.7833716752003784. 0.6
7 ANCEY VARGHESE-Females20 — 29, Fight, LAPTOP, FABLE 1, 230, 0.78%7878446293536, 0. 80!
2 ANWNIE GRENCI~Female<30 — 39, Right. LAPTOP. FABLE 1. 230. 0.7359144p54574524, 0 559
9 ANHIE GRENCI~Females30 — 39, Right, LAPTOP, FABLIE 2, 230, 0.6509206147889193, 0. 403
10 ANWIE GREHCI-Female-30 — 39, Right. LAPTOP, FABLE 2, 230. 0.6149248356827676. 0.345
11 AHNIE GREHCI~Female-30 — 39, Right, LAPTOF, FABIE 2, 230, 0.6334634891241636, 0. 378!
12 ANWIE GREHCI-Female-30 — 39, Right. LAPTOP, FABLE 2, 230, 0.6604637938678197. 0.430°
13 CARCLINE BOVLAWN-Female-Under 20, Left, LAPTOP, FABLE 1, 230, 0.434449g818402506, 0.
14 CARQOLINE BOVLAN-Female-Under 20, Left, LAPTOP. FAELE 1. 230, 0.4774499897393189 0.
15 CAROLINE BOYLAN-Female-Under 20, Left, LAFPTOP, FABLE 1, 230, 0.44284529715073305, O
1f CAROLINE BOVLAW-Female~Under 20, Left. LAPTOP. FAELE 1. 230, 0 46092621573770737. 0
17 CAROLINE BOYLAN/Female/Under 20, Left, LAPTOP, FABLE 1, 230, 0.52772897100637c7, 0.
18 DAVID FRONCHEOWIAK-Male~40 — 49, Right, LAPTOP. FAELE 1, 230, 0. 050704773945909845 |
19 DAVID FROMCEOWIAK~Male~40 — 49, Right, LAFTOP., FABLE 1, 230, 0.04447343014404843, 0
20 DAVID FRONCEOWIAK-Male~40 — 49, Right, LAPTOP. FAELE 1. 230, 0. 031668274513522325 |
21 DAVID FROMCEOWIAK~Male~40 — 49, Right, LAPTOP, FABLE 1. 230, 0.002697723160935259,
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YONESY NUNEZ-Male-20 — 29, Right, LAPTOP, FABLE 1, 230, 0.3561416088
YONESY NUNEZ-Male~20 - 29, Hight, LAPTOF, FABLE 1, 230, 0. 3747565250
YONESY WUWEZ-Male~20 — 29, Right, LAPTOF, FABLE 1, 230, 0.37700280958

Place rows 93-182 into a text file named train.txt and save it in your features directory:
“C:\it691\BAS\features”

* In future experiments you may not have an even number of rows to split between testing and
training files. For this experiment, do not split a subjects data samples between testing and
training files to make an even number split. In other words, split the file on the next or previous
person’s set of samples, but not in between. If “Jane Doe” has five rows, do not split Jan Does
data rows between testing and training files.
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o test.txt has two header rows already, but the value must be changed from 180 to a 90 to reflect

the reduced number of data records in the file. Using your text editor, change the 180 to a 90

and save the test.txt file.

test.bt

20

e train.txt does not yet have any header information.
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of the header you updated in test.txt and place it on the first two rows of train.txt.

oo oo

train.txt

Eevstroke biometric data, Unknown-Unknown, created 1-26-2010
90

KATHLEEHN VILLANI~Female-50 — 59, Right, LAPTOF, FABLE 1. 230,
KATHLEEN VILLANI-Female-50 — 59, Right, LAPTOF, FABLE 1. 230,
KATHLEEH VILLANI~Female-50 — 59, Right, LAPTOF, FABLE 1, 230,
KATHLEEN VILLANI~Females50 — 59, Right, LAPTOF, FAEBLE 1. 230,
KATHLEEN VILLANI-Female~s50 59, Right. LAPTOP. FAEBLE 1., 230.
LAUREN BOYLAW-Female-s40 - 49, Right, LAPTOF, FABLE 1. 230, 0.
LAUREN BOYLAN-Females40 — 49, Right, LAPTOF, FABLE 1. 230, 0
LAUREN BOYVLAN-Female~40 — 49, Right, LAPTOP, FABELE 3, 230. 0.
LAUREN BOYLAN-Females40 — 49, Right, LAPTOF, FABLE 3. 230, 0
LAUREN BOYLAN-Femalesd40 — 49, Right, LAPTOF, FABLE 3. 230, 0
LAURIE VILLAHI-Female-50 — 59, Right. LAPTOP, FABLE 1, 230,
LAURIE VILLANI-Females50 — 59, Right. LAPTOP, FABLE 1. 230,
LAURIE VILLANI-Female~50 — 59, Right. LAPTOP, FABLE 1. 230,
LAURIE VILLANI~Female-50 — 59, Right. LAPTOP, FABLIE 1. 230,

* In future experiments, when creating testing and training data files from feature files, you must
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always have two header rows in the testing and training data files. The value on line 2 of each file
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Using your text editor, cut and paste a copy

must reflect the actual count of data rows, excluding the two header rows. This can be an odd number

and the testing and training data files may have different row count numbers on row 2.
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Step 4: Run a BAS Experiment

e Navigate to your BAS installation directory “C:\it691\BAS and run the Refactored-BAS.bat script
from Windows Explorer or the command prompt. The following screen should display if you

launched BAS successfully:

.
Bl C\Windows\system32\cmd.exe |ﬂl

C:~\IT691~BAS >echo Executing BAS Refactored System...
Executing BAS Hefactored System...

C:~IT6?1~BAS>java —Hmx768M —¥mz768M —jar Refactored-BAS.jar

. ;| Biometric Authentication s ‘ |_C'

Biometric Authentication System

Test Feature File:

e
Train Feature File: J
-

Lowest N choices: 10

Apply Dichotomy Model

|.§ Biometric Authentication System 2.1.20091115 Initialized

The command window can be minimized if desired, but must not be closed.

Step 3: Setup the Experiment

e Inthe Test Feature File field, enter the testing data file name you created in deliverable 3:
“C:\it691\BAS\features\test.txt”.

e In the Train Feature File field, enter the training data file name you created in deliverable 3:
“C:\it691\BAS\features\train.txt”.

e Leave the Lowest N choices at the default of 10.

If the header information is incorrect, you will get an error when attempting to dichotomize
the data: “Error reading feature file(s)”:
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Biometric Authentication System [P

Biometric Authentication System

Test Feature File: |C:\ITEB1\EIAS\features\te sttut | — |

Train Feature File:|C:‘.ITEiQ1".EIAS\features\train.’rxt | - |

Lowest N choices: |1{} | - |

Apply Dichotomy Model Run Test & Save Result |

&Z2 Error reading feature file(s

If the headers are correct, the system will run as expected:

Biometric Authentication System .;.E' 2.8

Biometric Authentication System

Test Feature File: |C:\ITEQ1\HAS\feature sitestiut | - |

Train Feature File: |C:IT691\BAS eature sitrain it |

Lowest N choices: |1«IZII | - |

Apply Dichotomy Model Run Test & Save Result |

&EZ Training Feature File set: C:IT691\BAS\featuresitrain.txt

Step 4: Dichotomize Data

Select the ‘Apply Dichotomy Model’ button. A dialogue box “Input max data” will open. Since

we will not be restricting the amount of dichotomy data, leave this field at the default of 0 and
click “OK”. This will use all data.
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L@J Biometric Authentication System = | =] 2

TS

- What is the maximum amount of dichotomy data (intra OR inter) you wish to process?
Enter 0 for no maximum.

o

0K Cancel

@ Training Feature File set: CAUTG91\BASfeaturesitrain. txt

e After pressing “OK” to the maximum dichotomy data size, the system will begin to process the
data. It will process in a few seconds. Notice the “Processing Feature” count in the status bar at
the bottom of the dialogue box.

e After processing completes, a dialogue box similar to the following will appear. Observe the
“Run Test & Save Result” button is now clickable. Before dichotomizing the data, this button
was grayed out.

| 4| Biometric Authentication System .;.E' &

Biometric Authentication System

Test Feature File:|D:‘.ITE9ﬂElAS‘I.features\test.’rxt | - |

Train Feature File:|D:\ITE9ﬂElAS‘l.features\train.m | - |

Lowest N choices: |1D | - |

Apply Dichotomy Model Run Test & Save Resuit |

2 Dichotomy Model applied successfully in 0 minute{s) and 2 second(s)
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Step 5: Run Experiment

e C(lick the “Run Test & Save Result” button. A dialogue box will open:

| £| Save Lij
Save In: | features - | || || |3 |ea] ez
i
File Name:
Files of Type: |CSV files (*.csv) -
Save Cancel

e Enter a name in the File Name field. For this exercise, use “deliverable3.csv”.
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[ features

File Name: deliverable3.csy

Files of Type: |CSV files (*.csv)

e After pressing the “Save” button, the experiment will run. Observe the “Test samples” in the
status bar at the bottom of the dialogue box. It will continue to increment as the testing and
training samples are processed. Depending on your computer, this experiment should take
approximately 3-10 minutes to run.

Biometric Authentication System ISR )

Biometric Authentication System

Test Feature File:|C:‘.ITE91\EAS\features\test.’rxt | — |

Train Feature File:|C:‘.ITEQﬂEIﬁS\features\train.’rxt | - |
Lowest N choices: |1{} | - |
Apply Dichotomy Model Run Test & Save Result |

S22 Test samples 751-1000/4005 with Train samples 2001-2250/400

When the processing is complete, the status bar will indicate a successful test run as will the command
window.
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B CA\Windows\system32\cmd.exe |ﬂl

C:~IT691~BAS >echo Executing BAS Refactored System...
Executing BAS Refactored System...

C:~IT6?1~BAS>java —¥mx?68M —Hm=7?68M —jar Refactored-BAS. jar

WJan 27, 2018 9:57:52 PM bas.TestResult <{init>

INFO: Total samples := 4885

WJan 27, 2018 18:81:81 PM bas.TestResult {init>

INFO: Finished creating the file: C:x\ITa?1is\BASsfeaturessdeliverabhled.csv ...

.
| £| Biometric Authentication System - o o=

Biometric Authentication System

Test Feature File: |(CTG691'BASeaturesiest ixt

Train Feature File:|CNTE91\BAS\eaturesitrain it
w

Lowest N choices: (10

Apply Dichotomy Model Run Test & Save Result ‘

22 Test ran successfully in 3 minute(s) and 8 second(s). Saved results.

Step 6: Check the output data file

The file “deliverable3.csv” should exist in your “C:\IT691\BAS\features” directory. Other files containing
Meta and dichotomy data are also present in the directory and were created during the previous steps.
Using a spreadsheet or text editor, you can view this file. It will be used in the next steps.

e You can now close the BAS application by clicking on the “X” in the top right of the dialogue box.
Step 7: Process the output data file and check the results

e Using Windows Explorer or a command prompt, go to the c:\IT691\BAS directory and run the
Calculator.bat program. The following windows should display:
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[=[@] = ]

B C\Windows\system32\cmd.exe

[C:~IT6?1-BAS >echo Executing Calculator...
[Executing Calculator...

IC:~IT6?1NBAS > java —HEmx768M —Ems768M —classpath ".;C:sProgram Files (xB6>“Java\jp|
lebslibsext NgTJava.zipsRefactored-BAS. jar" bas.ProcessClassifierQutput

ictlator

BAS: Accuracy Calculator

Nearest Neighbor: |1 ‘v|

Calculator Input File:| | |

CalculalorDulputFiIe:| | |

Run Calculator & Save Result |

The command window can be minimized if desired, but must not be closed.

e Select the “deliverable3.csv” file you created in the previous step for the File Name and press
the “Open” button. Be sure you are selecting files in the features directory.

= F ==
Look In: | features « | || |23 |BE| =
|j| deliverahle:i.csui
File Name: deliverable3.csv
Files of Type: |CS5V files (*.csv) -
Open Cancel
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e Enter an Output File Name in the “Calculator Output File” field and press the save button. For
this exercise, enter “c:\it691\deliverable3-results.csv”. The file should be saved in the features
directory, “C:\it691\BAS\features”.

F[EJ Save liJ

Save In: | features « | |=| |53 (3] |aE] &=

D deliverable3.csv

File Name: deliverable3-results . csv

Files of Type: |CSV files (*.csv) -
Save Cancel

e Press the “Run Calculator & Save Result” button.

@] BAS: Accuracy Calculator _;, “ .8

BAS: Accuracy Calculator

Nearest Neighbor: |1 | - |

Calculator Input File:|C:1.ITEQ11.EIAS1.features1.deIiverableB.csv| - |

Calculator Output File: |Q11.EIAS1.fe atures‘.deliverable:%results.csﬂ I._I |

Run Calculator & Save Result |

10
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-

Bl C\Windows\system32\cmd.exe lﬂl

C:~ITe91~BAS >echo Executing Calculator...
Executing Calculator...

C:sITE21NBAS > java —Hmx768M —Bms768M —classpath “.;C:“\Program Files (x8&>“Java“\jr|
eb~libsexts\QTJava.zip;Refactored-BAS. jar" bhas.ProcessClassifierfutput
Jan 27, 2618 18:82:41 PM bas.Calculateficcuracy readFile
INFO: FILENAME: C:~\IT621-BAS~featuresdeliverahled.csv
Jan 27, 26018 18:82:41 PM bas.Calculateficcuracy readFile
INFO: SIZE OF MY ARRAY : 48@5
Jan 27, 26818 18:82:41 PM bas.Calculateficcuracy readFile
INFO: WITHIN CORRECT: 174.8
Jan 27, 2618 18:82:41 PM bas.Calculateficcuracy readFile
: WITHIM WRONG: 6.8
Jan 27, 26818 18:82:41 PM bas.Calculateficcuracy readFile
INFO: BETWEEN CORRECT: 3671.8 , |
Jan 27, 28168 108:82:41 PM bas.CalculatefAccu: s H 3 =B &
INFO: BETWEEN WROMG: 154.8 |

BAS: Accuracy Calculator
Calculator results saved Lih.l

Saved Calculator results to the following file successfully
C:T691\BASIfeatures\deliverable3-results.csv

e Press “OK” to close the dialogue box.
e A BAS Result Window will appear. Press the “Close & Accumulate” button on the bottom left of
the dialogue box.

"
| %] BAS Result Window L& |
Result

Biometric Test Test Sizes Train Train Sizes FRR FAR PerformancegTest Subje...| Train Subj... kMM
Keystroke |LAPTOPIF...[180-3825 |LAPTOPF.. [180-3825 |3.33% (6/1..[4.03% (15... |96.00% (2. [1815.00  [18]5.00 | 1
Close & Accumulate Save Result Close & Clear

11
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-

&| BAS: Accuracy Calculator L=mrEn X
cy

BAS: Accuracy Calculator

Hearest Neighbor: |3 | - |
Calculator Input File: |C:‘.ITEQ1\EIAS‘.features‘.deliverable?».cs'u' | - |
Calculator Output File: |C:\ITEQ1\EIHS‘.TE ature s‘.deliverable}resui — |

Run Calculator & Save Result |

o The BAS: Accuracy Calculator window will appear again. Change the Nearest Neighbor
to 3. The Calculator Input File and Output File should default to their previous settings.
These should remain the same.

e Press the Run Calculator & Save Result button. The Calculator results saved dialog box
will open. Press “OK” to clear. The accumulated results should appear.

@J BAS: Accuracy Calculator E@lﬂj

Calculator results saved

Saved Calculator results to the following file successfully
CATE91 BA Sfeatures\deliverable3-results.csv

oK

Press OK to continue.

12
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Result

PR

Biometric Test Test Sizes Train Train Sizes FRR FAR PerfarmancegTest Subje...| Train Subj...
Keystroke [LAPTOPIF.. [180-3825 [LAPTOPIF.. |180-3825 |3.33% (6/1..|4.03% (15...|96.00% (3...|18|5.00 18]5.00
Keystroke |[LAPTOPIF...[180-3825 [LAPTOPIF..|180-3825 |4.44% (8/1..|2.75% (10...|97.18% (3... |18 5.00 1815.00

Close & Accumulate Save Result Close & Clear

e Press Close & Accumulate and repeat for 5, 7, and 9 Nearest Neighbors. After1, 3,5, 7, and
9 nearest neighbors are processed, the Result window should look exactly like:

= s reaee
m Result

Biometric Test Test Sizes Train Train Sizes FRR FAR PerformancegTest Subje...| Train Subj...
Keystroke |LAPTOPIF...|180-3825 |LAPTOP/F.. [180-3825 |3.33% (6/1..]4.03% (15... |96.00% (3... [18]5.00 18] 5.00
LAPTOPIF...|180-35325 |LAPTOPR/F.. |[180-3825 |4.44% (8/1..|2.75% (10... |97 18% (3.. |18 | 5.00 18] 5.00
LAPTOPIF...|180-3825 |LAPTOPIF.. |[180-3825 |5.56% (10/..|2.75% (10... |97.13% (3... |18 5.00 18] 5.00
LAPTOPIF... |180-3825 |LAPTOPIF.. |[180-3825 |5.56% (10/.|2 64% (10... |97 23% (3. |18 | 5.00 18] 5.00
LAPTOPIF...|180-35325 |LAPTOP/F.. |[180-3825 |5.56% (10/..|2.85% (10... |97.03% (3.. |[18|5.00 18] 5.00

Close & Accumulate Save Result Close & Clear

e Press Save Result (middle button on bottom of dialogue box). A dialogue box will open.
Enter “deliverablel-processed-results” in the File Name field. The extension will be .html
and the file will be stored in your c:\IT691\BAS directory. You can open this in many
browsers or programs that understand HTML.

13
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] features

File Name: deliverable3-processed-results

Files of Type: |HTML files (*.html)

e Press Close & Clear to reset the results and click on the “X” in the top right of the dialogue
box to close the program. Remember, your results are saved.

View History B P
T - C X & ([ silercmes/e P Its it 2l
2 Most Visited ¥ Getting Started = Latest Headlines
|| Biometric Authentication System Re... | -+ | [=]
Biometric Authentication System Results
Biometric Test Test Sizes Train Train Sizes FRR FAR Performance Test Subject | AVG(Sample) Train Subject | AVG(Sample) | kNN
_Keystroke | TAPTOPFABLE1 || 180-3825 | LAPTOP/FABLE 1 180-3825 || 333% (6/180) || 403%(154/3825) | 96.00% (3845/4005) 18500 18 5.00 1
Keystroke | LAPTOP/FABLE 1 || 180-3825 | LAPTOP/FABLE 1 180-3825 || 4.44% (8/180) | 2.75%(105/3825) | 97.18% (3892/4005) 18] 5.00 18| 5.00 3
Keystroke | LAPTOP/FABLE 1 || 180-3825 | LAPTOP/FABLE 1 180-3825 || 5.56% (10/180) | 2.75% (105/3825) | 97.13% (3890/4005) 18| 5.00 18| 5.00 5
Keystroke | LAPTOP/FABLE1 || 180-3825 | LAPTOP/FABLE 1 180-3825 || 5.56% (10/180) | 2.64% (101/3825) | 97.23% (3894/4005) 18]5.00 185.00 7
Keystroke | LAPTOPFABLE1 || 180-3825 | LAPTOP/FABLE 1 180-3825 || 5.56% (10/180) | 2.85% (109/3825) | 97.03% (3886/4005) 18] 5.00 18| 5.00 9
Legend

Biometric: Type of Biometric

Test The Biometric test that was ran

Test Sizes: The sample size of Intra-class and Inter-class of testing set

Train: The Biometric train that was ran

Train Sizes: The sample size of Intra-class and Inter-class of training set

FRR: Faise Rejection Rate

FAR: False Acceptance Rate

Performance: Overall Performance of the test

Test Subject | AVG(Sample): Testing Feature File £ of Subject | Average £ of Sample per Subject
Train Subject | AVG(Sample): Training Feature File £ of Subject | Average # of Sample per Subject
LNN: k Nearest Neighbor

14
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Step 7: Verify your results

Compare your results to the published “Improved Biometric Authentication” results for the LapCopy
condition using 1 nearest neighbor
(http://support.csis.pace.edu/CSISWeb/docs/techReports/techReport268.pdf, page 6).

Your results should be identical.

‘Lap('op}fl 180-3825 180-3825 3.3% | 4.0% 96.0%

15



