
Heart Sound Biometrics for Continual User Authentication 

Background 

Mobile devices such as smartphones are the platform for critical functions such as health and activity 

tracking, banking applications, and home security systems.  Accuracy is improving on sensors available 

on devices paired with smartphones, including clinical devices such as digital stethoscopes and 

commercial devices such as smartwatches.   Sensor data can now be evaluated for any user properly 

using these devices, in any location, at any time.  Once a baseline for sensor data is established, 

applications can continue to collect sensor data, compare it with the baseline, and inform the user or 

another interested party of any changes beyond a pre-determined threshold. 

Using this methodology, sensor data can be used for user authentication to a mobile device.  Currently 

these devices have optional security features including password, pin, swipe, or biometrics such as 

fingerprint, which provide some level of security.  Most of these security features, however, require the 

user to perform a specific action unrelated to the purpose for which they are currently using their 

mobile device, and because of this inconvenience users often turn off the security features of their 

mobile devices. 

This project will explore the biometric of heart sound for use in passive and continual screening for user 

authentication.  Heart sound is an interesting choice because it is constantly available, hard to obtain 

from another person, and has been shown to be reasonably unique between individuals.  Passive 

monitoring maintains confidence that the device owner is the current user without inconveniencing 

users by asking them to re-authenticate, for example when accessing a banking or home security 

application. 

Project Description 

Conduct a literature review of heart sound biometrics for user authentication, and write a summary of 

the research methodologies used in those studies as background in your research paper. 

Using references in the literature and web searches, find and explore any publicly available databases of 

heart sounds.  Compare and contrast what you find as part of your research paper.  How were the 

sounds collected, what is the duration of the samples, how many samples per person, etc.  Listen to the 

sounds using the free program “audacity”.   

Using references in the literature and consulting with the customer, decide on a representative feature 

vector format for heart sound audio waves.  Write a research methodology which describes how to take 

samples from one of the public databases and extract just the feature vector. 

If time, implement the research methodology, demonstrating that you can listen to the original audio 

wave from the public database, then listen to the final feature vector. 

Project Deliverables 

Develop a project plan describing the overall activities and tasks, involving all team members 

Produce a technical report that documents the team's hypothesis for the feature vector results, results 

of a literature search on research already done in the area, details of the public heart sound databases 



explored, details of the feature vector research methodology, and results of implementation, if 

available. 

If programming is required: develop a high level design document, identify the programming language 

and platform, and sample data 

Produce and provide weekly status reports to the customer 
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