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Abstract  
 

Through new on-line marketplaces and improved supply chain management 
practices, business-to-business (B2B) electronic commerce (e-commerce) is changing the 
way transactions are processed, how business relationships are formed, and how fast the 
U.S. economy will grow.  By improving the flow, timeliness, and accuracy of 
information, B2B e-commerce will move markets closer to the textbook model of perfect 
competition, which is the Holy Grail of economics.  With many well-informed buyers 
and sellers, low-cost access to information, extremely low transaction costs, and reduced 
barriers to entry, B2B e-commerce boosts business productivity and lowers costs.  But 
the long-run beneficiaries of these improvements will be consumers, as continued 
productivity improvements from B2B e-commerce will raise living standards and reduce 
inflationary pressures. 
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B2B E-Commerce and the Search for the Holy Grail 
 

Perfect competition…  It’s the Holy Grail of economics: a theoretical benchmark 
to achieve optimal market performance.  For a market economy, it’s the ultimate, 
ideological objective.  As business-to-business (B2B) commerce shifts to the Internet, 
more accurate and timely information will move markets closer to the textbook model of 
perfect competition.  New online marketplaces and supply chain management practices 
will change the way transactions are processed, how business relationships are formed, 
and how fast our economy will grow. 

Perfect competition is the abstract ideal of a market structure characterized by a 
large number of buyers and sellers, firms producing homogeneous products and services, 
no barriers to market entry or exit, and free access to all available information.  While 
unrealistic in practice, models of perfectly competitive markets are valuable in that they 
highlight the imperfections in actual market structures.  Such imperfections include the 
transaction costs necessary to gather and analyze information about buyers, sellers, and 
products, as well as the costs of moving resources to their most productive use.   

B2B electronic commerce (e-commerce), including the creation of Internet 
marketplaces for trading goods and services online and business process improvements 
resulting from transferring information and transactions from the physical world to the 
Internet, has begun to address many of these imperfections.  As Siems (2001) notes, by 
improving the flow, accuracy, and timeliness of information, the Internet provides greater 
transparency and efficiency along the supply chain, thereby keeping the New Economy 
alive.  As such, the Internet is a continuation of historical technological improvements 
that bring better information faster and cheaper, resulting in reduced costs in online 
procurement markets and improving the management and efficiency of transporting and 
inventorying products.   

B2B e-commerce has led to higher productivity growth and lower costs which, in 
turn, should allow the U.S. economy to grow faster without increasing inflationary 
pressures.  But while most of the cost savings and efficiency improvements will occur 
between businesses, the greatest long-term beneficiaries of B2B e-commerce will be 
consumers, who will enjoy lower prices and higher living standards. 

 
In the Beginning... 
 

What began as an intriguing concept is today revolutionizing production, 
distribution, communications, finance, markets, and more―even the nature of value.  In 
the depths of the Cold War and with the launch of Sputnik in 1957, Americans feared 
they were lagging behind Soviet scientists in technology.  In response, the United States 
established the Advanced Research Projects Agency (ARPA) to develop imaginative, 
innovative and often high-risk research ideas offering a significant technological impact.  

In 1965, ARPA sponsored a study on the cooperative network of time-sharing 
computers with the goal of allowing users attached to disparate networks the ability to 
exchange data and programs with each other.  The network was supposed to transcend its 
own unreliability, so that even if some nodes (hosts) were down or damaged, messages 
would still be able to arrive safely at their destination.  Only results mattered; the specific 
path the data took was not important. 
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In 1969, ARPANET, a wide-area computer network commissioned by ARPA, 
was born.  Starting with only four hosts, the infant network allowed researchers to share 
computer facilities by long-distance and communicate person-to-person via electronic 
mail.  Throughout the 1970s, ARPANET’s decentralized structure contributed to its rapid 
expansion in government, universities, and research institutions.  By 1984, there were 
over 1,000 hosts on this branching global matrix that has become the Internet.  

The rapid growth of the Internet is primarily the result of two technologies.  First, 
it owes to its ability to leverage the computing power of the Digital Age.  Just as railroads 
offered America the gains of connecting its factories in the Industrial Age, the Internet 
promises the world today the benefits of integrating its information technologies.  Since 
Texas Instruments first introduced the integrated circuit to the world in 1958, 
microprocessor speeds have advanced according to Moore’s Law, doubling nearly every 
18 months.  At the same time, however, semiconductor prices have fallen dramatically 
due to advances in microelectronics (see Chart 1).  Hence, information processing and 
storage capabilities have skyrocketed while costs have plummeted.  But information is of 
limited value if it can’t be quickly or cheaply moved.  

Enter the Internet’s other revolutionary technology: packet switching.  As a high-
powered matrix of computers and cables, the Internet’s usefulness lies in its ability to 
move information to desired locations at lightning speed.  The Internet moves “packets” 
of information anywhere in the world, usually in under a second.  Using a language 
known as TCP/IP (Transmission Control Protocol/Internet Protocol), packets of 
information are transmitted over the Internet and then reassembled into the original 
message at their destination.  

But the real breakthrough that transformed the Internet came a decade ago with 
the development of the World Wide Web.  The Web exists because of programs that 
communicate between computers on the Internet.  The Web enables documents, sound, 
video, images, and other information forms to be instantly viewed and inexpensively 
accessed from anywhere in the world.  Since January 1995, the number of Web sites has 
increased from 10,000 to over 29 million.  There are currently more than 2.7 billion pages 
on the Web, with the number rising at the rate of about 5 million per day. 
 
B2B E-Commerce Grows... 
 
 E-commerce is growing fast and researchers agree that the greatest economic 
impact will come from B2B activities, where the U.S. Department of Commerce says 
B2B e-commerce revenues comprise 90 percent of total e-commerce sales.  The Gartner 
Group recently estimated worldwide B2B e-commerce revenues reached $433 billion in 
2000, up from $145 billion spent online by businesses in 1999.  Jupiter Communications 
estimates that B2B e-commerce in the U.S. was $336 billion in 2000, representing 3 
percent of total B2B trade.  By 2005, they expect the proportion of online B2B trade to 
grow to 42 percent. 

The Boston Consulting Group forecasts that B2B e-commerce conducted in the 
U.S. will be $4.8 trillion by 2004.  This is the largest prediction among the major e-
commerce firms and includes the value of every purchase along the supply chain as well 
as all e-commerce conducted over non-Internet networks like the private electronic data 
interchange (EDI) network.  Forecasts by Forrester Research, on the other hand, include 
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only EDI transactions conducted over the Internet and predict a lower, albeit still huge, 
$2.7 trillion in B2B e-commerce sales by 2004 (see Chart 2).   

Electronic marketplaces (e-marketplaces), bringing together multiple sellers and 
buyers online and enabling companies to streamline their supply chains by making better 
use of vast amounts of information, are expected to generate tremendous growth.  
According to the Gartner Group, the number of B2B e-marketplaces has grown from 
about 30 in January 1999 to more than 1,400 today.  Forrester Research expects that a 
consolidation and shakeout in B2B e-marketplaces will reduce the number to less than 
200 by 2004.  Nevertheless, they still predict B2B e-marketplace trade to total $1.4 
trillion by 2004, or 53 percent of the value of total B2B e-commerce sales. 

Even as the number of dot-com failures continues to increase (see Chart 3), B2B 
e-commerce is getting bigger and busier.  Large and small corporations are working 
together to build secure online B2B exchanges that allow users to share valuable 
information in real-time through e-marketplaces and supply chains.  The continued 
growth of B2B e-commerce comes from its ability to move markets closer to the model 
of perfect competition by addressing many of the imperfections found in traditional 
market structures.  Such imperfections include the transaction costs necessary to gather 
and analyze information about buyers, sellers and products, as well as the costs of putting 
resources to their most productive use. 
 
Why Transaction Costs Matter... 
 
 More than 60 years ago, Coase (1937), a Nobel prize-winning economist, 
published an article titled “The Nature of the Firm,” explaining the basic economics of 
the business enterprise.  The article outlined the subtle logic of how firms pursue 
efficiency in a complicated world.  Coase argued that transaction costs may prevent the 
free market system’s invisible hand from directing resources to where they do the most 
good.  

In Coase’s view, the existence of transaction costs and the desire to reduce them 
led to the emergence of the firm.  When transaction costs found in external markets are 
costly relative to conducting an activity within the organization, firms have an incentive 
to vertically integrate.  Conceptually, every firm is an information business that seeks to 
minimize transaction costs by maximizing the use of available information.  The speed 
and accuracy with which information is captured, stored, processed, and retrieved 
determines the efficiency of markets and the value of industry supply chains. 

Although there is some overlap, businesses encounter transaction costs in two 
mostly-distinctive areas along the supply chain: (1) in procurement markets where they 
obtain the resources necessary for their production processes, and (2) in the logistics 
network that connects suppliers, manufacturers, warehouses and distribution centers, and 
retail outlets.  In procurement markets, firms face search and information costs, 
bargaining and decision costs, and policing and enforcement costs.  As buyers and sellers 
are connected and engage with the intent to transact, these coordination costs are required 
to determine prices and other details of the transaction.  In logistics networks, firms face 
transportation and inventory-holding costs, and must plan for lead times when placing 
orders and delivering goods and services.  These costs and lead times exist between every 
player in the supply chain and often add a significant amount to the total cost and 
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delivery time of the final product.  By improving the flow and accuracy of information, 
the Internet, like technological advancements before it such as the telephone and fax 
machine, reduces transaction costs in both procurement markets and logistics networks.   

 
The Creative Destruction of Business Models... 
 
 In the 1930s, Joseph Schumpeter advanced the idea that an economy does not 
grow but evolves, continuously recreating itself as people seek to improve their standard 
of living.  Schumpeter (1950) coined the term “creative destruction” to explain the 
dynamic process of how progress and job destruction go hand in hand.  Today, business 
models are undergoing a similar transformation. 
 The Internet is destroying many traditional business models by shrinking time and 
distance, providing greater transparency that allow customers, suppliers, and partners 
inside businesses, and increasing operating efficiencies that drive transaction costs to 
almost zero. With its nearly frictionless flow of information, the Internet creates new 
business models that allow firms to achieve greater speed, focus, and efficiency through 
faster and better information utilization (see Chart 4).  

Using a conceptual framework to organize coordination and information costs that 
are likely to result when a transaction is transferred from the physical world to the 
Internet, Garicano and Kaplan (2000) show that B2B e-commerce can reduce costs and 
increase efficiencies.  They implement this framework using detailed internal data from 
one B2B e-commerce firm and find that process improvements and marketplace benefits 
are potentially large.  Extrapolating such savings to the U.S. economy, Litan and Rivlin 
(2001) estimate that the Internet will provide economy-wide cost savings from $100 
billion to $230 billion annually.  Over five years, this results in an annual contribution to 
productivity growth of 0.2 to 0.4 percent above what it would otherwise have been. 

To ultimately get these improvements, Lucking-Reily and Spulber (2001) argue 
that B2B e-commerce substitutes capital―in the form of computer data processing and 
Internet communications―for labor services, thereby increasing speed and efficiency of 
economic transactions.  These authors divide productivity gains from B2B e-commerce 
into four areas: possible efficiencies from automation of transactions, potential economic 
advantages of new market intermediaries, consolidation of demand and supply through 
organized exchanges, and changes in the extent of vertical integration of companies.  
They conclude that even small enhancements in the efficiency of transactions will 
eventually produce large overall savings in the economy. 

With the Internet, buyers and sellers are connected more efficiently. E-
marketplaces provide participants with greater knowledge of prices, available quantities, 
supplier capacities and abilities, and substitutable products, which substantially reduces 
transaction costs associated with obtaining production inputs.  It is less expensive to 
search for products and compare prices through e-marketplaces than it is to find catalogs, 
to hunt through them, and to make phone calls.  E-marketplaces also can provide more 
and better information about the characteristics of products and services and about 
prospective buyers and sellers.  For instance, Phillips and Meeker (2000) report that 
British Telecom’s procurement costs have fallen from $113 to $8 per transaction by 
moving purchasing functions to the Internet.  Alaniz and Roberts (1999) report that 
MasterCard’s costs of processing purchase orders have fallen from $125 to $40, with the 
time cut from 4 days to 1.25 days. 
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 Brookes and Wahhaj (2000) estimate that moving procurement onto the Internet 
will provide various industries with input-cost savings ranging from 2 to 39 percent (see 
Table 1).  The average initial B2B e-marketplace cost savings in 36 U.S. industries 
(representing 24 percent of U.S. GDP) is 5.4 percent.  The greatest savings are expected 
in the electronic components, computing, forest products, freight transport, and life 
sciences industries.  These savings come as a result of both cheaper information (through 
lower agency and intermediary costs) and cheaper inputs (through increased supplier 
competition).   

The authors examined these savings further to understand the aggregate inflation 
impact on the whole economy.  Since most companies produce both inputs and final 
outputs, the authors reasoned that less expensive inputs in one industry would lead to 
cheaper inputs for other industries that are not directly affected by the initial cost savings 
in the primary industry.  Using an input-output account framework for the economy, 
Brookes and Wahhaj trace the impact of a decline in the price of one input through to 
output prices and into input prices in other industries.   

From this, the authors calculate the full effects of the initial price change on the 
overall price level in the economy and find that inflation could be reduced for several 
years as companies continue to shift procurement onto the Internet.  They conclude that 
the total impact of B2B e-marketplaces used by about one-third of the industries in the 
economy could reduce aggregate prices in the U.S. economy by 3.4 percent as measured 
by the GDP deflator. 

The long-run economic impact from the spread of B2B e-commerce includes 
higher growth, as well as lower prices.  The study also predicts that B2B e-marketplaces 
will boost economic growth by an average of 0.2 percent in each of the next ten years, 
with the level of GDP in the very long-term 4.4 percent higher than it would otherwise 
have been. 

As market transaction costs fall with the maturation of B2B e-commerce, 
Lucking-Reiley and Spulber point out that outsourcing and vertical integration will occur 
and ultimately result in more independent entities along the supply chain.  When firms in 
the supply chain specialize in doing what they do best, more companies will outsource 
the management of previously produced internal activities.  The result will be more 
reliance on coordination through markets with low transaction costs and less emphasis on 
vertical integration. 

The automobile industry is an excellent example of this shift.  In the Old 
Economy, firms like General Motors and Ford developed organizational structures that 
strongly favored vertical integration.  As reported in Edmonds (1923), by 1920, General 
Motors “had extended its scope so that not only all engines used in its cars, but a large 
proportion of such units as gears, axles, crankshafts, radiators, electrical equipment, roller 
bearings, warning signals, spark plugs, bodies, plate glass, and body hardware, were 
either produced by a General Motors unit or by a subsidiary.” 

Today, firms in the automobile industry are reevaluating their organizational 
structures and have great hopes of converting internally produced activities into low-cost 
B2B e-commerce transactions.  In February 2000, General Motors, Ford, and Daimler 
Chrysler announced plans to create the world’s largest B2B e-marketplace.  Linking 
together automobile manufacturers and suppliers in this exchange is expected to reduce 
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overall inventories, develop industry standards, and boost productivity for all 
participants. 

Additional productivity improvements in the logistics network come by 
automating transactions (including many costs associated with procurement) and by 
fundamentally reorganizing the way businesses manage production and inventory in the 
supply chain.  The Internet improves the efficiency and management of the logistics 
network by lowering required inventory levels, reducing transportation costs, and 
virtually eliminating order and delivery lead times.  These improvements come from 
redesigning and automating existing processes to take advantage of the Internet’s 
information-sharing capabilities.  Information about forecasted demand, delivery 
schedules, cargo capacities, and inventory levels, availability, and locations can be shared 
in real-time to participants throughout the logistics network. 

Like other technologies before it, but perhaps to an even greater extent, the 
Internet enables businesses to manage the logistics network by analyzing the flow of 
information separately from the flow of products.  The Internet allows information to be 
stripped off from products and services in real-time and instantly provided to all of the 
decision-makers in the supply chain.  This information can then be used to maintain 
lower inventories, move products to their most productive uses, and eliminate some of 
the middlemen between production processes.  Lower inventories result in lower 
production costs by avoiding storage, insurance, and transportation expenses and the 
opportunity costs of inventory investment.  In this way, inventory is simply a 
consequence of imperfect information. 

For instance, Industrial Age business models rely upon mass production systems, 
where many one-size-fits-all products are made in search of customers.  But with the 
Internet, products and services can be mass personalized; individual customers define 
what they want and when they want it.  Dell (1999) has turned traditional manufacturing 
thinking on its head by saying “we’re not going to build anything until we get an order 
from a customer.”  Today, almost 50 percent of Dell’s revenues come through its Web 
site, supporting roughly $40 million in sales every day.  With perfect information about 
what customers want, Dell operates with 5 days of inventory, which is down from 31 
days in 1996 before the company fully implemented its Internet-based build-to-order 
system. 

Accurate information provided in real time through Internet-enabled systems 
leads to greater production efficiencies.  Chart 5 shows that U.S. businesses, as a whole 
and along a long-term trend, are managing inventories at far lower levels than they have 
in the past.  This has likely helped fuel gains in U.S. productivity since 1995.  The 
inventory-to-sales ratio has steadily declined in recent years, with, interestingly, the 
greatest declines appearing since the development of the World Wide Web. 
 
Conclusion 
 
 Abundant information that can be stripped away from physical products along the 
supply chain has led to new business models that allow firms to achieve greater speed, 
focus, and efficiency.  The Internet has streamlined supply chains that promise greater 
efficiencies and lower costs through reduced order and delivery lead times.  And 
productivity improvements in procurement e-marketplaces and within logistics networks 

 9



Journal of e-Business and Information Technology 10

have only just begun.  By centralizing demand information, reducing lead times that 
lower precautionary inventory levels, and engaging in strategic partnerships that change 
the way information is shared, these improvements will reduce uncertainties and result in 
better decisions.   

While the search for the Holy Grail of economics continues, B2B e-commerce is 
moving the U.S. economy much closer.  Market and process transparencies created by the 
Internet are leading the U.S. economy closer to a market of perfect competition, 
characterized by many well-informed buyers and sellers, low-cost access to information, 
extremely low transaction costs, and reduced barriers to entry.  The long-run beneficiaries 
of these improvements will be consumers, as continued productivity improvements from 
B2B e-commerce will raise living standards and help reduce inflationary pressures into 
the future. 
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The Net Present Value of Information Security: 
A Paradigm Shift for Infosec and E-commerce 

 
M. E. Kabay, PhD., CISSP, Security Leader, 

INFOSEC Group, Atomic Tangerine, Inc. 
 

Abstract  

Electronic commerce has been growing rapidly since the inception of the World 
Wide Web in the early 1990's.  E-commerce is forcing a change in the traditional view of 
security, which has long been viewed as an annoying, intrusive and expensive set of 
mechanisms for risk reduction.   

 
Today, we see an evolving recognition of the positive value of security; for e-

commerce, security enables many aspects of business and it can improve organizational 
strength.  This paper is written for managers and explains the critical role and positive 
benefits of information security for e-businesses.   
 

Introduction 

Over the last decade, we have seen an explosion in the types of businesses 
conducting transactions electronically. Where electronic commerce was once restricted 
what was called electronic data interchange (EDI) and limited to huge organizations such 
as automobile manufacturers and their suppliers, today even mom and pop stores can sell 
goods and services to anyone on the Web--even to kids.  

Peter G. W. Keen has succinctly summarized the evolution of business in the age of 
the Internet.  He points out that the early phase of e-commerce focused on the user 
interface and provided shopping at one site at a time. Growing price competition then led 
to an emphasis on personalization — using cookies, for example, to give each visitor a 
suitable mixture of advertisements, product pointers, advice and hints. As personalization 
became more effective and far-reaching, many organizations moved towards becoming 
portals. “Build a relationship brand so customers park at your site to explore the Web, the 
way shoppers park at Wal-Mart and then shop the rest of the mall.”  At the present time, 
writes Keen, the complex and dynamic mixture of services offered by Web storefronts 
necessarily involves “on-the-fly communication among sites about inventories, status, 
prices, catalogs and specials.” Keen concludes, “This business model turns the Web into 
a market of tightly linked supply chains.” 

Mark Doll, National Director of E-commerce at Ernst & Young 
http://www.ey.com, has defined a model for e-business called 3P:  presence, penetration 
and profit.  Because the business-to-business (B2B) is already larger than the business-to-
consumer (B2C) market (he quotes figures of $114 B vs. $36 B in 1999), Doll predicts 
that market penetration will increase massively in 2000 and 2001 for B2B.  In this stage 
of development, Doll argues,  “B2B players, like B2C players, must focus on getting the 
business model 80 percent right.  Business customers may be more forgiving (it's 
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someone else's money!) than consumers, but management execution is still critical, and 
industry expertise becomes a differentiator.” 

According to Computer Weekly columnist Danny Bradbury, “One of the biggest 
areas for IT spending in the next few years will be e-commerce. Now that network 
standards have emerged and the Internet has grown into a unifying medium, e-commerce 
has become a sales channel that businesses can't afford to ignore.” 

In InformationWeek Editor Stephanie Stahl’s opinion, “Electronic business is 
quickly becoming part of everyone's business model-and its forcing dramatic change.” 

According to Irving Wladawsky-Berger, General Manager for IBM's Internet 
Division, giving the keynote address at the December 1999 eBusiness Conference and 
Expo in New York City, the exponential growth of e-commerce and the Internet is as 
important as the life-changing technological revolutions caused by electricity and the 
automobile.  He added that e-business is forcing companies into total integration:  “The 
real magic of the Internet comes from putting things together.  It's really important to 
connect the dots, to ensure that processes work together.” 

Buell Duncan, General Manager of IBM Global Business Partners, says of his 
strategic focus, “We are obsessed with transforming IBM from traditional computing to 
e-business computing because the growth in e-business is on average four times faster. 
Compounded out over five years, that's pretty significant.” 

The Goodyear Tire & Rubber Company has seen such massive acceptance of 
online ordering and e-mail communications by their dealers that as of now (mid 2000), 
the firm is eliminating all of its paper mailings to its dealers.  Gary Hargreaves, Manager 
of E-commerce for the North American tire business unit, said, “It would be hard to 
fathom doing business any other way."  In the opinion of InformationWeek writers 
Clinton Wilder and Marianne Kolbasuk McGee, “. . .Maybe it's time to drop the ‘E’ from 
E-business and acknowledge that soon — sooner than anyone expected — all business, or 
at least a part of every business process, will be conducted online.” 

In a recent interview, Mark Hogan, President of General Motors' new e-GM 
Electronic-Commerce Division, spoke about his vision of commerce in the age of the 
Net:  “(The Internet is) touching us end to end . . ..  The business-to-consumer piece is 
getting big inasmuch as more than 50% of prospective customers are going to the Net for 
information about automotive purchases before they purchase. So having a strong 
presence with accurate information on the Net's very important. And the functionality of 
that shopping/buying experience online is really important, too. The net goal of our 
alliances with AOL and Net-Zero will generate 10 to 15 times the number of leads going 
into GM Buy Power today. We've got 600,000 hits a month at Buy Power today. So it 
tells you how massive the improvement's going to be, and we expect that increased leads 
will lead to increased sales for GM.” 

So we see that today’s business environment is becoming a matrix of interrelations 
both B2B and B2C.  Mistakes and outages in our electronic business infrastructure now 
have massive and immediate repercussions, as we shall see in more detail in this White 
Paper. 
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Explosive growth 

The rate of growth of e-commerce has been astounding.  For example, Dell 
Computer filled its first online order in June 1994; sales reached $1M per day through 
Internet orders in 1997.  E-sales rose to $5M a day in 1998, $10M per day by the 
beginning of 1999 and reached $33M a day by the end of the 3rd quarter of 1999.   

According to InfoWorld’s Editor in Chief, Michael Vizard, e-businesses have to 
cope with a doubling of their trade every three months. 

Even so, writes Leon Kappelman of InformationWeek, “online retail activity in the 
fourth quarter of 1999 accounted for less than 0.65% of total retail business ($5.3 billion 
of $821.2 billion, according to the Commerce Department).”  We are not even close to 
reaching any kind of limit on the growth of e-business.  And that doesn’t even take into 
account the potential for international trade, says Kappelman.  “About 4.6% of the 
world's population (275 million of 6 billion) had Internet access as of February 2000, up 
from 3.3% a year earlier. North America has about 5% of the world's population but 
about half its online population. It's projected that worldwide Internet access will increase 
during the next four years to about 10% and that there will be more than 700 million 
Internet-connected devices by 2003, up from 200 million last year.” 

The value of electronic commerce between businesses alone was recently forecast by 
brokerage Goldman Sachs to rise to $1.5 trillion in 2004, from $114 billion in 1999. 

 
So what is information security all about? 

The goals of information security as defined by AtomicTangerine’s Donn Parker, 
winner of a Lifetime Achievement Award from the U. S. National Computer Security 
Center, are to protect confidentiality, control, integrity, authenticity, availability and 
utility. 

Confidentiality is a wider concept than disclosure. For example, certain files may 
be confidential; the data owner may impose operating system controls to restrict access to 
the data in the files. Nevertheless, it may be possible for an unauthorized person to see 
the names of these files or find out how often they are accessed. Changing a file's security 
status may be a breach of confidentiality. Copying data from a secure file to an unsecured 
file is a breach of confidentiality. 

Control or Possession means control over information.  When thieves copy 
proprietary software without authorization, they are breaching the owner’s possession of 
the software. 

Integrity refers to internal consistency.  For example, if the summary field in an 
order contains a total of $5,678 for all items purchased but the actual sum of the costs that 
were bough ought to be $6,789 then the data structure is logically corrupt; it lacks 
integrity. 

Authenticity refers to correspondence between data and what the data represent. 
For example, if electronic mail is sent with a false name, there has been a loss of 
authenticity.  For an e-business, such a breach would occur if a computer program 
showed a customer the total cost of their order but actually showed the company's 
internal costs for the order. 
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Availability means that data can be gotten to; they are accessible in a timely 
fashion, convenient, handy.  If a server crashes, the data on its disks are no longer 
available; but if a mirror disk is at hand, the data may still be available.  If customers 
expect to see their account balance within 5 seconds but it actually takes 50 seconds, 
there is a problem of data availability.  If such poor service continues, there will soon be 
a problem of availability of customers. 

Utility refers to the usefulness of data for specific purposes. Even if the information 
is still intact, it may have been transformed into a less useful form. Parker gives as an 
example the unauthorized conversion of monetary values in a database; seeing prices in 
the wrong currency reduces the utility of the data.  Can you imagine the confusion if US 
customers were being shown prices in Deutschmarks and German customers saw the 
same prices in Indian Rupees? 

 
So security does matter after all 

The basic reasons we care about information systems security are that some of our 
information needs to be protected against unauthorized disclosure for legal and 
competitive reasons; all of the information we store and refer to must be protected against 
accidental or deliberate modification and must be available in a timely fashion.  We must 
also establish and maintain the authenticity (correct attribution) of documents we create, 
send and receive.  Finally, the if poor security practices allow damage to our systems, we 
may be subject to criminal or civil legal proceedings; if our negligence allows third 
parties to be harmed via our compromised systems, there may be even more severe legal 
problems. 

 
Threats to information security 

It is very difficult to estimate precisely what causes damage to information systems.  
Managers should be skeptical of any statistics about information security if they show 
very precise numbers.  The problem is twofold: people don't recognize crimes or damage, 
and when they do they usually don't report them anywhere that collects statistics.  Despite 
these problems, information security experts generally agree on some rough guesses 
about how damage occurs.   
Internal dangers 

Perhaps half of all the damage caused to information systems comes from 
authorized personnel who are either untrained or incompetent.  Another quarter or so of 
the damage seems to come from physical factors such as fire, water, and bad power.  
Maybe a fifth of the damage comes from dishonest and disgruntled employees.  
Computer viruses cause another few percent, and maybe about 5 or 10 percent of the 
damage is caused by external attack. 
External threats 

Who are the people attacking computer systems? There seem to the two major 
classes: amateurs and professionals.  Amateurs include poorly supervised children, 
rebellious and badly socialized adolescents, and psychologically disturbed or 
ideologically warped adults.  Some amateurs cloak their destructive badly protected 
computer systems in the language of social responsibility; they claim to have the best 
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interests of their victims of heart.  Their actions belie their words, however: well-meaning 
people do not place obscenities and insults on other people's property as these cyber 
vandals do on many a Web site.   

Professionals are harder to characterize, since there are probably fewer of them 
and they may be harder to catch; however, some criminal hackers are earning a living 
with their skills.  Some professionals use public and illegal sources of information to help 
unscrupulous private investigators.  Some computer criminals steal credit card numbers 
and sell them to the criminal underground or participate in theft of services from 
telephone and mobile phone companies.   An unknown number may be involved in 
industrial espionage. 

Some criminal hackers have set up shop as security consultants and offer 
penetration analysis and consulting services for their clients.  There is a serious question 
about the trustworthiness of people who used to break the law and now claim that they no 
longer do so; some security experts argue that leopards have indelible spots, whereas 
others are willing to believe that there is such a thing as an ex-hacker.  I strongly urge 
managers who are considering hiring such people to ensure that their contracts include 
severe penalty clauses if any of their employees are found to be damaging their clients in 
the course of their duties. 
Attractive targets 

Several factors influence the likelihood of attack.  For example, a small, obscure 
tool-and-die company with eight employees is unlikely to be as attractive to any external 
attacker as a major corporation with thousands of employees and a significant share of its 
market.  It is possible that having a public Web site makes an organization an attractive 
target for cyber vandals.  Any site proclaiming its tight security is likely to attract the 
attention of the amateurs who were trying to prove their prowess; for example, security 
organizations are under constant daily attack.  Some amateurs deliberately attack 
financial institutions and military systems to demonstrate the sites' weaknesses and 
ostensibly to force improvements.  Finally, some hackers ("hactivisits") attack sites for 
political purposes; for example there have been recently been concerted attacks on the 
World Trade Organization Web sites by anti-WTO activists, and mainland Chinese and 
Taiwanese hackers have been damaging official sites in each others' countries for the last 
few years. 

 
What kinds of breaches hurt e-commerce? 

Perhaps one of the most damaging problems a business can encounter is to have 
customer data revealed to criminals.  For example, 

 In 1997, Drew Dean reported on a hacker incident in which someone sent 2,300 
customers of the ESPN Sportzone and NBA.com Web sites copies of the last eight 
digits of the victims' credit card numbers.  The accompanying message said, "You are 
the victim of a careless abuse of privacy and security.  This is one of the worst 
implementations of security we've seen."  It seems that the hackers were not, 
however, malicious:  no one reported fraudulent use of their cards.  Dean suggested 
that the fault was likely to lie in bad CGI programming. 
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 A thief who ran a packet sniffer to capture 100,000 credit card numbers from a dozen 
on-line commerces was arrested in May 1997 when he tried to sell it to the FBI for 
$260,000. 

 In 1998, an employee of a Japanese bank offered to sell detailed customer records to a 
mailing-list company.  Happily, that firm immediately contacted the bank and the 
scam was stopped. 

 The Canadian consumer-tracking service Air Miles inadvertently left 50,000 records 
of applicants for its loyalty program publicly accessible on their Web site for an 
undetermined length of time.  The Web site was offline as of 21 January 1999 until 
the problem was fixed. 

 In February 1999, an error in the configuration or programming of the F. A. O. 
Schwarz Web site resulted paradoxically in weakening the security of transactions 
deliberately completed by FAX instead of through SSL.  Customers who declined to 
send their credit-card numbers via SSL ended up having their personal details — 
address and so forth — stored in a Web page that could be accessed by anyone 
entering a URL with an appropriate (even if randomly chosen) numerical component. 

 World famous cryptographer and security expert Prof. Ross Anderson of Cambridge 
University analyzed requirements on the AMAZON.COM online bookstore for credit 
card number, password, and personal details such as phone number.  He identified 
several risks:  (1) merchant retention of credit card numbers poses a far higher risk of 
capture than of capture in transit; (2) adding a password increases the likelihood of 
compromise because so many naïve users choose bad passwords and then write them 
down; (3) even the British site for Amazon contravenes European rules on protecting 
consumer privacy; (3) such practices make it easier for banks to reject their clients' 
claims of fraudulent use of their credit-card numbers. 

 In April 1999, Joe Harris, a computer technician at the Seattle-area "Blarg! Online" 
ISP discovered that improperly installed shopping-cart software used widely on the 
Net to simplify shopping can allow anyone to see confidential data such as credit-card 
numbers.  Security analysts pointed out that the plain ASCII file where such data are 
stored should not be on the Web server at all, or if it is, the file should be encrypted.  
Initial evaluation suggested that the weakness affects at least several hundred and 
possibly many thousands of e-commerce sites where the software installations were 
improperly done. 

 In another recent case, CD Universe customers were shocked when a Russian hacker 
calling himself Maxus was able to access the CD distribution company’s customer 
credit-card database in December 1999. The criminal then tried to extort $100,000 
(and later $300,000) from the firm in exchange for not publishing the numbers. When 
CD Universe refused to pay him, the scoundrel posted the stolen numbers on a Web 
site and allowed anyone to have one credit card number at a time.  Criminals were 
able to make fraudulent charges on the cards. 

A similar breach of confidentiality that can be disastrous is to have trade secrets revealed 
to competitors.  For example,  

 In a settlement of one of the few documented cases of industrial espionage involving 
intercepted e-mail, the Alibris Company paid a $250K fine for the firm it acquired in 
1998.  That company, Interloc, admitted intercepting and copying 4,000 e-mail 
messages sent to Amazon.com through its own ISP, Valinet.  Prosecutors said that the 
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e-mail was intercepted to gain a competitive advantage against Amazon in Interloc's 
own book business.  The managers of Interloc steadfastly denied any wrongful 
intention but failed to explain why they copied the e-mail. 

 In the first case of a lawsuit involving industrial espionage by lawyers, Moore 
Publishing of Wilmington, DE sued Steptoe & Johnson of Washington, DC for 
allegedly breaking into its computer systems more than 750 times while 
simultaneously using a stolen user-ID and password to penetrate the victim's network.  
In addition, the suit alleges a systematic cyber war involving misinformation posted 
on newsgroups through a HotMail account that was eventually traced to the 
defendants.  The suit demanded damages of at least $10M. 
There have been some spectacular software quality-assurance failures in recent years; 

in one particularly humiliating case, a programming error generated the largest single 
accounting error in the history of the space-time continuum (as far as we know, that is).   

As for breaches of integrity, Web vandalism is so common it is no longer news.  Web 
defacement has become a sport, with hordes of children called script-kiddies blindly 
using hacking tools that exploit known and usually very old vulnerabilities. If you can 
stomach pornography, obscenity and really bizarre spelling, you can even look at the 
images of the hacked pages by clicking on the links at that location.  For e-businesses, the 
scary aspect of these cases is that in many of them, technical personnel had no idea they 
had been hacked until someone phoned them or sent them e-mail to ask about the 
peculiar pictures and words on their Web pages. 

Infections by viruses and worms also cause breaches of integrity; for example, back 
in 1996, there was a widely distributed MS-Word macro virus that inserted the word 
"Wazzu" at random into infected documents. Having a damaged document on one's Web 
site would be pretty embarrassing.   Well, a careful search (careful to exclude phrases 
such as "up the wazoo" and references to Washington State University – known as 
Wazzu) by IBM researchers revealed many sites that had "Wazzu" in their documents.  
Even today, one can find documents with ectopic “wazzu” in them; e.g., as I was writing 
this paper I found a music review with the sentence, “Confined to the piano seat wazzu 
for the duration this was unlike any other performance by Nick Cave in Melbourne . . ..”   

If anyone with an e-business needs yet more to worry about then worry about viruses 
that can alter numbers at random — like, for example, prices.  To get a sense of the kind 
of damage such alterations can cause consider the case of the unusually cheap Hitachi 
monitors.  For unknown reasons, in February 1999 the BUY.COM online store Web site 
listed a $588 Hitachi monitor at only $164.50 -- and staff failed to notice the error until 
two days later, by which time there were 1,600 orders for this incredible bargain.  The 
potential cost in lost revenue was $677,600 and the real cost depended on the markup. 
Attempting to refuse to sell the monitors could lose the company enormous customer 
good will, not to speak of resulting in an investigation for fraud and possible civil 
lawsuits for breach of contract.  Analysts speculated on the cause of the error.  One 
intriguing possibility: the BUY.COM online store has a policy of underbidding any price 
on the Net and may possibly use know bots (automated agents) to scour the Web looking 
for prices of products it sells.  If a competitor were accidentally or deliberately to post a 
bad (excessively low) price, the unsupervised knowbot could very well poison the Web 
site database.  The same technique could be used in an information warfare attack to ruin 
a competitor.  
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It is trivially easy to alter the originating address that appears on e-mail messages; 
there have already been many cases in which lies have been distributed on the Internet 
and attributed to the wrong source.  A business can be targeted by a flood of false 
advertising, abusive messages, or even announcements about nonexistent discounts — all 
apparently coming from the victim and causing enormous problems with customer 
relations.  All such breaches of authenticity would cause serious damage to the reputation 
of the victim.  In 1997, a Texas student named Craig Nowak used “flowers.com” as his 
return address in a flood of junk e-mail.  His victim, Flowers.Com, received thousands of 
angry and even abusive e-mail messages and many cancellations of accounts from 
customers and prospects that thought the flower company had abused their e-mail 
addresses. Luckily, in that case, it was possible to track the miscreant down and he was 
fined $18,910 plus court costs for his fraud; in other cases it has been difficult or 
impossible to track down the originator of this kind of cyber-slander.  Even today, 
countless firms are falling prey to charlatans and crooks that claim that unsolicited bulk 
e-mail is a good method of marketing — and are suffering monetary losses and loss of 
reputation as a consequence. 

Consumers expect appropriate response from e businesses; there have been many 
examples of disastrous cases of slow response due to inadequate resources, downtime due 
to errors and downtime due to denial-of-service attacks.  Firms consistently fail to plan 
for peak loads; they omit effective backup systems for electrical power and 
telecommunications systems; they lack real-time recovery for disk failures and server 
outages.  And every time a customer leaves a non-responding Web site in disgust, there’s 
a good chance they will turn to a competitor the next time they start their online 
shopping. 

On a fundamental level, e-business naturally depends on the utility or usefulness of its 
user interface.  For example, people become irritable when faced with clumsy, 
inconsistent and non-intuitive Web designs.  A customer who cannot reverse a mistake or 
get help quickly will soon be an ex-customer.  

Losing control over information is also a problem.  Some companies have been 
subjected to extortion, in which criminals have threatened to reveal confidential 
information war to destroy critical systems unless they are paid. Visa International, for 
example, admitted in January 2000 that criminal hackers had broken into several servers 
in its global network in July 1999 and stolen information (although, according to them, 
not credit-card numbers or consumer data).  In December 1999, the criminals contacted 
Visa demanding a ransom in return for the data. Although it is very difficult to have 
confirmed evidence of such cases, there have been widespread reports of this kind of 
extortion, especially in the financial world where companies are reluctant to admit that 
their systems have been penetrated. 

 
The problem of downstream liability 

Another kind of loss of control occurs when a system is used to launch damaging 
attacks against other systems.  For example, in mid-February 2000, Internet users 
suffered the consequences of distributed denial-of-service (DDoS) attacks on several 
major e-commerce sites. These attacks involved two types of victims: the initial and the 
final. 
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The final victims were the sites receiving a flood of fraudulent and useless packets 
that crashed servers and saturated inbound bandwidth keeping customers away. 
Amazon, Buy.Com, CNN and eBay users experienced serious delays in getting service 
from these Web sites.  Investors in these companies’ shares may have lost over a billion 
dollars in paper value of their stocks.  The following graphs tell their own story: 

 
However, the floods of packets in such a DDoS originate from hundreds of other 

victims — call them the initial victims — whose integrity is compromised by criminal 
hackers.  The DDoS attacks involve tools such as trin00, Tribe Flood Network (TFN), 
Stacheldraht and TFN2K, widely available on the Internet due to the irresponsibility and 
stupidity of programmers with less social conscience than the average bacterium.  In each 
case, the criminal hacker takes as long as required to break into many ill-secured 
computer systems to install programs known as soldiers, slaves or zombies.  These slave 
programs respond to instructions sent in encrypted form from a master program directly 
under the control of a criminal hacker.  The slaves serve as amplifiers for the denial-of-
service attacks, allowing criminal hackers to put together an unauthorized parallel-
processing system to abuse their victims. There are even scanners available to help locate 
weak systems automatically; it is possible to infect yet another new host once every few 
minutes or faster, depending on the bandwidth available to the criminal. 

Tracing an attack back to one of the slaves is not much of a problem; however, 
going back to identify the person who installed the slave programs is very difficult.  
While law enforcement officials, including the FBI and the RCMP, searched for the 
perpetrators, the usual rag-tag band of lunatics crawled out of the woodwork to claim 
responsibility for this disruption of Internet commerce.  Some of these fools even claimed 
a political agenda; supposedly spewing useless packets at their victim was a 
demonstration of their feelings about the commercialization of the Internet.  Eventually 
the RCMP in Canada arrested a nameless 15 year-old Montreal boy with the on-screen 
pseudonym “MafiaBoy” and charged him with breaching Canadian computer-crime laws. 

But regardless of who is causing these DDoS attacks, there's an issue that has 
concerned security specialists and tort lawyers for many years: the question of whom to 
sue for damages when an attack is launched from a site that has itself been victimized by 
criminal hackers.   

Now, I am not a lawyer, and this article is not legal advice; for legal advice, 
consult an attorney qualified to discuss tort law.  That said, I have been following 
cyberspace law developments for a long time.  At several professional meetings, I have 
heard attorneys specializing in the law of cyberspace discuss the concept of downstream 
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liability in hacking incidents. Simply put, whom would you rather sue: some impecunious 
wretch sitting in a basement cackling over his latest DDoS attack or a real business with 
assets?   

In a PC Week article, columnists Jim Kerstetter and John Madden wrote, “The 
recent distributed denial-of-service attacks on seven of the Web's busiest sites could not 
have happened without lax security on possibly thousands of other Web servers around 
the world. The owners of those sites could face legal trouble, since the attitude exists that 
you are responsible for the material on your site, regardless of its origin.”  

In my opinion, if DDoS attacks become a significant impediment to e-commerce, 
there are bound to be lawsuits against the owners and administrators of the first-line 
infected hosts harboring the DDoS slaves.  I guess that the argument presented by tort 
lawyers will be that the slave-infected systems demonstrate contributory negligence by 
the people who ought to have a secured their systems so that the slaves could not have 
been implanted in the first place.  Conceivably, a victim might sue all of the hundreds of 
infected sites in the hope of collecting settlements or awards from several of them. 

What arguments would the plaintiffs' attorneys use in laying blame on the first 
rank victims?  A strong case could be made using expert witnesses who would show that 
the vast majority of security breaches on sites linked to the Internet derive from out-of-
date software and from inadequately configured defenses.  The witnesses would testify 
that fixes for well-known vulnerabilities have been available for years at no cost from 
software manufacturers, security firms, and from volunteers freely exchanging solutions.  
If subpoenaed, some of the network administrators from the slave-infested sites would 
testify that they knew that their sites were vulnerable, they knew where to get the fixes, 
but they just didn't have time to get the fixes installed.  At that point, a clever attorney 
would ask, “Why not?” 

Why not? Because there are well-known, respected firms where a single 
overworked network administrator is responsible for hundreds or even thousands of 
nodes with capital value estimated in the million-dollar range; where despite regular pleas 
from desperate people trying to get their work done, managers consistently refuse to 
allocate adequate resources to develop and implement sound security policies. 

And so we are back to downstream liability.  If it makes sense to sue the 
organizations whose computer systems harbor slave programs for contributory 
negligence rather than to pursue the hackers who infected them, doesn’t it make sense to 
sue the managers who decided to leave their systems inadequately secured rather than 
pursue the network administrators who tried and failed to do their job in the face of 
managerial malfeasance? 

 
The public cares about security 

Consumers and fellow businesses have finally grasped that information security 
matters to them.   Survey after survey confirms that one of the key impediments to 
increased consumer usage of online purchasing is fear:  fear of losing control over their 
credit card numbers and fear of losing control over their privacy. 

 In a study of 1,001 respondents selected at random among the general public, most 
people expressed suspicion about the security of online transactions.  Highlights: 58% 
of consumers do not consider any financial transaction online to be safe; 67% are not 
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confident conducting business with a company that can only be reached online; 77% 
think it is unsafe to provide a credit card number over the computer; and 87% want e-
commerce transactions confirmed in writing.  The National Technology Readiness 
Survey was carried out by Rockbridge Associates over a two-year period.  The 95% 
confidence limits for such responses range from around ±3% in the middle to around 
±0.5% at the extremes. 

 The e-commerce firm CyberSource commissioned a survey of online merchants; the 
work was carried out by Mindwave and interviewed over 100 online businesses.  The 
findings, reported in December 1999, showed that 75% of the respondents rated 
credit-card fraud as "a concern" but only 59% knew that they would be liable for 
restitution in cases of fraud.  About 72 percent of online merchants surveyed believed 
that sales would increase if online shoppers were not worried about fraud.  The 95% 
confidence limits for percentages in a sample of 100 are approximately ±10% at 
worst. 

 In April 2000, the Angus Reid Group (a national polling agency) released results of 
1,125 interviews with Canadian Web users.  The overall conclusion was that most 
Internet users in Canada have never shopped on-line because they fear their credit 
card information will be accidentally leaked or stolen.  Tyler Hamilton, reporting for 
the Globe and Mail newspaper, wrote, “Such on-line shopping jitters represent a 
massive barrier to e-commerce,. . . preventing billions of dollars from flowing into 
the country's digital economy. . . .The perception that such information will be 
misused or stolen is cited as the main reason 74 per cent of all Canadian Internet users 
have stayed clear of on-line shopping.”  Steve Mossop, senior vice-president of 
Angus Reid and head of the firm's Canadian Internet practice, called the numbers 
"staggering." He said privacy and security issues on the Internet have gained a higher 
profile over the past year, largely because of recent hacker incidents and Web site 
breaches.  The top fears holding back consumers: 62% are "very concerned" about the 
security of databases holding their credit-card information; 57% believe that credit-
card data are can be easily used for unauthorized transactions; 54% think their credit 
card data can be intercepted in transit by hackers. 

 
Consequences of security failures for e-businesses 

All right, let’s take stock.  Here are some brief reminders of the kinds of problems 
that will occur for e-businesses hit by security problems: 

 immediate loss of business due to unavailability 

 long-term loss of business due to loss of trustworthiness and reputation 

 loss of stock value 

 financial liability for breach of contract 

 legal liability for contributory negligence 

 loss of management credibility  

 embarrassment of employees 

 lowered employee morale 
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 increased employee turnover 

 difficulty hiring competent staff 

 incitement to abuse of security policies. 

 So far, this is the usual gibbering and fist shaking that all of us information 
security specialists get into when trying to explain why our contributions are valuable. 

 The news is that we can now go beyond gibbering and fist shaking.  In today’s e-
commerce environment, effective information security can actually increase business and 
increase profits, not merely reduce risk. 
 
Defining the Net Present Value of Information Security 

Tom Nelson, VP and Chief Strategy Officer of AtomicTangerine has defined the Net 
Present Value of Information Security (NPVSec) as follows:  "NPVSec is the value 
protection and value creation that is realized when barriers to e-Business are removed 
through mechanisms that ensure business integrity, service availability and 
customer/consumer confidentiality and privacy. Value creation examples include:  new 
distribution channels, new revenue streams, new business models, among others." 

In other words, instead of viewing information security solely as a risk-avoidance 
measure — like a kind of insurance policy that never actually pays anything back — we 
are forced by the nature of e-business to accept that security actually supports and 
enables e-business. 

As we have seen in our review, e-business has brought security to the forefront of 
strategic thinking for successful businesses.  Business leaders can no longer tolerate the 
view that security is an add-on feature relegated to the end of the design process.  
Security is a process, not a product or a state; security affects every e-businesses bottom 
line in a positive way.  Security is no long a cost center, it’s part of your repertoire for 
meeting the legitimate needs of your public.  Instead of seeing security as solely the 
purview of the technical staff in your organization, you should ensure that your marketing 
and public relations departments are well versed in the principles of information security 
and can communicate effectively to an anxious public about the measure you are taking 
to safeguard your customers’ privacy and their money.  Be sure that your Web site has 
clear and appropriate privacy policies; don’t sell or trade visitors’ and customers’ 
information without their explicit opt-in permission. 
Secure your systems and you will secure your future. 
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Abstract 
 

In complex e-business applications, the volume of workload and the number of 
business transactions become so high that the traditional two-tier model fails to meet the 
challenges of enterprise-based applications. As a solution to the problem, this article 
surveys briefly the recent advances in client/server system and reports on a framework of 
a multi-tiered client/server (c/s) model using middleware technologies. After explaining 
the evolution of the multi-tier c/s system, this study critically examines its 
implementation using the different categories of middleware, such as the TP Monitor, 
Message Queuing, the Object Request Broker and the Object Transaction Monitor 
(OTM).  This article explains how IBM’s WebSphere, one of the middleware products, 
serves as the e-business application infrastructure software in the multi-tier client/server 
environment, how People’s Bank uses this product and is satisfied with the benefits it 
receives from this middleware product.  This library research arrives at the conclusion 
that if an enterprise wants to meet the fast growing demands of Web-based e-business 
transactions, it needs a multi-tier client/server architecture with an efficient middleware, 
such as WebSphere that supports every phase of e-business from the start to the end, 
uniting the Web, the client/server and the legacy resources, integrating diverse 
middleware technologies, protecting the investment in existing technologies and skills, 
and supporting the integration with ERP and EDI between business partners.  
 
Key words 
 

Multi-tier Client/Server, e-Business, Middleware, Object Transaction Monitor, 
and WebSphere 
 
Introduction 
 

Electronic business transactions are now growing faster than ever before.  As 
businesses becomes more complex, as in the case of e-business, the volume of workload 
and number of transactions become so high that the two-tier model fails to meet the 
challenges of the enterprise-based applications.  Many corporations already have adopted 
multi-tier client server systems in order to gain a competitive edge. The Web accelerates 
this move of e-business from a monolithic, single-tier mainframe to a multi-tier client-
server system boosting it into the mainstream.  The scope of this study includes:  

 
1. Evolution of the multi-tier c/s system 
2. Implementation of multi-tier c/s system 
3. Multi-tier c/s model for e-business 
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4.  An Empirical example of multi-tier c/s system in e-business 
 
 
Evolution Of Multi-Tier Client/Server System 
 
Mainframe and File Server Architectures 
 

During the sixties and seventies, companies used the mainframe computer with its 
centralized architecture for their business transactions.  In mainframe architecture, the 
application logic and database reside within the same machine.  Partitioning the 
application logic from the database is virtually impossible. During the eighties, 
companies turned to PCs for their computing needs. Local Area Network (LAN) and File 
Server architecture were introduced eventually.  In the file server environment, the client 
was burdened with application processing. Both the mainframe and file server 
architectures were unable to build a scaleable framework for business solutions. 
 
Client/Server Architecture 
 

In the 1980s, due to the limitations of mainframe and file server environments, the 
client/server architecture was introduced for cost-effective performance.  This 
client/server process involves two independent entities: the client and the server.  The 
client is the requester of the service and the server is the provider of the service.  
Applications are processed both on the workstation and the server.  These two 
independent entities work together to perform a single task. The structured query 
language (SQL) can be used to communicate between the client and the server. The 
client/server architecture places processing burden on the powerful server and reduces the 
volume of data to be transferred between the server and user. It can be two-tier, three-tier 
or n-tier models.  The term tier is used to refer to the partitioning of an application 
between the client and the server. 
 
Two-tier Client/Server Model  
 

In the two-tier model, the client as the first tier is responsible for user interface, 
which is located on the desktop environment. The second tier is responsible for the back-
end database, which resides in the network server as in the Figure 1.  
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Figure 1: Two-Tier Client Server System (Edwards, 1997, p. 6) 
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The processing load is split between the client and the server.   Most of the system 
needs are processed on the client, which is, therefore, known as the fat client.  The server 
provides the SQL interface for processing data.  The user runs a Graphical User Interface 
(GUI) on the client, which sends the SQL, or HTTP requests to the server-resident 
database.  The server processes the request and sends the result.  

Business logic, which consists of rules and standards for carrying out an 
organization’s day-to-day business process, resides either on the client or on the server.  
The two-tier model does not apply to business logic.   This results in the lack of clarity, 
which has critical limitations to the two-tier model.  Moreover, the enterprise business 
applications have some demands, such as efficient access and the use of legacy data, 
security of business information, and flexibility and scalability of the applications 
(Gemstone Systems 1999). The two-tier model does not meet these challenges of the 
enterprise-based applications. The two-tier model is beneficial for small-scale 
applications, such as departmental applications, decision support and simple Web 
applications, but it does not operate successfully in large-scale productions.   The use of 
vendor proprietary database procedures limits flexibility in the two-tier model.   
Implementing and maintaining the business logic is difficult (Jerke, Szabo, Jung & Kiely, 
1997).  If the location and design of data are changed, the user has an abundance of 
rework to be completed on the client’s application. As a result, the companies begin to 
adopt the three-tier or n-tier models to gain a competitive edge. 
 
Three-tier model 

 
In the three-tier model, a middle-tier is introduced between the user-interface 

client environment and the back-end database environment.  The middle layer is an 
application server, which enables the client’s application to run the business logic, and to 
access, retrieve and store the data to and from the data server. A three-tier client/server is 
shown in Figure 2. 
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Figure 2:  Three-Tier Client Server Systems (Orfali, Harkey, Edwards, 1999, p. 23) 
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The first tier, known as the client, is responsible for user interface. The user 
interacts with the server through a desktop computer. In the three-tier model, the 
computation is removed from the client. Only a thin veneer of application required to run 
the GUI is kept in the client, so the client is known as a thin client. The middle-tier 
provides a centralized business rule processing. Business logic, which resides in the 
application server, can be managed and administered separately from the user-interface 
and database.  It is possible for developers to change the data storage and data design 
without affecting the client. The third-tier, known as the data server, provides database 
management functionality and ensures the data consistency throughout the distributed 
system.  The three-tier model facilitates the large-scale Web-based client/server 
applications required by e-business.     
 
Two-tier Vs. Three-tier 
 

Two-tier and three-tier are compared by their e-business characteristics in the 
following table. 

 
Table 1: Two-tier vs. Three-tier (Edwards, 1997, pp. 9-10) 

 
Characteristics 2-Tier 3-Tier 

Internet Support Limited (bandwidth 
limitation to download) 

Good (Easy to 
download as applets 
and beans) 

Heterogeneous Database 
Support 

No Yes 

Application Reuse Not Good Good 
Scale Limited Good 
Volume Handling Limited (less than 300 

concurrent users) 
Good for large volume 

 
Multi-tier or N-tier Model 
 

The three-tier logical model becomes multi-tier when the model requires more 
than one component to implement the client’s request.  Some components do not have 
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direct access to legacy applications running in the mainframe.  They access another 
component to assist them with implementing the client’s request. Finally, they receive the 
requested information through other components and send it to the client.  In this 
situation, we have the multi-tier or N-tier client/server model.  Multi-tier model is shown 
in Figure 3.  

 
Figure 3: Multi-Tier Client/Server Systems (Orfali, Harkey, Edwards, 1999, p. 27) 
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The multi-tier model provides greater application scalability, better performance, 

increased reuse of the components, more flexibility and lower maintenance than the two-
tier model. The two-tier model is favorable for small companies and small projects, 
which require only less than 50,000 transactions per day.  When business grows and 
applications are written in different languages, the component based multi-tier model 
gives a larger return on the investment than the two-tier (Edwards, 1997).  When the 
volume of workload and number of transactions become high, the two-tier becomes 
inoperable. As the e-business is growing on the Web, companies are realizing the fact 
that they have to turn to the component based multi-tier client/server system for 
competitive advantages. 

 
Implementation of Multi-tier model 
 
Middleware Technologies 
 

In e-business applications, the client may need to communicate through 
heterogeneous network links, such as the Web server, the application server and its 
components, the data server, the existing information system including ERP and business 
trading partners. The implementation of the multi-tier model requires software to 
facilitate these communications. This software is known as middleware. Middleware is 
application infrastructure software, which serves as the foundation of new applications 
and better utilization of existing applications. It facilitates communication between two 
applications and controls transmission of data across heterogeneous network links. It 
performs the functions of being logical and physical intermediary in c/s transactions.  It 
includes, among other fully distributed components, the network operating system. The 

 30



Journal of e-Business and Information Technology 31

main categories of middleware technology are the TP Monitor, Message Queuing, the 
Object Request Broker and the Object Transaction Monitor. 
 
Transaction Processing Monitors 
 

TP Monitors manage transactions starting from the client across one or more 
servers.  These products queue the transactions accepted from the client and take on the 
responsibility of correct completion.  These products achieve this process by breaking 
complex applications into pieces of code called services.  TP Monitors execute three 
categories of jobs, such as process management, transaction management and 
client/server communication management. IBM’s CICS and BEA’s Tuxedo are a few 
examples of TP Monitors.  
 
Message Queuing Middleware 
 

Message Oriented Middleware (MOM) provides message delivery (Boucher & 
Katz, 1999).  The message is an object, which contains the information of what it is, 
where it goes, and what it should do at the destination.  MOM allows the client to 
communicate in a variety of messaging mechanisms, such as request-response, prolonged 
conversation, application queues, publishing and subscribing, and broadcasting.  
Messages are processed asynchronously with appropriate priority levels.  Some examples 
of messaging middleware are IBM’s MQSeries, BEA’s Message Q and Microsoft’s 
MSMQ.   
 
ORB-based Middleware 
 

ORB-based middleware applications are becoming standard for the multi-tier 
model.  In the Microsoft environment, COM objects are used as object oriented 
middleware and DCOM is used to connect the client with the application server 
depending upon the configuration (Corning, Elfanbaum, & Melnick, 1997).  Object Data 
Base Connectivity (ODBC) can be used for database connectivity.  In a non-Microsoft 
environment, the common middleware tools are Enterprise Java Beans (EJB), and 
Common Object Request Broker Architecture  (CORBA).  CORBA and RMI supports 
Internet-Inter ORB Protocol (IIOP) services with which any object around the world can 
be interconnected. EJB supports the Java environment.  The client does not need to know 
how the server objects operate.  The Java Data Base Connectivity (JDBC) will give 
database connectivity.  
 
Object Transaction Monitor 
 

The IT departments of many companies have been using different middleware 
categories, such as Transaction Processing Monitor (TPM), Message Oriented 
Middleware (MOM) and Object Request Broker (ORB) for various purposes. Each of 
these products has its own functionality.  If each of these is to be productive, a 
corporation must use them all.   A corporation needs a variety of IT experts and a large 
amount of investments to integrate of these technologies.  Middleware vendors now have 
started to introduce a new category of product known as the Object Transaction Monitor 
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(OTM).   The OTM integrates the functionality of TP Monitors, MOM and ORB.  It 
provides application services and an integration process.  These products are designed to 
communicate with heterogeneous network links. 
 
The Object Monitor market is in its early stage of development.  New products are 
appearing on the market adding to the existing ones. A few of these products now 
available on the market are IONA’s OrbixOTM, BEA’s M3 and Web Logic, Inprise 
Corporation’s ITS, Microsoft’s MTS and IBM’s WebSphere.  All these products are used 
for e-business solution; but most of them provide only a partial e-business solution.  
However, IBM claims that its WebSphere Family of Products supports every phase of e-
business from the start to the end. 
 
Multi-Tier In E-Business Applications 
 

At present companies are engaged in a wide variety of e-business applications 
ranging from simple Internet application for submitting and paying bills to complex 
applications for large scale supply chain integration, business-to-business and business-
to-consumer commerce. On the basis of volume of transaction processing and business 
logic, these e-business applications can be grouped into three categories: 1) Simple e-
business applications, such as publishing advertisements, bill payments, and employee’s 
access to company’s internal applications through the Internet, and other applications 
which require only minimal business logic and transaction processing.  These 
applications can be performed through simple Web-site. 2) Moderate e-business 
applications, such as access to company’s information by outside customers and 
employees, small scale supply chain integration, small scale B2B and B2C commerce, 
which require a moderate level of transaction processing and business logic. These 
applications can be performed by a modest application server like the Microsoft 
Transaction Server in Windows NT environment. 3) Advanced e-business applications, 
such as large scale supply chain integration, large scale B2B and B2C commerce, which 
require a large volume of transaction processing and business logic.  These applications 
require enterprise application servers, such as IBM’s WebSphere, BEA System’s 
WebLogic, Inprise’s Application Server, and Oracle’s Application Server, or e-commerce 
application server suites, such as IBM’s Net.Commerce Suite, and Oracle’s Internet 
Commerce Server. 
 
e-Business and IBM’s WebSphere 
 

Most of the enterprise application servers are used in multi-tiered client/server 
architecture based on open standards providing a multi platform with heterogeneous 
links.  Now this study focuses on WebSphere in multi-tier client/server environments. A 
multi-tiered framework (IBM High Volume Web-Site Team, 1999) using IBM’s 
WebSphere for e-business is presented in Figure 4. 
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Figure 4: A Framework using WebSphere for e-Business (Conner, 1999, p. 2) 
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Components of four e-business actions and requirements from multi-tier client 
server architecture are the following: 1) Signing on to the system requires Tier 1 
consisting of Web Browser and Web Server. 2) Product Query requires Tier 1 and Tier 2 
consisting of Web Browser, Web Server and Web Application Server in the context of 
component- based multi-tier system. 3) Buying a product requires Tier 1, Tier 2 and Tier 
3 consisting of Web Browser, Web Server, Web Application Server, and Data Server.  4) 
Fulfillment of a business transaction requires Web Browser, Web Server, Web 
Application Server, Data Server, existing information systems, EDI between business 
partners. 

IBM’s performance package includes load balancer and cache to control the large 
volume of transaction traffic. Network Infrastructure of the company provides network 
services, directory services and security services, such as firewalls. WebSphere provides 
all the security requirements (Schlosser, 1999), such as authorization, access control, 
asset protection, accountability, administration, assurance and availability. 
 
e-Business Integration Process and WebSphere 
 
Communication between multi-tiers, protection of existing applications and integrations 
of business partners are essential parts of e-business. IBM’s WebSphere does this 
integration process efficiently. The HTML clients communicate the application server 
through HTTP protocol, and the application clients communicate over HTTP, IIOP, or 
MQ.  The client will be an ultra thin client.  In normal situations, HTML technology will 
be useful for creating a thin client. When the problem is complex, small Java applets can 
be used for this communication. DHTML and Java script also can be used if the browser 
supports them.   IBM provides HTTP server and WebSphere Application Server.  There 
are three types of interactions: user interface, page construction and business logic. User 
interface and page construction are performed in HTTP server. Business logic resides in 
application server. User interface and page construction interact with business logic 
through Command Beans (Java Beans). Some companies use application server together 
with development tools, such as VisualAge for Java.  Database connections can be given 
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by JDBC or MQ Series.  WebSphere Host Integration Solution makes the legacy 
application available on Internet without additional programming.  Business trading 
partners’ integration can be achieved by the B2B integrator and MQ Series Integrator.  
IBM’s WebSphere supports every phase of e-business from the start to the end. 
 
An Empirical Example of Multi-tier C/S System in e-Business 
 

More than 10,000 companies are using WebSphere for enterprise e-business 
applications in multi-tier environments.  For example, People’s Bank (IBM, 30/12/1999) 
has a four-tier architecture.  The first tier is a Web browser or a custom developed 
application.  The next tier consists of IBM’s HTTP server and WebSphere Application 
Server, an advanced edition running on Solaris.   The next tier consists of transaction 
processing component of WebSphere Application Server, an enterprise edition. This tier 
communicates the banks’ complex applications between the banks’ multiple legacy 
systems through MQSeries. The final tier is the data server.  

People’s bank uses WebSphere for retail banking solutions, Internet banking and   
credit card call center solutions.  The bank’s benefits from this product include the 
provision of better service to the customers attracting new clientele, and the increase in 
efficiency of IT   staff in developing enterprise applications that integrate with existing 
systems.  
 
Conclusion 
 

The traditional two-tier client server system fails when a company faces a huge 
volume of e-business transactions and business logic. As a solution to the problem, this 
article, after surveying briefly the recent advances in client/server systems, reports on a 
framework of multi-tiered client/server model using middleware technologies. In this 
framework the application servers integrating middleware technologies are used in the 
multi-tier client/server environments for e-business. This library research arrives at a 
conclusion stating that if an enterprise wants to meet the fast growing demands of Web-
based e-business transactions, it needs a multi-tier client/server architecture with an 
efficient middleware, such as WebSphere, which supports every phase of e-business from 
the start to the end, uniting Web, client/server and legacy resources, integrating diverse 
middleware technologies, protecting investment in existing technologies and skills, and 
supporting integration with ERP and with EDI between business partners. 
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