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Abstract 

The 2008 federal legislation of the Higher Education Opportunity Act (HEOA) 

requires institutions of higher learning to make greater access control efforts for the 

purposes of assuring that students of record are those actually accessing the systems and 

taking exams in online courses by adopting identification technologies as they become 

more ubiquitous. To meet these needs we propose combining keystroke and stylometry 

information in developing a robust biometric system to authenticate online test takers.  

  

Research Goals and Problem Statement 

The problem is to reliably authenticate online test takers over the Internet by 

analyzing their behavioral keyboard-input biometrics – their keystroke and stylometric 

traits.  Our goal is to achieve an operating point on the Receiver Operating Characteristic 

(ROC) curve with the False Accept Rate (FAR) < 0.1% and the False Reject Rate (FRR) 

< 1%, and an Equal Error Rate (EER) less than ½ % on a university course population of 

30 students.  In biometric systems, the EER, where FAR = FRR, is commonly used as a 

single number to evaluate biometric systems.  We plan to pilot the system as early as the 

fall of 2013 through the Blackboard educational software system in Pace University 

courses, such as English and History, requiring significant text input in their tests. 
 

Work Description and Expected Outcomes 

1. Refine the earlier-developed prototype biometric systems for keystroke and 

stylometry and measure their independent performances on course sizes of 30 

students.  Expected outcomes are less than 1% EER for keystroke and less than 10% 

EER for stylometry on tests with over 100 words input per test. 

2. Improve the data-taking UI so that >99% of the students can easily use the system. 

3. Explore fusion methods and combine the keystroke and stylometry system results, 

and measure its combined performance on course sizes of 30 students.  Expected 

outcome is less than ½ % EER.  

4. Improve the statistical representation of the pattern recognition features with a final 

best case target of 0.1% EER. 

5. Test the resulting system on students taking actual online tests in our School of 

Computer Science and Information Systems.  This will involve setting an appropriate 

operating point (other than the EER point) on the ROC curve that portrays the trade-

off between the FAR and the FRR, and developing a procedure to handle potential 

test-taking imposters. 

6. Explore methods to further improve the performance and detect imposters. For 

example, clustering methods could potentially improve the performance of 

combining strong and weak performing biometric systems. In this case, the keystroke 

biometric system is considerably stronger than the stylometry system. 
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7. Pilot the system as early as the fall of 2013 through the Blackboard educational 

software system in Pace University courses not within our School of CSIS, such as 

English and History, requiring significant text input in their tests.  If successful, the 

authentication system could become the standard as early as the following year. 

 

Prior Work  

Keystroke biometric systems measure typing characteristics believed to be unique to 

an individual and difficult to duplicate.  The keystroke biometric is one of the less-

studied behavioral biometrics and is appealing for several reasons: it is not intrusive, it is 

inexpensive, and keystrokes continue to be entered for potential repeated checking after 

an authentication phase has verified a user’s identity.  Several companies have developed 

commercial products for hardening passwords (short input) in computer security schemes 

but long input has been less studied.  A number of measurements or features are used to 

characterize a user’s typing pattern, and these measurements are typically derived from 

the raw data of key press times, key release times, and the identity of the keys pressed.  

For short input such as passwords, however, the lack of sufficient measurements presents 

a problem because keystrokes, unlike most biometric features, convey only a small 

amount of information. 

Stylometry is the study of the unique linguistic styles and writing behaviors of 

individuals in order to determine authorship.   It has been used to attribute authorship to 

anonymous or disputed documents.  Stylometry uses statistical analysis, pattern 

recognition, and artificial intelligence techniques, and typically analyzes the text by using 

such measurements as the frequency of use of each alphabet letter, punctuation, and other 

commonly used characters; n-gram statistics; average number of sentences per paragraph; 

average number of words per sentence; average word length; and the percentage use of 

capitalization. 

Over the last eight years Pace University has developed a keystroke biometric system 

for long-text input.  The application of interest for this grant is verifying the identity of 

students taking online tests, an application that is becoming more important with the 

student enrollment of online classes increasing and instructors becoming concerned about 

evaluation security and academic integrity.  The 2008 federal legislation of the Higher 

Education Opportunity Act (HEOA) requires institutions of higher learning to make 

greater access control efforts for the purposes of assuring that students of record are those 

actually accessing the systems and taking exams in online courses by adopting 

identification technologies as they become more ubiquitous. 

The Pace University keystroke biometric system is unique in several respects.  First, it 

can collect raw keystroke data over the Internet as well as from a key logger on an 

individual machine.  Second, it focuses on arbitrary long-text input where sufficient 

keystroke data are available to permit the use of powerful statistical feature 

measurements – and the number, variety, and strength of the measurements used in the 

system are much greater than those used by earlier systems reported in the literature.  

Third, it focuses on applications using arbitrary text input because copy texts are 

unacceptable for most applications of interest.  And, fourth, because of the statistical 

nature of the features and the use of arbitrary text input, special statistical fallback 

procedures are incorporated into the system to handle the sparseness of data from 

infrequently used keyboard keys. 



The system consists of a raw keystroke data collector, a feature extractor, and a 

pattern classifier to make the authentication decisions.  Experiments have been conducted 

and reported on over 100 subjects to investigate two input modes – copy and free-text 

input – and two keyboard types – desktop and laptop keyboards.  The major finding was 

that the system can accurately identify or authenticate individuals if the same type of 

keyboard is used to produce the enrollment and questioned input samples (Villani et al., 

2006; Villani, 2006).  Recent experimental results on samples of 500 keystrokes yielded 

less than 1% EER authentication performance (Monaco et al., 2013) and further tests are 

being conducted to verify these results. 

We have also developed a stylometry system consisting of data collection, feature 

extraction, and classification components.  We were initially interested in the question of 

the authorship of email, an area of forensic linguistics.  In contrast to prose writing, email 

is less formal and characterized by shorter sentences, shorter words, different 

format/structure, and often chat-room or other shorthand such as ‘lol’, ‘asap’, ‘btw’, etc.  

More recently we have developed a prototype stylometry analyzer for online test takers 

(Stewart et al., 2011; Stewart, 2012).  While the keystroke and stylometry biometrics are 

both behavioral biometrics, they operate at different cognitive levels.  The keystroke 

biometric operates at essentially an automatic motor control level.  Stylometry, however, 

operates at a higher cognitive level, and because it primarily involves word and syntax-

level units, much longer text passages are required relative to those required by the 

keystroke biometric.  Experimental performance results on the stylometry system were 

considerably weaker than those on the keystroke system.  Nevertheless, stylometry 

appears to be a useful addition to the test-taker authentication process because the correct 

student may be keying in the test answers but a coach could be providing the answers and 

the student merely typing the coach’s words and not bothering to convert the coach’s 

linguistic style into his own.  Thus, a combined keystroke-stylometry analyzer should 

provide a more robust biometric system with improved performance.   

Much of this work has been conducted by masters-level capstone project student 

teams that created the systems and infrastructure for research conducted by doctoral 

students in our Doctor of Professional Studies (DPS) in Computing Program. Three of 

our doctoral students (Mary Villani, Robert Zack, and John Stewart), who have since 

graduated, were major contributors to the related work: the first two with the keystroke 

biometric research and the third with a study of stylometry and authenticating students 

taking online tests. 

 

Pace University References with links to the key papers 

(each reference puts the Pace University work in context with previous work)  
Monaco, J.V., Bakelman, N., Cha, S., and Tappert, C.C. (2013). Recent advances in the 

development of a keystroke biometric authentication system for arbitrary text input. 

unpublished. 

Stewart, J.C., Monaco, J.V., Cha, S., and Tappert, C.C. (2011). An Investigation of Keystroke 

and Stylometry Traits. Proc. Int. Joint Conf. Biometrics (IJCB 2011), Washington D.C.  

Also, see Stewart, J.C. (2012). An evaluation of the application of stylometry and the 

keystroke biometric to identity verification of online test takers. Doctoral dissertation, 

Pace University, NY. 

Tappert, C.C, Cha, S.-H., Villani, M., & Zack, R.S. (2010). A Keystroke Biometric System for 

Long-Text Input, Int. J. Information Security and Privacy, 4-1: 32-60. 

http://www.csis.pace.edu/~ctappert/it691-13spring/projects/2013-newresults.pdf
http://www.csis.pace.edu/~ctappert/it691-13spring/projects/2013-newresults.pdf
file:///C:/AtPace/aweb-tappert/papers/IJCB2011.pdf
file:///C:/AtPace/aweb-tappert/papers/IJCB2011.pdf
http://www.cse.nd.edu/IJCB_11/
file:///C:/AtPace/aweb-tappert/papers/keystroke-journal2010.pdf
file:///C:/AtPace/aweb-tappert/papers/keystroke-journal2010.pdf


Zack, R.S., Tappert, C.C.  and Cha, S.-H. (2010). Performance of a long-text-input keystroke 

biometric authentication system using an improved k-nearest-neighbor classification 

method.  Proc. IEEE 4th Int Conf Biometrics: Theory, Apps, and Systems (BTAS 2010), 

Washington, D.C. Also, see Zack, R.S. (2010). An improved k-NN classification method 

with application to keystroke biometric authentication. Doctoral dissertation, Pace 

University, NY. 

Tappert, C.C, Villani, M., & Cha, S.-H. (2010). Chapter 16, Keystroke Biometric Identification 

and Authentication on Long-Text Input, 342-367. Behavioral Biometrics for Human 

Identification: Intelligent Applications, Ed. Liang Wang & Xin Geng. IGI Global. 

Villani, M., Tappert, C.C., Ngo, G., Simone, J., St. Fort, H., & Cha, S.-H. (2006). Keystroke 

biometric recognition studies on long-text input under ideal and application-oriented 

conditions. Proc. Computer Vision & Pattern Recognition Workshop on Biometrics, New 

York. Also, see Villani, M. (2006). Keystroke biometric identification studies on long 

text input. Doctoral dissertation, Pace University, NY. 

 

Data Policy 

Our intention regarding the output of this work is to make it available to the public and 

to the research community by publishing the results, making the programs available as 

open source code, and making the data sets available so the experiments are replicable. 

 

Budget 

Doctor of Professional Studies (DPS, equiv. to PhD): half student’s yearly tuition ...  11K 

M.S. in Computer Science: half tuition for one student for one year ………..………  13K 

M.S. in C.S. student programmer wages: total of $25/hr x 10hr/wk x 50wks …. …  12.5K  

Conferences (attend 2-3 conferences at $1000-1500 per person per conf.) …....……...  3K 

 e.g., IEEE 6
th

 Int. Conf. Biometrics, Washington DC, October 2013  

Total ………………………………………………………… …………………….  39.5K 

It is anticipated that this funding will greatly speed the development of this effort by 

attracting interested and capable students in need of financial assistance. 
 

CV of the PIs 
Dr. Charles C. Tappert (PI) has a Ph.D. in Electrical Engineering from Cornell University.  He worked 

on speech and handwriting recognition at IBM for over two decades, secured and was the principal 

investigator on six government contracts in speech recognition, and holds nine patents.  After IBM, he 

taught at the U.S. Military Academy at West Point for seven years and has been a Professor of Computer 

Science at Pace University since 2000.  He has over 100 publications and his research interests include 

pattern recognition, biometrics, pen computing and voice applications, human-computer interaction, and 

artificial intelligence. 
 

Dr. Sung-Hyuk Cha (co-PI) is a Professor of Computer Science with over 100 publications in pattern 

recognition and related fields.  During his PhD years, he was affiliated with the Center of Excellence for 

Document Analysis and Recognition (CEDAR) at SUNY Buffalo.  Major contributions made at CEDAR 

include a dichotomy model to establish the individuality of handwriting, distance measures on histograms 

and strings, a nearest neighbor search algorithm, apriori algorithm, etc.  He has been a faculty member of 

the Computer Science Department in the School of CSIS at Pace University since 2001.  His main interests 

include computer vision, data mining, and pattern matching and recognition.   
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