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Summary 

This proposal will develop a behavioral biometric system to authenticate, and continually authenticate, users of 

devices in online transactions.  Five research task areas will be investigated, and four corresponding biometric 

system components will be developed, along with a robust integration and fusion system.  The four biometric system 

components operate at several human cognitive levels to provide a multi-level computational behavioral cognitive 

“fingerprint” of the person operating the device in the online transactions.  The four biometric components will 

target keystroke, mouse activity, stylometry, and operational behavior.  The keystroke and mouse components 

operate at the subconscious automatic motor control level, the stylometry component operates at the higher 

cognitive linguistic (character, word, syntax) level, and the operational behavior component operates at the highest 

cognitive semantic level of intentional motivation. Finally, an integration layer will fuse the multiple biometric 

modalities based on feature quality and relevance. The proposed project will leverage our previous work – our 

extensive research on the keystroke biometric and our ongoing research on mouse activity, stylometry, and semantic 

operational biometrics.  We will also leverage the quality based fusion previously applied to unconstrained physical 

biometric signatures. Using standard biometric performance metrics such as Receiver Operating Characteristic 

(ROC) curves, the integrated system components will be evaluated for viability through extensive testing, on over 

300 experimental participants, using standard desktop and laptop computers and exploring extensions to mobile 

devices.  Given our extensive experience in the biometric areas pertinent to the proposed project, we are confident 

that the research tasks conducted will provide a solid foundation for assisting the authentication of users involved in 

online transactions.  We will conduct and document demonstrations of system component performance as well as 

hybrid performance of combinations of the four components. 

 

Background 

Over the past eight years Pace University has developed a robust keystroke biometric system for arbitrary text input.  

Recent results obtained on a population of 120 users yielded a biometric performance rate of over 99% for an input 

of 100 or more keystrokes (100 keystrokes is about 15 words).  The system has trusted identity Internet applications 

that are of increasing importance as the population of the application users continues to grow.  An example 

application is verifying the identity of online student test-takers which is fostered by the 2008 Higher Education 

Opportunity Act (HEOA) and becoming more important with the student enrollment of online classes increasing and 

instructors becoming concerned about evaluation security and academic integrity.  An application of interest to the 

Department of Defense is DARPA’s “Active Authentication” project aimed at the identification of unauthorized 

users on government machines.  And, as more businesses move to e-commerce, behavioral biometrics in Internet 

applications can provide an effective balance between high security and customer ease-of-use, helping to solve the 

more general problem of trusted identities in cyberspace. 

Keystroke biometric systems measure typing characteristics believed to be unique to an individual and difficult 

to duplicate.  The keystroke biometric is one of the less-studied behavioral biometrics and has been recently 

reviewed in several articles.  While most of the systems developed previously have been experimental in nature, 

there are over ten commercial software products for keystroke biometric authentication, primarily for password 

“hardening,” on the market.  The keystroke biometric is appealing for several reasons.  First, it is not intrusive, but 

rather transparent to computer users who type frequently for both work and pleasure.  Second, it is inexpensive since 

the only hardware required is a computer with keyboard.  Third, keystrokes continue to be entered for potential 

repeated checking after an authentication phase has verified a user’s identity since keystrokes exist as a mere 

consequence of users using computers.   

Generally, a number of measurements or features are used to characterize a user’s typing pattern.  These 

measurements are typically derived from the raw data of key press times, key release times, and the identity of the 

keys pressed.  From key-press and key-release times a feature vector, usually consisting of keystroke duration times 

and keystroke transition times, can be created.  Such measurements can be collected from all users of a system, such 

as a computer network or web-based system, where keystroke entry is available, and a model that attempts to 

distinguish an individual user from others can be established.   



The Pace University keystroke biometric system is unique in several respects.  First, it can collect raw keystroke 

data over the Internet, which is desirable for Internet security applications such as those described above.  Second, it 

focuses on longer than password keystroke input to permit the use of powerful statistical feature measurements – 

and the number, variety, and strength of the measurements used in the system are much greater than those used by 

earlier systems reported in the literature.  Third, it focuses on applications using arbitrary text input because copy 

texts are unacceptable for the applications of interest. 

We have recently created a multi-platform behavioral biometrics logger which can run natively on all popular 

platforms.  For less intrusive applications, we also have a JavaScript API which can run within a browser only.  We 

also have a mobile logger which runs natively on android devices with the capability to extend the platform to 

tablets and other touchscreen devices. 

We have also done work on mouse activity, stylometry, and semantic operational biometrics.  Beginning in 2007 

we developed mouse movement biometric systems for user identification and authentication.  In addition to the 

duration and frequency of mouse clicks, feature measurements on the mouse trajectories included size, length, 

speed, acceleration, and curvature.  Stylometry is the study of the unique linguistic styles and writing behaviors of 

individuals in order to determine authorship, and has been used to attribute authorship to anonymous or disputed 

documents.  Stylometry uses statistical analysis, pattern recognition, artificial intelligence techniques, and typically 

analyzes the text by using word frequencies and identifying patterns in common parts of speech.  At Pace we have 

been interested in the authorship of email (forensic linguistics) which is less formal and characterized by shorter 

sentences, shorter words, different format/structure, and often chat-room or other shorthand.  In 2011, using 

keystroke and stylometry biometrics, we conducted a study of 40 university students taking online tests.  This work 

was targeted at the 2008 federal Higher Education Opportunity Act that requires institutions of higher learning to 

make greater access control efforts to assure that student of record are those actually taking the exams.  Finally, we 

recently initiated a study on semantic-level operational behavior biometrics where an individual is characterized by 

purchased brands, items, etc. 

Three Pace University faculty members – Drs. Tappert, Cha, and Grossman – have been involved in this work 

from its onset, five doctoral dissertations have been completed in these areas (Dr. Grossman is the director of the 

doctoral program), and our key publications are: 
 

1. J.V. Monaco, N. Bakelman, S. Cha, and C.C. Tappert, “Developing a Keystroke Biometric System for Continual Authentication of 

Computer Users,” Proc. 2012 European Intelligence and Security Informatics Conf., Denmark, August 2012, p 210-216.  
2. J.C. Stewart, J.V. Monaco, S. Cha, and C.C. Tappert, "An Investigation of Keystroke and Stylometry Traits," Proc. Int. Joint Conf. 

Biometrics (IJCB 2011), Washington D.C., Oct 2011.  

3. C.C. Tappert, S. Cha, M. Villani, and R.S. Zack, "A Keystroke Biometric System for Long-Text Input," Int. J. Info. Security and Privacy 
(IJISP), Vol 4, No 1, 2010, p 32-60.  

4. R.S. Zack, C.C. Tappert and S.-H. Cha, "Performance of a Long-Text-Input Keystroke Biometric Authentication System Using an 

Improved k-Nearest-Neighbor Classification Method," Proc. IEEE 4th Int Conf Biometrics: Theory, Apps, and Systems (BTAS 2010), 
Washington, D.C., Sep 2010.  

5. C.C. Tappert, M. Villani, and S. Cha, "Keystroke Biometric Identification and Authentication on Long-Text Input," pp 342-367, Chapter 16 

in Behavioral Biometrics for Human Identification: Intelligent Applications, Edited by Liang Wang and Xin Geng, Medical Information 
Science Reference, 2010.  

6. M. Villani, C.C. Tappert, G. Ngo, J. Simone, H. St. Fort, and S. Cha, "Keystroke Biometric Recognition Studies on Long-Text Input under 

Ideal and Application-Oriented Conditions," Proc. CVPR 2006 Workshop on Biometrics, New York, NY, June 2006.  
 

Pace University will partner with Honeywell Automation and Control System Laboratories, a research center 

that has been involved in several biometric programs including the latest IARPA BEST programs that exploit and 

fuse iris and ocular features under variable operations and environmental conditions.  The fusion methodology led to 

promising results under degraded iris and face images. 
 

1. S. Bedros, “System and Method for Ocular and Iris Recognition,” U.S. Patent Application 20120314913. 
2. V. Guralnik, S. Bedros, I. Cohen, “System and Method for Multi-Modal Biometrics,” U.S. Patent Application 20100228692. 

3. R. Whillock, S. Bedros, “Combined Face and Iris System,” U.S. Patent Application 2007223336. 

4. S. Bedros, “Quality Driven Image Processing for Ocular Recognition System”, U.S. Patent Application 20120321142. 
5. Jingchen Liu, Scott McCloskey, and Yanxi Liu, “Training Data Recycling for Multi-Level Learning,” Proc. IEEE Int. Conference on 

Pattern Recognition (ICPR), 2012. 

6. Jingchen Liu, Scott McCloskey, and Yanxi Liu, “Local Expert Forest of Score Fusion for Video Event Classification,” Proc. European 
Conference on Computer Vision (ECCV), 2012. 

 

Evaluation Criterion I: Adherence to NSTIC Guiding Principles 
a. Privacy-enhancing and voluntary 

The behavioral data collected (keystrokes, mouse events/movements, writing style, and semantic operational 

characteristics) are non-invasive personal characteristics or traits that will be reduced to template data so the raw 



data are never stored.  In conformance with FIPPs, online users can be told that these personal characteristic data 

types are collected, that only the templates are stored as long as they remain potential online customers and deleted 

when a user cancels his/her business operations with the online provider or overall participation in the identity 

Ecosystem, that the templates are used to verify their identity to make their transactions more secure, and that 

security measures are taken to ensure proper retention of the data while the person is in a customer relationship.  The 

templates that represent an individual’s personal characteristics can be deleted at the request of the customer if 

he/she so requests but the customer will be warned that such action will reduce the assurance that the customer is the 

proper person and not an imposter.  Because of the nature of these data it will not be possible for the customer to 

realistically review and correct the information, except possibly for the semantic operational information.  Over 

time, accuracy standards for these types of personal information could be developed.   

b. Secure and resilient 

Because these are biometric identity solutions they are inherently secure.  They are also resilient as long as the raw 

data are not stored and the template data are not compromised.  For example, one possibility is to operate with 

limited homomorphic encryption, using a one way function to create/update the template so that personal 

information strictly remains on the local machine.  These biometric solutions provide material security advances 

over the usual password mechanisms in place today.  They are also reasonably secure and reliable methods of 

electronic authentication, and demonstrate the integration of all major aspects of the project, but as biometric 

solutions they are not 100% accurate.  Finally, combined with other authentication methods, such as the standard 

password, the non-repudiation of transactions is ensured and strengthened. 

c. Interoperable 

The biometric solutions proposed will enable service providers to augment the existing variety of credentials with 

additional ones.  Over time it is anticipated that these biometric solutions could foster the reduction and elimination 

of policy and technology silos.  The degree of interoperability of the biometric services will be explored for different 

machines, keyboards, and mice. 

d. Cost-effective and easy to use 

The biometric solutions proposed utilize existing customer actions during online transactions and therefore require 

no user training, and as such they are simple to understand, intuitive, and easy to use.  Because the equipment used 

to capture the biometric information is furnished to make the online transactions, there are no additional equipment 

costs, and these solutions lower barriers for user acceptance.  Furthermore, service level agreements should provide 

easy to understand opt-in choices for the consumer to use the service.  A cloud service will be investigated as to cost 

effectiveness and security. 

e. Integration of all Four Principles 

In summary, these biometric solutions implement all four guiding principles in an integrated manner.  As mentioned 

earlier, however, the only drawback is the lack of 100% accuracy, although that can be overcome via proper 

integration of the four modalities based on related quality measures that assesses the tailored discriminative power 

of the four biometrics for each individual.  

 

Evaluation Criterion II: Quality of Implementation Plan 
A behavioral biometric system will be developed to authenticate users of devices involved in online transactions, 

using only the equipment available on the devices used to make the transactions.  Five research task areas will be 

investigated, corresponding to the development of four biometric system components and an integration component, 

to create one robust system.  The four biometric system components operate at various human cognitive levels to 

provide a multi-level computational behavioral cognitive “fingerprint” of the person operating the device involved 

in the online transaction.  The four biometric components will target keystroke, mouse activity, stylometry, and 

operational behavior biometrics.  The keystroke and mouse components operate at the subconscious automatic 

motor control level, the stylometry component operates at the higher cognitive linguistic (character, word, syntax) 

level, and the operational behavior component operates at the highest cognitive semantic level of intentional 

motivation.  Finally, an integrated system will fuse the four biometric components into a unified identity services 

based on the quality and reliability of each of the four components. The proposed project will leverage our previous 

work – our extensive research on the keystroke biometric and our ongoing research on mouse activity, stylometry, 

and semantic operational biometrics. We will also leverage our previous work on integration and fusion of multiple 

unconstrained biometric modalities. Using standard biometric performance metrics such as Receiver Operating 

Characteristic (ROC) curves, the four biometric system components will be evaluated for viability through extensive 

testing, on over 300 experimental participants, using standard desktop and laptop computers.  Demonstrations of 

system component performance as well as a combined performance of the four components in different conditions 

will be conducted. 



 

Example Gantt chart for year 1. 

 
 
Key performance results to obtain: four new digital identity services individually and on hybrid combinations, 

primarily keystroke + mouse and keystroke + mouse + stylometry.  We will explore multiple biometric fusion 

methods at different processing levels based at the feature, score and decision levels, including a quality driven 

approach. 

 

Evaluation Criterion III: Contribution to Identity Ecosystem 

We propose developing four new digital identity services – keystroke, mouse movement, stylometry, and semantic 

operational biometrics – that have the capability of being integrated with other existing or new identity services.  In 

this manner the proposed project will contribute to the development of the Identity Ecosystem Framework.  The four 

new identity services will be tested independently and in hybrid combinations on over 300 participants serving as 

end users simulating a range of industry sectors.  Since the four new identity services are each independent and can 

be integrated with any identity services developed by other funded organizations, transition of the pilot into 

production should be straightforward.  All of our biometric information is stored in a collective database which can 

be used to bootstrap production systems.  We have in place a framework which was designed with both research and 

production in mind which would make the transition to a production system go much smoother. 

 

Evaluation Criterion IV: Resource Availability 

We have four Pace University faculty members interested in participating in this project, including the three 

mentioned above who have been involved in this work from its onset eight years ago.  These are highly qualified 

faculty previously funded by various grants.  We also anticipate 2-3 doctoral students and 2-3 masters-level students 

working on this project.  Members of Pace University’s Lubin School of Business and the business company 

assisting with the project work can help with the post-project commercialization to move the project results into 

routine use. We also anticipate the participation of several key personnel from Honeywell Laboratories, including 

Dr. Saad Bedros, Mr. Rand Whillock, and several biometric and cyber security scientists who have been involved in 

the development and evaluation of several biometric and identity management systems for the last ten years. 

0 30 60 90 120 150 180 210 240 270 300 330 360

Final report/Presentation

Final testing/Evaluation

Preliminary testing/Evaluation

Code Biometric systems

Collect data

Purchase Equip/Setup lab

Code and test data taker

Development Methods/Algorithms

Detailed planning

Initial planning


