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TWC SBE: TTP OPTION: SMALL:  MULTIMODAL BEHAVIORAL 

BIOMETRICS PROVIDE TRUSTED IDENTITIES IN CYBERSPACE 
 

PROJECT DESCRIPTION 

I. INTRODUCTION  

This research focuses on the security of computer interactions between users and between 

users and services, extending the usual username/password authentication method to include 

the user’s behavioral biometric traits.  Trusted identity in user transactions is becoming 

increasingly important as the use of Internet applications continues to grow.  Trusted identity 

refers to continually ensuring a user of an online application is who they claim to be.  This 

proposal primarily takes the Trustworthy Computing Systems (TWC) perspective and is 

complemented by the Social, Behavioral and Economic Science (SBE) perspective. 

An important application is verifying the identity of online student test-takers which is 

fostered by the 2008 Higher Education Opportunity Act (HEOA) and becoming more 

important with the student enrollment of online classes increasing and instructors becoming 

concerned about evaluation security and academic integrity.  An application of interest to the 

Defense Advanced Research Projects Agency (DARPA) is its “Active Authentication” project 

aimed at authenticating authorized users on government machines.  An application of interest 

to the National Institute of Standards and Technology (NIST) is their National Strategy for 

Trusted Identities in Cyberspace (NSTIC) project aimed at verifying e-commerce users.  As 

more educational institutions and businesses move to Internet applications to provide their 

services, behavioral biometrics can provide an effective balance between high security and 

customer ease-of-use, helping to solve the more general problem of trusted identities in 

cyberspace. 

This project will be conducted by Pace University (Pace) primarily on its campuses in 

White Plains, New York, and in Pleasantville, New York, although some online courses run 

from the New York City Campus may participate in evaluating the system authenticating 

online students.  Pace has been a designated National Center of Academic Excellence (CAE) 

in Information Assurance Education (IAE) by the National Security Agency (NSA) and the 

Department of Homeland Security (DHS) since 2004.  In addition, Pace has an established IA 

curriculum that is mapped to National Standard(s) 4011 and 4013 of the Committee on 

National Security Systems (CNSS). 

II. PROJECT BACKGROUND  

This research concerns behavioral biometrics as an effective means for authenticating users 

of computing devices.  Unlike physiological biometrics, behavioral biometrics are learned or 

acquired over time and are typically less intrusive, often requiring not much more than 

standard computing input equipment such as a keyboard and mouse.  This work will focus on 

keystrokes used in mechanical and soft (touch screen) keyboards, mouse movements, gestures 

on touch screens, mobile device motion and orientation, stylometry, and operational behavior. 
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Keystroke and mouse movement biometric systems measure characteristics believed to be 

unique to an individual and difficult to duplicate.  These systems are appealing because they 

are inexpensive, not intrusive, and have the potential to continually verify a user’s identity.  

The keystroke biometric has been surveyed in several articles (Karnan et al., 2011; Revett, 

2008; Teh, Teoh & Yue, 2013).  While most of the systems developed have been 

experimental in nature, there are over ten commercial products for keystroke biometric 

authentication, primarily for password “hardening.”  While most earlier keystroke studies 

used passwords or short name strings (Bender & Postley, 2007; Giot, El-Abed & 

Rosenberger, 2009; Killourhy & Maxion, 2009; Li et al. 2011; Monrose, Reiter & Wetzel, 

2002; Revett, 2008; Rodrigues et al., 2006; Bakelman et al., 2013), recent studies using long-

text input (Gunetti & Picardi, 2005; Messerman et al., 2011; Peacock, Ke & Wilkerson, 2004; 

Tappert, Villani & Cha, 2010; Zack, Tappert & Cha, 2010; Tappert et al., 2010; Monaco et 

al., 2012; Monaco et al., 2013a; Monaco et al., 2013b) have demonstrated dramatic 

improvement in performance and accuracy and are therefore an essential consideration for 

future research work (Teh, Teoh & Yue, 2013).  Mouse movements have similarly been 

studied (Zheng, Paloski & Wang, 2011; Shen et al., 2013), and recently a number of biometric 

studies have been conducted on mobile devices (Feng, Zhao, & Shi, 2013; Govindarajan, 

Gasti & Balagani, 2013; Serwadda, Phoha & Wang, 2013; Zhao, Feng & Shi, 2013). 

Stylometry is the study of the unique linguistic styles and writing behaviors of individuals 

in order to determine authorship.  Stylometry typically analyzes the text by identifying word 

frequencies and patterns in common parts of speech using statistical analysis, pattern 

recognition, and artificial intelligence techniques.  Traditionally, it has been used to attribute 

authorship to literary documents, while more recently computer-based communication and 

digital documents have been the focus of research (Bergsma, Post & Yarowsky, 2012; Stewart 

et al., 2011; Monaco et al., 2013).   

Pace University has conducted research in a number of the aforementioned areas (see 

references below).  Over the past eight years Pace University has developed a robust 

keystroke biometric system for arbitrary long-text input which is unique in several respects.  

First, it can collect raw keystroke data over the Internet, which is desirable for the Internet 

security applications described above.  Second, it focuses on longer than password keystroke 

input to permit the use of powerful statistical feature measurements – and the number, variety, 

and strength of the measurements used in the system are much greater than those used by 

earlier systems, particularly the short input ones, reported in the literature.  Third, it focuses 

on applications using arbitrary or unrestricted text input because copy texts are unacceptable 

for the continual authentication applications of interest.  Additionally, the backend for 

identifying and authenticating the source (user) of a keystroke sequence can be used for other 

biometric sources.  

We have also undertaken research on mouse activity, stylometry, and semantic operational 

biometrics.  Beginning in 2007 we developed mouse movement biometric systems for user 

identification and authentication (internal university publications).  In addition to the duration 

and frequency of mouse clicks, feature measurements on the mouse trajectories included size, 

length, speed, acceleration, and curvature.  A system is currently being developed to augment 

keystroke input with unrestricted mouse input captured remotely over the Internet.  In 

stylometry we have been interested in the authorship of email (forensic linguistics) which is 
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less formal and characterized by shorter sentences, shorter words, different format or 

structure, and often chat-room or other shorthand.  Our stylometry research began in 2007, 

and in 2011, using keystroke and stylometry biometrics, we conducted a study of 30 

university students taking online tests, targeting the 2008 federal Higher Education 

Opportunity Act that requires institutions of higher learning to make greater access control 

efforts to assure that students of record are those actually taking the exams.  A case study of 

over 100 students using a Learning Management System (LMS) which logs human-computer 

interaction and detects plagiarism during online exams is currently being conducted.  In 2012 

we initiated a study on semantic-level operational behavior biometrics where an intruder 

might be searching for classified documents on another person’s government computer or an 

online customer might be purchasing brands, items, etc. 

We have recently developed a multi-platform behavioral biometrics logger which can run 

natively on all popular platforms.  For less intrusive background applications, we have a 

JavaScript API which can run within a browser.  We also have a mobile logger which runs 

natively on Android devices with the capability to extend the platform to tablets and other 

touchscreen devices.  Our research on mobile device biometrics began early in 2013. 

III. RESEARCH PLAN 

This research is aimed at establishing a science of cognitive “fingerprints” for trusted 

identities in cyberspace.  Just as a person can be identified by his fingerprint, handwriting, or 

voice, it is hypothesized that he be identified by his behavioral patterns when interacting with 

computing interfaces.  The approach being investigated is the behavioral biometrics of 

computer users, the use of precise device interaction timings as a mechanism for building 

unique user profiles for differentiating among users.  The behavioral biometric components 

investigated include keystroke, mouse activity, touch gestures, mobile device 

motion/orientation, stylometry, and operational behavior biometrics.  These biometric 

components operate at several human cognitive levels to provide a multi-level computational 

behavioral cognitive “fingerprint” of the person operating the computer.  The keystroke, 

mouse, gesture, and device motion/orientation components operate at the subconscious 

automatic motor control level, the stylometry component operates at the higher cognitive 

linguistic (character, word, syntax) level, and the operational behavior component operates at 

the highest cognitive semantic level of intentional motivation (Figure 1). 

 

Figure 1. Computer-usage behavioral biometrics and their corresponding human cognitive levels. 
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Goals of the work are to develop the necessary science, methodologies, and techniques to 

establish an effective way to enhance overall security by including behavioral biometrics as 

part of a larger multifactor authentication procedure.  Considerable work remains to further 

develop and integrate the above-described biometric components towards solving the problem 

of trusted identities in cyberspace.  This work will leverage previous studies, including our 

extensive research on the keystroke biometric and our less extensive but ongoing research on 

the other biometrics described above.  The biometric data will be captured using only the 

equipment available on the devices.   

Motor Control Level Biometrics 

Our Pace University studies have shown that the performances of the biometric systems at 

the motor control level are superior to those at the higher linguistic and semantic levels, which 

is likely because more data is collected per time unit and because these motor activities tend 

to be more automatic and subconscious, and thus more regular and consistent.  These motor 

control activities also tend to be better biometrics because they are more difficult to mimic 

than the higher level ones. 

The keystroke biometric system is currently our premier system.  Although commercial 

keystroke biometric products tout high accuracy (low error rate) on password-length input, 

Killourhy & Maxion (2009) reported a best of about 10% EER in a rigorous scientific study 

using a specified (fixed, not arbitrary) password.  For arbitrary long-text input, however, our 

studies have found low error rates for very long input – 0.00% (no errors) on 6000-keystroke 

and 0.04% EER on 3000-keystroke input samples in online tests with 30 students (Monaco et 

al., 2013b).  However, as the input sample length decreases, the EER increases – for example, 

to 1.7% on 400 and to 2.5% on 200 keystrokes for 30 users (Monaco et al., 2013a).   

We anticipate improving the performance of the current keystroke system by at least 

halving the keystroke error rate.  First, we plan to improve the fallback method currently used 

to handle the paucity of keystroke data from the infrequently used keys.  Two hierarchical 

fallback tree models were previously evaluated for use in a keystroke biometric system: a 

frequency-of-use model and a touch-type model (Tappert et al., 2010).  These hierarchical tree 

models served two functions – they provided fallback to additional data when insufficient 

keystroke instances were available to compute the statistical features and they provided a 

granularity of features where the granularity increases from gross features at the top of the tree 

to fine features at the bottom.  A recent study separated the two functions served by the 

fallback tree models, fallback and feature granularity, and explored a linear regression 

fallback procedure which was found to offer modest improvements over the frequency-of-use 

and a touch-type models (Kim et al., 2014).  However, all three of these models were applied 

to all users, regardless of their behavioral typing method.  Our current thinking is that the 

fallback model should be based on the user’s method of typing – touch typist, hunt-and-peck 

typist, or whatever – and we plan to explore this approach.  Second, we plan to explore a 

histogram matching model as a possible replacement for our parametric model using feature 

means and standard deviations that assume normal distributions.   

The mouse biometric system has not been fully developed and has been described only in 

internal university conference papers.  Nevertheless, it has features describing the 
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fundamental mouse activities: mouse trajectory, mouse click, mouse wheel spin or scroll, 

applications accessed, mouse activity time.  The most information-bearing features relate to 

the mouse trajectories which can arise from system wakeup, move and click, highlight, and 

drag and drop actions.  Basic trajectory features, derived from individual trajectories, include 

the number points in the trajectory, the number of inflection points, a measure of curviness, 

etc.  In a user sample, however, there can be many trajectories and session-level features are 

derived from the basic ones, such as the mean and standard deviation of the number of points 

per trajectory, the number of inflection points per trajectory, the curviness per trajectory, etc.  

Experiments have been performed on editing, browsing, and game playing scenarios, with  

preliminary performance results in the high 90 percent range but not quite as high as those for 

the keystroke system. 

 

For mobile device (smart phone) biometric systems, we have begun and will further 

explore various possibilities with Android devices, focusing primarily on text input (tapping) 

on soft keyboards.  In contrast to hardware keyboards, touch screen input allows collection of 

additional information related to the way the screen is touched by the user – how hard it was 

pressed, the touch area size, and the exact touch position.  Mobile devices can be very 

different and can have many screen sizes and pixel densities.  Even the same device can be 

used in two modes – portrait orientation and landscape orientation – and the user types 

differently depending on the current configuration.  Orientation also has a noticeable effect on 

the keyboard itself as it has to adjust to the changed parameters of the screen.  Furthermore, 

software keyboards usually do not display all the possible symbols on a single screen due to 

limited available area size.  This is remedied by presenting the user with different ways to 

input additional symbols, such as alternative layouts (for example, for numbers and symbols), 

and by using long key presses on some of the buttons.  Therefore, current layout and long 

presses must be taken into account when designing the application to capture raw data.  In 

addition to text input on touch screens, we are also beginning to develop touch gesture and 

motion/orientation biometric systems on these mobile devices. 

Linguistic Level Biometrics  

To meet the needs of the 2008 federal Higher Education Opportunity Act, keystroke and 

stylometry biometrics were investigated towards developing a robust system to authenticate 

(verify) online test takers (Stewart et al., 2011; Monaco et al., 2013b).  Although the 

stylometry performance was found to be considerably weaker than that of the keystroke 

system, stylometry appears to be a useful addition to the process because the correct student 

may be keying in the test answers but a coach could be providing the answers and the student 

merely typing the coach’s words without bothering to convert the linguistic style into his own. 

Semantic Level Biometrics  

Semantic level biometrics use analytics to analyze users’ operational behavior at the 

highest cognitive semantic level of intentional motivation.  For example, for online 

purchasing transactions, companies like Amazon develop a profile on their customers based 

on their past purchases and then send them notification of the books and other items they 

might be interested in purchasing.  On the other hand, for detecting intruders on a government 
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computer, the system might look for computer commands, like searches for secret documents, 

that an intruder might make. 

Common Backend Biometric Authentication System  

Used in all of our biometric systems, a common backend authentication classification 

system operates on the feature vectors of the various systems and has been recently improved 

(Monaco et al., 2013a).  This is a strong inferential statistics method found to be particularly 

effective for multidimensional feature-space problems.  Recently compared to performance 

results by Carnegie Mellon University (CMU) on a  publically available CMU dataset, this 

system has been shown to be comparable or superior to Support Vector Machine (SVM), 

standard k-nearest-neighbor (kNN) procedure, and other state-of-the-art classification systems 

(Bakelman et al., 2013).   

A vector-difference model transforms a multi-class problem into a two-class problem.  The 

resulting two classes are “within-class (intra-person), you are authenticated” and “between-

class (inter-person), you are not authenticated.”  In the authentication process, a user’s raw 

data sample requiring authentication is first converted into a feature vector.  The difference 

between this feature vector and an earlier-obtained enrollment feature vector from this user is 

computed, and the resulting difference vector is classified as within-class (intra-person) for 

authentication or between-class (inter-person) for non-authentication.  The kNN procedure 

performs this classification by comparing this feature-difference vector against those in the 

training set.  Because the operation is performed in a vector-difference space this is not the 

usual kNN procedure.  To obtain system performance we simulate the authentication process 

of many true users trying to get authenticated and of many imposters trying to get 

authenticated as other users.   

Receiver operating characteristic (ROC) curves are obtained by using a weighted procedure 

of the k nearest neighbors ((Zack, Tappert & Cha, 2010).  This procedure uses a linear rank 

weighting, assigning the first choice (nearest neighbor) a weight of k, second a weight of k-

1, ... , and the k
th

 a weight of 1.  The maximum score when all choices are within-class is 

k+(k-1)+...+1 = k(k+1)/2, and the minimum score is 0.  Now, consider that we authenticate a 

user if the weighted-within-class choices are greater or equal to m, where m varies from 0 to 

k(k+1)/2, and compute the (FRR, FAR) pairs for each m to obtain an ROC curve.   

Integrated Unified Identity Service  

Finally, an integrated system will fuse the various biometric components into a unified 

identity service based on the quality and reliability of each of the components.   

Social, Behavioral and Economic Science (SBE) Perspective 

While the Trustworthy Computing Systems (TWC) perspective of this proposal is obvious, 

the Social, Behavioral and Economic Science (SBE) perspective, although implied by the use 

of behavior biometrics, needs elaboration.  The SBE components of this work include: 

1. The fallback procedures mentioned above involve building models of user behavior.  For 

example, for keyboard input, some users are touch typists, others are hunt-and-peck 

typists, and some are in between (like this writer), using the touch-type method primarily 
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but reverting to hunt-and-peck for the infrequently used letters of the alphabet.  Although 

a recent paper explored an improved statistical fallback procedure (see above), this 

procedure continued to apply the same model to all users.  In this project we will explore 

the use of models designed specifically to the behavioral characteristics of the user.  For 

example, we could use cluster analysis to find groups of users with similar behavior – 

touch typists, hunt-and-peck typists, etc. – or in the extreme develop a system to model 

each individual user.  We will also need to model the behavioral characteristics of mobile 

device users in entering characters – for example, some users hold their device in 

landscape orientation and use their thumbs while others hold their device in portrait 

orientation and use an index finger. 

2. There are several behavioral issues relating to biometric systems – some general to all 

biometric systems and some specific to the behavioral systems proposed – and they will 

all be explored in the proposed studies.   

a. For any biometric system, performance decreases as the user population increases.   

b. While most users of biometric systems are easy-to-verify (referred to as sheep in 

the literature), some are difficult-to-verify (goats).  In the behavioral biometric 

systems under consideration, user behavior tends to be consistent for sheep and 

inconsistent (erratic) for goats.  (A related issue is, “can inconsistent users learn or 

be trained to be more consistent in their behavior,” and this may be explored if 

time permits.) 

c. Performance of biometric systems decreases over time.  With physiological 

systems user characteristics tend to change slowly as the user ages, while with 

behavioral systems the changes can occur more rapidly, even over a period of 

months.  We propose conducting longitudinal studies over a period of two years.  

d. Another issue with biometric systems is the stability of the data capturing device.  

Commercial systems use the same equipment for all users.  We plan to study if 

users’ behavioral characteristics are sufficiently robust over a variety of input 

devices, considering different vendors and different vendor models of handheld 

devices.  For example, the performance degradation in training on desktop and 

testing on laptop keyboards, and vice versa, was previously studied (Tappert et al., 

2010). 

3. Some of our studies involve user interactions with social websites. For example, a current 

doctoral student is working on identifying users from their Facebook entries using 

stylometry (linguistic level analysis).  Motor control level biometrics could also be used 

for Facebook entries, tweets, etc. 

4. Economic science comes into play because some of the proposed studies involve 

interactions with vendor sites like Amazon and these studies will build a user behavior 

profiles based, for example, on earlier purchases (semantic level). 

Burst Authentication Strategy 

Some of the applications of the project work involve continual authentication, which is 

ongoing but with possible interruptions, in contrast to continuous authentication which would 

mean without interruption.  In this context we define our strategy of Burst Authentication as 

authentication on a short period of input after a pause.  We believe this is an important 

concept.  An obvious strategy would be to have a moving data interval window that captures, 
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for example, a minute of computer input for an authentication check every fixed-interval-

spacing of five minutes as shown in Figure 2 (a). 

 

Figure 2. Strategy of burst authentication after a pause. 

However, we believe it is only necessary to capture the first burst of input after each pause.  

Computer users often pause for a telephone call, conversation with a colleague, 

coffee/bathroom break, etc.  Also, there would likely be a pause for the entry of an intruder.  

Therefore, only after a pause would re-authentication of the user be required as described in 

Figure 2 (b). 

The primary motivation for using this concept of burst authentication is to reduce the 

frequency of independent authentication checks.  This has the advantages of reducing the 

false alarm rate, avoiding the capture of unnecessarily large quantities of data and using 

excessive computing resources to process the data, while still providing sufficient data for 

continual training of the biometric system components. 

There are two time periods that need to be determined.  One is the length of the pause for 

burst authentication which needs to be shorter than the entry time of an intruder.  Therefore, 

estimating plausible intruder entry times will provide the critical upper bound on the pause 

time.  Measuring actual authentic user pauses once the system is deployed could provide 

useful additional data to determine the potential savings resulting from the reduced 

authentication frequency of the burst mode relative to the fixed-interval-spacing mode.  Note 

that in an open office environment with computers close together and available to many users, 

the plausible pause time between an authentic user and an intruder may be negligible, causing 

the burst authentication approach to revert to the fixed-interval-window-spacing approach. 

The second time period of interest is the length of the data capture authentication 

window, which is presumably a minute or less.  This needs to be short enough to catch the 

intruder before significant harm is caused, yet long enough to make an accurate detection and 

reduce false alarms.  We propose in this study to measure the tradeoff between the time length 

of the authentication window and the biometric performance, providing a plot of performance 
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as a function of the length of the authentication window, so that a reasonable operational 

trade-off can be made when the system is deployed. 

The occurrence of low-volume computer input must also be considered.  For example, 

with a user browsing the Internet or checking email or while on a phone call, the computer 

input activity may not provide sufficient data for authentication in a short window.  

Furthermore, in situations, such as a phone call or drinking coffee, in which the user is using 

only one hand for keyboard input, the data may not be representative of normal user behavior.  

Fortunately, low-volume computer input of this nature would also not be considered likely 

intruder behavior.  Therefore, data capture windows containing only small quantities of data 

can probably be safely ignored.  The threshold for the quantity of data required for reasonable 

authentication is therefore an additional parameter to be determined. 

Four encompassing research plan principles 

1. Privacy-enhancing and voluntary – The behavioral data collected are non-invasive 

personal characteristics or traits that will be reduced to template data never storing any 

raw measurements.  In conformance with Fair Information Practice Principles (FIPPs), 

users can be told that these personal characteristic data types are collected, that only the 

templates are stored as long as they remain potential online customers and deleted when a 

user cancels his/her participation in the identity Ecosystem, that the templates are used to 

verify their identity to make their computer usage more secure, and that security measures 

are taken to ensure proper retention of the data while the person is in the system.  Because 

of the nature of these data it will not be possible for the customer to realistically review 

and correct the information, except possibly for the semantic operational information.  

Over time, verification standards for these types of personal information could be 

developed.  

2. Secure and resilient – Because these are biometric identity solutions they are difficult to 

compromise.  They are also resilient as long as the raw data are not stored and the 

template data are not compromised.  For example, one possibility is to operate with 

limited homomorphic encryption, using a one way function to create/update the template 

so that personal information strictly remains on the local machine.  This may be 

accomplished by features which cannot be easily reverse engineered, preventing the 

possibility of abuse in case a user’s template is compromised.  These biometric solutions 

provide material security advances over the usual password mechanisms in place today.  

They are also reasonably secure and reliable methods of electronic authentication, and 

demonstrate the integration of all major aspects of the project, but as biometric solutions 

they are not 100% accurate.  Finally, combined with other authentication methods, such as 

the standard password, the non-repudiation of transactions is ensured and strengthened. 

3. Interoperable – The biometric solutions proposed will enable service providers to 

augment the existing variety of credentials with additional ones.  Over time it is 

anticipated that these biometric solutions could foster the reduction and elimination of 

policy and technology silos.  The degree of interoperability of the biometric services will 

be explored for different machines, keyboards, mice, and mobile devices. 

4. Cost-effective and easy to use – The biometric solutions proposed utilize normal user 

computer interactions and therefore require no user training, and as such they are simple to 

understand, intuitive, and easy to use.  Because the equipment already captures the 
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biometric information, there are no additional equipment costs, and these solutions lower 

barriers for user acceptance.  Furthermore, service level agreements should provide easy 

to understand opt-in choices for the online consumer to use the service.  A cloud solution 

will be investigated as to its cost effectiveness and security. 

In summary, the overall biometric system will comprise a multi-level computational 

behavioral cognitive “fingerprint” of the computer/device user, implementing all four of the 

above-mentioned principles in an integrated manner.  The advantage of a biometric approach 

is that it captures unique user behavior.  However, in contrast to the usual password access 

method where the password is either entered correctly or the user quickly enters the correct 

one, the drawback of any biometric approach is the lack of 100% accuracy and consequently 

dealing with users who are difficult to verify (goats).  Our research system proposes to 

mitigate this drawback via the proper integration of the various modalities based on related 

quality measures that assess the tailored discriminative power of the various biometrics for 

each individual. 

Accuracy of biometrics also decreases as the user population increases and dealing with 

this needs further investigation.  Of course, higher accuracy is anticipated by combining 

several biometrics and this is a key focus of the proposal.  The development of new digital 

identity services – keystroke, mouse movement, touch gestures, mobile device 

motion/orientation, stylometry, and semantic operational biometrics – that have the capability 

of being integrated with other existing or new identity services should provide a multi-level 

computational behavioral cognitive “fingerprint” of the person operating the computer or 

mobile device. 

IV. PARTICIPATING INSTITUTIONS 

Pace University 

Pace is a comprehensive, independent, urban, and suburban New York institution of higher 

education that offers a wide range of academic and professional programs at the graduate and 

undergraduate levels in six colleges and schools.  The University maintains campuses in New 

York City, White Plains, and Pleasantville—located in New York's Westchester County.  

Pace has been a designated National Center of Academic Excellence in Information 

Assurance Education (CAE/IAE) by the National Security Agency (NSA) and the Department 

of Homeland Security (DHS) since 2004.  In addition, Pace, through the Seidenberg School of 

Computer Science and Information Systems (Seidenberg School), has an established 

Information Assurance curriculum that is mapped to National Standard(s) 4011 and 4013 of 

the Committee on National Security Systems (CNSS).  

Seidenberg’s School of CSIS IA Programs: Information Assurance (IA) programs in the 

Seidenberg School have drawn interest from both full-time students and working 

professionals.  The following information assurance programs are currently offered by the 

Seidenberg School: an undergraduate minor in Information Assurance for the Criminal Justice 

System, a career concentration in security in the Bachelor of Science in Information 

Technology, a computer forensics concentration in the Bachelor of Science in Professional 

Technology Studies, the Web Security concentration and the Network Security concentration 

in the Master of Science in Computer Science, a Security and Information Assurance 
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concentration in the Master of Science program in Internet Technology (MS/IT), the 

Information Assurance concentration in the Master of Science program in Information 

Systems (MS/IS), and a Secure Software and Information Engineering advanced certificate.  

Pace alumni are working in the information assurance area for many organizations in the 

government, financial, and IT industries, including IBM, Bank of New York Mellon, and the 

New York Police Department Cyber Squad.  Since 2007, five Pace students studying 

information assurance were awarded Department of Defense (DoD) information assurance 

scholarships and all of them are now working for the federal government.  Pace has also 

established its Scholarship for Service (SFS) program based on a grant from the National 

Science Foundation and six undergraduate students are currently enrolled in the program. 

Seidenberg’s School of CSIS has Two Doctoral Programs: The Doctor of Professional 

Studies (DPS) in Computing at Pace University provides computing and information 

technology (IT) professionals a unique opportunity to pursue a doctoral degree while 

continuing to work full time. The program supports interdisciplinary study among computing 

areas and applied research in one or more of them, thus providing students with a background 

highly valued by industry. It is an innovative post-master’s doctoral program structured to 

meet the needs of the practicing computing professional. The DPS in Computing, while 

advanced in content and rigorous in its demands, can be distinguished from the Doctor of 

Philosophy (PhD) in that it focuses on the advancement of the practice of computing through 

applied research and development. It admits 15-20 students per year and is designed 

specifically for people who want to do research in an industrial setting.  A traditional Ph.D. 

doctoral program was initiated in the fall of 2013 and plans to admit about five students per 

year; there are currently four students enrolled in the program.   

Faculty Expertise:  Pace faculty members have been conducting IA research in many 

areas.  Examples of research areas include information technology auditing, information 

security management, web security, intrusion detection, national security and criminal 

investigation, IA education, biometrics, privacy, and computer forensics. 

Security Lab: Pace's Information Security and Research Lab is a critical component in the 

success of Pace’s IA programs.  The security lab offers students the opportunity for hands-on 

experience with security tools.  Students get experience with both Unix and Windows 

platforms, experiment with both client and server-side solutions, and work with real-world 

network technology.  Students also experiment in the laboratory with various network security 

attack and defense scenarios, such as hardening Windows and Linux servers, analyzing 

password strengths, analyzing software patches and anti-virus software, conducting 

penetration testing, and developing secure codes for web server.  In addition, virtualization 

technology is used to conduct security exercises such as experimental testing without 

affecting the existing campus network.  The lab consists of several Linux machines, several 

Windows XP machines, a Linux server and a Windows 2000 server—all networked with a 

high-speed Internet connection. The topology is such that experimenting with network tools is 

effective.  All of the computers have the latest licensed software installed.  The laboratory is 

used by students in their IA courses and provides students and faculty with an opportunity to 

conduct research in risk analysis, threats and vulnerabilities assessments, and to test 

countermeasures, detect fraud, test penetration, conduct information asset valuation, and 

evaluate commercial security tools and software. 
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Industry Collaboration: Pace University has extensive collaboration with the industry. 

Pace has New York state's largest internship and co-op program with the most Fortune 500 

companies and top firms and with over 450 companies participating in on-campus recruiting 

at Pace. The Co-Op Office has been able to place students in positions that allow them to 

apply their knowledge and gain confidence as they prepare to enter the workforce. 

Organizations hiring the most Pace student interns and graduates include Ernst & Young, 

PricewaterhouseCoopers, Deloitte & Touche, LLP , JPMorgan Chase & Co., IBM, Goldman 

Sachs & Co. , Credit Suisse, Morgan Stanley and KPMG LLP. 

V. MANAGEMENT AND ADMINISTRATION  

PI Qualifications  

Dr. Charles C. Tappert (PI) has a Ph.D. in Electrical Engineering from Cornell 

University.  He worked on speech and handwriting recognition at IBM for over two decades, 

secured and was the principal investigator on six government contracts in speech recognition, 

and holds nine patents.  After IBM, he taught at the U.S. Military Academy at West Point for 

seven years and has been a professor of computer science at Pace University since 2000 

where he is Associate Program Chair of the Doctor of Professional Studies in Computing.  He 

has over 100 publications in peer reviewed publications in prestigious international journals 

and conferences, and his research interests include pattern recognition, biometrics, pen 

computing and voice applications, human-computer interaction, and artificial intelligence. 

Dr. Li-Chiou Chen (Co-PI) has a Ph.D. in Engineering and Public Policy from Carnegie 

Mellon University (CMU) and was affiliated with the Center for Computational Analysis of 

Social and Organizational Systems (CASOS).  While at CMU, she built a computational 

simulation tool to investigate policy decisions in countering distributed denial-of-service 

attacks. In addition, she participated in a DARPA-funded research project, BioWar, where she 

analyzed policy decisions to respond against the spread of biological agents.  Her current 

research has been focused on the impact of policy and managerial decisions on countering 

computer attacks on the Internet. Specific topics include web application vulnerability testing, 

web security usability and security regulatory compliance.  She has published papers in top 

academic journals, including Computer & Security, Decision Support Systems and IEEE 

Transactions. Li-Chiou has taught numerous courses on the theory and practice of information 

security and developed hands-on information security laboratory modules.  She is also the 

principal investigator for the Scholarship for Service Program at Pace University, supported 

by the National Science Foundation. 

Deliverables 

The following is a year-by-year estimate of the deliverables: 

Year 1 

1. Develop an overall three-year plan.  The plan will include a strategy for determining 

how computer user behavioral biometrics can become part of a general multifactor 

authentication procedure.  This will likely involve several authentication strength 

levels depending on the transaction the user is making – for example, gaining access 

to sensitive data would require a stronger authentication process than making an 

online purchase.  The plan will also determine how short fixed-input-string verifiers 

http://www.pace.edu/coopcs
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(Killourhy & Maxion, 2009; Shen et al., 2013; Bakelman et al., 2013) might fit into 

the procedure. 

2. Improve and reevaluate current keystroke, mouse, and stylometry biometric systems 

with a target of halving the EER with the potential improvements mentioned above. 

3. Develop and evaluate the Android mobile device biometric system components for 

touch gestures, text input on touch screens, and mobile device motion/orientation.  

 

Year 2 

1. Further develop/improve the various biometric system components and evaluate 

them for viability through extensive testing on new data from over 300 experimental 

participants using standard desktop/laptop computers and mobile devices.  Testing 

on a large number of participants will provide a sufficient data sample for estimating 

the percentage of difficult-to-verify users (goats), for behavioral analysis, for 

determining how to handle goats, and for measuring the performance decrease as the 

number of users is increased. 

2. Potential doctoral dissertation studies to be initiated 1
st
 or 2

nd
 year: 

i. Web browser authentication – for example, as a user shops on the Internet 

ii. Develop and evaluate a long-term training/retraining algorithm/framework 

over a 6-12 month time period as users’ behavioral characteristics could 

change 

iii. Explore merging the biometrics derived from the mobile devices with those 

from the PC to create a master cognitive “fingerprint” of the user 

3. Begin development/testing of fusion methods to combine the various components.  

 

Year 3 

1. Complete component development, create and evaluate two overall biometric 

systems, one for authenticating desktop/laptop users and one for mobile device users.  

2. The three-year study should provide a scientific understanding of the possible 

performance of these biometrics as a function of input sample size and number of 

participants, the performance of the various biometrics relative to each other, and the 

performance of the biometrics in combination.  

 

All software will be made available as requested. Demonstrations of system component 

performance as well as combined performances of various components in different conditions 

will be conducted at various checkpoints throughout the three years. 

VI. EVALUATION  

Over 300 (and possibly as many as 1000) experimental participants will provide extensive 

testing data, and demonstrations of system performance will be conducted.  The various 

biometric system components will be assessed using standard biometric evaluation metrics, 

such as False Accept Rate (FAR), False Reject Rate (FRR), Receiver Operating Characteristic 

(ROC) curves that portray the trade-off between FAR and FRR, and show the Equal Error 

Rate (EER) where FAR = FRR.  For example, we recently conducted keystroke experiments 

on 14, 30, and 119 users (Monaco et al., 2013).  The EER was found to decrease 

logarithmically as the number of keystrokes per sample increased, and the EERs at the 
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maximum 755 keystrokes were 0.4%, 1.7%, and 3.7% for the 14, 30, and 119 participant 

populations, respectively, indicating the potential for accurate trusted user authentication 

through this research. 

Another biometric evaluation test to be conducted, and one that is not commonly 

performed, is to obtain a breakdown of system performance over the user population.  For 

most biometrics it is well known that there are subjects that are easy to authenticate because 

they have distinctive and consistent behavioral traits (sheep) and those that are difficult to 

authenticate because their traits are indistinctive or inconsistent (goats).  To obtain this 

breakdown of system performance over the user population we can measure each user’s FAR 

and FRR.  Knowing this information can be important in a deployed system because 

administrators can judge the risk of a non-authentication alarm based on knowledge of the 

performance characteristics of the purported user causing the alarm.  Over time, for example, 

it would be possible to make certain adjustments, like setting a different operating point on 

the ROC curve for individuals likely to trigger far more false alarms than the average. 

VII. INTELLECTUAL MERIT  

The intellectual merits of this project include the following.  First, this research will 

increase our understanding of users’ behavioral traits in computer interactions between users 

and between users and services at three levels – the subconscious automatic motor-control 

level, the linguistic level, and the semantic level.  Second, it will scientifically develop and 

evaluate related biometric systems operating at the above three levels, extending the usual 

username/password authentication method to include the user’s behavioral biometric traits.  

Third, the various biometric systems developed will be viable on desktop, laptop, and 

handheld computers.  And lastly, the necessary science, methodologies, and techniques will 

be developed to establish an effective way to enhance overall security in computer 

interactions by including behavioral biometrics as part of a larger multifactor authentication 

procedure.    

VIII. BROADER IMPACTS  

The broader impact of this project is as follows.  As more educational institutions and 

businesses move to Internet applications to provide their services, behavioral biometrics can 

provide an effective balance between high security and customer ease-of-use, helping to solve 

the more general problem of trusted identities in cyberspace.  By developing multifactor user 

authentication procedures for e-commerce and other computer interactions this research will 

move us closer to providing trusted identities in cyberspace.   

 


