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Abstract—Supervisory Control and Data Acquisition (SCADA)
systems capture data from network facilities and sends com-
mands to a control feature (automated or staffed) where the
physical process creates a feedback control loop. The dynamic
nature of SCADA information reflects a high degree of common
variance in these areas: wasted resources, network inefficiencies,
physical damage, and lost revenues. Poorly managed system
data can amplify missed opportunities for users to discover
changes embedded within essential operations. Attackers can
access simple remote devices such as a fingerprint scanner to
learn specific information. The team investigated the practicality
of identifying the targeted devices with machine learning. The
group provided insights into the important role cryptography
plays to secure system links. The sample dataset was an accurate
reflection of the monitor and control information associated
with elementary gas pipeline field devices. This specific set was
provided by Oak Ridge National Laboratories (ORNL). Our
group utilized Waikato Environment for Knowledge Analysis
(WEKA) and ORANGE to analyze the ORNL gas pipeline
dataset. This data was an insightful vehicle to explore assorted
types of threats common to Industrial Control Systems (ICS).
Using WEKA helped the team determine the probability of
threats that occurred. Threats to ICS were grouped into four (4)
attack classes: reconnaissance, response/measurement injection,
command injection, and denial of service. Our research focused
on the analysis of command injection and response injection
attacks. Our research was inspired by Con Edison, the utility
of New York City, to increase their understanding of how to best
approach their future risk reduction in their SCADA security.

Index Terms—Cyber security, Cryptography, SCADA, Ma-
chine Learning, Gas pipeline, WEKA, ORANGE

I. INTRODUCTION

Supervisory Control and Data Acquisition (SCADA) sys-
tems are Industrial Control Systems (ICS) commonly used in
manufacturing and utility industries to monitor and control
gas pipelines, water distribution, and electrical power grids.
One notable SCADA user is Consolidated Edison, Inc.(Con
Edison). Con Edison was founded in 1923 as New York’s Gas
Light company. Currently Con Edison distributes natural gas
and electricity to 1.1 million customers in Manhattan, The
Bronx, Queens, and Westchester County, New York as shown
in Figure 1.

For natural gas and other utility providers to operate their
businesses, government and professional industry regulations
require a myriad of elements: data management, machine
learning tools, cyber security risk mitigation programs, exe-
cutable algorithms, and physical field nodes. These resources

Fig. 1. ConEd Exposure

are legal requirements to produce and deliver continuous, safe
services to customers.

Cyber attacks on natural gas SCADA systems are increasing
in the utility industry. In 2014 BlackEnergy attackers released
a SCADA-related Advanced Persistent Threat (APT) attack
[1]. In 2010 The STUXNET worm targeted SCADA systems
worldwide and was responsible for damages to the Iranian
nuclear program [2].

The highlighted attacks, including the aforementioned in-
cident with Iran, are just a few examples contributing to
increased improvement in security protocols throughout many
organizations.

One popular attack is a Sporadic Sensor Measurement
Injection (NMRI) [3]. This tool sends sporadic false process
measurements outside the bounds of the high (H) and low (L)
control set points while working within the alarm set point
range formed by the high high (HH) and low low (LL).

For instance, the normal operations of a natural gas and
water systems monitor the pressure of pump equipment. When
pressure measurement reaches the H set point, the pump
reaches a designated pressure point and is turned off. When
a measurement reaches the L set point, the gas or water
pump is turned on. The NMRI attack used in this case study
falsified measurements sporadically sent to the Modbus client
- a common communication protocol developed by Modicon
systems. Modbus is a method used for transmitting information
over serial lines between electronic devices.

Both water and gas pipeline systems consistently yield
measurements outside the H and L limits due to time delays
between measuring pressure levels, sending the appropriate



commands, and the physical adjustments needed to align the
network components.

Naive Malicious Response Injection (NMRI) attacks lack
sophistication [4]. NMRI typically leverage the ability to inject
response packets into the network but lack information about
the process being monitored and controlled.

NMRI attacks send invalid payloads. An attacker will
perform a set of reconnaissance actions to establish system
addresses, function codes, and memory maps. The absence of
specific details from identifying the monitored process, or the
use of subjective data located at specific server points, are
the characteristic features which security engineers can use to
recognize NMRI attacks with their Machine Learning tools.

The NMRI negatively influences process measurements by
manipulating the expected values. The system control mode is
determined based on data in a command packet. The system
control mode can place the system in shutdown, manual or
automatic modes; zero represents the shutdown mode, one
represents the manual mode, and two represents the automatic
mode.

A malicious state command injection attack, one of the
most dangerous of the attacks this team researched, attempts
to modify the system operating mode or shut down the system.
Storage tanks, a common network component in gas and
water systems, use compressors and/or pumps to maintain
appropriate substance levels to achieve the desired setpoints.
A malicious state command injection attack changes the com-
pressor/pump mode to function sporadically or continuous.

SCADA communications and technology offer internal
users a greater range of control that harbors faster system re-
sponse times and a dynamic platform of operational flexibility.

SCADA provides control centers the option to remotely
monitor and operate the network protectors, allowing for
diverse ability to load and de-load specific feeders.

In 2012 many gas pipeline companies faced numerous
threats. A common problem during that time period were
email based attacks. The immediate aftermath was deemed
minimally invasive and limited. Employees of utility providers
are elevated targets of spear-phishing attacks — efforts to lure
users to click on disguised email attachments embedded with
malicious code.

Con Edison mentored our research team providing general
utility guidance and project insight. The globally recognized
company aided in the development and expansion of cyber
security platform ideas, aligning the adoption of machine
learning tools with our data set, and understanding the pri-
orities of proposed improvements in real time alarm accuracy.

To consistently secure signals monitoring their networks,
ConEd, especially in their natural gas division, utilizes a
tandem of natural and manufactured barriers to protect the
general public from the inherent dangers affiliated in the
delivery of consumable gas service.

Any infrastructure requires proper maintenance. Ignored and
inadequate network components have an increased potential
for rapid deterioration. The end result could yield public safety
risks, service interruptions, increased pollution, unwarranted

capital expenditures, missed income opportunities, and dam-
aged goodwill.

Based on our research, we predict that securing important
systems, including SCADA, from hacking attacks we recom-
mend:

• reduce the risk of attacks on the IoT sensors that protect
from infrastructure

• use machine learning to identify data points that help util-
ity representatives determine safe versus unsafe network
components.

• Security audits improve the integrity of computer sys-
tems, prevent information leaks, and ensure continuous
service availability.

• Security review is ideal for preventing attacks carried
out by external threats while concurrently previewing
insights into the system’s level of exposure during the
unwarranted event.

• Security training for all levels of employees.
According to Security Intelligence, the oil and gas industry

is one of the most powerful financial sectors in the world; crit-
ical to global and national economies [5]. The energy industry
is a valuable target for adversaries seeking to exploit ICS
vulnerabilities. Protection against cyber-attacks is fundamental
to the utility sector and global economy. An attack can arise
from a simple task such as employees mistakenly opening a
malicious email link.

In the remainder of this paper, we cover our literature
review, which led to research on the background of using
machine learning for risk reduction, and a section on that
background. This is followed by a section explaining our
research and initial findings, and our recommendations for
future work.

II. LITERATURE REVIEW

Supervisory Control and Data Acquisition (SCADA) sys-
tems are Industrial Control Systems (ICS) (widely used by
industries to monitor and control different processes such
as oil and gas pipelines, water distribution, electrical power
grids, etc. [6] SCADA frameworks and tools assist users
to organize and store information about an organization’s
production process. It utilizes Structured Query Language
(SQL) to transmit information in real time simultaneously
compiling the collected data for analytical purposes. In the
pipelines sector, SCADA systems collect data such as line
pressure in real time from sensors throughout the network. The
feedback is then displayed to human operators. Gas pipeline
systems are susceptible to physical attacks. Recently attacks
have become more sophisticated with the implementation of
Internet of Things (IOT) and cyber platforms. [7]

Cyber security was an after thought in first generation
SCADA systems. Security was achieved by access controls
physically securing the network. [8] The National Institute of
Standards and Technology (NIST) has published documents to
educate stakeholders about fundamental risks associated with
SCADA systems. At the time of this project, SCADA systems
are rapidly expanding in sophistication. This maturation is



attributed to growth in IOT providing accessible technologies
to an increased number of users while subjugating systems to
new and more complex threats [9].

Simon and Speck were developed and created by the United
States National Security Agency [10]. The lightweight ciphers
are designed for use in IOT and SCADA.

Five (5) years on after their launch Simon and Speck were
not widely adopted by industry leaders. There was negative
information [11]; our team found that implementation was
indeed not trivial. This is a discouraging situation. As SCADA
enterprise deficiencies become magnified during times of
increased vulnerabilities. For example during an extreme
weather event, any potential attacker can identify when to time
attacks on targets by just turning on the news [12].

A research paper written by the U.S. Department of Energy
- Office of Energy Assurance outlined twenty-one (21) steps
to improve cyber security of SCADA networks. The docu-
ment highlighted the importance of SCADA to the nation’s
infrastructure along with the importance of data security [13].
Research conducted by Oakridge National Laboratories ex-
plored the Evaluation of Machine Learning Methods to Detect
Malicious Scada Communications. Their research evaluated
six popular supervised learning algorithms: 1. Naı̈ve Bayes,
2. Random Forests, 3. OneR, 4. J48, 5. NNge, and 6. SVM.
Researchers extracted data from the remote terminal unit of
a SCADA system and classified it; WEKA machine learning
software was used to perform evaluations. [14]

“On SCADA Control System Command and Response In-
jection and Intrusion Detection”, written by Wei Gao, Thomas
Morris, Bradley Reaves, and Drew Richey of the Department
of Electrical and Computer Engineering at Mississippi State
University explored DOS attacks on SCADA systems. Their
paper focused mainly on the water. The applied parameters in
their research are often applied to other utility types. [15]

III. BACKGROUND

A. Decision Tree

Fig. 2. Decision Tree

Decision tree is a machine learning method (see Figure 2.
The classification represents a judgment on an attribute, each

branch reflects an output of the judgment, and each leaf node
expresses a classification result.

The decision tree is common classification method used
in supervised learning. Supervised learning reviews many
samples, each possessing a set of attributes and a classification
result, i.e., the classification result is known, then learning
these samples produces a decision tree that yields the correct
classification for the new data.

In the classification process, our team used “entropy value”
as an indicator. The entropy value represented the degree of
confusion within a dataset. A higher entropy value means that
the a dataset contains an assortment of data.

The minimization of entropy is the process of improving
the acceptable rate of classification. To achieve classification
goals, we needed to homogenize the final groups of data,
which led to minimizing the entropy value. The group desired
efficient classification throughout this process. For example,
the entropy value decreases as fast as possible. The entropy
value “H(X)” of a certain feature can be represented by the
following equation.

“

H(X) = −
n∑

i=1

(PilnPi)

(“X” is a feature, “n” is the total number of classes in the data
set and “Pi” is the proportion of a particular type of data in
the dataset.) The Gini coefficient is similar to entropy and can
represent the impurity of the data.

Gini(P ) = 1−
n∑

i=1

P 2
i

In this phase of the research, our team introduced the “Infor-
mation gain” concept. Here it is noted “IG”. In a decision tree,
“Information gain” refers to the difference between the sum of
the entropy values of the branches after classification using a
specific attribute as an indicator and the entropy value before
a classification was made. We processed the difference to find
attributes best suited for classification.

IG(X) = H(Xo)−H(Xn)

(“H(Xo)”is the original entropy without classification, and
“H(Xn)” is the sum of the entropy values of the branches
after classification.) Smaller entropy does not correlate to
better results, even When the entropy value is close to 0.
The data is minutely divided, leading to over fitting. Over
fitting is the concept of fitting the data so close to a sample
that the results are recognizing anomalies instead of providing
predictive insights.

This model is primarily suited for training data sets. When
utilizing new data, the accuracy of classification typically
decreases. To resolve over fitting, we optimized the infor-
mation gain by dividing it by “H(Xn)”, which represents the
“information gain rate”. This is noted here as “gr”. Next we
transition to the concept of“Random Forest”.

gr =
IG(X)

H(Xn)



B. Random Forest

Fig. 3. Random Forest

Random forest is composed of many decision trees (See Fig.
3; there is no correlation between decision trees. This resource
can resolve the problems with over-fitting. After new data is
applied, each decision tree in the forest will judge and classify
the data separately, ultimately assigning a unique classification
result. Random Forest counts classification results and applies
the most frequently type, which influences the final result.
The ”random” portion of random forest is comprised of two
aspects:

• Sample selection randomness: Randomly select a propor-
tion of the sample to create a decision tree

• Feature selection randomness: Randomly select a certain
proportion of features to build a decision tree.

There are four critical steps in random forest:
1) Training decision trees on a random sample.
2) Randomly select attributes as node split attributes.
3) Repeat step 2 until it cannot be split.
4) Establish a large number of decision trees to form a

forest.

IV. EXPLANATION OF RESEARCH AND INITIAL FINDINGS

The first objective was to improve the strength of securing
the SCADA system. The primary reason SCADA users opt
out of encrypting particular sources is the lag and overhead
from transmitting the data. The ease of interoperability is
a significant reason the SCADA language was chosen in
the design of the control system. Networks communicating
through plain text are an added benefit to users. Frequent
information exchange buffers beyond network parameters can
create intolerable and failed use of network monitoring ef-
forts. The absence of quality information can be a sizeable
contributor to decisions made by organizational leaders. Our
research aimed to explain the importance of identifying vul-
nerable links and securing them with link cryptography in a
network using SCADA. See Fig 4 to understand that SCADA
dependent devices are traditionally subnets hanging from a
larger network, dependent on it for communications. However
the vulnerability of plain text language on the network opens
up risk.

In 2015 the United States National Security Agency (NSA)
released two lightweight cryptography methods named Simon
and Speck (Simon is the software application and Speck the
hardware version - they are both the same cipher) [10]. These
cyber security tools were specifically designed to reduce risk
in IoT SCADA network sensors.

Fig. 6. WEKA: Full J48 tree

Second, our research sought to prove how machine learning
can be utilized to detect security breaches in a SCADA
network. Using ML on a testbed, software engineers can
see the network in normal operation, and then observe the
changes while under attack. The attack revealed network traffic
pattern changes, indicating which specific IOT sensors are
targeted. This information can be compared against the net-
work design, for example in Figure 4 and the vulnerable links
being exploited are placed on a priority for Simon/Speck link
encryption implementation. After full vetting in the testbed,
the real network received the improved security without loss



Fig. 4. SCADA Process and Control SubNets

Fig. 5. WEKA: First two levels of the obtained decision tree

of service.

A. WEKA ML toolset

We subjected the data to Machine Learning for insights, and
we used two different tools to do this: WEKA and ORANGE.
Both WEKA and ORANGE provided visualization of the risk
that could be communicated easily to decision makers.

In WEKA, we used the MulticlassResponseInjection data.
The first step was converting the csv file that was made up
by 27 columns and 29309 rows, into arrf format (Attribute-
Relation File Format). This specific formatting describes a list
of instances sharing a set of attributes. In WEKA, J48 Machine
Learning algorithms showed clearly the effect of an attack on
a network serving devices that are SCADA dependent.

Behind the idea of this type of decision tree we will find
what it is called information gain, a concept that measures the
amount of information contained in a set of data. It gives the
idea of importance of an attribute in a dataset. J48 applies the
information gained locally at each node to select the best split
for that node based on the data at that node. In our results
we can observe (see Figure 5) that TimeInterval is the one
that contains much more information and for this reason it
has been selected as the first split criteria. The second most
important split criteria is Cyclic Redundancy Check (CRC).
This is an error detection mechanism to ensure that there are
no errors in the data transmission. In other words, it is a test
to check that the data sent is the same as the data received.

The full obtained decision tree is made up by 25 leaves and
has a size of 49 (See Figure 6). It classifies all instances into:

1) Good
2) Burst
3) Fast
4) Negative
5) SetPoint
6) Single
7) Slow
8) Wave

From the total of 29309 instances, 29276 are correctly classi-
fied while 33 are incorrectly classified. This means 99.8874%
correctness. The root mean squared error is 0.0162. This error
is the difference between values from our sample predicted by
a model and the values observed. Since this error is low our
model is accurate.

B. ORANGE Python ML toolset

We also used the Machine Learning tool ORANGE [16]
to analyze the same data with the ”random forest” algorithm.
The random forest algorithm will randomly select a certain
proportion of features to construct a decision tree. This will
yield many decision trees divided by different features. The
result is centered around the majority of the trees in the forest.
To view a large number of trees, we used the Pythagorean
Tree. Compared to a traditional tree, it appears more concise.
Constructing a Pythagorean tree begins with a large square,



Fig. 7. ORANGE: Random Forest Decision Tree

Fig. 8. ORANGE: Detail in decision tree

Fig. 9. ORANGE: Data distribution map



Fig. 10. ORANGE: Accuracy

two congruent smaller squares built above that square, then
the process is repeated for the two smaller squares to obtain
four smaller squares, and so on. We can view all of the trees
generated in the forest (see Figure 7).

Highlighted in the detail for the tree in Figure 8, along with
the data distribution map in Figure 9 was obtained by using
two features to divide the data set. This model possesses high
accuracy(0.998, see Figure 10).

C. Cryptography for SCADA

Our team investigated using the NSA’s cryptography for
SCADA, Simon/Speck to determine the overhead of adding it
to the network traffic in only those links to the targeted IoT
devices under attack. This proved challenging, as the NSA’s
contracted team that developed Simon/Speck did not complete
the task of showing sample implementations in their User’s
Guide [17] or their GitHub code repository [18], leaving it to
commercial users [19] to figure out their own solutions.

V. RECOMMENDATIONS AND FUTURE WORK

We recommend expanding our findings from the sample
data set of gas pipeline SCADA network traffic to analyse that
of other SCADA dependent systems in the expanding universe
of the IoT.
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