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Abstract—To most internet users, the world wide web is what
the everyday user encounter. What most users do not know,
however, is there is more than one layer to the internet and the
deeper one digs the more nefarious the internet becomes. This is
partly due to the creation of The Onion Router allows malicious
users to anonymously execute all levels of illegal transactions.
With many criminal enterprises moving to this dark web few
law enforcement agencies are equipped with dealing with such
criminal investigations. This study investigates the use of web
crawlers and other open source tools to monitor dark web sites
with the hope is the information gathered can assist investigations
methods of dark web crimes by law enforcement agencies.

Index Terms—Dark Web, Deep Web, Crawlers, TOR, Law
Enforcement

I. INTRODUCTION

When going on the world wide web, most individuals think
of the typical websites, such as ’google.com’ for searching or
’facebook.com’ to connect with family and friends [1]. That is
not the case; these typical websites used are just the first layer
of the world wide web. There are three layers of the world
wide web. The first layer of the world wide web, also known
as the surface web, is what most internet users can see and
utilize. The second layer of the world wide web is the deep
web. Finally, the third layer, which is the most interesting, is
the dark web [2].

In the 1960’s the Dark Web was known as Advanced Re-
search Projects Agency Network (ARPANET). It was created
with the purpose to share information across great distances
without the need for a phone connection. It was later seized
by the Navy to be used in the Cold War. It wasn’t opened
to the public until the 1990’s. In 2002 the Dark Web became
accessible to the public through the creation of The Onion
Router (TOR) [4]. TOR utilizes existing technologies, such
as Transport Layer Security (TLS) protocol, and creates a
network protocol that is very secure and keeps users and their
data safe through high security encryption while utilizing relay
nodes to anonymize web traffic [5]. TOR webpages, which are
created by the randomization of alphanumeric sequences, are
private unless shared with the user. One way in which users
are granted access is through ‘.onion’ addresses [6]. Malicious
users benefit from the anonymity and privacy offered by
TOR because they are able to conceal their actions. From
2018 through 2020 there were over 1,212,004,819 PII records
exposed across the dark web [7]. Some law enforcement
agencies have been able to use web crawlers, or other social

Fig. 1. Layers of World Wide Web [3]

investigative methods, to locate malicious sites and their users.
They will use this information to cross reference against other
Dark Web pages in order identify locations, users, and Dark
Web hosts. However, not all law enforcement agencies are
equipped to handle such investigations. Criminals are starting
to move their physical enterprises to the digital world and
unfortunately, not all law enforcement agencies are equipped
with the knowledge, training, or resources to take on such
investigations [8].

Hands-on research was conducted and showed the ease at
which a site can be hosted on the dark web by malicious actors.



The research also showed how a crawler and other open source
tools can be used to try to find the site by law enforcement.
This research was conducted for law enforcement agencies
to become knowledgeable on the use of web crawlers and
other open source tools as well as their functions to gather
information from dark websites.

II. LITERATURE REVIEW

The Cybersecurity and Infrastructure Security Agency
(CISA) is the USA’s most prominent agency that is focused
specifically on national cybersecurity. The CISA currently
operates under the Department of Homeland Security (DHS)
however, are under the National Protection and Programs
Directorate (NPPD). The NPPD is a separate entity from
the DHS. CISA is the nation’s cybersecurity risk advisor,
ensuring US infrastructure is safe and secure from cyber
threats. CISA works with the federal government to provide
cybersecurity tools, incident response services, assessment
capabilities, education, and safeguarding of ‘.gov’ networks.
CISA coordinates with other agencies, such as the Federal
Bureau of Investigations (FBI), Central Intelligence Agency
(CIA), and the National Security Agency (NSA), to share
information and provide support in regards to cyber threats or
incidents. Within the CISA is the National Risk Management
Center (NRMC), which is focused on planning, analyzing, and
collaborating with other organizations to identify and address
significant risks to the US infrastructure. It is expected that
the nation’s highest office in regards to cybersecurity would
contain information about the dark web however, when the
search function on the ‘CISA.gov’ website is used to search
for terms such as the dark web, tor, onion and deep web,
there are limited search results with no significant relevance
to the dark web or how it operates. This shows an absence
of information on the dark web for the public, including local
law enforcement not within any Triple Letter Organizations
(TLO).

The lack of dark web information, strategies, and advise-
ment is an indicator for the lack of information to non-
TLO law enforcement. The counter-fact is that CISA may
have internal documents and information that is known to
employees and may not be allowed to display it to the public.
It potentially prevents non-TLO law enforcement from being
able to access much needed information. When investigat-
ing other websites (i.e., ‘IACPcybercenter’, ‘nw3c’, ‘NYPD’)
information technology page, there is a lack of information
regarding the dark web that is easily and readily available. Of
the sites aforementioned, ‘nw3c.org’ is the only one which has
a significant amount of information regarding the dark web.
It is presented in the form of a short course (CI102) which
details the dark web mechanics and investigations in the dark
web.’nw3c’ is a non-profit website aimed to provide educa-
tional resources regarding high-tech crimes. Their resources
are available only to law enforcement, of which 6,200 agencies
are claimed to be active members. The type of agencies
involved, the types of officers involved, the participation rate,
or resources provided are unclear. There is a significant lack

of public and readily available resources for law enforcement,
or other government entities, when it comes to searching for
information about the dark web, investigations or threats.

Fig. 2. CISA Budget [9]

Fig. 3. Department of Justice Budget [9]

A. Scenarios detailing the need for research into the Dark
Web

Motivation behind this research is the hope of real-world
application of this framework. Two applicable scenarios for
this framework are as follow: a. Small local town and city
law enforcement investigating dark web connected cybercrime
within their jurisdiction, and b. bigger city, county, and state
law enforcement investigating dark web connected cybercrime.
Both have limited knowledge of the dark web. The first
scenario is a small-town local police officer or detective inves-
tigating cybercrime committed within their jurisdiction and on



the dark web, or performing threat intelligence on individuals
who may use the dark web to facilitate crimes. Small-town
law enforcement usually have budget constraints and do not
have the resources to hire dedicated cybercrime staff, teach
officers how to access the dark web or properly conduct
cyber investigations. Due to these constraints, local cybercrime
may be instantly handed off to bigger agencies, completely
circumventing local law enforcement. This may significantly
delay the judicial proceedings as these crimes may be con-
sidered insignificant to investigate by bigger agencies. In the
second scenario, large city, county, or state law enforcement
officers may have more knowledge about cybersecurity and
dark web than small local town law enforcement however, their
knowledge may be insufficient when it comes to threat hunting
on the dark web. There may be cybersecurity divisions or
dedicated cybersecurity staff for these large organizations, but
there is the possibility of the lack of education and resources at
this level. The lack of knowledge of the dark web can directly
hamper investigations and possibly delay the collection of
evidence. Figure 2 and 3 perfectly illustrate how even within
bigger government agencies a big discrepancy can be seen in
budget requests for cybersecurity or cybercrime departments.
The discrepancy in government agencies trickles down to
the lack in knowledge within small-town, city, and state law
enforcement agencies.

When looking at the Internet Crime Complaint Center of
the FBI, one can see that cybercrimes are underreported.
According to IC3, only 15 percent of cybercrimes are reported
yearly. It can be hypothesized that the reason for low report
rates are due to crimes being too small for TLOs to investigate,
jurisdictional issues, and lack of local law enforcement training
or personnel to handle cybercrimes. Local police may have
inadequate resources, staff, and training to pursue cybercrimes
that fall into their jurisdiction and due to autonomy and
protocol, pass the investigation to a TLO. Cybercrimes may
be too small for TLOs to pursue and prosecute, as their
jurisdiction follows multi-state and nationwide efforts, where
small local cybercrimes may not fall into. The justification for
the resources of a TLO may be too costly to investigate at the
small local level.

B. Dark Web

When examining the dark web, a research question that
can be asked is ‘what are rising threats in the dark web
crimes?’ and ‘what types of techniques are applied to locate
the criminals on the dark web?’ It is believed that results can
be gained from the collection of data via multiple research
engines and the breakdown of keywords used to pull results
from those sites. Based on these two questions, researchers
have found that the dark web is the number one spot for human
and sex trafficking. This is followed by the pornography in-
dustry, employment assassin services, drug transactions, child-
abuse, terrorism, and finally, markets for cybercrime tools.
Researchers have utilized social media platforms, such as
Twitter, YouTube, and Facebook, to identify criminal activity.
They also utilize hash value analysis, in which photos or digital

evidence could be found utilizing hash algorithms such as
MD5 and sock puppets. Sock Puppets are a false entity or
person having multiple usernames [10]. When it came down to
examining, they evaluated seven different techniques. Based on
the article, the seven techniques of common database crawling
are [10]: the machine learning technique, affect analysis,
fingerprinting (crawling), authorship analysis, social network
analysis, identity deception detection (database), and dark web
scrapping.

C. A Framework for More Effective Dark Web Marketplace
Investigations

It has become easier to find illegal items such as drugs,
weapons, pornography, services, software, jewels, and coun-
terfeit items on the dark web. One can find these items
by completing an analytical framework for scraping Dark
Web marketplaces of interest and correlating that data with
Maltego. In order to gather information from the dark web,
one has to create a web crawler. A web crawler is a program
that is scripted to open web pages in order to capture the
text and tags of the pages. Many of the crawlers that are
created are made using cURL tools and Python. Having the
crawler coded in Python gives the user the ability to enter
http and https websites. While the use of cURL allows one
to take advantage of the TOR anonymization, crawlers cannot
capture all information. They can capture tags but not utilize
Completely Automated Public Turing test to tell Computers
and Human Apart (CAPTCHA), thus making it a little difficult
to track host and users [11].

D. Collaborated Networks in Dark Web to Find Illicit and
Criminal Content

Researchers and law-enforcement agencies use manual in-
vestigations, which tend to be time-consuming and inefficient.
Central characteristics of the dark web are decentralization (the
common use of peer to peer technology where content is in a
group that is distributed amongst personal computers rather
than a centralized server), Internet infrastructure utilization
(Dark Web is built on public internet), and the usage of
non-standard computer protocols, which become unreachable
through the ports. Initially the TOR network “was created to
be an onion router” for the United States Navy. Today, it is
utilized as a network that provides routing traffic to be used
through other users to confuse traffic. The idea of the dark
Crawler was to use keywords when searching through common
websites. When establishing the crawler, there are multiple
factors to consider. One of the first issues is scalability. The
dark web is large and changes constantly. A website can
change to allow for new opportunities. Another issue is the
contact selection tradeoffs as well as social obligations. If the
crawler is not used correctly, it can cause an “unintentional
carry out of a denial of service (DOS) attack.” After the
collection of the data from crawler, the top five in degree
distribution TOR websites, top-five popular websites based on
out-degree, and extremist and terrorism promoting websites
[12].



Fig. 4. TOR Network [13]

E. Criminal Investigations and the Dark Web

On the Dark Web, it is important to understand that it is
more difficult to collect data and turn it into evidence. Due
to this, government agencies must be able to conduct flawless
investigations both digitally and physically. Law enforcement
agrees that the main problems with investigating the dark web
is the lack of knowledge. This leads investigators to miss key
information or evidence due to lack of training or knowledge.
One of the main frustrations for investigators is the use of
anonymizing technologies and encryption services, making it
nearly impossible to track a seller or buyer [8]. The dark web
allows for the availability of transactions to happen globally,
hence a jurisdictional issue. Fear of the dark web needs to be
eliminated in order for investigations on all law enforcement
levels to effectively proceed. Training for law enforcement
officers would be ideal as it would lead them to a better
understanding of possible evidence and its preservation. These
trainings would include technical trainings, trainings on types
of crimes being committed, ways in which suspects can be
identified, and evidentiary identification and preservation [8].
Tools for conducting these investigations are also important.
Due to the anonymity issues of the dark web, it is important
that law enforcement has the best tools and processes in order
to capture evidence. This also leads to the question of ‘Can
funding be allocated towards research for tools that can be
used?’

F. Regulatory Update: Taking on the dark web: Law Enforce-
ment Experts ID Investigative Needs

For many law enforcement agents, there is a lack of
knowledge when it comes to technical terminology. It is
important when it comes to investigations that they know
specific technical terminology in order to effectively spot
relevant dark web evidence. Aside from evidence gathering,
their knowledge can be useful should they be called to testify
in court, not only allowing them to effectively express their
findings but assist the jurors in comprehending the evidence
put forth. The main concern falls into the following four
categories: organizational cooperation, tool development, in-
formation sharing, and training. The most common issue is
the need to persuade commands to commit to funding and
make time for training. It was identified that there is a need
for two distinct categories, line officers and specialized units.
For line officers, training should include a basic understanding

of digital evidence found on a scene, such as an iPad or
MacBook. Specialized units training should include the use
of the dark web [14].

G. Dark-Net Ecosystem Cyber-Threat Intelligence (CTI) Tool

The normal internet is accessed via a web browser that
openly communicates with routers, Domain Name System
(DNS) servers, and web page servers. In contrast, the Dark
Web operates on the TOR network, which utilizes high-
security encryption protocols with randomized relay nodes to
anonymize web traffic. To gain access to a specific web page
on the TOR network, a unique alphanumeric address, called an
‘onion’ address, is needed. Without the unique onion address,
the dark web page remains ‘hidden,’ meaning the user needs
to know the onion address to access it. There are no DNS
servers for the Dark Web and thus, there is no ability to Google
key terms in order to search for a website. Web crawlers and
public indexers create databases of existing sites and their
metadata. Crawlers on the dark web operate by using methods
of dictionary attacks in domain resolving [15]. Crawlers can
be customized with modules to search for specific content in
these web pages and document this metadata or drop it.

The University of Arizona AI Lab was able to create a ‘Cy-
ber Threat Intelligence Tool’ (CTI). This tool was created to
work as a Dark Web crawler with the ability to analyze, parse,
and create visual representation of data chosen by the end-
user. The cyber-threat intelligence tool scrapes information as
it crawls. It will search webpages for specific keywords and
patterns of words to create profiles and categorize users, posts,
and various other variables. The tool scrapes as much informa-
tion as it can and creates two broad categories, threat actors
and non-threat actors, based on triggers from the metadata
scraped. The tool was aimed at several large communities in
which illegal activity is prominent and crawl sites are indexed
on the main web page. The results were compiled, visualized,
and offered insight into the who/what/when/where/why of
threat actors on these sites [15].

III. PROJECT REQUIREMENT

Law enforcement agencies outside of the FBI, CIA and NSA
find themselves in need of more information and investigative
methods of the dark web. This research is aimed at establishing
a pilot guide for law enforcement agencies to use in their
investigations. In order to create the guide, a combination of
website development and penetration tools will be used. Web-
site development will consist of a Hypertext Markup Language
(HTML) and is designed on an html5 editor. Browser and
penetration open source tools will consist of TOR, Wfuzz,
Dirbuster, and Darkscrape, constructed on a virtual machine
via Kali Linux.

IV. METHODOLOGY

The research was geared on gathering information on how
useful, easily accessible, and simple open source tools could be
for law enforcement in their investigations. A virtual machine,
which hosts Kali Linux, served as a way to ensure that



identities were protected during the research. Html5 editor,
a HTML code creator, assisted with the creation of a fake
website to be hosted on the dark web. The website, hosted
fake exams, answers, essays, and projects with series of links
that redirected the user to an FBI cease/desist page. This site
was ported on the Dark Web and hosted on a TOR server to
be used by open source tools. Penetration open source tools,
Wfuzz, Dirbuster, and Darkscrape, were used to conduct tests
against the fake website along with sites that already exist on
the dark web.

A. Environment

To properly conduct the research with sufficient safety
in place to protect the identities of the researchers, a test
environment was created to contain various components of
the experiment including; virtual machine (VM), operating
system (OS), penetration testing tools, TOR browser, and
virtual private network (VPN). The VM was hosted on a
Windows 10 64-bit machine.

The VM software ’Virtualbox’ was used to contain the test
environment OS. To install it, the URL [16] was accessed in
a web browser and the most recent version was downloaded,
version 6.1.18 for Windows Hosts. Once the download was
complete, the ‘.exe’ file was started. The installation proceeded
as normal, with all default settings enabled by Virtualbox.
Once Virtualbox was installed, the extension pack needed to be
installed, this was done by going to ‘File,’ followed by ‘Check
For Updates.’ When prompted, ‘Download’ and ‘Install’ were
selected. The user must then review and agree to the license
agreement. Afterwards, the user may be prompted to delete
the extpack download file, which can be performed as the file
is no longer necessary.

The OS for the test environment was selected to be Kali
Linux. Kali Linux is a Debian-based OS that comes with a
pre-installed suite of penetration testing and hacking tools. To
install it, URL [17] was accessed and the 64-bit ‘.OVA’ version
2021.1 was selected. ‘.OVA’ is an appliance specifically for
the Virtualbox software. The instructions to install the Kali
Linux OS was followed in URL [18], and configured with
the settings outlined in URL [19]. The default user is ‘Kali’
and the default password is ‘kali’. It is suggested that during
installation the password is changed to something more robust.
Before beginning with installation of other files, Kali Linux
was updated with the commands ‘sudo apt update’, ‘sudo apt
upgrade’, and ‘sudo apt autoremove’. These three commands
will pull and install any necessary updates, and automatically
remove any outdated versions and files. Kali can be navigated
by selecting the first icon in the top left corner, which will drop
down the main menu. From here, anything on the system can
be searched for, including applications.

The TOR service and browser were downloaded and used
to maintain anonymity and gain access to the dark web. The
TOR service was downloaded by accessing URL [20], and
running the command ‘sudo apt install tor’ in the terminal
window of Kali Linux. The TOR browser was downloaded
by accessing URL, [21]] and entering the command in the

Kali Linux terminal in the Downloads folder, ‘sudo apt install
torbrowser- launcher.’ The command automatically finished
and created a shortcut for ‘TOR Browser’ in the application
menu.

TORSOCKS service is a torifying wrapper that redirects
network traffic from SOCKS-friendly applications. TOR-
SOCKS was installed by entering the command ’sudo apt-
get install -y torsocks’, which will automatically install TOR-
SOCKS.

A VPN was used as another layer to maintain anonymity
when accessing the dark web. A VPN redirects all network
traffic through a proxy server which is hosted in a different
location to anonymize the IP address and make it appear as if it
is in another location. For this experiment, US East was chosen
which selects different US cities on the east coast as IP address
locations. To download the VPN, URL [22] was accessed,
which contains the 64-bit version of Linux based Private
Internet Access VPN. In the terminal window of Kali Linux,
the directory was changed to Downloads via ‘cd Downloads’,
and the command ‘sh pia-linux-2.6.1-05824.run’ was entered
to install the VPN. An account was previously registered
with Private Internet Access and used to log into the VPN.
After login, proxy server US east was chosen. To ensure the
VPN worked, ‘curl ifconfig.me’ was used before connecting
to the VPN displaying the IP address ‘173.68.124.218’, and
after connecting to the VPN displaying the proxy IP address
‘143.244.44.97’, proving the VPN is operational.

B. Website

With the assistance of ’html5-editor.net’ a false website
was created in order to be hosted on the dark web. This
site was created to fool users into believing that exam banks,
essays, course projects, and research papers were being sold
for different universities and colleges. Each of the categories
mentioned contained a picture icon, as well as, the category
name, and cost. If the user were to click on any of the menus,
categories, carts, photographs, or costs they would be directed
to a webpage that contains the notice “webpage seized by the
FBI” that is placed on dark web pages when they are taken
down by government agencies. Once the html code for the site
was created, the terminal in Kali Linux was used to host the
site on the dark web. Port ’127.0.0.1:8080’ was used to host
the webpage via TOR service. The ‘.onion address’ that was
assigned when hosting the site was gained from the hidden
services folder in tor. The site being completed allowed for
the next phase of the crawler tests to begin.

C. Python

Initially, when downloading python onto kali-linux, the
assumption was made that it would run as smoothly as if it
was downloaded directly onto a MAC or Windows operating
system. Nonetheless, this is where issues arose. In the first
attempt to download Python 3.9, it seemed as if it was properly
downloaded when it came time to run the program Wfuzz. The
following error occurred “pip is configured with locations that
require TLS/SSL, however the SSL module in Python is not



available.” With a simple online search commands were found
that could assist in resolving the error. When TLS/SSL error
came up again, there was a moment of realization that the
commands that were being input in the terminal needed to be
run prior to downloading Python. In doing so, the installation
of python 3.6 was seamless.

TABLE I
ERROR RESOLVED

D. TOR and TOR Services Download

To examine the dark web, a dark web browser such as
TOR would be needed. To get TOR to run, the terminal
must be opened within the virtual machine. The command
run apt-get update is to be entered followed by running the
command run apt-get to install torbrowser-launcher. After the
launcher prompt finishes, command torbrowser-launcher [23]
is to be run. Finally, the terminal is cleared and closed. The
TOR download then becomes an application that can be used.
WORLDMARKET is a website that utilizes a CAPTCHA to
be able to get into the website. Currently, it is still an accessible
website that has not been compromised by law enforcement.
The browser also confirmed that the website created was up
and running.

TOR Services, not to be confused with the TOR browser,
is used within the terminal using root privileges with the
command sudo su. The user installs TOR by using the com-
mand apt-get install TOR. After a successful download, the
TOR services can be started with the command service TOR
start. The command service can be run with TOR status. As
long as the command is successful, it will show as Active.
TOR services is necessary when running certain tools, such
as DarkScrape.

E. Open Source Tools

Wfuzz is a web application analyzer and attack program
that comes pre-installed on Kali Linux. Wfuzz allows users
to replace any reference to the FUZZ keyword with a pre-
determined payload, allowing for the injection of data into
various methods for the discovery of hidden content such as
files and folders. These are usually hidden from the public and
if discovered may allow unauthorized access to certain areas
and allow possible vulnerabilities to be exploited.

For examining, a crawler tailored to run on the dark web,
DarkScrape,. The DarkScrape was scripted in Python and was
found on github [24]. When installing the requirements, an
ERROR command caused it to exit as it tried to import sys and
setuptools. This error was resolved by updating and upgrading

kali linux using the command ‘sudo apt update’ ‘sudo apt
full-upgrade’, these commands will prompt you to input the
Kali password. After there will be an installation python3-
pip, cmake, and dlib. TOR service must be running for the
DarkScrape to run correctly.

Wireshark is a network packet analyzer, used for trou-
bleshooting, analyzing, and communications development. The
tool analyzes all network traffic packets to and from the host
machine it is based on. It reveals the packet details, including
the header information. If unencrypted, it will reveal the packet
contents and many other characteristics. There are filtering
capabilities which allow users to target specific IP addresses,
ports, requests, and many other variables to help users look
for even individual packets. Packets which are encrypted can
be retrieved and attempted to crack.

BurpSuite contains a suite of penetration testing tools for
web applications created by Portswigger. The main free tool
available is Proxy, which allows Burpsuite to ‘ride along’ the
browser and analyze browser requests to and from web servers
using HTTP and WebSocket. It also reveals most of the header
information and can contain cookies and cookie information.
Most importantly is allows for interception, inspection, and
modification of requests and responses. It can be useful for
MiTM attacks or trying to obtain access to web servers by
modifying responses and requests.

V. RESULTS

1) Python: During the attempt of downloading python the
first command the virtual machine went into sleep mode and
the download did not get to finish. This caused the virtual
machine to become damaged and unable to log back in. Kali-
linux virtual machine was re-downloaded and Python 3.9 was
downloaded again.

2) Wfuzz: This allows for vulnerable user input fields to be
exploited for attackers. This also allows blue teams to identify
hazardous input fields that may allow attackers inject malicious
code and red teams to exploit vulnerabilities and gather intel.
Wfuzz was opened via terminal window and the following
command was used to send the payload file to the test domain
and ‘fuzz’ it.

Fig. 5. wfuzz

The command returned the error below:

Fig. 6. wfuzz

Wfuzz might not work correctly when fuzzing SSL sites.
Check Wfuzz’s documentation for more information.



Fig. 7. wfuzz

Fig. 8. wfuzz

Entering the command below yielded some results from
fuzzing a URL:

The results returned results for ‘0-10’ as successful 200
responses from the server. Replacing FUZZ with numbers ‘0-
10’ return a webpage. Web pages 0-2 return pages with unique
content.

Reattempting the first command the terminal window was
opened in /usr/share/wfuzz/wordlist location and the command
previously used with the ‘common.txt’ wordlist and the full
file location of ‘common.txt’ and parent directories.

Fig. 9. wfuzz

Wfuzz returned a full list of all the executed words and the
resulting response from the server. Most of the words triggered
404 responses, but four worked out of the 949 requests.

Fig. 10. wfuzz

301 response is a url that is for permanent redirecting. 403
response is for a forbidden resource on the server. The 301
responses all worked to bring up URLs that were working.

A. DarkScrape

Once the crawler is running it will prompt the user to press
1 for files or press 2 to run a URL. The URLS run were
http://moneyd6327quniuo.onion and the website created for
research purposes in figure 3. For moneyd6327 there were
descriptions for a few images such as Money, Amznql and
steam-logo-banner. When attempting to download media files
it was unable to create a directory. With Scarlett’s Secret there
are multiple images on the website. There is a description
of JPG images some are hashes under the photo type jpg,
thumbnails come up with the description ‘sad-student’. Lastly,
there are additional images with the description ‘notebook-
empty’.

Fig. 11. Architectural diagrams

Fig. 12. Scarlet Secret Website

B. Burpsuite

Burpsuite comes preinstalled on kali linux thus, there is
no installation necessary. To get Burpsuite working however,
further tweaks are necessary. Burpsuite works by becoming
a proxy server for HTTP requests and responses, it needs to
be configured as such. By navigating to the network settings
in Firefox a user can select Manual Proxy. The localhost,
‘127.0.0.0’, was updated to port 8080 because it is the port that
Burpsuite is designed to work on. From there, the Burpsuite
certificate is needed to allow the proxy server to function cor-



Fig. 13. DarkScrape Results

rectly. The address http://burpsuite is entered and the certificate
is downloaded and installed. In order to confirm that Burpsuite
is functioning, the user will need to navigate to the Proxy
tab, enter a site, and view the HTTP request, along with its
associated information.

Fig. 14. Burpsuite Result

C. Wireshark

Wireshark, pre-installed in Kali Linux is accessible by nav-
igating to the main menu and searching for ‘Wireshark’ in the

search bar. User authentication might be required, prompting
the user to enter the Kali Linux password. In the main page,
the network adapter ‘eth0’ was selected to capture the packets
through ethernet. This is how connection to the internet on the
VM hosted PC was reached. The packets are then captured and
displayed in a chronological order. Several websites were used
to test the functionality including ‘google.com,’ ‘reddit.com,’
and ‘owasp.org.’ The packets were filtered by ‘http’ to ensure
filtering capabilities were working and was able to see the
packets that operated on HTTP protocol.

Fig. 15. Wireshark Results

VI. CONCLUSIONS

The dark web is an avenue for criminal activity that has
increased in activity, especially with the rise of cyberterrorism
and Advanced Persistent Threats in the past decade. The
significant increase of criminal activity over the dark web
has required the increased involvement of law enforcement
and the hurdle of officers learning to access the dark web.
A conclusion has been able to be made that there is a clear
fundamental lack of resources available not only to the general
public, but for law enforcement engaged in cyber activities as
well. Free and trustworthy tools exist and are openly available
to the public and have extended support from a community of
users. These tools are able to provide law enforcement with the
baseline resources to gain access to the dark web and begin
their investigations or threat hunting. With these resources,
investigators are able to remain anonymous and private, gather
relevant information, sustain investigations for a longer period,
and discover more valuable information.

The research involved using tools available on Kali Linux
operating system, a Dark Web Crawler, and creating and
hosting a Dark Website. The tools allowed for information
gathering and use of the Dark Web Crawler. The Dark Web
Crawler can be particularly advantageous as it is able to parse



information from Dark Websites that reduces the need for
manual investigations as well as highlight particular key terms
pertinent to investigators. The Dark Website that was created
allowed for the setup of a dummy-site to prove that little
to no coding experience was needed to set the website up.
This sets the foundation for a future honey-pot setup that law
enforcement can use.

A survey should be conducted regarding the depth of
knowledge of individuals seeking to access the dark web. This
will allow for supervisory individuals to assess who is capable
of accessing the dark web on their own without concern for
safety or anonymity. The guide created is able to provide
novices or the experienced the framework and outline needed
to know how to access the dark web.

Future works should look to explore several components
including, but not limited to, using a wider range of tools for
information gathering, implementing the guide on a group of
individuals of varying experience to assess the effectiveness of
the guide, exploring more advanced threat hunting techniques,
expanding and improving the use of a Dark Web Crawler for
information gathering, and implementing a honey-pot website.
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VII. APPENDIX

1) Dirbuster: Dirbuster, a pre-installed crawler on Kali-
linux, used to scrape websites, was first run against google 
to ensure it was working correctly. The first attempt to scrape 
a darkweb page, via the TOR Browser, was against the site 
DarkZone, http://darkzonebry27nxa.onion. This attempt did 
not work as it was unable to find or read a .onion domain. 
This tool would not be useful for use on the darkweb but of 
better of use for someone looking extract data from domains 
that may end in ’.edu’, ’.com’, ’.gov”.

2)  Law  Enforcement  Guide:  Dark  Web: A  guide  that  was 
created from this research to amend the gap of knowledge that 
small  law  enforcement  agencies  have  on  the  dark  web.  
This guide will assist with knowledge on how to install a 
VirtualBox on a computer, run Kali Linux, access TOR, create 
a website using a HTLM editor, host a site on the Dark Web, 
use open-source tools, and scrape information to from a Dark 
Web Site using a web crawler.
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Law Enforcement Needs  
Bridging the gap between the knowledge of  the Dark Web and 
Law Enforcement  

o many law-enforcement officers the dark web is a concept that isn’t fairly 
know. All that is known is that is a place where you can access illegal goods and 
services but the thought of taking a host down is ambiguous. Tracking the 
number of cyber-attacks that occur on the dark web there is a need to bridge 

this gap. When looking into the Cybersecurity and Infrastructure Security Agency (CISA) 
the USA’s most prominent agency that is focused specifically on national cybersecurity 
they do not have a lot of information on the Dark Web. A long side of examining the 
budget restraints we were able to rule that in order to amend this gap we must create a 
free guide that will inform law enforcement on how to install a VirtualBox on a 
computer, run Kali Linux, access TOR, create a website using a HTLM editor, host a 
site on the Dark Web, use open-source tools, and scrape information to from a Dark 
Web Site using a web crawler.  

Determining if this guide is for you 
Before you continue reading and going through this guide, please complete this, 
knowledge assessment: 

(You many accesses the assessment via https://forms.gle/5kLxuKBFQdducL6n7 or 
screenshots below.) 
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(Drop down menu for the first assessment question.) 
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If you have answered no to any of the assessment questions, please proceed to the guide. 
You are welcome to proceed with the guide even if you believe you are an expect or have 
grasp on the Dark Web.  
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TOR (The Onion Router)  
The history and usage of  TOR 

 OR was originally known in the 1960’s as Advanced Research Projects Agency 
Network (ARPANET). It was created with the purpose to share information 
across great distances without the need for a phone connection. It was later 
seized by the Navy to be used in the Cold War. It wasn’t opened to the public 

until the 1990’s. In 2002 the Dark Web became accessible to the public through the 
creation of The Onion Router (TOR)\cite{scharr_2013}. TOR utilizes existing 
technologies, such as Transport Layer Security (TLS) protocol, and creates a network 
protocol that is very secure and keeps users and their data safe through high security 
encryption while utilizing relay nodes to anonymize web traffic TOR webpages, which 
are created by the randomization of alphanumeric sequences, are private unless shared 
with the user. One way in which users are granted access is through ‘.onion’ addresses.  

Getting Tor on your personal device  
To gain access to the Dark Web you must have The Onion Router (TOR) installed in 
your computer. In order to install TOR in your computer you must go to 
https://www.torproject.org/ and select download Tor Browser. 

 

Depending on the operating system you will select which version of TOR you may need.  
After the installation of TOR, you may open it and continue to search, it will appear as 
your average search engine.  

T 
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Accessing Onion Sites on Tor  
All websites on TOR use an onion address. There are several ways that you can access a 
dark web site.  The dark web has its own search engines like google, ‘Duck Duck GO’ 
being one of the most popular. Finding forums like ‘The Hidden Wiki’ with an extensive 
list of dark web sites is another great way to gain access to dark web sites.  

 

Finding a list of dark web marketplaces is another great way to gain access to different 
sites. The site link below gives an extensive list of some of the top dark web marketplaces.  
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https://darkweblink.com/darkweb-market-
list/#:~:text=%20%20%20%20Name%20%20%20,%20%20http%3A%2F%2F2jv5r
mgnmze5l6i4.onion%20%2013%20more%20rows 
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HTML Website 

How to Create & Host a Website on the Dark Web 
great way to test what you have learned about gathering evidence from the dark 
web is to create and host a site to test your knowledge. Your law enforcement 
agency might not have a programmer on staff, if this is the case ‘html5-
editor.net’ is a good option to use. ‘html5-editor’ allows the user to create a site 

as if one were writing on a word document at the same time the code is being created 
for the website.  

 

Once the site you created on ‘HTML5-Editor’ is to your liking.  The code on the left will 
be needed to host the site one the dark web.  Copy the site code and save it as a ‘.txt’ file 
on notepad. In order to host your site you would need to turn to your Kali Linux virtual 
machine and follow the steps below:  

1. Open a new terminal on Kali Linux 
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2. You want to then create a directory for your server to live on.  You will do 
so by typing in “mkdir”, naming the directory, and hitting enter.  In this 
scenario I have named it “tor_service”. 

 

3. Once the directory has been created you will then navigate to that directory 
by entering “cd tor_service” 

 

4. Once in the directory, you will need to launch and bind to a server. You can 
do so to IP address ‘127.0.0.1:8080’.  This address will be the best to use on 
the dark web as it will assist in having an undiscoverable service. In Kali you 
will type “python3 -m http.server –bind 127.0.0.1 8080” 
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5. In order to keep your server running you will need to split the screen of the 
current terminal you are working on.  You will do so by right clicking in the 
terminal and selecting ‘split horizontally’. 

 

6. In the new terminal you created you will need to create an HTML file that 
will hold the code for the website that you will be hosting.  You will do so 
by typing in ‘touch’ and the name of the file.  For this scenario we are calling 
it ‘scarlettssecret2’. 
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7. We will then want to edit the file that we created. To do so you will need to 
enter ‘nano’ and the name of your file.  In this scenario we are entering ‘nano 
scartletssecret2.html’. 

 

8. Once the file is open you will paste in the code from the site that you created 
on ‘HTML5-Editor’.  You will then ‘CTRL +S’ to save and ‘CTRL + X’ to 
close. 
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9. To check if all you have done is working you will need to navigate to Firefox 
within Kali Linux. Once there you will type in ‘http://localhost:8080’ and it 
should navigate you to the site that you created.  

 

10. You will then need to navigate the tor folder in Kali in order to host your 
site on the dark web.  You can ask the terminal ‘whereis tor’ to see where 
tor lives in your Kali system. Once the information comes back you will 
need to navigate to ‘etc/tor’. In order to navigate to this folder, you will need 
to type ‘cd /tor/etc/’ in the terminal.  
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11. You will then enter ‘ls’ to see the contents of the ‘/etc/tor/’ folder. In this 
folder you should see ‘torrc’.  You will need to navigate there by entering ‘ 
sudo nano torrc’.  This will prompt you to enter the password for Kali.  

 

12. Once ‘torrc’ open you will look for a section of the file headed by ‘This 
section is just for location-hidden services’.  In this section you will see the 
two following lines: ‘#HiddenServiceDir/var/lib/tor/hidden_service/ 
#HiddenServicePort 80 127.0.0.1:80’.  You will need to remove the # from 
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both lines and add an additional 80 to the IP address so it is the same as the 
IP address that was originally used. Once these changes have been made you 
will ‘CTRL +S’ to save and ‘CTRL + X’ to close. 

 

13. You will then need to start Tor by typing ‘sudo tor”.  This will prompt you 
to enter your Kali password once more.   

14. Now that Tor is running another terminal will need to be open.  You can 
once again do this by right clicking the screen and splitting it vertically this 
time.  
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15. In the new window you will need to find the address of your dark web site. 
In order do this you will need to do so as a super user by typing in “sudo su’ 
and entering your Kali password once again. You will then enter ‘cd 
/var/lib/tor/hidden_service’. Once there you will type ‘ls’ to look inside of 
this folder.  

 

16. The ‘hostname’ file in this folder should contain the ‘.onion address’ where 
your website resides. To open this file, you will need to enter ‘cat hostname’. 
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17. The ‘.onion’ address can then be tested on the tor browser to ensure that 
your site has been successfully hosted. 

 

18. Success! Your site has been hosted and can now be used to test your open 
source tools or web crawlers!  
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VirtualBox  

How to create a virtual computer environment 
General-purpose full virtualizer for x86 hardware, targeted at 
server, desktop, and embedded use.  

o be able to access the Dark Web, it is highly suggested that a virtual 
environment is created and used. This virtual environment exists on a computer 
as a virtualization of another computer, that is fully operational and retains all 
the features as a physical computer. The virtualization creates a barrier between 

the user’s PC and any malicious content on the Dark Web, providing a safety net for 
users should they become a target of an attack. The use of a Virtual Machine (VM) also 
provides privacy and anonymity when browsing the internet or dark web. By using a 
VM, any web related activity appears to come strictly from the VM, appearing as an 
actual computer to other machines and users. Coupled with a Virtual Private Network 
which allows users to use servers to relay network traffic, users can make the VM appear 
as if it is a computer nearly anywhere in the world. This ensures full anonymity and 
privacy which is paramount when investigating or performing threat intelligence on the 
Dark Web. The virtualization is achieved by using Oracle’s VirtualBox software, which 
is a free program. It is recommended to install the software mentioned in this guide and 
access the Dark Web only on your personal machine, refrain from using public 
machines.  

Installation of VirtualBox 
 

Prior to installation, ensure your computer meets minimum requirements to install and 
run the software mentioned in this guide. Sufficient storage, RAM (memory), and 
processing speed is suggested.  

1. To install Virtual Machine the head to 
“www.Virtualbox.org/wiki/downloads”.  

Chapter 
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2. Depending on the computer operating system you are using, select the 
applicable VirtualBox package. For most users this will be the ‘Windows 
Hosts” package. Should you use a different operating system, the installation 
is relatively similar. Ensure the files downloaded correspond to the correct 
operating system you are using. If you are unsure of your operating system, 
refer to your computers manual and settings.  

 

3. Clicking the link should initialize a download in the form of an .exe file, if 
prompted select ‘Save’ and allow it to download. While it is downloading, 
on the same page as previously, select “All supported Platforms” under 
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the “Virtualbox Extension Pack” heading. This will download the 
extension pack for Virtualbox, allowing extending features to be utilized. 
Once the .exe is finished downloading, double-click it to begin the 
installation process. The installation process is relatively straight-forward. 
Should any issues arise, refer to the installation guide on the VirtualBox 
website. Once installation is completed, click on ‘File > Update’ and select 
the extension pack file to start the installation, it should automatically install 
after confirmation. Open VirtualBox and confirm it is working. The next 
step is to download Kali Linux. 

 

 

Kali Linux Environment 
Debian-based Linux OS distribution that focuses on security. Comes with preinstalled 
suite of tools. 

Kali Linux is a custom operating system tailored by Offensive Security, a team of security 
minded individuals who provide free and open-source software. Kali Linux is completely 
free and is available in several formats. It is important to note that Kali Linux is an actively 
updated distribution, which is important to know as other operating systems may not 
have active builds and updates resulting in security flaws or errors. Kali Linux was chosen 
as it is one of the main OS’s used by security professionals today, both for professional 
use and personal. The suite of tools and features contained within Kali Linux is 
comprehensive towards cyber security. There is skill gap for to use Kali Linux 
successfully however, this guide will lay out the basics to allow installation and use of all 
mentioned software, including any applicable terminal commands so that users are able 
to proceed without much interference or downtime. 
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Kali Linux Installation 
Kali Linux is implemented by installing it as a VM in VirtualBox. VirtualBox will run a 
virtualization of Kali Linux with its full features retained.  

1. Navigate to the Kali Linux webpage via “www.offensive-security.com/kali-
linux-vm-vmware-virtualbox-image-download/” and select the appropriate 
Kali Linux image file and download it.  

 

2. For this guide Kali Linux 64-Bit (OVA) was selected which is specifically 
for VirtualBox. The following instructions were followed with the 
installation of the Kali Linux OVA into VirtualBox 
“www.kali.org/docs/virtualization/install-virtualbox-guest-vm/”. Prior to 
installation of any virtual machine, ensure Virtualization is enabled within 
the BIOS/UEFI settings for your computer. After installation is complete, 
the Kali Linux VM should appear within VirtualBox.  
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3. To continue the Kali Linux installation, the VM needs to be booted. Once 
booted it will require further configuration to properly install. The following 
guide was followed to complete the install, 
“www.kali.org/docs/installation/hard-disk-install/”.  
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4. Once completely installed, login to the Kali Linux VM, use the default 
credentials, Username= kali, Password= kali. It is recommended to change 
the default password for security hardening.  

 

5. Once logged in, familiarize yourself with the interface. The top bar contains 
most of the information for the user. The top left icon is the menu icon, 
similar to the Start Menu on a Windows machine. When clicked, a list of 
categories appears, mostly with the various security tools. There is a search 
bar at the top of this menu that allows users to search for specific keywords. 
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Kali Linux Tools 
There are hundreds of tools that come preinstalled on Kali Linux. While they all work 
on a Linux operating system, many will not work with the protocols and functions 
associated with the Dark Web. The Dark Web is fundamentally different than the 
traditional internet used by most people. The main differences are encrypted network 
traffic, the use of TOR and/or TORSOCKS, and network traffic flow. This is described 
in further detail in the TOR section of the guide. Further study regarding applicable tools 
needs to be examined. The tools listed below are two examples of examining network 
traffic. Examining network traffic is one of the main ways of gathering information about 
target websites and users. When exploring the Dark Web, data is transmitted back and 
forth between the user and host server. By examining the data going between these two, 
additional information can be found. In regard to investigations done by law 
enforcement, the information gathered can be the proof necessary to prove certain 
things, such as identify a target user or prove a transaction was made. There data captured 
can be encrypted however, which poses a problem when examining. While simpler 
encryption protocols can be broken, the way encryption is done over the TOR network 
ensures it cannot be broken currently. Information can still be transmitted unencrypted 
and viewed.  

Burpsuite is a multifunctional application that focuses on network traffic. The 
community edition isn’t as robustly featured as the paid version but still retains useful 
functionality. Its main use for this guide is the examination of HTTP requests and 
responses. Data can be sent over the TOR network that gets relayed to the regular 
internet. This allows for ‘sniffing’, or the examination of network traffic data over a 
network. Additional functionality of Burpsuite involves the manipulation of HTTP 
requests and responses.  

Configuring Burpsuite requires using a proxy server set up as the local machine and 
installing a certificate into the browser. The following instructions were followed to 
enable the Burp Proxy function to work, 
“https://portswigger.net/burp/documentation/desktop/tools/proxy/using”. Once 
configured, Burp Proxy should automatically start intercepting HTTP requests and 
responses. 

Wireshark is another network traffic tool that is more robust than Burpsuite in analyzing 
raw network traffic data. Wireshark examines all packets that pass through it, capturing 
all data being sent, no matter the encryption protocol or method. This is a very powerful 
tool as any data that would be sent to a computer is registered and able to be viewed in 
Wireshark. Wireshark allows for enhanced filtering of packets to allow users target 
specific parameters.  

Wireshark comes preinstalled on Kali Linux, and is opened by the executable. Once 
opened, there is minimal configuring need to make Wireshark operational. Simply select 
the applicable network adapter that you wish to sniff packets on (eth0 is ethernet, WiFi 
2.4ghz, etc). Once selected Wireshark should automatically populate the main window 
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with packets. As you browse the web or do anything over the internet, packets are 
generated and recorded in Wireshark. The information produced will highlight 
important details about packets. Selecting a packet will bring up more information 
regarding it, and if possible Wireshark will show the data contents. Filtering can be done 
by selecting the Filter Bar and entering applicable filtering commands.  
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OSINT (Open Source 
Intelligence) 

SINT is the technique of using gathering information legally from free, public 
sources. This can include extracting data from various sources that exist 
already and interpreting it. Data theft, trespassing, or anything else which 
violates the Computer Fraud and Abuse Act is strictly against OSINT 

ideology. OSINT can take many shapes and forms such as using indexers such as Google 
to search for specific parameters, or using Kali Linux, or examining the source code for 
a webpage to analyze information about it. OSINT can also take the shape of media as 
well, including images, sound recordings, and speeches. OSINT is intelligence gathering 
using all publicly available information. When searching for information regarding 
specific individuals or entities, OSINT can be a great methodology improved discovery 
of information. One example of how OSINT works is searching for a specific username 
found in a data breach. This hypothetical data breach can contain a username the attacker 
claimed to be. This username can be searched through web indexers, databases, and 
other tools to try and cross-reference the username to somewhere else that may offer 
more information. This is called fingerprinting and it’s the attempt to create a profile of 
an individual based on their activity. Further OSINT discoveries may show other 
websites that target has been to, possible locations, and in the best scenarios, identifying 
information of a specific individual. Many OSINT frameworks and tools exist. Do not 
rely on a single guide, tool, or framework for OSINT. The goal is to gain as much 
knowledge as possible on a subject, use every tool at your disposal. For this guide 
“www.osintframework.com” is referenced.  

The website itself has numerous categories pertaining to different areas of OSINT. 
While each category may not be immediately useful or pertain towards your specific type 
of intelligence gathering, they can be used later on should that type of information be 
found or need to be found. The website is easy to navigate, and the breakdown of each 
category is well-done allowing for easy identification of tools. OSINT scratches the 
surface of forensics and allows users capitalize on minor amounts of information to lead 
them towards the information they seek.  

Within the Dark Web category are several subcategories. In Dark Web investigations 
these can be extremely helpful in navigating through the dark web. As mentioned in the 

Chapter 

4 
O 



D E S I G N  C U S T O M I Z A T I O N  

 

25 

TOR section of this guide, .onion addresses aren’t indexed or publicly listed by a DNS 
company. These addresses are only known should the owner choose to share it or if 
someone happens to stumble upon the address. Dark Web wikis exist to compile a list 
of known dark websites that exist. Many are outdated as .onion addresses change 
frequently, however some wikis are updated more frequently. There are even TOR 
search engines that exist, while these are great tools to use, they are nothing like a Clearnet 
search engine. Most dark web OSINT is going to involve searching different 
marketplaces and forums for specific users or content. It is important to note that .onion 
addresses may change for a site without notice. This can be countered by joining 
marketplaces or dark web forums that have users who are active on these sites that will 
periodically update. 
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DarkScrape Crawler 
he crawler that we will be using in this guide is DarkScrape which was found on 
github  https://github.com/itsmehacker/DarkScrape. It is used to extract data 
or data images from the dark website. You will see that the extracted data can 
be in a MD5 or SHA-1 hash that can benefit a law enforcement agent during 

an investigation. These hashes can be ran against hash databases to find potential 
matches.  

Establish that you have downloaded Python onto the machine through the terminal. . 

1. Command cd: changes the directory you are looking at in the example 
below you see that it is being changed to Desktop 

2. Command ls: shows what is in that directory. Below shows Python-3.9.2 
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Errors that may occur 
A TLS/SSL error that it is not available. To resolve you would use the below 
commands within the terminal. Resolution 

 

Resolution to unavailable SSL module.  
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Demonstration on how DarkScrape works 

1. Use command sudo to gain root privileges. The command to update and 
upgrade would be sudo apt update && sudo apt full-upgrade. It will prompt 
you to type in the password you use for your virtual machine. 

 

2. Then Install Python3 and pip using  sudo apt install python3-pip.  It will 
prompt again for the password associated with your virtual machine. Below 
using mkdir command will create a directory if needed.  LS would list what 
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is in the directory. cd changes the directory you are in we would want to cd 
Tools then git clone https://github.com/itsmehacker/DarkScrape.git. 

 

3. Install packages cmake and dlib. For cmake use sudo pip install cmake. 
For dlib use sudo pip install dlib. 

 

4. At this point you should be up to the installation of the requirements using 
pip3. The command needed would be pip3 install -r requirements.txt. (-
r means for it to read what is in the file) 
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5. After installing DarkScrape, open the terminal through the DarkScrape file. 
Use command ls then cd to change directory to tools. To make sure you are 
in the right area use ls again. If it shows DarkScrape, then change directory 
(cd).  Your terminal should look like ~/Tools/DarkScrape. Now it is time 
to run the command python3 darkscrape.py . If you get an error that there 
is no tor services running please go to Step 6. 

 

6. Install tor using root privileges sudo su. Then type in apt-get install tor 
torbrowser-launcher. 
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7. If there was a successful installation you would be able to do the following: 

1. Go to root privileges.  

2. Check that status of tor using prompt service tor status. 

3. To start tor service use service tor start. 

4. Once it is active reopen DarkScrape. 
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8. You will now have a Functioning Crawler. 

 

Example of Data Extracted from Crawler: 
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Terminology 
CAPTCHA-A program used to verify that a human, rather than a computer, is entering 
data. 

Crawler -A computer program that automatically searches documents on the Web. 

Encryption-The process of converting data to an unrecognizable or "encrypted" form.  

Dark Web- the part of the World Wide Web that is only accessible by means of special 
software, allowing users and website operators to remain anonymous or 
untraceable.(Oxford dictionary) 

Deep Web- Silver lining between the Dark Web and the World Wide Web. You would 
use search engines such as google or bing. 

DNS-Domain Name System  

MD5-Algorithm that can produce a 128-bit has value. MD5’s can look like 
98EDB85B00D9527AD9AC. 

Python- Programming language. Commonly easier to learn than most programs.  

SHA-1- Hash algorithm. 

Sock Puppets- Used online for identity deception.  



D E S I G N  C U S T O M I Z A T I O N  

 

34 

SSL- Secure Socket Layer protocol to establish links between networked computers. It’s 
successor is the TLS-Transport Layer Security.  

Surface Web -The World Wide Web 

VPN-Virtual Private Network that can be used on a laptop or desktop. 

Terms found on: (https://techterms.com) 
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