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Abstract—Many people use wearable devices for health reasons
like monitoring or tracking steps, heart rate or insulin levels; or
for taking phone calls while working remotely. Wearable devices
were created quickly due to high demand and the fact that they
were easier to mass produce because of the reduction in size of
wearable device hardware. The purchase of healthcare-related
wearable devices has increased as a result of the lock downs
related to the Coronavirus 2019 (COVID-19) pandemic. As such,
healthcare has become a much more palatable target for cyber-
criminals. This is because of the valuable data, which wearables
send, receive, and save; as well as the lack of high-level security in
mass-produced wearable devices. Hackers not only steal health
information, but they also install ransomware to block access
to hospitals’ data and use malware to attack implanted devices
like pacemakers. Because many wearables connect virtually to
transmit data and store it in a database or cloud, these data
must be protected. This study explored open-source database
vulnerability assessment strategies and recommended practices
that were identified for databases and cloud hosted solutions.
Experiments and simulation results identified the tools to locate
weaknesses in databases at rest, and these tools can be used to
improve the security of wearable device generated information.

Index Terms—wearables, cybersecurity, healthcare, COVID-
19, cybercriminal, Hackers, Internet of Things (IoT)

I. INTRODUCTION

Wearable technology, or “Smart Wearables,” is a category of
electronic devices that can be worn as accessories, embedded
in clothing, implanted in the body, or tattooed on the skin.
Some popular health-focused wearable devices include the
pulse rate oximeter, accelerometer, heart rate monitor, glasses,
jewelry, and hearing aids. These hands-free gadgets, powered
by microprocessors, send, receive, and store data at rest in
databases, on servers locally or in the cloud. They enable
continuous monitoring of human physical activities evaluating
both biological and physiological parameters. The most com-
monly measured data includes heart rate, blood pressure, and
blood oxygen saturation. This information is intended to detect
early abnormalities leading to critical illnesses such as a stroke
and diabetes. In 2020, during the pandemic, patients who
tested positive for COVID-19 [1] had their oxygen or SpO2
(peripheral capillary oxygen saturation) [2] levels monitored
using pulse oximeter wearable devices. This information was
used to notify healthcare facilities of any patient needing
immediate hospitalization. Such data is expected to be trans-
mitted or stored in a secure manner. This data at rest [3] is
provided to final users via a dashboard, as part of a lifestyle
recommendation.

Fig. 1. Worldwide Wearable Devices Sales (Adopted from [4])

The wearables market is expected to surge to over 81.5
billion dollars in 2021, which is up 18.1 percent from 2020
[4]. This year-over-year growth is due in large part to the
increasing number of people working from home and the
need to monitor overall health closely as a result of the
Coronavirus Disease 2019 or COVID-19 pandemic. During
this time, consumers are paying more attention to health by
utilizing wearable devices like Garmin and Fitbit [5]. An
increase in smart patches is also attributed to the COVID-19
pandemic and the resulting shift to e-health. Smart patches can
measure temperature, heart rate, blood sugar and some patches
can even deliver insulin to the wearer [5]. However, using
a smart patch to deliver medicine is not as widely accepted
because of security concerns.

A. Secure Mutual Self-Authenticable Mechanism for Wearable
Devices

Secure Data transmission in medical and health domains
via wearable technology is deficient. Thus, safeguarding infor-
mation privacy, especially medical and military information,
transmitted over wearables is paramount. Authentication can
be used as a robust security measure. Using an authentication
protocol that involves humans is complex; however, a device-
to-device authentication protocol for wearable technology used
within a communications grid along with a digital signature
scheme and a challenge-response tool will help to protect
sensitive data stored on wearable devices [6].

The demand for Cybersecurity has increased exponentially
due to the wide availability of wearable health devices and the
growing attacks of ransomware on these devices. Hackers use
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Fig. 2. SecuWear Architecture (Adopted from [6])

brute force attacks to gain entry and then deploy ransomware.
A brute force attack occurs when hackers use trial-and-
error to guess login information, encryption keys, or to find
hidden web pages. Once they have access, they can infect the
system with viruses, steal personal data, access health records
databases, or use the system as a part of their own network
of compromised websites. The increasing reliability on online
healthcare where all information is stored and transmitted
digitally across various platforms poses a greater risk in which
a security breach is an imminent threat.

B. Average Total Cost of Breach by Industry

Fig. 3. Breaches in 2020 (Adopted from [7])

An estimated growth of 43 billion Internet of Things or IoT
devices by the year 2023 is projected with an average of 13.6
percent rise per year [8]. The revenue generated from end-user
solutions for these IoT devices is projected to be around 1.6
Trillion by 2025 [9]. In fact, healthcare-related data breaches
are the costliest to organizations averaging around 7.13M per
instance in 2020.

II. LITERATURE REVIEW

A. Worldwide Wearables Market Forecast To Maintain
Double-digit Growth

In 2020, the International Data Corporation predicted the
second half of 2020 worldwide shipment of wearable devices

would hit 396 million units. This would be a 14.5 percent
increase from the previous year when only 345.9 million
units were shipped. Predictions are broken down into three
categories: Wearables, Watches, and Wristbands. Watches and
wristband categories will see the Compound Annual Growth
Rate (CAGR) [10] at 14.3 and 2.4 percent by 2024 [11].

B. Physical and Informational Security

Wearables provide many benefits to the user. However, the
lax security can not only cause a loss of data but can cause
physical harm to the user. The threats can be summarized as
follows:

• Damage - track or compromise
• Distortion - learn and manipulate
• Disablement - sabotage or shut down
• Deception - delusive or malfunction
Security strategies to address these threats are numerous,

and include hardware and software, types of data, networks,
access, and the rules around processing, storing and distribut-
ing information. [12]

C. Wearable Security Dangers to Data and Users

In addition to making it easy for cybercriminals to steal
data, security gaps can cause harm to the wearer. Hacking a
person’s desktop computer, laptop, or their smartphone, might
enable a cyberthief to steal data, or in some way, impede the
device’s ability to function. However, it is likely that this could
result in physical injury to the owner. Hacking a diabetic’s
smart contact lenses to give erroneous readings, could cause
the wearer to not receive warning signals or to overreact to
exaggerated readings of glucose levels [13]. This might not
only have serious consequences, but it could also prove fatal.
Similarly, a diabetic’s insulin pump smart patch could be
compromised, allowing the settings to be changed to deliver
an overdose of insulin to a patient causing low blood sugar
[14].

D. Experimental Analysis and a Vulnerability Assessment

Langone, Lopez, and Setola proposed an experimental Vul-
nerability Assessment method between wearable and smart-
phone technology that addresses communication gaps. A
strategic vulnerability assessment searches for various security
leaks in the wearable communication paths and imposes secu-
rity for them. The security measures for wearable technology
are limited because of the devices’ confined computing power
and resources [15]. Wearables have two main communication
channels, the first is from the device to the smartphone and
the second is from the smartphone to the medical facility.
The potential attacks on these connections include Denial
of Service and Man-In-The-Middle threats. The Vulnerabil-
ity Assessment method identified and evaluated the possible
breach of the wearable device data using a four-stage process
algorithm which included Initialization, Connection Analysis,
Encryption and Security Keys Extraction, and Data Extraction
for Vulnerability Assessment.
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E. Developing a Platform to Evaluate and Assess Security
Wearables capture sensitive data about its wearer. This

information can provide signs that are extremely critical, and
can sometimes mean the difference between life or death. Due
to the exposed security on wearables, confidence problems can
be found in the hardware and software of the wearable, the
communication channel (Bluetooth), and the phone apps and
web services devices that connect to the wearable. Identifying
these weaknesses and mitigating the associated risks are cru-
cial. An open-source multi-domain wearable test bed platform
called SecuWear helps identify and mitigate these types of
debilities by allowing users to attack wearable apps to locate
hardware and software issues and send that information back
to the security community [16].

F. Importance of Open Source Intelligence
There are ways to freely obtain public or open-source

intelligence (OSINT). OSINT is any information that can be
gathered from free, public sources about an individual or an
organization (e.g., Facebook profiles, articles, books). This in-
formation is used to create threat models and plan attacks [17].
Open-Source Intelligence is similar to military reconnaissance
in that it passively acquires a target’s information as the first
stage of digital warfare. Gathering this information can take
time. The OSINT Framework, created by Justin Nordine, is
an extensive collection of resources or tools that can be used
to collect OSINT data more efficiently [17].

G. Role Of Kali Linux
Kali Linux is an open-source, Debian-based Linux distri-

bution used for Penetration Testing and Security Auditing
[18]. It contains hundreds of tools like BBQSQL (Blind SQL
Injection), BurpSuite, Sqlninja, Sqlmap, Sqlsus, Nikto, Legion
and WPScan. Knowing how to collect open-source intelligence
is vital and enables companies to understand and better protect
their digital footprint. Using Kali Linux open-source tools to
identify gaps is best done using a virtual machine (VM), which
replicates a computer system and creates a safer environment
for testing vulnerabilities [19].

H. Health Information Protection Accountability Act (HIPAA)
In 2019, it was estimated that 56.7 million adults would use

a wearable device at least once a month [20]. These wearable
devices, along with smartphones are being used to collect
Patient Generated Health Data. There are applicable HIPAA
compliance regulations, but they only pertain to certain situa-
tions. For example, if a consumer is using a wearable to collect
health data for personal reasons (e.g., Fitbit), HIPAA does
not apply. However, when a provider asks a patient to submit
collected health data using wearable tech, HIPAA compliance
plays a role. Currently, there are not noticeably clear HIPAA
regulations related to wearable technology [20]. However, to
protect wearables’ data, HIPAA requires medical practices and
other healthcare organizations to set up a protected space for
users to submit information. That data should be encrypted,
summarized and then moved to the practices Electronic Health
Record software [20].

I. Use Case

In 2012, Barnaby Jack demonstrated the ability to kill
someone by hacking their pacemaker and delivering a deadly
shock to the victim. He also derived a way to hack into
insulin pumps and instruct them to deliver more or less insulin
than is necessary causing hypoglycemic shock (too much
insulin) or ketoacidosis (not enough insulin) [21]. In 2017
the US Food and Drug Administration recalled 500 thousand
radio controlled implantable pacemakers because they could be
hacked to run the batteries down or alter the patient’s heartbeat
[22]. This vulnerability allowed hackers to access a device
and reprogram it. Instead of removing pacemakers, firmware
updates were applied by medical staff to patch the security
holes. All industries need to be vigilant against hacking,
especially the health industry where misuse can be deadly.

III. PROJECT REQUIREMENTS

For this study, Kali Linux was used, which is a Debian-
derived Linux distribution. Kali Linux has around 600 pre-
installed penetration-testing programs. Configuration for this
study was a 64bit Debian based Kali Linux installation. In
order to prove the hypothesis of identifying database layer
cybersecurity tools could assess vulnerabilities in databases at
rest, a simulated web application was set up and hosted on
an Apache server with MySql. A WordPress database [23]
was configured on a Virtual Machine (VM). This site was the
baseline for identifying applicable database layer vulnerability
tools. Different categories of Kali Linux web application and
database tools were explored and it was discovered that Nikto,
WpScan, Legion, and Burpsuite were applicable for database
layer evaluation. These mechanisms were executed against the
simulated site hosted on VM [19].

Fig. 4. Wearable Architecture

IV. METHODOLOGY

The Cybersecurity Assessment tools used are open-source
software written in different computer languages. The tools
have the ability to scan and identify vulnerabilities that can
potentially be exploited. This set of tools target different
layers such as Network Layer, Database Layer, Protocol Layer,
etc. This software can support multiple databases such as
MySQL, Oracle, and Sybase. System assessments can check
for outdated version details, the database behind a website,
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the server hosting site with port details, and much more. The
main categories are:

• Information Gathering
• Web Application Analysis
• Database Assessment
• Vulnerability Analysis
• Password Attacks
• Wireless Attacks
• Reverse engineering
• Post Exploitation
• Exploit Database
For this study, three categories outlined below were explored

to identify vulnerabilities using cybersecurity tools at the
database layer.

A. Information Gathering

Information gathering was the beginning stage to initially
compromise the desired data from database. The goal was to
gather as much credible information from the server to in-
crease the probability of a successful attack. Such information
includes versions, database details, configurations etc. There
are several tools on the market that are free for anyone to
gather this type of information. For this study, Nikto and
Legion were used as scanners in which underlying versions,
headers information and database details were retrieved. The
Legion GUI-based interface provided screenshots and logs that
were easy to read and exposed underlying vulnerability details
including the type of database behind the hosted site. Legion
is an easy to use python-based tool that can be very helpful
in network penetration testing. Nikto, on the other hand, is a
command-line vulnerability scanner that searches web servers
for dangerous files/CGI (Common Gateway Interface), out-
dated server software and other vulnerabilities. Nikto performs
generic and server type specific checks while also capturing
and printing any cookies received.

B. Web Application

Next, a web application analysis was performed. A web
application provides an interface between a healthcare facility
web server and the client allowing them to communicate.
Through this communication, web pages are created at the
server, and the browser renders them on the client-side. The
first step performed in this stage was to understand client and
web server interaction and to simulate a site with a back-end
database. This enabled web application tools to be explored
using available Kali Linux security tools. A key step of this
process was to identify a tool that could intercept message
transmissions between the client and the server. BurpSuite is
used to test and intercept messages from intended or hosted
sites. This tool is used as a proxy, so all browser requests
with a proxy pass through it. As the requests pass through
the intercepting tool, it allows changes to those requests as
needed, which is suitable for testing the data and web-layers.
IP Address proxy settings were changed forcing message
packets to route via tool. An intercepted message exposed the
framed URL behind the site allowing parameter tampering,

which can be used by other tools to identify theme plugin
vulnerabilities, as well.

C. Database Assessment

Next, the database was assessed. Initially, the database’s
weaknesses were evaluated through a series of vulnerabilities
and attack scenarios. One such attack scenario was a brute
force attack. A brute force attack uses trial-and-error to guess
login info, encryption keys, or to find a hidden web page.
Hackers work through all possible combinations hoping to
guess correctly. WPScan, a Kali Linux open-source informa-
tion gathering tool, was used to perform a brute force attack on
the simulated site. It used a combination of a usernames and
passwords to obtain unauthorized access into the application.
A password data dictionary was created with weak passwords
such as user names, commonly used passwords, and passed as
a security tool parameter. One of the many features of WPScan
is password brute-forcing. Another feature, the WPSCan CLI
(Command Line Interface) command can be used to iterate
over password lists.

When performing the brute force attack, the back-end
database was exposed, and a log with username and password
details was generated. In addition to exposing details of the
user’s password, other configuration details were disclosed in
the log.

Next, WPScan was used to scan for vulnerabilities on the
WordPress website. WPScan searches the site for vulnerabil-
ities and uses either Hostname or IP Address. WPScan can
enumerate various items from a remote application, such as
plugins, themes, usernames, backed up files, wp-config.php
files, Timthumb files, database exports, and more. The -e op-
tion is employed to utilize WPScan’s enumeration capabilities.

Next, SQL injection is another popular method used to
attack a database or website. A successful SQL injection
exploit can examine sensitive data from the database, modify
database data, and execute administration operations on the
database [24].

V. RESULTS

The open-source tools explored were able to access user
information behind programs like web stores, usernames, etc.
These tools also identified loopholes within the core version,
plugins, and themes.

A. BurpSuite

BurpSuite was able to intercept messages between the client
and the web application server. Output is shown in Figure 5:

Fig. 5. Burp Suite Intercepting Tool Output
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B. WPScan

With the use of the WPScan below command, the site was
successfully scanned and access to underlying users metadata
was retrieved, as shown in Figure 6.

• “wpscan –url 172.168.200.140 –enumerate u”
To launch a password brute force attack with WPScan

CLI (Command Line Interface), the command looks like this:
wpscan –url http://test.local/ –passwords passwords.txt We
pass WPScan the site URL with the –url parameter, and the
password list, in this case, named passwords.txt, with the –
passwords parameter.

Fig. 6. WPScan Output

The WPScan command line with the password dictionary
file is shown in Figure 7

Fig. 7. WPScan Command Line Command

As shown in Figure 8, WPScan successfully guessed the
user’s password, which was “password”.

C. Nikto

Nikto was executed against our site and found that XSS
Header and underlying database details were exposed. Output
is shown in Figure 9.

D. Legion

Legion was tested against a locally hosted site and found
details about root, back-end database, and a valid pair of
passwords. Output is shown in Figure 10.

VI. RECOMMENDATIONS

Databases at rest are vulnerable to attack. Below are some of
the recommended practices to prevent or reduce the likelihood
of a successful exploit:

• Do not use the ‘admin’ username. When creating a
username, create something unique that a hacker can not
easily guess. Avoid using email addresses or any public
information that can be found on the web.

• Force strong alphanumeric passwords. Strong pass-
words will outsmart a hacker’s brute force attacks. Create

Fig. 8. WPScan - Brute Force Attack Output

Fig. 9. Nikto Output

Fig. 10. Legion Output
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a unique password that includes both letters, numbers,
and symbols.

• Force password change on prescheduled frequency.
Changing passwords should occur at least once every two
or three months, if not more often. Limiting the amount
of time a password is used, will reduce the risk of attacks
against the account.

• Two-step authentication. Set up a two-step authentica-
tion process as an extra layer of protection. The process
includes an email, or text code, sent to the user to prove
their identity. When two-step authentication is enabled, it
will be harder for a hacker to compromise the application.

• Login attempt limit. When login limits are enabled
the hacker will face obstacles as the number of times
information can be entered is limited preventing access.

• Use web application firewalls. A web application fire-
wall will prevent hackers from using SQL injections to
retrieve sensitive information from the database.

• Audit and monitor database activity continually. Au-
diting can help deter and hold users accountable for
inappropriate actions. More specifically, for wearable
devices, an audit can notify the auditor of unauthorized
changes or the deletion of data. Audits can help to address
HIPAA compliance deficiencies as well.

• Perform database security testing. Database security
testing is performed to find any vulnerabilities. SQL
injections are the most common type of attack on a
database, and executing a security test will determine
whether the system can be compromised.

• Encrypt data. When data is encrypted, it allows data to
be protected from entering the wrong hands. Encryption
is the easiest way to protect private information, sensitive
details and heighten data security overall.

• Clear Cache and Cookie. This is not a complete privacy
solution but should be done regularly. By clearing cache,
all files with saved information from the local hard drive
stored in the cache is deleted. Clearing cookies is also
important since a cookie stores personal information. By
clearing cookies, hackers will not have a way to access
online sessions and then steal valuable information.

VII. CONCLUSION

Healthcare-hosted sites are prone to attacks as demonstrated
in this paper. Vulnerability assessments strategies and the
recommended practices for databases or cloud hosted solutions
behind wearables are crucial to the security of the underlying
data. This study found that the databases at rest are vulnerable
to attacks. As such, it is essential to mitigate security concerns
at every layer, including the database layer, and to take
significant steps regarding the storage and access of data. Some
recommended steps include using strong passwords and two-
step authentication, utilizing application firewalls, monitoring
databases, testing application security, encrypting data, and
regularly clearing cache and cookie information. In conclusion,
wearables’ information stored at the database level has many
weaknesses; however, applying the recommendations in this

document will help protect information, prevent misuse of
data, shield users from physical harm, and ultimately improve
the security of a wearable device’s stored information.
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