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ABSTRACT 
Biometrics, the computer-based verification 
or identification of an individual, is becom-
ing more and more essential due to the in-
creasing demand for high-security systems. 
Accurate and effective keystroke biometric 
technology can help provide a major boost to 
the security of electronic commerce, and it 
can help curb identify theft. We focus here on 
two keystroke biometric applications that 
operate over the Internet and that require a 
text input of several hundred characters. The 
first application can help identify a perpetra-
tor of inappropriate or fraudulent Internet 
activity, and the second can verify the iden-
tity of a computer user, such as a student tak-
ing an online exam over the Internet.  A Java 
applet collects the raw keystroke data over 
the Internet. Feature measurements are then 
extracted from the raw data, and a pattern 
classification system, initially a simple near-
est neighbor classifier, is trained to make the 
appropriate application-dependent decision.  
We present preliminary experimental results 
on the effectiveness of our system in these 
two applications of keystroke biometrics.
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1 INTRODUCTION 

The typing biometric, often referred to as 
keystroke dynamics, examines the way in 
which a person types or presses keys on a 
keyboard. In typing a phrase or string of 
characters, the typing dynamics or timing 
pattern can be measured and used for identity 
verification [17]. It is a behavioral biometric 
that relies on typing rhythms to verify or rec-
ognize the identity of a user on a computer 

system [11]. Keystroke patterns are currently 
deployed as a means of hardening passwords 
in existing computer security schemes. 
BioPassword is the first commercial product 
[12].  Keystroke dynamics as a biometric 
arose from the simple observation that users 
tend to type in distinctive ways [7]. To evalu-
ate a biometric system’s accuracy, the most 
commonly adopted metrics are the false re-
jection rate and the false acceptance rate, 
which respectively correspond to two popu-
lar metrics: sensitivity and specificity [8].
 
Quality issues include the two categories of 
keystroke biometric errors: False Accept 
Rate (FAR) and False Reject Rate (FRR). 
Gaines, et al. [5] evaluated both of these er-
ror rates.  Legett and Williams [9] proved 
that keystroke digraph latencies showed the 
potential for us as a static identity verifier at 
login time, as well as a dynamic identity 
verifier throughout the computer session and 
Leggett, et al. [10] conducted similar ex-
periments and reported a result of 5.0% FAR 
and 5.5% FRR on a long string of 537 char-
acters. D’Souza’s experiment included ap-
plying a weight for each latency to cutback 
on false acceptances [4]. More recently, 
Brown and Rogers [3] obtained accuracies of 
12%-21% on short name strings, and Obaidat 
and Sadoun [13] reported a 0% error rate in 
user verification using 7-character, log-in 
names. The last two studies used neural net-
works with both imposter and authentic typ-
ing patterns used for training. Also, dynamic 
shuffling was evaluated as a process to be 
used on training samples on neural networks 
as a means of enhancing sample classifica-
tion and reducing false acceptance or rejec-
tion rates during keystroke analysis [3]. 
 



The benefits of the keystroke biometric are 
numerous. They provide a distinct, repro-
ducible, and minimally invasive means of 
user verification or identification. This is also 
an inexpensive biometric because the only 
hardware required is a keyboard. Perhaps 
most importantly, keystroke dynamics can be 
used with web-based authentication systems. 
This is in contrast to physiological biomet-
rics that are often difficult to implement even 
for internal web-based systems and com-
pletely impractical for use in systems acces-
sible on the Internet [17]. Finally, with more 
businesses moving to e-commerce, the key-
stroke biometric provides an effective bal-
ance between high security and ease of use 
for customers. 
 
In general, a number of measurements are 
used in analyzing a user’s typing rhythms. 
These measurements are usually derived 
from the raw data of key press times, key re-
lease times, and information on which keys 
are being pressed. From key-press and key-
release times, usually measured in millisec-
onds, a feature vector consisting of keystroke 
duration times and keystroke transition times 
can be created [17]. Feature vectors can be 
collected from all users of a particular sys-
tem, such as a computer network or web-
based system, where keystroke entry is used, 
and a model that effectively distinguishes an 
individual from other users of a system can 
be established.  
 
In this paper, we are concerned with two ap-
plications of the keystroke biometric. Both of 
these applications require significantly more 
input than a name or password, and we envi-
sion these applications operating on text in-
put samples of 200 or more characters. Al-
though either identification or verification 
systems could be used in these applications, 
we will focus on the identification (one-of-n) 
problem in this paper. A potential scenario 
for the first application is as follows: a com-

pany has a problem with the circulation of 
inappropriate (unprofessional, offensive, or 
obscene) e-mails from easily accessible desk-
tops in a work environment. To find the 
sender(s) of such e-mail, they might decide 
to have each employee key in a text for en-
rollment into a keystroke biometric system. 
Then, the keystrokes of an inappropriate 
email, assuming they are captured, could be 
matched against each employee’s enrollment 
data. Alternatively, using a verification sys-
tem, if keystroke data can be collected from 
one of these inappropriate e-mails, a group of 
potential suspects can then be asked to do-
nate a sample of their typing style. Then, 
based on a comparison of the text input of 
these samples to the e-mail in question, an 
individual might either be eliminated as a 
suspect or a stronger case made for that indi-
vidual’s involvement with the offensive 
document in question. 
 
The second application of interest concerns 
the identity of students taking online quizzes 
or tests that require substantial keystroke in-
put. This is important because the student 
population of online classes is increasing and 
instructors are becoming more concerned 
about evaluation security and academic in-
tegrity. Here, an identification system could 
be used to identify the person taking the 
exam. Such a system might, for example, 
find that student A has taken an exam for 
student B. Alternatively, and perhaps more 
appropriate in this application, the school 
could use a verification system to verify 
whether the student taking the exam is, or is 
not, the person they claim to be. 
 
In section 2 of this paper, the keystroke bio-
metric system is described.  In section 3, the 
keystroke biometric experiments are de-
scribed. Finally, section 4 contains the results 
and conclusions. 
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2 KEYSTROKE BIOMETRIC SYSTEM 

The keystroke biometric system consists of 
three components: raw keystroke data collec-
tion, feature extraction, and pattern classifi-
cation.   

2.1 Data Capture 

A Java applet was developed to enable the 
collection of keystroke data over the Internet 
(Figure 1). 
 

 
Figure 1. Java applet for data collection. 

 
The user is required to type in his/her name, 
although no data is captured on this entry. 
Also, the submission number is automatically 
incremented after each sample submission, 
so the subject can immediately start typing 
the sample to be collected. The “Clear” but-
ton blanks all fields, except name and sub-
mission number, and allows the user to redo 
the current entry. 
 

The raw data file recorded by the application 
contains the following information for each 
entry: 
• key’s character 
• key’s code text equivalent 
• key’s location on the keyboard (1 = stan-

dard, 2 = left, 3 = right) 
• time the key was pressed (milliseconds) 
• time the key was released (milliseconds) 

• number of left mouse clicks, right mouse 
clicks, and double clicks during the ses-
sion 

 
Upon pressing submit, a text file is gener-
ated, which is delimited by the ‘~’ character. 
The aligned version of the raw data file for 
the “Hello World!” example is shown in Fig-
ure 2. 
 

Figure 2: Aligned version of the raw data file 
for “Hello World!” 

2.2 Feature Extraction 

Feature measurements are computed from the 
information in the raw data file to obtain a 
feature vector. A reasonable number of fea-
tures, basically key press durations and tran-
sitions between letter pairs (digraphs [14], 
[16]), were chosen to adequately characterize 
an individual’s keystroke dynamics over 
writing samples of 200-600 keystrokes. For 
this study, the feature vector consists of the 
following 58 measurements:  
 

• The average and standard deviation of the 
key press durations for the eight most 
frequent letters of the alphabet (e, a, r, i, 
o, t, n, s) [1], together with those of the 
space character and the shift key (20 
measurements). 

• The average and standard deviations of 
the transition times between the eight 
most common letter pairs of the alphabet 
(in, th, ti, on, an, he, al, er) [15], together 
with those of a space-to-any-letter and 
any-letter-to-space (20 measurements). 
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• The total number of key presses for 
Space, Backspace, Delete, Insert, Home, 
End, Enter, Ctrl, and each of the four ar-
row keys (12 measurements). 

• The number of key presses for the left 
and right keyboard locations of the Shift 
key (2 measurements). 

• The total time to enter the text (1 meas-
urement). 

• The number of left mouse clicks (1 meas-
urement).  

• The number of right mouse clicks (1 
measurement). 

• The number of double left mouse clicks 
(1 measurement).  

 

Two preprocessing steps are performed on 
the features measurements, outlier removal 
and feature standardization. Outlier removal 
consists of removing any measurement that is 
more that two standard deviations from the 
sample mean. Outlier removal is particularly 
important in this application because a key-
board user could pause for a phone call, for a 
sip of coffee, or for numerous other reasons, 
and the resulting outliers could skew the fea-
ture measurements.  
 

After performing outlier removal, we stan-
dardize the measurements by converting raw 
measurement x to x’ by the formula, x’ = (x - 
xmin) / (xmax - xmin), where min and max are 
the minimum and maximum of the measure-
ment over the sample. This provides meas-
urement values in the range 0-1 to give each 
measurement roughly equal weight. 

2.3 Classification 

For this identification task we use the Near-
est Neighbor classifier with the Euclidean 
distance metric to compare the feature vector 
of the test sample in question with those of 
the training set samples, and the subject 
whose sample has the smallest Euclidean dis-
tance to the test sample is identified as the 
author of the test sample. 

3 DESIGN OF EXPERIMENTS 

We describe here three identification ex-
periments. For these experiments the applet 
captures all keystrokes during text entry, in-
cluding keystrokes used to correct errors.  

The subjects were requested to leave at least 
a day between entering samples, so that the 
samples are spread out over time similar to 
what might be expected in the data taking of 
an actual application environment. So that 
the samples provided are representative of 
how the user types, the subjects were in-
structed to enter the text using their normal 
typing speed and pattern. These subjects 
knew that the data they were entering were to 
be used for keystroke biometric studies. 
 

Eight subjects entered (keyed in) three dif-
ferent texts each 10 times. The first text, for 
both training and testing, consists of ap-
proximately 600 characters. The second text, 
for testing, is of similar length. The third, 
also for testing, is roughly half the length of 
the first two texts. This structure enables us 
to compare recognition accuracies on new 
input of the same text, on input of a different 
text of the same length, and on input of a dif-
ferent text of shorter length.  

4 RESULTS 

For the identification experiments we en-
rolled eight subjects, and most entered each 
of the three texts 10 times. The confusion 
matrices presented below provide the exact 
number of text entries for each subject and 
experiment. 
 

The nearest neighbor classification technique 
with Euclidean distance was used in all three 
experiments. For the first experiment, using 
the leave-one-out procedure, the Euclidean 
distance was computed between each entry 
of the first text and every other entry of the 
same text. Recognition accuracy of 100% 
was achieved as shown in the confusion ma-
trix of Figure 3. 
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Subject 1 10 0 0 0 0 0 0 0 Freq
100 0 0 0 0 0 0 0 %

0 10 0 0 0 0 0 0 Freq
0 100 0 0 0 0 0 0 %
0 0 10 0 0 0 0 0 Freq
0 0 100 0 0 0 0 0 %
0 0 0 6 0 0 0 0 Freq
0 0 0 100 0 0 0 0 %
0 0 0 0 10 0 0 0 Freq
0 0 0 0 100 0 0 0 %
0 0 0 0 0 9 0 0 Freq
0 0 0 0 0 100 0 0 %
0 0 0 0 0 0 10 0 Freq
0 0 0 0 0 0 100 0 %
0 0 0 0 0 0 0 11 Freq
0 0 0 0 0 0 0 100 %

Subject 7

Subject 8

Subject 5

Subject 6

Subject 3

Subject 4

Subject 1

Subject 2

 

Figure 3. Experiment 1 confusion matrix: 
100% accuracy. 

 

For the second experiment, Euclidean dis-
tance was computed between samples of the 
first text (training) and samples of the second 
text of roughly equal length (testing).  Rec-
ognition accuracy was 98.5% with only 1 
sample out of 66 being improperly identified 
as shown in Figure 4. 
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Figure 4. Experiment 2 confusion matrix: 

98.5% accuracy. 
 

For the third experiment, the shorter text 
(roughly half the length of the training text) 
was used for the testing samples.  Recogni-

tion accuracy of 97% was achieved with only 
2 incorrect out of 76 as shown in Figure 5. 
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Figure 5. Experiment 3 confusion matrix: 
97% accuracy. 

 

5 CONCLUSION AND FUTURE WORK 

The results of the three experiments indicate 
that the system of the feature measurements 
and nearest neighbor classifier is a viable 
method for identifying the source of a typed 
text.  As anticipated, the accuracy results on 
Experiment 2 were lower than on Experiment 
1 because the texts were different, and those 
on Experiment 3 were lower than those on 
Experiment 2 because the text was shorter. 
Another finding was that standardization of 
feature measurements significantly improves 
recognition accuracy.  
 
As for future work, an additional identifica-
tion experiment is in progress. A different set 
of subjects, students in a classroom environ-
ment, were asked to answer questions and, 
although they entered their answers into the 
applet, they were unaware that the data they 
were entering would to be used for keystroke 
biometric studies. Because the students are 
not entering a known text, these input data 
are less structured and more varied. Also, 
their keystroke patterns may not be as consis-
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tent because the students were not instructed 
in this regard. We therefore expect somewhat 
lower accuracy in this experiment. Finally, 
on the same data, we are planning verifica-
tion experiments – that is, designing the clas-
sifier to solve the simpler problem of provid-
ing one of two responses, “yes, you are the 
person you claim to be” or “no, you are not.” 
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