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Abstract 
This paper concerns the generalizability of biometric iden-
tification in open systems. Many researchers have claimed 
high identification accuracies on closed system consisting 
of a few hundred or thousand members. Here, we consider 
what happens to these closed identification systems as they 
are opened to non-members. We claim that these systems 
do not generalize well as the non-member population in-
creases. To support this claim, we first take a look at the 
visualization of pattern classification using Support Vector 
Machines (SVM), Nearest Neighbor (NN) and Artificial 
Neural Network (ANN).  Next, we present experimental 
results on writer and iris biometric databases using the 
afore mentioned classifiers. We find that system security 
(1-FAR) decreases rapidly for closed systems when they 
are tested in open-system mode as the number of non mem-
bers tested increases. We also find that, although systems 
can be trained for greater closed-system security using 
SVM rather than NN classifiers, the NN classifiers are bet-
ter for generalizing to open systems due to their superior 
capability of rejecting non members. 
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1 INTRODUCTION 
Biometric applications are becoming more common and 
acceptable in today's society. Technology continues to im-
prove, providing faster processors, smaller sensors and 
cheaper materials, all of which are contributing to reliable, 
affordable biometric applications. The most common use of 
biometrics is for verification. In biometric verification sys-
tems, a user is identified by an ID or smart card and is veri-
fied by their biometric, i.e., a person’s biological or behav-
ioral characteristic such as their fingerprint, voice, iris, or 
signature. This is analogous to a user at an ATM machine 
using a bank card to identify and a PIN to verify. Another 
use of biometrics is for identification, which is the focus of 
this paper. Identification can be applied in a closed system 
such as employee positive identification for building ac-
cess, or in an open system such as a national ID system or 
negative identification for passenger screening at an air-
port. Positive biometric identification, a 1-to-many prob-
lem, is more challenging than verification, a 1-to-1 prob-

lem. As stated in [1], "positive identification is perhaps the 
most ambitious use of biometrics technology." 
 
There have been many promising results reported for 
closed identification systems.  Although high accuracies 
have been reported in writer, iris, and hand geometry stud-
ies [4, 10, 12, 15, 17], these accuracies may lead to a false 
impression of security.  One may ask whether there really 
are any situations that correspond to closed worlds[1].  For 
example, take an employee identification system.  Can it be 
guaranteed that a biometric of a guest (a non-member) vis-
iting the facility does not match one of an employee (a 
member)?    This paper will investigate the generalizability 
of biometric identification as it pertains to the security of 
an open system.  Our hypothesis is that the accuracies re-
ported for closed systems are relevant only to those sys-
tems and do not generalize well to larger, open systems 
containing non-members. 
 
Since it is impractical to test a true population, we use a 
reverse approach to support the hypothesis.  We will work 
with a database M of m members, but assume a closed sys-
tem of  members, where , and train the system 
on the  members.  We then have  members to 
test how well the system holds up when non-members at-
tempt to enter the system.  This approach is used on two 
biometric databases, one consisting of writer data and the 
other of iris data.  
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In section 2 of this paper, positive identification and the 
associated error rates will be explained.  In section 3, the 
biometric databases and the pattern classification tech-
niques used in this paper will be described. In section 4, the 
statistical experiments to support the hypothesis are de-
scribed and observations presented.  Section 5 concludes 
with a summary and considerations for future work. 

2 ERROR RATE TYPES IN BIOMETRIC IDENTIFI-
CATION 
Consider the positive identification model.  Positive identi-
fication refers to determining that a given individual is in a 
member database[1].  This is an m-class classification 
problem – that is, given data from m subjects in a biometric 
database 1 2{ , , , }mM s s s= L , the problem is to identify 

an unknown biometric sample d from a person, , where qs
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qs M∈ . In this model, a classifier can be trained based on 

all exemplars in M to find decision boundaries, e.g., sup-
port vector machine. If a similarity-based classifier such as 
a nearest neighbor is used, an unknown sample d is com-
pared to each  of M. The error rate in this model is sim-
ply a number of misclassified instances divided by the test-
ing set size. We claim that a classifier with the lowest error 
rate is not necessarily the best for security, and that classi-
fier designers might consider the following three types of 
error rates. 

id

 
Consider an unknown biometric sample d from a person, 

, where . If this biometric data of a non mem-

ber enters directly to the above model, can it be classified 
correctly? If the classifier has no reject capability, the un-
known will be classified into one of the decision regions or 
as the closest matching subject.  However, if the classifier 
has a reject capability, the number of classes in M becomes 

, i.e., m member classes + 1 reject class. Therefore, 
if the questioned instance is in a reject area in SVM or the 
closest match is outside the nearest neighbor thresholds, the 
unknown will be classified as none of the members.  This 
study investigates the reject capability of two classifiers: 
support vector machine and nearest neighbor.  

qs qs M∉

1m+

 
In the later scenario with members and non-members, there 
are three kinds of error. A ‘false reject’, FR, error occurs 
when a classifier identifies an unknown biometric sample d 
from a person, , where , as a reject. The other 

errors are ‘false accepts’, FA, of which there are two types 
– those that can occur between members of the system, FA 
(1), and those that can occur as non-members enter the sys-
tem, FA (2). 

qs qs M∈

 
FA(1) occurs when a classifier identifies an unknown bio-
metric sample d from a person,  to  where 

and . FA(2) occurs when a classifier 

identifies an unknown biometric sample d from a person, 
 to , where . Figure 1 illus-

trates these three error types. 

qs is
,q is s M∈ qs s≠ i

∈qs is  and q is M s M∉

 
The frequencies at which the false accepts and false rejects 
occur are known as the False Accept Rate (FAR) and the 
False Reject Rate (FRR), respectively.  These two error 
rates are used to determine the two key performance meas-
urements of a biometric system: convenience and security 
[1]: 

                                   (1) 
FARSecurity
FRReConvenienc

−=
−=

1
1

In this paper, we will pay close attention to the Security 
measurement as we test our hypothesis.  
 

 

 

Figure 1.  (a) The graph displays classification boundaries for a 
hypothetical two-member database using the Nearest Neighbor 

classifier with threshold t. False accepts and false rejects can oc-
cur between members of the system, and false accepts can also 

occur as non-members enter the system. (b) Same as (a) but with 
a three-member database and SVM classifier.   

 

3 BIOMETRIC DATABASES AND CLASSIFIERS 
Two biometric databases are used to support our claims in 
this study: the writer and iris biometric databases.  Al-
though there are many classifiers to choose from in the 
field of pattern classification, we used two pattern classifi-
cation techniques: Support Vector Machines (SVM) and 
Nearest Neighbor. 

3.1 Databases 
In a previous study, Cha et al. [3] studied the individuality 
of handwriting using a database of handwriting samples 
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from 841 subjects representative of the United States popu-
lation.  Each subject copied three times a source document 
containing 156 words carefully constructed to have each 
letter of the alphabet used in the starting (both upper and 
lowercase), middle (lowercase), and ending position (low-
ercase) of a word.  Each document was digitized and fea-
tures were extracted at the document, word, and character 
level.  For the purposes of this study, we used the same 
database but focus only on the document features: entropy, 
threshold, number of black pixels, number of exterior con-
tours, number of interior contours, slant, height, horizontal 
slope, vertical slope, negative slope, and positive slope.  A 
detailed explanation of these features can be found in [4].  
 
From the iris biometric image database [9], we selected 10 
left bare eye samples of 52 subjects.  In comparison to the 
writer database, the iris database has many fewer subjects, 
but a much larger number of samples per subject.  This will 
allow for more samples to be trained. 
 
After the images are acquired, they are segmented to pro-
vide a normalized rectangular sample of the iris.  Features 
are extracted using 2-D multi-level wavelet transforms.  
For this experiment, 3 levels are used producing a total of 
12 parts.  The 12 parts produce 12 feature vectors consist-
ing of the coefficients from the wavelet transform.  The 
mean and variance of each vector are obtained to produce a 
total of 24 features for each sample.  See [16] for more 
information on the 2-D wavelet transforms used. 

3.2 Classifiers 
In recent years, the SVM classifier has gained considerable 
popularity among the possible classifiers.  The objective of 
the SVM classifier is to separate data with a maximal mar-
gin, which tends to result in a better generalization of the 
data.  Generalization helps with the common classification 
problem of over-fitting.  
 
The points that lie on the planes that separate the data are 
the support vectors.  Finding the support vectors requires 
solving the following optimization problem (de-tails of this 
method can be found in [2, 13]): 
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The geometric representation of the SVM is easily visual-
ized when the data falls into the linear separable case.  It 
becomes more complex as the data falls into linear non-
separable case and non-linear separable cases.  For more 
information on the different cases, please refer to [11] 
which devotes a chapter on SVMs.   
 
Real world data tends to fall into the non-linear separable 
case.  To solve the non-linear separable problem, the SVM 

relies on pre-processing the data to represent patterns in a 
higher dimension than the original data set.   The functions 
that provide the mapping to higher dimensions are known 
as phi functions or kernels.  Common kernels include Ra-
dial Basis Function (RBF), linear, polynomial, and sig-
moid.  The RBF kernel is used in this study and additional 
information on this kernel follows in section 4.  
 
The other classifier we consider is the Nearest Neighbor 
classifier, which computes distances from a test subject d to 
each member  of the database, and classifies the test 
subject as the subject that has the closest distance.  The 
distances can be computed using various methods such 
city-block distance or Euclidean distance.  

id

 
A reject threshold can be introduced into the Nearest 
Neighbor classification.  If the distance between test sub-
ject d and its’ nearest neighbor  is within the threshold, 
the classification is that of the closest member.  However, 
if the distance is greater than the threshold, the subject is 
rejected and classified as a non-member.  In this study, we 
used a reject threshold.  

id

4 EXPERIMENTS 
Our hypothesis is that biometric identification on closed 
systems does not generalize well to larger, open systems 
containing non-members.  In order to investigate this hy-
pothesis, experiments were conducted on subset database 

'M M⊂  from both the writer and iris databases de-
scribed in section 3.   

4.1 Experiment Setup 
For each of the databases, training sets were created.  
Training sets for the writer data consisted of 'm = 50, 100, 
200 and 400 members.  Training sets for the iris data con-
sisted of 'm = 5, 15, 25 and 35 members.  These sets in-
cluded all instances per member, i.e., 3 per member for 
writer and 10 per member for iris.   

 
For the first part of the experiment, an SVM was trained on 
the members.  Parameter tuning, or SVM optimization, was 
performed prior to training. The first parameter tuned is the 
penalty parameter C from equation (2), and depending on 
the kernel used, there are additional parameters to tune.  
For this experiment we used an RBF kernel of the form: 

                      (3)0,||||),(
2

>−−= γγe jiji xxxxK

The γ  parameter in equation (3) is the only kernel parame-
ter requiring tuning.  A grid-search method as defined in 
[8] was used to optimize these two parameters. 
Tuning the parameters gives 100% accuracy on each of the 
training sets.  Therefore, we have 0% FAR and FRR, or 
equivalently, 100% security and convenience.  The next 
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step is to test non-members to determine the true security 
of the trained SVM.  For each training set we created a 
combined evaluation sets consisting of the trained members 
plus an increasing number of non-members.  The evalua-
tion sets for the 50-writer trained SVM consisted of 50, 
100, 200, 400, 700 and 841 subjects, where the first 50 
subjects are the members and the remaining subjects are 
non-members. Similarly, the evaluation sets for the 25-iris 
trained SVM consisted of 25, 35, 45 and 52 subjects, where 
the first 25 subjects are the members and remaining sub-
jects are non-members.  
 
In the second part of the experiment, the Nearest Neighbor 
classifier was used.  For this classifier, threshold tuning 
was required.  The threshold has to be large enough to al-
low identification for the known members, but small 
enough not to allow non-members to be classified as mem-
bers. As the threshold increases, the FAR increases and 
FRR decreases.   
 
The Receiver Operating Characteristic (ROC) curve for the 
Nearest Neighbor classifier is presented in figure 2.  The 
ROC curve is a plot of FAR against FRR for various 
thresholds.  When designing an identification system, there 
is a trade off between the convenience (FRR) and security 
(FAR) of the system. For this experiment, we have chosen 
an operating threshold that is close to equal error rate, but 
leaning towards a higher security sys-
tem.

 
Figure 2.  ROC curve for Nearest Neighbor with 100 members. 

 

4.2 Results and Analysis 
In the positive identification model we consider two errors: 
false accepts and false rejects.  Since the SVM was able to 
train the members to 100% accuracy, we eliminate the false 
accepts and false rejects for members.  The remaining tests 
are non-members and therefore can only produce false ac-

cepts.  The false accepts correlate to the security measure-
ment of the system, a measure of extreme importance to the 
system.  In figure 3, the security results are shown for the 
writer data.  

 
Figure 3. Security results for writer data using SVM 

 
Figure 4. Security results for iris data using SVM. 

 
As hypothesized, for each curve, as the number of non-
members increases, the security monotonically decreases 
(or equivalently, the FAR monotonically increases).  It 
might also be noted that the final rates to which the security 
curves decrease appear to converge – that is, to approach 
asymptotes.  To ensure that this is not an artifact of the 
particular handwriting data used, we obtained similar ex-
periment results on the iris data as presented in figure 4.  
The iris data in figure 4 follows the same pattern as the 
writer data in figure 3, although convergence is not as evi-
dent for these data.  
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Next, we present the results for the Nearest Neighbor clas-
sifier.  As can be seen in figure 5, the same pattern 
emerges, although in this experiment we did not obtain 0% 
FAR for the members.  When using the Nearest Neighbor 
approach, a one-versus-all method was used to obtain the 
accuracy for the closed environment. 

 

Figure 5. Security results for writer data using Nearest Neighbor. 

We now present a comparison of the results from the two 
classifiers used in this experiment.  Figure 6 illustrates the 
security performance for 100 members of the writer data-
base.  Notice, although Nearest Neighbor does not perform 
as well on the closed environment, it eventually meets and 
surpasses the performance of the SVM as non-members 
enter the system. 

Figure 6. A comparison of the performance of the Nearest 
Neighbor and SVM classifiers on the writer data of 100 members. 
 

Last, we go one step further bringing in an additional clas-
sifier, the Artificial Neural Network or ANN.  Figure 7 
illustrates the security performance for 15 members of the 
iris database.  We notice the Nearest Neighbor again does 
not perform well on the closed environment, but does out 
perform the SVM performance as non-members enter the 
system.  However, we introduced a 1-versus-all approach 
ANN.  This approach, like SVM, provides excellent per-
formance on the closed environment, and actually sur-
passes both the SVM and NN on the open environment.  
This is an interesting find, however, additional work still 
needs to performed to test against various sized iris and 
writer data. 

 
Figure 7. A comparison of the performance of the Nearest 

Neighbor, SVM and ANN classifiers on the iris data of 15 mem-
bers.  

4.3 Security Convergence 
Based on the security results of figures 3, 4 and 5, we rec-
ognize that the curves appear to be of exponential form and 
that we might be able to extrapolate the security of a sys-
tem for large populations containing non-members.  After 
some fitting trials, we find the curve most similar to be 

                   daey cbx += −− )/)(( 2
1

                         (4) 

where the constant b is the number of members; the con-
stants a, c, and d vary based on b; and the security con-
verges to d.  Figure 8 displays the curve fitting for the 50 
and 200 trained writer data samples. 
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When designing an identification system, there is a trade 
off between the convenience and security of the system.  
Most systems would choose security over convenience. 
However, in our implementation of SVM for the writer 
data, we imply choosing convenience over security (guar-
antee 0 false rejects).  In our study on writer data, there just 
are not enough samples per member to put into the testing 
set.  It would therefore be beneficial to run further experi-
ments against larger biometric databases. 

Figure 8. Curve fitting for writer data of 50 and 200 members.  

5 CONCLUSIONS 
In this paper, we found that system security (1-FAR) de-
creases rapidly for closed systems when they are tested in 
open-system mode as the number of non members tested 
increases. Thus, the high accuracy rates often obtained for 
closed biometric identification problems do not appear to 
generalize well to the open system problem.  This is impor-
tant because we believe that no system can be guaranteed 
to remain closed.  This hypothesis was validated by ex-
periments on both writer and iris biometric databases.  An 
estimate of the expected error was also projected based on 
the asymptote of an exponential curve fitted to the data.  
Furthermore, because the FAR in these studies was ob-
tained from normal biometrics of other subjects, the so-
called "zero-effort" rate, the true FAR of these systems 
would be greater, resulting in even poorer generalization. 
 
We also found that, although systems can be trained for 
greater closed-system security using SVM rather than NN 
classifiers, the NN systems are better for generalizing to 
open systems through their capability of rejecting non 
members. Thus, it appears that the reject thresholds of NN 
classifiers do a better job of rejecting non members than the 
reject regions of SVM classifiers.  Also, the ANN classifier 
may provide even better results when generalizing to open 
systems, but more work still needs to be performed with 
that classifier. 
 
Note, most complex biometrics systems use more complex 
classifiers. Given that performance on closed systems is not 
sufficient for applications where security is essential, we 
feel even the most complex classifiers should be tested in 
an open environment.  For a more in depth analysis of vari-
ous classifiers on open environments, refer to [6] 
 

In summary, we demonstrated that the generalization capa-
bility of closed biometric systems in open environments is 
poor, and that the significantly larger error rates should be 
taken into account when designing biometric systems for 
positive identification.  For increased security, for example, 
multi-modal biometrics might be considered [14]. 
 
5.1 Future work 

 
We think that it may be advantageous to develop open 
identification systems by using a verification model. Also, 
it would be beneficial to explore the features for the given 
biometrics since security results could improve with fea-
tures that better identify a member.  Additional forms of 
biometrics, such as fingerprint, face, voice, hand geometry 
or a combination of biometrics might also be tested to fur-
ther test the hypothesis. 
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