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Abstract

This study focuses on the further
development and testing of an existing Mouse
Movement Biometric Identification system.
Building on the research and work from a
previous implementation of a mouse biometric
system, the study focuses on enhancing the data
capture program to enrich the data with more
features to identify the user, collecting more
samples of data, normalization of the data into
the required format and comparing the results to
previous conclusions. A total of 205 data files
were collected from users to further develop and
test the software. All features of the Mouse
Movement system are discussed as well as final
recommendations for future research and
improvement has been included.

1. Introduction

As computing and Internet usage continues
to grow worldwide, so does the need to ensure
that the users of computing systems are protected
from unauthorized malicious users accessing
their systems. There are a variety of threats out
there and there are multiple points of entry to
networks. The best form of defense is a multiple
layered defense. This can be accomplished by
implementing high security standards, processes,
procedures and tools that together can help
protect vulnerable systems.

One area lacking in the multi layered
defense approach is in authentication and
identification. Until recently, most systems were
secured with the ubiquitous user name and
password to authenticate the user and some sort
of token to identify the user as they access
various applications and systems. This is only
one layer of defense. Once the wuser is
authenticated, they generally are not challenged
after that point and in the case of a malicious
user could have free reign over the system.
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Security experts have pointed out that there is a
necessity to provide multiple forms of
authentication and identification and not rely
solely on usernames and passwords. Biometrics
could provide a primary as well as a secondary
way to authenticate and identify users.

Biometrics is defined as and literally means
“life measurement”. In security applications,
Biometrics refers to automated methods for
identifying people based on their unique physical
characteristics or behavioral traits. Biometric
access control refers to any means of controlling
access through human measurements which can
include fingerprints, handwriting analysis, retinal
scanning, hand geometry, voice printing as well
as Mouse Movements.

The need for Biometrics is brought on by the
need to ensure and enhance security on systems.
Users need to be assured that the system that
they are using is correctly and securely
authenticating them for any type of application
they may use. This could mean concluding a
financial transaction on an online banking site or
taking a test remotely from your home. Whatever
the intended use may be, the main factor here is
that all users are being securely authenticated
and identified on the system and that people
seeking to do malicious acts are kept out or
caught early.

Mouse Movement Biometrics is one area of
research that is ongoing in the Biometrics field.
Teams from Purdue and Tufts Universities have
recently done research on the possibility of re-
authenticating users through their mouse
movements. Data is collected into individual
user profiles based on the user’s mouse
movements. The underlying hypothesis was that
they could successfully model users’ behaviors
on the basis of user invoked mouse movements
[2]. Normally authentication occurs in the
beginning of a session. However once that
session is started, there is no way to continue to
find out if the user is who they say they are. One



method of re-authentication is by monitoring the
mouse movements of the user and comparing it
to a profile [2].

This type of system could be useful in an
academic on-line environment, for instance
while taking a test. If we are able to identify the
user based on their use of a Mouse and the
Mouse Movement behavior they generate, it
would be possible to verify that the proper
student was taking the test and cheating by
allowing someone else to take the test would be
discouraged.

The study performed in this paper is similar
to the research Purdue and Tufts Universities
performed and focuses on enhancing the data
capture program to enrich the data with more
features to identify the user, collection of more
samples of data for analysis, normalization of the
data into the required format to provide tother
groups performing testing and comparing the
results to previous conclusions. A total of 205
data files were collected from users to further
develop and test the software. The Mouse
Movement Biometrics system is still in its
infancy, therefore a lot of data was generated in
order to validate our findings.

The paper is structured as follows: Section 2
describes the Mouse Movement Biometric
system and the enhancements that occurred in
this version of the system. Section 3 describes
the experiments that were performed. Section 4
presents the results of those experiments and
Section 5 presents our conclusions, discusses
problems we encountered, and provides future
recommendations.

2. Mouse Movements Biometric
System

The Mouse Movement Biometric system
contains three modules:

1. MMSystem - Data capture/collection
using Mouse Movement System

2. FeatureExtraction — Generates Feature
Vector data

3. Classifier - To identify patterns and
Normalize/Classify the user’s data.

2.1 Data Capture

Raw data was captured by running the
MMSystem application on a pc or laptop and
having the user click on a 5x5 grid of 25 buttons.
The collection of data is handled by a
background process and therefore hidden from

Clz2

the user. The MMSystem application can be
configured to have a blank window, a grid of
buttons or a tic-tac-toe games as its interface but
the main program used for the data capturing
process was the 5 x 5 grid, displayed in Figure 1.
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Figure 1. Data capture screen

The MMSystem application instructs a user
to click on the buttons successively until all the
buttons are clicked. Currently the system is
configured to prompt for the clicks in a
predetermined order. Once the user completes
the exercise and exits the application, the data is
captured and stored in a CSV format in an excel
file as a raw data format. A sample breakdown
structure of some of the information captured is
displayed in Table 1. The data captured,
provides us with the screen size of the system
used, which in this case the screen size was 1280
x1024.  Other information captured is the
movement of the mouse in relation to the screen
as well as when the mouse was clicked (in this
case — a left mouse click). Below is the
screenshot of the sample data file in its raw
format:

Table 1. A sample raw data file

User scieen Size X- co-ordinate/width 1280]X- co-ordinate/height| 1024

timer 50
mouseMoved 1.19251E+12 G18 527
mouseMoved 1.19251E+12 638 565
mouseMoved 1.19251E+12 638 577
mouseMoved 1.19251E+12 638 587
seMoved 1.19251E+12 259 268
mousePressed :left cl| 1.19251E+12| 47 30
mouseReleaseil 1.19251E+12) 47 30
mouseMoved 1.19251E+12 50 31
mousePressed :left cf 1.19251E=12] 25 9

The following is a brief description about
the sample data file shown in Table 1:

e Raw data is collected by clicking the 5X5 -
25 click button program

o Each time the user clicks and moves the
Mouse, the background program collects



and stores the raw data respectively in a .csv
file

e Mouse event, whether it is a move, drag and
drop or click (pressed or released) is
recorded

¢ Time of the event in milliseconds is
recorded

e X and Y co-ordinates of the Mouse pointer
on the user screen is recorded

e Upon the completion of the task, a text file
is generated in a CSV format

This study required the Mouse Movement
system to be enhanced in order to capture more
user characteristics other than just the user’s
name. A front-end registration process was
created that captured pertinent information
regarding the user. The following screenshots
demonstrate the new interface.
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Figure 2. Name input screen
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Figure 3. File Name screen
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Figure 4. Gender input screen
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Figure 5. Age input screen
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Figure 6. Mouse type
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Figure 7. Hand used
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Figure 8. Screen selection



2.2 Feature Extraction

Mouse Movement is required in all
graphical user interfaces such as the Windows
operating system which is in use everywhere.
Using Mouse Movement Biometrics the
characteristics generated are unique enough to
identify an individual user. With Mouse
Movement, there are several features which can
be used to create a pattern. These patterns can
then be used to create profiles that are stored for
later comparison. Currently the system collects
data on two Mouse events: Mouse Movement
and left Mouse click.

Feature Vector Data Extraction involves
feeding the raw data that was collected in the
Data Capture program and applying some
calculations to extract feature characteristics that
help to identify user behavior. These
measurements help us in creating a feature
vector, which in turn refers to a user profile or a
user signature. The following section describes
features definitions and how they are computed.

2.2.1 Mouse Movement System Features

We begin by using the Data Capture module
(MMSystem) to capture raw data from users.
After capturing the raw data, it is processed
creating Mouse curves and Mouse clicks. Each
Mouse curve and click is associated with the
following set of features: Size of the curve,
length of the curve, speed of the curve
acceleration of the curve, duration of the click
and curvature of the curve.

2.2.1.1 Size of a curve:

Size of a curve is defined, as the total
number of continuous points that constitutes the
curve.

n
Size of the curve n = Z (p i )
i=4
@ )
P = a Mouse data point. The curve that is
less than four points is ignored. [10]

2.2.1.2 Length of a Mouse curve:

Length of the Mouse curve is defined as the
sum of the distance between all adjacent curve
co-ordinates. A Mouse curve ¢ with n points has
a length of [10]:
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Length(c) =

> (0% =% )7+ (0~ vi))

(2
2.2.1.3 Total time of the Mouse curve:

Total time of the Mouse curve is defined as
the total time taken to complete the Mouse curve.
A Mouse curve ¢ with n point has a total time of:

n

Total Time (c) = Z(t' -ti—l)

=2
(3)
Where t is the time stamp on the Mouse
point [10].

2.2.1.4 Mouse speed over a pre-defined action

Mouse Movement is obtained when the user
moves the Mouse from point A to point B
without pressing any Mouse buttons. Movement
ends when there is no input from the Mouse for a
pre-defined period of time. Drag and Drop is
defined when the user moves Mouse from point
A to point B while pressing the left Mouse
button. The data capture module has the facility
to collect the data at different time intervals. We
compute the Mouse speed from the distance
traveled and the time it takes to reach the next
point. The Mouse speed may not be uniform
through out the movement of the mouse. At the
start of movement it may be at a low speed and
at middle of movement it accelerates to a faster
speed. With these characteristics each user
creates a unique profile on his/her Mouse
Movements technique [10].

Average speed of the curve: Average speed
of the curve is defined as the average speed taken
to complete the curve. The speed between two
points is computed as the distance traveled over
time. A Mouse curve ¢ with n points has an
average speed [10]:

Average speed © =
1 & (= %)+ (0 Vi)
SO =" )
(4)



2.2.1.5 Angle of Mouse Movement

Another interesting feature to consider is the
angle of Movement along with the speed of the
Movement. Depending upon the Movement of
the Mouse in a particular direction, the speed of
the Mouse can vary [10].

2.2.1.6 Acceleration

Acceleration is the time rate of change of the
velocity with respect to magnitude or direction,
which is the derivative of velocity with respect to
time [11]. Readings from the Mouse Movement
literature [1] [2] indicates that as we move from
one button to the next there will be an
acceleration and deceleration of the Mouse. The
system takes acceleration as the time and divides
it by velocity [10].

2.2.1.7 Mouse click duration

Mouse click is obtained when the user
presses the left Mouse button and releases it.
The duration of a click is the time difference
between the Mouse press and Mouse release
events in a click. Due to the effective motor
skills of a person, there can be significant

difference on click duration for different
individuals.
Once each Mouse click and curve

measurements are computed, a user Mouse
profile is created using the mean, average and
standard deviation of the all the individual
features. This computation results in a feature
vector. The following measurements are
included in a feature vector [10]:

a) The average and standard deviation of
these Mouse click durations

b) The average and standard deviation of
these transition times

c) The average and standard deviation of the
curvature measurements

d) The average and standard deviation of the
transition velocities

e) The average and standard deviation of the
transition accelerations

2.3 Classification

The Classifier application checks the
validity of the features extracted and classifies
the patterns involved in the Mouse Movement
characteristics of a user. The Classifier applies
the K-Nearest Neighbor (KNN) method to
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identify unknown Mouse profiles from a set of
known user profiles. The nearest neighbor
algorithm is a simple classification algorithm.
The test data set is classified according to the
classification of nearest neighbor from a
database of known classification, i.e. a training
set. In the general version of this algorithm
namely k-nearest neighbor, it outputs k nearest
samples from the training set. In the current
implementation we used Euclidean distance to
find the nearest neighbor. The feature extraction
module provides an n-dimensional feature vector
of a user. This n-dimensional feature vector is
used to compute the distance of an unknown
entity and a set of known entities. In N
dimensions, the Euclidean distance d between
two points, p and q is:

Distance d = /Z:(pi -q;)°
i=2

®)

Where pi (or gi) is the coordinate of p (or q)
in dimension i.

The classifier program takes the feature
vector of a user as input. The feature vector is
then normalized to create a normalized feature
vector using the following formula. The
normalized feature x’ of a feature x is:

X'= X = Xunin
X

max — Xmin

(6)

Min and max are the minimum and maximum of
the measurement over all samples from all
subjects. This provides measurement values in
the range 0-1 to give each measurement a
roughly equal weight.

The classifier program can classify the
normalized features using two different methods.
In the identification method, the unknown test is
classified against a set of known user profiles. In
the Leave One Out method, a cross validation is
done for all the files in the training set. In the
Leave One Out method, one file is compared
against rest of the files and the process is
repeated for all files [10].



3. Experiments

A total of 205 sets of data were collected to
perform further testing of the MMSystem as well
as provide to backend data groups who
performed their own analysis of the data. Each
user was requested to use the data capture
training program to collect 5 sets of data a week.
The training program comprised of a 25 click
button screen arranged in a 5X5 grid. The
buttons were enabled for clicking in a particular
order. All users used the same order format for
clicking on the buttons. The order allowed us to
obtain Mouse curves of different lengths; some
curves are long and some are short.

The data obtained from the data capture
training program (MMSystem) is the input to the
feature extractor module. The feature extractor
module parses the raw data into Mouse curves
and Mouse clicks. The number of data points in
each curve is different depending upon the length
of the curve. Each raw data file provides many
curve and click details for each user and each
user can have many files.

3.1 Generating feature vector data

The Feature Extractor module then
computed the features for each data file to
calculate the average and standard deviation of
the curve speed, curve time and curve click
duration. A measurement file was created for
each of the raw data files. A Screen shot of a
measurement file is shown in Table 2 as well as
a screen shot of a Feature vector data file is
shown in Table 3.

Table 2. A measurement file showing individual
curve and C|ICk features

] | Poims| Lengt y(pixelsims)
|mouse curve 7 953 4675 375 2.555318
mouse curve 12 2270.89 719 3.2924M4
mouse curve 9 1215.579 656 2427516
mause curve 10 1472.517 641 2.59591
mouse curve 10 1789.098 578 3.174683
maouse curve 10 3041.22 594 5.381281
|mouse curve 10 2494.866 688 4.41675
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Table 3. Screen Shot of feature vector file — Shows
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3.2 Classification and Normalization of

data

The feature vector file is taken as an input
for the classification and Normalization process.
This normalized file was also provided to

backend

teams for

further

analysis and

experiments. A screen shot of a normalized
feature vector file is shown in Table 4.

Table 4. A screen shot of a Normalized feature

vector file
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In order to test the data two classification

experiments were carried out:

a) ldentifying an unknown test case from a
user against the training set (K Nearest
Neighbor)



b) To do a cross validation using the Leave
Out One method

In the Leave Out One method, a training file
is validated against the other entire training set of
data files. The k-nearest neighbor algorithm is
configured to input first 10 nearest neighbors. A
sample classification process result for one case
is shown in Table 5. This process is repeated for
all other cases.

Table 5. Classification process results
using Leave Out One method

Testing:Artony | | |

matching with the clogest userAntony placed at 1
{Antany | 0.473274] |
matching with the closest user Antony placed at 2
Antony | D.481265] |
matching with the clogest user.Antony placed at 3
Antony 0543466

Moharmmed 0772214

Ioharmmed 0871845

Mkem 0805033

Mkerm 0.910634

Mkem 0891478

Wichael 0.98457

Mohammed 1.004356

Mohammed 1.035502

Mkerm 1.082843

Michasl 1.098134

IMichael 1.12652

{rmatching with the closest userAntony placed at 18

4. Results

The classifier method results from Leave
Out One method was analyzed further for
success rate. The screen shot of a result file is
shown in Table 6. In this particular example, 35
data files were collected. 5 files each from 7
users ( team members and 3 party members ).
In this particular experiment we obtained a
success rate of 80% for the first choice of the
nearest neighbor. Matching the second choice
was 77%.

Table 6. Screen shot of results based on Leave
Out One method

Caseleserplion ltalCases matching |not malching |percentage
Nyt 0 a1
Welching secand choice o B 714
ohngistadsonichostoste] % 15 61100
Wetching i haica oM N 4
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A data set containing 205 records with 30
records from each of five subjects, 15 records for
one subject, and 10 records for each of four
subjects was provided to a backend data mining
team for further analysis. This data was collected
in the fall of 2007 and was tested in
identification experiments.

Authentication tests were run on the Mouse
Movement dichotomy data using the K Nearest
Neighbor algorithm with k=1. The Table 7
shows the results of the Mouse Movement
authentication experiments on the dichotomy
data that contained 100 record sets with 5
subjects each.

Table 7. Results of Authentication Experiments
on the new Mouse Movement data (collected

Fall 2007).
Train Test Accuracy
i ; Last 5
55553 feiﬁféim Subjects 56.5%
1000 records
: First 5
1000 et | Subjects | 56.5%
1000 records

In addition to the authentication tests on the
dichotomy data, an identification test was also
run on the new Mouse Movement normalized
data set of 205 records.

Table 8 describes the identification
experiment, which was run using K Nearest
Neighbor with k=1 and the Leave-One-Out
procedure. The test used a full data set as
training and a full data set as test with the Leave-
One-Out procedure. The table below shows that
93% accuracy was achieved on the full data set

[5].

Table 8. Results of Identification Experiment on
the new Mouse Movement data (collected Fall

2007).
Train Test Accuracy
Full Full
(205 samples (205 samples 93%
- from 10
from 10 subjects) .
subjects)

5. Conclusions and recommendations

In this particular study, much more data was
generated compared with previous iterations of
Mouse Movement Biometrics system research.
Previous studies achieved a higher success rate
of 92% for the first nearest neighbor using the




leave-one-out method as opposed to 80% for the
current study. 93% was achieved in another test
performed by another team using the full set of
205 samples. While 100% accuracy is not
probable it seems more experiments need to be
performed to see if there is a more consistent
accuracy rate over time and from more generated
data.

This study also began the process of
enhancing the Data Capture system by capturing
more user characteristics other than just the
user’s name. A front-end registration process
was created that captured pertinent information
regarding the user. For this iteration of the study,
only the enhancements to the data Capture
module were completed. Work was begun on
adding the new data fields to the Feature
Extraction and Classifier modules but will need
to be continued by succeeding teams.

It is recommended that succeeding teams
focus on developing the Data Capture GUI to
randomize the buttons to provide more varied
data, add more user characteristics to classify the
user, add more characteristics of the mouse such
as right click or track wheel use and making the
overall system more streamlined and user
friendly Finally, it would be optimal if the
system were to be developed to be used online
with a database backend. This would allow for
more data to be generated from a larger pool of
users for further analysis and research .
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