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Abstract 
Pace University has had ongoing research in 

keystroke biometrics for over five years.  Previous 
work created and tested systems that are able to 
successfully identify and authenticate individuals with 
a relatively high degree of accuracy.  Excellent results 
were obtained over short time intervals and on 
longitudinal studies spanning up to two years.  The 
current study modifies the existing systems toward 
practical usage.  In doing so, we attempt to verify 
users taking an online test based on the characteristics 
of their typing.  Results on new input data verify that 
300-keystroke input samples are sufficient (essentially 
comparable to 650-keystroke samples), and that high 
performance can be obtained if the person being 
authenticated was one of the training subjects.  
Desired low False Acceptance Rates are obtained even 
if the person being authenticated is not among the 
training subjects, as long as there are a sufficient 
number of training subjects and samples (e.g., 5 
samples from each of 30 subjects).  Finally, possible 
methods for determining immediate online 
authentication are proposed. 
 
 
1. Introduction 
 

When people think about biometric systems, they 
generally think about facial features, but biometrics 
can encompass many behavioral as well as 
physiological characteristics.  Typing is a behavior that 
is easily accessible for research.  Basically anyone who 
has access to a computer, the internet, and a keyboard 
can fully participate in a study.   

Pace’s keystroke biometric system is a complex 
systems of interworking Java applets and programs as 
well as PHP scripts.  It is a pattern recognition system 
that consists of three components: data collection, 
features extraction, and classification (identification 
and authentication).  The keystroke system measures 
typing characteristics that are believed to be unique to 
an individual and difficult to duplicate.  This biometric 
system could potentially have several possible 
applications.  One is for authentication to ensure that 
passwords are entered securely.  This is known as 

password hardening and commercial companies like 
AdmitOneSecurity, formerly known as BioPassword, 
[3] and BioChec [4] implement this feature into 
security systems and web site logons.  Both solutions 
attempt to verify user’s logons to grant access to 
confidential information.  BioChec has an interesting 
take on keystroke biometrics with their enrollment 
reset feature.  If a user who enrolled becomes 
incapacitated by injuring a finger that affects typing 
ability, BioChec recommends that the user re-enroll 
similar resetting a password.  Identification is another 
use and it is the ability to identify an individual from 
his or her keystroke pattern. 

The Keystroke Biometrics System is in 
continuous development for well over 5 years in the 
Seidenberg School of CSIS at Pace University.  Pace 
has presented experimental results at several internal 
and external conferences, as well as a recently 
submitted book chapter.  The system consists of a Java 
applet, a feature extractor, and pattern classifiers.  The 
previous input modes were based on copy (typing 
predetermined text passages) and free text input 
(arbitrary text like email or answers to test question).  
The two keyboard types, desktop and laptop, were 
distinguished in prior experiments.  This keystroke 
biometric system was evaluated for identification and 
authentication applications.  It was able to accurately 
identify and authenticate provided sufficient training 
samples were available and the same type of keyboard 
was used [2].  The system required the user to enter 
five samples for free-text and five for copy for both 
keyboard.  This would complete the four quadrants of 
data entry needed for the study.  The identification and 
authentication performance decreased significantly if 
different input modes and different input types were 
used. 

Our study uses only the laptop free-text input 
mode, and we develop a simple test-taker 
authentication application framework based on the 
previous data-collecting Java applet.  The new applet 
has been created and was integrated with the existing 
feature extractor and Biometric Authentication System 
to obtain authentication results.  The current system 
uses a Java Applet to collect both test and training 
keystroke data over the Internet.  Feature 
measurements are extracted from the raw data test and 
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training entries and a pattern classifier is then used to 
authenticate the author of the text.  Potential users of 
this system include professors of increasingly popular 
online courses who need to validate the work 
submitted by students [1].  This study attempts to 
transition previous authentication research into a real 
world application.  
 

2. Test-Taker Authentication System 
 
 The Keystroke Biometric Test-Taker 
Authentication system can be used to accurately 
authenticate individuals taking online tests.  The 
authentication system consists of three components: 
data collection, feature extraction, and classification. 

The current system was modified somewhat from 
the previous one to consist of the four components 
listed below (Figure 1) and described in the following 
subsections:  

 
1. A PHP website registers the user. 
2. A modified Java applet captures 300 keystrokes and 
produces two files: a raw data file and a text file. 
3. BioFeature, a Java program, extracts 239 feature 
measurements. 
4. Biometric Authentication System (BAS), a Java 
classification program, performs authentication tests. 
  

The addition of producing the text files with the 
new applet is helpful for the instructor reviewing tests, 
and the text keyed in by the test taker can be 
previewed in any text editor. 

Figure 1.  New System Overview 
 
2.1 PHP Website Registration 
 

The system uses demographic data to label raw 
data files received by the java applet.  The information 

is captured through the web using HTML/PHP files 
and MySQL for database storage.  Users are required 
to register into the system by entering their first and 
last name, their age, handedness, computer brand, and 
to agree with the terms and conditions of the 
experiment.  The information submitted is stored in a 
MySQL database.  
 At the completion of registration, or upon 
returning to the site, the user can enter their first and 
last name to begin using the Java applet application.  
They must first choose the type of keyboard they are 
using – laptop or desktop.  The user must have at least 
Java Runtime Environment (JRE) 1.4 to launch the 
applet.  It is recommended that the user must also use 
Microsoft’s Internet Explorer or Apple Safari in order 
for this applet to function properly.   
 
2.2. Data-Collection Java Applets 
 
There are two Java applets used to collect the raw 
keystroke data: the original applet that records files of 
650 keystrokes, and a modified applet that records files 
of 300 keystrokes and does a few other things. 
 
2.2.1. Original Java Applet 

 
The original Java applet records files of 650 

keystrokes from the subjects.  Although the subject has 
the choice of copying text passages or writing a letter 
to a free text, this study has used only the free text 
mode.  The application shows statistics of the current 
program such as the total number of keys presses, the 
current character pressed and current key press and 
release timings (Figure 2).  This proves to be 
problematic if the applet is to be used transparently as 
a test taking authentication tool. 

Figure 2.  Original Data Collection Applet 
 

Depending on the sample being collected, the 
system checks for a minimum number of keystrokes.  
In the study by Villani et al. [1] the entries are 650.  
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When the user completes the data entry task and clicks 
submit, a PHP file is called to write the raw data 
information to a text file and (transparent to the user) 
to update the user’s counter field database.  The text 
file includes the actual keystrokes entered by the 
subject, and the time each key was pressed and 
released.  For ease of locating the raw data files, each 
experimental mode/keyboard combination is given its 
own directory on the server.  Before progressing to the 
feature extraction process, the researcher must FTP the 
raw data files to a directory on his/her local disk [2]. 
 
2.2.2. Modified Java Applet 
 

The modified applet was developed specifically 
for this research.  Unlike the original applet, this applet 
collects data unbeknownst to the user.  The tester must 
not know that his or her keystrokes are being recorded, 
because we will later authenticate that tester based on 
their typing characteristics.  When the user first 
accesses the test, they will be prompted to enter their 
name (Figure 3).   

Figure 3.  Test-Taking Application Logon Screen 
 

Once the user is logged into the system, the 
window with the modified Java applet appears (Figure 
4).  The user can take the test in this applet.  To hide 
any indications that this may be a keystroke logging 
tool, the visibility of the key statistics have been 
disabled.  At present, the tester is presented with five 
questions and must provide five answers.  

After hitting the submission button, the program 
performs a check on whether the minimum keystroke 
limit of 300 has been met.  Earlier studies have shown 
high authentication accuracy when the number of 
keystrokes exceed 300 [1].  In this study, therefore, the 
tester is required to submit an answer that is at least 50 
words, based on the assumption that words are 
approximately 6 keystrokes in length. 

 

Figure 4.  Test Applet 
 

If the user did not reach or surpass the 300 
keystrokes, they will be presented with an error 
message and the file will not be saved to the server.  
Otherwise, each answer is stored as a raw data file and 
a text data file in separate folders on the server.  Each 
test generates 5 files of approximately 300 keystrokes 
each, suitable for use in our authentication 
experiments.  These files must be downloaded through 
FTP and stored locally to be processed through the 
feature extractor component of the system.  

 
2.3. Feature Extraction - BioFeature 
 

The BioFeature program generates a features file 
of 239 features from the raw data collected by the Java 
applet.  The program needs access to a directory 
containing raw data files along with a demographics 
text file.  This demographics file contains all of the 
information about the subjects when they first enrolled 
in the system.  When used with the BAS Java program, 
the new version of BioFeature must be used.  The 
other parameters were set to their defaults and the 
‘Fallback Method’ was changed to ‘linguistic’ as per 
recommendation from previous Pace research teams 
[2].  This study requires two features files for each 
experiment: one for training and one for testing.   
 
 
2.4. Biometric Authentication System (BAS) 
 

The Biometric Authentication System, which 
includes the dichotomy model-based classifier, 
consists of two Java-based components: a simple 
standalone GUI and dichotomy transformation utilities 
[2].  The BAS program uses two input files – one for 
training and one for testing. This is what we refer to as 
the train-on-one-file/test-on-another paradigm. 
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The GUI provides a simple interface to facilitate 
authentication.  The user specifies training and testing 
feature files for an experiment, then clicks ”Apply 
Dichotomy Model” to perform the dichotomy 
transformation (Figure 5). 
 

 
Figure 5.  Biometric Authentication System (BAS) 

  
Because the number of samples, especially inter-

class samples, can be very high, the operator can 
choose a maximum number of randomly selected 
samples to create for experimentation, and 1000 was 
used in this study.  The user can then save the testing 
and training dichotomy data in individual files either as 
a combination of intra- and inter class samples or as 
separate intra- and inter-class files. 

The results of the BAS program will show three 
rates: the False-Rejection Rate (FRR, the rate at which 
the system rejects a valid user), the False-Acceptance 
Rate (FAR, the rate at which the system accepts an 
invalid user or imposter), and the performance rate.  

For authentication, a vector-difference model, 
found to be particularly effective for multidimensional 
feature-space problems, transforms a multi-class 
(polychotomy) problem into a two-class (dichotomy) 
problem (Figure 6) [5].  The resulting two classes are 
“you are verified” and “you are not verified.” 
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Figure 6.  Authentication transformation from feature 
space (left) to feature distance space (right). 

 
To explain the dichotomy transformation process, 

take an example of three people {P1, P2, and P3} 
where each person supplies three biometric samples.  
Figure 6 (left) plots the biometric sample data for these 
three people in the feature space, exemplifying the 
polychotomy model.  This feature space is transformed 

into a distance vector space by calculating vector 
distances between pairs of samples of the same person 
(intra-person distances, denoted by x⊕) and distances 
between pairs of samples of different people (inter-
person distances, denoted by x∅).  Let dij represent the 
feature vector of the ith person’s jth biometric sample, 
then x⊕ and x∅ are calculated as follows: 
 

 x⊕ = |dij – dik| where i=1 to n, and j,k=1 to m, j≠k             
x∅= |dij – dkl| where i,k=1 to n, i≠k and j,l=1 to m 

 

where n is the number of people and m is the number 
of samples per person.  Figure 6 (right) shows the 
transformed feature distance space for the example 
problem.  

If n people provide m biometric samples each, the 
numbers of intra-person and inter-person distance 
samples, respectively, are [5]: 
 

( )
2

1n −×
××=∅

nnmm    
( )

2
1n nmm ×−×

=⊕    
 

In the feature distance space we then use the 
Nearest Neighbor classifier, using Euclidean distance, 
to compare a feature vector distance against those in 
the training set.  The training sample having the 
smallest Euclidean distance to the test sample is 
identified, and the test sample assigned as being intra-
class (same person) or inter-class (different people) 
according the truth of that training sample.  Again, we 
are using a non-parametric technique applied on a 
multidimensional problem [5]. 

The BAS program uses two input feature files.  
The program uses the training feature file to populate 
the feature distance space, and it does this by 
computing within-class and between-class feature 
vector differences according to the above formulas.  
This training is a form of enrollment when the training 
subjects are also test subjects.  We refer to this as 
training enrollment, or strong enrollment, because 
performance is optimal when the subjects being tested 
are included in the group of training subjects, 
especially when several enrollment samples are 
employed. 

The program uses the testing feature file to 
measure system performance by computing the within- 
and between-class feature distances and comparing 
these vectors to the training vectors using the nearest 
neighbor technique.  The computation of each within-
class difference simulates matching a user’s new 
feature vector against an enrollment feature vector.  
This simulation of single enrollment feature vectors 
we refer to as testing enrollment, or weak enrollment.  
To get as many measurements as possible, all 
difference combinations are enumerated and computed 
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using the above formulas.  For example, 5 test 
samples from one participant provides 10 within-class 
test samples (all the different pairs, 5*4/2), which in 
effect simulates having 10 separate test samples and 
taking differences against 1 enrollment sample. 

 Using only weak enrollment, a within-class test 
vector from a particular user (subject) can only be 
matched against within-class training samples from 
other users because that user was not among the 
training subjects.  Strong enrollment, whereby a 
particular user can be matched against his/her within-
class training samples, is preferred because it is more 
likely to result in a good match. 

   
3. Experimental Results 

 
The main point of the research is to verify or 

reject test takers based on the results of the biometric 
authentication system.  We learned how to interpret the 
data returned by the biometric authentication system 
and use that data to perform instant verification.  In the 
following experiments we used the BioFeature 
program to create feature files from the raw data 
samples from both Java applets.  Then we used these 
feature files in the Biometric Authentication System 
(BAS) program to test on one file and train on the 
other.  

We investigated the impact of “training on” 
versus “testing on” feature files in the BAS program. 
We also attempted to determine if the length of the 
keystroke data samples will affect authentication 
performance.  It is important to note that the new 
applet collects raw data samples of only 300 
keystrokes each, meaning the samples taken with the 
original applet have more than twice as many 
keystrokes.  Additionally, we studied how varying the 
number of subjects on either training or testing affects 
the overall performance of the system. 

In these experiments only free-text laptop 
samples were used.  Data set 1 consisted of 5 samples 
from each of the five team-member participants using 
the original applet (650 keystrokes each).  Data set 2 
was similar but taken from the newly modified applet 
(300 keystrokes each).  We also used the 650-
keystroke data from the 36 subjects of the original 
2006 study.   
 
3.1. Study 1: Fall 2008 Team with Outsider 
 

The first study used samples collected from the 
five team-member participants and one additional 
participant.  The results are presented in Table 1.  Test 
#1 used data set 1 for training and set 2 for testing.  

Test #2 is the same but with the testing and training 
samples reversed.  Tests 3 and 4 are slight variations of 
tests 1 and 2, obtained by adding a new sixth 
participant for testing or training.   

 

# Test | 
Train FRR FAR Performance 

1 5 | 5 0.0% (0/50) 4.8% (12/250) 96.0% (288/300) 

2 5 | 5 6.0% (3/50) 1.2% (3/250) 98.0% (294/300) 

3 6 | 5 0.0% (0/60) 11.2% (42/375) 90.3% (393/435) 

4 5 | 6 12.0% (6/50) 0.4% (1/250) 97.7% (293/300) 

Table 1.  BAS results from 2008 data. 
 

Excellent results were obtained on all the tests 
except for test #3 which involved testing on the new 
participant who was not one of the training subjects. 
 
3.2. Study 2: Train on Original-36 
 

The second study uses 2008 test samples against 
training samples consisting of various subsets of the 
original-36 subject data.  Note that these experiments 
used test subjects not included in the training subjects.  
Table 2 shows the results of testing on 2008 set 1 
samples (650 keystrokes each), Table 3 testing on set 2 
samples (300 keystrokes each), Table 4 the sum of the 
results of Tables 2 and 3, and Table 5 testing on the 
combination of data sets 1 and 2. 
 

Test| 
Train  FRR FAR Performance 

5 | 5 0.0% (0/50) 18.8% (47/250) 84.3% (253/300) 

5 | 10 6.0 (3/50) 7.2% (18/250) 93.0% (279/300) 

5 | 15 6.0 % (3/50) 5.2% (13/250) 94.7% (284/300) 

5 | 20 24.0% (12/50) 0.8% (2/250) 95.3% (286/300) 

5 | 25 22.0% (11/50) 3.2% (8/250) 93.7% (281/300) 

5 | 30 34.0% (17/50) 1.6% (4/250) 93.0% (279/300) 

5 |36 30.0% (15/50) 0.8% (2/250) 94.3% (283/300) 

Table 2.  BAS results: testing on set 1 samples (650 
keystrokes each) and training on 36-subject samples. 

 
Test| 
Train  FRR FAR Performance 

5 | 5 0.0% (0/50) 20.0% (50/250) 83.3% (250/300) 

5 | 10 16.0 (8/50) 1.2% (3/250) 96.3% (289/300) 

5 | 15 12.0% (6/50) 0.8% (2/250) 97.3% (292/300) 

5 | 20 22.0% (11/50) 0.0% (0/250) 96.3% (289/300) 

5 | 25 26.0% (13/50) 0.0% (0/250) 95.7% (287/300) 

5 | 30 26.0% (13/50) 0.0% (0/250) 95.7% (287/300) 

5 |36 30.0% (15/50) 0.0% (0/250) 95.0% (285/300) 

Table 3.  BAS results: testing on set 2 samples (300 
keystrokes each), training on 36-subject samples. 
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Test | 
Train  FRR FAR Performance 

5+5 | 5 0.0% (0/100)  19.4 % (97/500) 83.8% (503/600)  

5+5 | 10 11.0% (11/100) 4.2% (21/500)  94.7% (568/600) 

5+5 | 15 9.0 % (9/100) 3.0% (15/500) 96.0% (576/600) 

5+5 | 20 23.0% (23/100) 0.4% (2/500) 95.8% (575/600) 

5+5 | 25 24.0% (24/100) 1.6% (8/500) 94.7% (568/600) 

5+5 | 30 30.0% (30/100) 0.8% (4/500) 94.3% (566/600) 

5+5 | 36 30.0% (30/100) 0.4% (2/500) 94.7% (568/600) 

Table 4.  BAS results: combines Tables 2 and 3. 
 

Test | 
Train FRR FAR Performance 

10 | 5 0.0% (0/225) 27.7% (277/1000) 77.4% (948/1225) 

10 | 10 8.4% (19/225) 8.5% (85/1000) 91.5% (1121/1225) 

10 | 15 7.1% (16/225) 5.9% (59/1000) 93.9% (1150/1225) 

10 | 20 25.3% (57/225) 1.8% (18/1000) 93.9% (1150/1225) 

10 | 25 29.3% (66/225) 1.4% (14/1000) 93.5% (1145/1225) 

10 | 30 44.0% (99/225) 0.9% (9/1000) 91.2% (1117/1225) 

10 | 36 39.6% (89/225) 0.6% (6/1000) 92.2% (1130/1225) 

Table 5.  BAS results: testing on combined sets 1 & 2. 
 
 The similarity of the results in Tables 2 and 3 
reinforces the finding of earlier studies [1] that samples 
of 300 keystrokes gives results similar to those of 650 
keystrokes.  The results in Tables 4 and 5 show that 
FAR decreases and FRR increases as the number of 
training samples increase.  Performance remains above 
90% for 10 or more training subjects.  FAR, the rate 
that is particularly desirable to keep low, is less than 
1% when the number of training subjects is 30 or more. 
 
3.3. Study 3: Test on Original-36 
 
 The third study, reversing study 2, tests various 
subsets of the 36-subject data against the 2008 data for 
training.  Table 6 shows the results of training on set 1 
samples (650 keystrokes each), Table 7 training on set 
2 samples (300 keystrokes each), Table 8 the sum of 
the results of Tables 6 and 7, and Table 9 training on 
the combination of data sets 1 and 2.   
 
Test| 
Train FRR FAR Performance 

5 | 5 0.0% (0/50) 14.8% (37/250) 87.7% (263/300) 

10 | 5 0.0% (0/100) 28.8% (288/1000) 73.8% (812/1100) 

15 | 5 0.0% (0/150) 36.1% (361/1000) 68.6% (789/1150) 

20 | 5 2.5% (5/200) 74.0% (740/1000) 37.9% (455/1200) 

25 | 5 0.8% (2/250) 83.6% (836/1000) 33.0% (412/1250) 

30 | 5 0.3% (1/300) 84.9% (849/1000) 34.6% (450/1300) 

36 | 5 0.0% (0/360) 88.7% (887/1000) 34.8% (473/1360) 

Table 6.  BAS results: testing on 36-subject samples, 
training on 2008 set 1 samples (650 keystrokes each). 

 
Test| 
Train FRR FAR Performance 

5 | 5 0.0% (0/50) 17.6% (44/250) 85.3% (256/300) 

10 | 5 0.0% (0/100) 38.4% (384/1000) 65.1% (716/1100) 

15 | 5 0.0% (0/150) 39.5% (395/1000) 65.7% (755/1150) 

20 | 5 2.0% (4/200) 77.1% (771/1000) 35.4% (425/1200) 

25 | 5 1.2% (3/250) 85.4% (854/1000) 31.4% (393/1250) 

30 | 5 0.0% (0/300) 87.6% (876/1000) 32.6% (424/1300) 

36 | 5 0.0% (0/360) 90.3% (903/1000) 33.6% (457/1360) 

Table 7.  BAS results: testing on 36-subject samples, 
training on 2008 set 2 samples (300 keystrokes each). 

 
Test | 
Train FRR FAR Performance 

5 | 5+5 0.0% (0/100) 16.2% (81/500) 86.5% (519/600) 

10 | 5+5 0.0% (0/200) 33.6% (672/2000) 69.5% (1528/2200) 

15 | 5+5 0.0% (0/300) 37.8% (756/2000) 67.1% (1544/2300) 

20 | 5+5 2.3% (9/400) 75.6% (1511/2000) 36.7% (880/2400) 

25 | 5+5 1.0% (5/500) 84.5% (1690/2000) 32.2% (805/2500) 

30 | 5+5 0.2% (1/600) 86.3% (1725/2000) 33.6% (874/2600) 

36 | 5+5 0.0% (0/720) 89.5% (1790/2000) 34.2%(930/2720) 

Table 8.  BAS results: combines Tables 6 and 7. 
 

Test | 
Train FRR FAR Performance 

 5 | 10 10.0% (5/50) 11.2% (28/250) 89.0% (267/300) 

10 | 10 3.0% (3/100) 23.2% (232/1000) 78.6% (865/1100) 

15 | 10 2.7% (4/150) 21.6% (216/1000) 80.8% (930/1150) 

20 | 10 5.0% (10/200) 57.5% (575/1000) 51.3% (615/1200) 

25 | 10 2.0% (5/250) 68.1% (681/1000) 45.1% (564/1250) 

30 | 10 1.3% (4/300) 72.0% (720/1000) 44.3% (576/1300) 

36 | 10 0.3% (1/360) 78.5% (785/1000) 42.2% (574/1360) 

Table 9.  BAS results: training on combined sets 1&2. 
 

 The similarity of the results in Tables 6 and 7 
again reinforces the finding that samples of 300 
keystrokes gives results similar to those of 650 
keystrokes.  The results in Tables 8 and 9 show general 
poor performance, and an increasing FAR as the 
number of testing samples increase.  These poor 
performance results clearly show that this system 
needs adequate training data, preferably at least 30 
subjects with five or more samples each.  This is 
particularly important when testing on un-trained 
subjects. 
 
4. Conclusions 
 

Previous findings show that identification and 
authentication performance decreased significantly 
depending on the input modes and different keyboard 
types used for training and testing [2].  The testing 
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reported here employed only the free-text input mode 
and the laptop keyboard type.  Whereas previous 
results under these ideal conditions yielded high 
performance results [5], some of the studies reported 
here showed degraded performance results. 

The first conclusion, from all three studies, is that 
300-keystroke samples are sufficient for the test-taker 
authentication application.  All three studies indicated 
no significant differences between using 300-keystroke 
samples and 650-keystroke samples.   

The second conclusion, from study 1, is that 
performance is high (at least 95 percent), with 
corresponding low FRR and FAR, when the testing 
subjects were part of the training group of subjects.  
However, because these experiments were on a small 
number of five subjects, further experiments on larger 
numbers of subjects should be conducted.  

The third conclusion, from study 2 when using 
different subjects for training and testing, is that a 
relatively large number of 30 or more training subjects 
(and associated input samples) is necessary to obtain 
less than a 1% FAR, the rate that is particularly 
desirable to keep low.  Generally, FAR decreases and 
FRR increases as the number of training samples 
increase, and performance remains above 90% for 10 
or more training subjects.   

The fourth conclusion, from study 3 when using 
different subjects for training and testing, is that the 
system needs adequate training data, preferably at least 
30 subjects with five or more input samples each.  This 
is particularly important when testing on un-trained 
subjects. 
 
5.  Recommended Future Studies 
 
 The entire keystroke system contains many 
programs developed by different teams at Pace 
University.  Before modifying the system, we gathered 
all of the source code for the programs. We then 
consolidated all of these programs into one location 
using Eclipse as the IDE.  Previously, some of the 
programs were JAR executables and others needed to 
be ran through JBuilder.  Hopefully, we have made it 
easier for future developers and researchers to run and 
modify the system.     
 Our team modified the applet to resemble an 
online test.  The challenge in this case was to disguise 
the applet so that it would not be recognized as a 
monitoring tool.  For this we chose to hide many 
statistical displays such as the current key pressed or 
the number of keystrokes entered.  We think we 
successfully concealed the applet for test takers, but 
because we still use the original Java applet for 

training, users may be familiar with the interface.  A 
more elegant solution might be to use the modified 
applet for training.  Users could enter their name and 
take a test at the start of the semester to train the 
system initially.   

Currently, the only web-based programs are the 
original Java applet and the modified applet.  Due to 
security constraints, is it difficult to store and retrieve 
files using Java applets.  So, future teams might want 
to convert this and the other Java applications into 
server-side web applications.  After implementing this 
using PHP or J2EE technology, users can be 
authenticated instantly.  

We recommend that future studies be conducted 
with relatively large numbers of testing and training 
subjects – at least 30 training subjects with five or 
more input samples each – and that all testing subjects 
be in the training group . 

In an actual test-taker environment the procedure 
to authenticate students might be as follows. Assume 
that you have already established a robust database of 
within and between-class samples, such as the 36-
subject data.  Suppose for a class of students you 
have at least three training samples per student and a 
new test is in progress. Take the first 300 keystrokes in 
this test as a test sample from a student and compute 
the distance vector of the student's test and training 
samples. Now, if the distance vector matches closest to 
a within-class sample, accept (authenticate) the test 
taker, otherwise reject the test taker. A rejected test 
taker could be handled in various ways -- send the 
student a note saying that he/she is being closely 
monitored, and take the next 300 keystrokes and retest, 
or after several rejections have the student retake the 
test (or possibly the next test) in a monitored room.  
   The authentication process could be more 
sophisticated. For example, if you have 3 training 
samples per student you could match a new test sample 
against each of the 3 samples and use a majority 
decision.  
  Even more complex would be to use the k-
nearest-neighbor procedure with each of the 
matches.  For example, with k=10 (the 10 nearest 
neighbors), a match against one training sample might 
produce the 10-tuple  
 

[W B B W B B W W B B] 
 
 (where W=within, B=between, and the 5 results are 
ordered from 1st choice to 5th choice).  In this case, 
although the first choice is Within (accept), the 
majority is Between (reject).   

Matching a test sample against 3 training samples 
might yield counts such as shown in Table 10. 
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Training Sample Within Between 
1 4 6 
2 8 2 
3 7 3 
Totals 19  => Accept 11  

Table 10. Proposed authentication procedure using k-
nearest-neighbor with k=10 and 3 training samples. 

 
A more sophisticated procedure could use the 

ranks and distances computed.  For example with 1 
training sample the output might be: 

 
    [W 13 B 24 B 25 W 54 B 60 B 62 W 75 W 77 B 79 B 84] 
 
showing 10 ranked matches with corresponding 
distances, and these ranks (like in a cross country 
meet) could be used, or better yet the distances.  
Furthermore, by varying the threshold from 0 to 30 
W’s, for example, this procedure would permit the 
computation of Receiver Operating Characteristic 
(ROC) curves, and thus the setting of a reasonable 
operating point for actual test-taker authentication 
experiments.  
 A process similar to that described above, but one 
that generates an increased number of test samples, 
could be simulated as follows.  Use a substantial 
training file of feature vectors, say five input samples 
from each of 30 subjects.  Create a test file by 
combining the training file with another file of newly 
obtained feature vectors, say five additional samples 
from each of the 30 training subjects.  This training file 
would then contain 10 feature vectors from each of 30 
subjects, generating 45 (10*9/2) within-class feature 
distance vectors per subject.  However, 10 (5*4/2) of 
these 45 distance vectors would be identical to those 
generated during training.  Therefore, a necessary 
revision to the BAS program would be to omit (skip) 
counting the perfect matches (zero nearest-neighbor 
distances) of the identical feature distance vectors.  
Here, 10 zero matches would be omitted, leaving 35 to 
be counted.  It is important to note, however, that the 
35 test matches per subject is much greater than the 10 
that would have been obtained without combining the 
new test samples with the training ones to obtain the 
larger test file.  Finally, for strong enrollment it would 
be informative to analyze the source of the best 
matches, and such analysis could be facilitated if the 
information obtained for each test difference-vector 
match included the information shown in Table 11. 
 
 
 

True User IDs = 4-4 
Choice Within/ 

Between 
User IDs  
Matched 

Match 
Distance 

1 W 4-4 13 
2 B 4-9 24 
3 B 8-9 25 
4 W 4-4 27 
5 W 5-5 29 
… …  … 
Table 11.  Suggested match information to retain. 
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