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Abstract  
 

Pace University’s Keystroke Biometric 
System has the ability to identify with a high degree 
of accuracy the typing characteristics that are unique 
to each individual.  The system consists of three 
interrelated components: a java applet which collects 
raw keystroke data over the internet, a feature 
extractor, and a pattern classifier.  The current study 
enhanced the system in several ways and developed a 
method of creating receiver operating characteristic 
(ROC) curves from the non-parametric nearest-
neighbor classification procedure.  The 
authentication system performance was increased, 
resulting in a decrease in the error rate by a third 
from 4.4% to 2.9%.  A comparison of the 1, 3, and 5-
nearest-neighbor procedures indicated a significant 
further increase in performance in going from 1 to 3 
neighbors but little change in going from 3 to 5.  The 
ROC curves indicate potential operating points for 
deployed systems.  Preliminary experiments were 
also conducted to explore the potential of increased 
training and “strong” versus “weak” enrollment. 

 
Introduction 

 
The core function of the study deals with the 

establishment of the identity of an individual based 
on the biometric measurements believed to be unique 
to an individual.  Biometrics can fall into two main 
classes: physiological and behavioral.  Physiological 
characteristics relate to the shape of the human body.  
Common physiological biometric features used for 
authentication purposes include face, iris or finger 
print analysis.  Behavioral characteristics associate 
with the behavioral patterns of an individual.  These 
characteristics include voice, gait and typing rhythm, 
the latter of which will be the focus of the current 
study [1].  The work will primarily focus on 
behavioral Keystroke Biometric patterns.  Keystroke 
Biometrics is one of the least studied Biometric 
Applications employed for user authentication.  The 

majority of studies focused their attention on shorter 
text inputs such as passwords and user names.  One 
of the advantages of this system is that it does not 
require the use of any expensive or specialized 
computer equipment to conduct testing.  The system 
requires only that a user have a functioning keyboard, 
internet access and the appropriate java applet 
installed on their computer.  The test-taker website 
has been configured to determine if the appropriate 
java applets are installed on the computer connecting 
to it.  If the correct java applet is not installed, the site 
will direct you as to where that software can be 
downloaded.  Another advantage is that the system is 
purely software based and can easily be incorporated 
with other existing authentication processes.  
Utilitarian view for this technology is the ability to 
authenticate test takers for online testing and harden 
passwords.   

Specific patterns of behavioral or learned 
actions can be classified and embedded into 
biometric keystroke systems in an attempt to monitor 
these actions for a continuous or short term period.  
Understanding those patterns and shifts in the typing 
percentages obtained in our study are representative 
of factors that affect the results such as the dwell time 
or duration, how long a key is pressed and the flight 
time or latency, which is how long it takes an 
individual to move their fingers from one key to the 
next [4].  

The Keystroke Biometric test-taker 
authentication system is composed of a set of inter-
connecting PHP scripts and a java applet which 
performs the actual keystroke sample collection.   
The first is a web-based keystroke entry system.  The 
keystroke program collects and measures typing 
characteristics of individual test-takers.  In order to 
participate in the test, an individual must enter their 
personal data, which is stored in the demographic 
file.  The second portion of the system is the Bio 
feature extractor, which is also referred to as the 
(BioFeature++).  The third part of the system is a 
pattern classifier application, also known as the 
Biometric Authentication System (BAS).   
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Our experiments consisted of running the 
BAS against the feature files derived from raw data 
accumulated in prior studies.  The raw data set 
consisted of keystroke measurements logged by the 
36 participants.  Our experiments included processing 
data using the Biofeature extractor and then splitting 
it manually into two groups of 18 subject data - one 
to be used as train and the other as test to be passed 
as parameters for BAS.  Below is a data flow diagram 
of the biometric experiments conducted in our study: 

 

 
Figure 1.  Experiment Data Flow Diagram. 

 
 The sections of this paper are organized as 
follows:  The data section describes the data collected 
from the test-taker java applet and the feature 
extraction performed on the raw data.  This is 
followed by a discussion of the authentication 
systems and the enhancements made to the pattern 
classifier.  The experimental results section details 
the results of the experiments and compares them to 
earlier results.  The last section highlights 
conclusions and future work.    
 
Data 
 

Raw data samples are collected through the 
test-taker web site java applet.  Each individual raw 
data file contains information on all keys pressed 
during a sample entry.  Included in this file is the 
time each key is pressed/held for - which is referred 

to as duration - and the time between subsequent key 
selections are made - which is referred to as latency.  
Also included in the raw data file is the number of 
right, left and double left mouse clicks.  In past 
experiments, 650 keystrokes were required for 
evaluation, but it has been found that accurate results 
for testing purposes can be obtained with as few as 
300 keystrokes or roughly four lines of data.    
 Each subject in the raw data file produces 
230 distinct feature measurements that are analyzed 
to form a feature space.  The feature space, also 
known as a feature file, is submitted as a parameter to 
the BAS classifier.  The BAS classifier utilizes the 
nearest neighbor algorithm, using Euclidean distance, 
to compare feature distances of one set of 
measurements against another set.  This feature space 
is transformed by the classifier to compare each 
subject’s feature measurements against other distinct 
individuals (inter-class) or the same individual (intra-
class).  The BAS was modified as part of this study to 
apply the nearest neighbor algorithm to produce an 
output file for 10(n) lowest features distances for 
each test sample in the feature file submitted.  An 
output file is generated for all four quadrants, which 
include desktop copy, desktop free text, laptop copy 
and laptop free text.  These output files were further 
analyzed to perform a check against the first, third 
and fifth nearest neighbor for the overall results.  
Subsequently, calculation of False Rejection Rate and 
False Acceptance Rate and Performance meta-data 
were assimilated to replicate the results from the 
initial experiments.  Our results substantiated the 
experiments conducted by prior studies to a degree.   
        
Feature Extraction 
 
 In order to increase the effectiveness of 
pattern classification, the feature extractor can 
execute a few operations on the raw data before 
outputting the feature files.  One such procedure is 
the removal of outliers and another is to utilize 
fallback methods.  Outliers occur when an 
individual’s typing is interrupted during the test 
taking procedure.  This causes an unnaturally long 
pause between successive keystrokes.  If this 
stoppage of typing is not removed, it could affect the 
overall performance of the authentication system.  
 Fallback Models are used during feature 
extraction when a particular feature does not have 
sufficient data.  These models substitute related data 
for the missing or incomplete data within a given 
sample.  Two Fallback Models have been developed 
to deal with inadequate statistical information.  The 
first is called the Linguistic model, which focuses on 
generalized grammatical data.  The second is the 
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Touch-Type model, which deals with general data 
based on the physical make up of a standard 
keyboard.  It is believed that the Linguistic fallback 
model is more effective than the Touch-Type model 
according to past studies performed on the Pace 
Keystroke Biometric System [2]. 
  

 
Figure 2. Bio Feature Extractor shown with the 

Outlier and Fallback Methods. 
 
Authentication System and 
Enhancements 
 

The authentication classifier (BAS) utilizes 
a vector-difference model to convert feature vectors 
from multiple subjects (classes) into feature vector 
differences  representing two classes - differences of 
feature vectors from the same individual (within 
class) and differences of feature vectors from 
different individuals (between class).  The conversion 
from a multi-class (polychotomy) problem into a 
two-class (dichotomy) problem permits the 
verification of a user’s identity.  The feature 
measurements are transformed into the distance 
vector space by calculating vector distances between 
pairs of samples of the same person and pairs of 
samples of different people.  
 The vector distance between the pairs of 
samples of the same person, denoted by x⊕   is given 
by the following formula. 
 
x⊕ = |dij – dik| where i=1 to n, and j,k=1 to m, j≠k   
 
And the vector distance between the pairs of samples 
of different people, denoted by x∅  is given by the 
following formula. 
 
x∅= |dij – dkl| where i,k=1 to n, i≠k and j,l=1 to m 

 
Where dij = feature vector of the ith person’s jth 
biometric sample  
n=number of people 
m=number of samples [3] 
 
 We then use the Nearest Neighbor classifier 
to compare the Euclidean distance between the 
feature difference vectors in the training files to those 
of the test files.  The training sample having the 
smallest Euclidean distance to the test sample and the 
test sample assigned as being intra-class (within class 
or the same person) or inter-class (between class or 
different people) is identified. 
 Previous studies have the classifier program 
output the overall results of the first choice 
Within/Between choices.   It does so by measuring 
the Euclidean distances between one sample of the 
test file and all the samples from the training file.  
We modified the BAS classifier to produce an output 
file that consists of k=10 lowest distances for each 
sample record in the parameter file.  Below is a cross 
section of the output file generated for the desktop 
copy quadrant: 
 

 
Figure 3. Cross section of the output file. 

 
 Furthermore, the technical and user manuals 
were enhanced for clarity, enabling an end user to 
easily navigate the Biometric Authentication System 
and the key test taker applet.  Instructions were 
produced for: setting up technical workstations for 
development; running system experiments; inputting 
sample data; and navigating within the key test taker 
site. 
 Enhancements made to the pattern classifier 
include adding a k-nearest neighbor algorithm to 
identify the top n Within/Between class choices and 
distances in the data.  This change is believed to 
improve system accuracy and the resulting output 
from the classifier can now be used to obtain 
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Receiver Operating Characteristic (ROC) curves 
which are useful to evaluate the operating point of a 
biometric system.  Data from the longitudinal study is 
used to repeat prior experiments and to run new ones 
to evaluate the impact of changes to the system.  
These experiments use both supported hierarchical 
fallback methods, Touch-Type and Linguistic, and 
vary the sample sizes to evaluate the system under 
different conditions.  These concepts and constructs 
are discussed and explained further in the sections 
that follow.   
 
Experimental Results 
 
Improved System Performance 

 Table 1, reproduced from [2], presents 
previous authentication performance results under 
ideal conditions.  Using the 36-subject data, the 
results were obtained by training on 18 subjects and 
testing on the other 18.  However, rather than using 
the Linguistic model with 239 features as reported in 
[2], it was discovered that these results came from the 
Touch Type model with 254 features.   It was also 
discovered that the first row trains on the first 18 
subjects and tests on the second group of 18, whereas 
the remaining three rows test on the first 18 subjects 
and trains on the second set of 18. 
 

Condition 

Intra‐Inter Class Sizes 
FRR  FAR 

Perform‐
ance 

Train  Test 

DeskCopy 180‐3825 180‐3825 11.1% 6.0% 93.8%

LapCopy 180‐3825 180‐3825 7.8% 4.4% 95.5%

DeskFree 171‐3570 176‐3740 28.4% 1.4% 97.4%

LapFree 180‐3825 180‐3825 15.6% 3.7% 95.7%

Average  15.7%  3.9% 95.6%

Table 1. Authentication performance under ideal 
conditions, train 18 and test 18 different subjects [2]. 

Table 2 presents improved results obtained in 
this study using the Linguistic model with 230 
features (training on the second 18 subjects and 
testing on the first 18).  Average performance 
increased from 95.6% to 97.1%, decreasing the error 
rate by a third from 4.4% to 2.9%.  The 230 features 
differ from the previously used 239 features as 
follows: addition of 6 duration features (q, v, j, x, z, 
k) and removal of 15 transition (type 2) features (th, 
st, nd, an, in, er, es, on, at, en, or, he, re, ti, ea).  

 

Condition
Intra‐Inter Class Sizes 

FRR  FAR 
Perform‐
ance Train  Test 

DeskCopy 180‐3825  180‐3825  2.78%  2.1%  97.9% 

LapCopy 180‐3825  180‐3825  3.3%  4.0%  96.0% 

DeskFree 176‐3740  165‐3576  21.0%  1.1%  98.0% 

LapFree  180‐3825  180‐3825  10.0%  3.3%  96.4% 

Average  9.3%  2.6%  97.1% 

Table 2. Improved performance under ideal 
conditions, train 18 and test 18 different subjects. 

 
Table 3 shows the results of repeating the ideal-

condition experiments presented in Table 2 but 
limiting the inter-class samples to 500. 
 

Condition
Intra‐Inter Class Sizes 

FRR  FAR 
Perform‐
ance Train  Test 

DeskCopy 180‐500  180‐500  2.78%  4.6%  95.9% 

LapCopy 180‐500  180‐500  2.2%  7.2%  94.1% 

DeskFree 176‐500  165‐500  10.2%  2.2%  95.7% 

LapFree  180‐500  180‐500  6.7%  7.0%  93.1% 

Average  5.5%  2.6%  94.7% 

Table 3.  Authentication performance under ideal 
conditions, train 18 and test 18 different subject using 

500 random inter-class samples. 
 

The results presented above use the 1st nearest 
neighbor procedure for classification.  Figure 4 
graphs the performance for the 1, 3, and 5-nearest-
neighbor procedures, indicating a significant 
improvement going from 1 to 3 neighbors but little 
change in going from 3 to 5.   
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Figure 4.  Performance for the 1, 3, and 5-nearest-

neighbor procedures. 
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ROC Curves 
 

The overall efficiency of a biometric system is 
best illustrated graphically through the use of a 
Receiver Operating Characteristic (ROC) curve.  The 
ROC curve delineates the usefulness of the 
authentication system by referencing accurate 
identifications or misidentifications [3].  When using 
a non-parametric technique, such as the nearest 
neighbor, there are no established procedures for 
obtaining ROC curves.  For parametric procedures 
using probability distributions, however, the 
procedure is to vary a threshold and obtain the 
FAR/FRR tradeoff. 

ROC curves were obtained in this study by 
considering the top n nearest neighbor responses, and 
two methods – unweighted and weighted – were 
created.  The unweighted method counts each of the 
top n outputs equally.  Consider that we authenticate 
a user if 1 or more of the n choices is within-class 
and obtain the FAR and FRR.  We do the same for 2 
or more and continue in this manner until all n of the 
n choices must be within class, obtaining FAR and 
FRR in each case.  Now, plotting the n (FRR, FAR) 
pairs yields an ROC curve (FRR on the x-axis and 
FAR on the y-axis).  Note that one point on the curve 
is automatic and requires no computation – if we 
authenticate a user for 0 or more of the n choices 
being within-class, then all users are accepted 
yielding FRR = 0.0 (0%) and FAR = 1.0 (100%).  At 
the other extreme, if we require all n outputs to be 
within-class for authentication, then FRR should be 
large and FAR small.   

The weighted method measures higher choices 
more heavily than lower ones because the first choice 
should clearly be more valuable than the second, the 
second more valuable than the third, etc.  This 
method assigns first choice a weight of n, second a 
weight of n-1, ... , and the nth choice a weight of 1.  
The maximum score when all choices are within-
class is n+(n-1)+...+1 = n(n+1)/2, and the minimum 
score is 0.  Now, consider that we authenticate a user 
if the weighted-within-class choices are greater or 
equal to i, where i varies from 0 to n(n+1)/2, and 
compute the (FRR, FAR) pairs for each i to obtain an 
ROC curve.    

ROC curves, both unweighted and weighted, for 
the four ideal conditions are shown in Figures 5-8.  
The weighted method generates more data points.  
For data points having identical FRR values, the FAR 
values were averaged to obtain one data point.  The 
Equal Error Rate (EER) can be approximated from 
these curves and the underlying data for both the 
Desktop and Laptop Copy-task experiments: roughly 
2.6% for the Desktop and 3.4% for the Laptop.  For 

the Free-text input, however, a significant FRR is 
required and EER would not be appropriate. 
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Figure 5. ROC curves for the Desktop Copy task. 
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Figure 6. ROC curves for the Laptop Copy task. 
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Figure 7. ROC curves for the Desktop Free task. 
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Figure 8. ROC curves for the Laptop Free task. 

 
 The metrics used to determine and measure 
the behavioral changes for the consistency and 
sensitivity to keystroke input dynamics are known as 
(False Rejection Rate Type I Errors and False 
Acceptance Rate Type II Errors – (FAR/FRR)).  
 The False Rejection Rate signifies how often 
a real user will not be verified successfully.  A high 
rate translates into more user retries; as a result, 
usability suffers.  The False Acceptance Rate 
determines how often an intruder can successfully 
bypass the Biometric Authentication System.  A 
lower rate is more secure; for example, an FAR of 
0.01% states that the chance of fooling the system is 
1:10000 [5]. There is a point on the graph where FRR 
and FAR are equal and intersect with one another.  
This is known as Crossover Error Rate (CER) or 
Equal Error Rate (ERR).  The lower the CER/ERR 
rate, the better the system is functioning.  When 
comparing Keystroke Biometric Systems against one 
another, the CER is the best indicator of the overall 
efficiency of the system.   CER is expressed as a 
percentage.  The lower those values are is an 
indication of how well the system is functioning.  
Values of 2 to 5 percent are generally considered 
acceptable [6].  The diagram shown below depicts an 
acceptable threshold between the frequencies of both 
the FRR and FAR. 

 
 
 
 
 
 
 
 
 
 
 

Figure 9. Crossover Error Rate Graph. 

Comparison with Earlier Results 
 
 The following table repeated the ideal-
conditions experiments in Tables 1 and 2 but used a 
smaller set of randomly selected inter-class samples. 
The table was derived by running two big-training, 
strong enrollment authentication experiments.  We 
trained the system on the 36 subject data and then 
tested it on the second set of 18 subjects. 
 

Test 
Test 
Size 

Train Train 
Size 

FRR  FAR Perfor‐
mance 

LapFree 
180‐
3825 

Lap
Copy 

180‐
3825 

5.6%  15.0% 85.4%

LapFree 
180‐
3825 

Lap
Copy 

180‐
3825 

3.9%  30.4% 70.8%

DeskFree 
176‐
3740 

Desk 
Copy 

180‐
3825 

13.1%  1.4% 98.1%

DeskFree 
165‐
3576 

Desk 
Copy 

180‐
3825 

5.5%  3.0% 96.9%

Average        7.0%  9.4% 87.8%

Table 4.  Big-training, strong enrollment.  
  

The performance results were considerably 
higher when experiments were run using the Desktop 
Copy and Laptop Free Text training and testing on 
the Desktop Free Text samples. 
 
Increased Training Results 
 
 Next, we ran two big-training, weak 
enrollment authentication experiments, first limiting 
the inter-class samples to 2000, then increasing the 
inter-class sample size to 4000, 6000 and, finally, 
8000.  The tables 5-8 illustrate the incremental 
increase in inter-class sample sizes from 2000 to 
4000, 4000 to 6000 and 6000 to 8000.  Although 
there is slight decrease in overall system performance 
from 2000 to 4000 samples, on the whole, system 
performance rises as the sample size increases from 
2000 to 8000 samples. 
 

Test 
Test 
Size 

Train Train 
Size 

FRR  FAR Perfor‐
mance 

LapFree 
180‐
2000 

Lap 
Copy/
Desk 
Free 

1571‐
2000 

1.1%  33.0%  69.6% 

DeskFree 
180‐
2000 

Desk 
Copy/ 
Lap 
Free 

1620‐
2000 

10.0%  5.1%  94.5% 

LapFree 
180‐
2000 

All 4 
Data 
Sets 

2000‐
2000 

3.9%  78.4%  27.8% 

DeskFree 
180‐
2000 

All 4 
Data 
Sets 

2000‐
2000 

9.4%  45.6%  57.4% 

Average   6.1%  40.5% 62.3%

Table 5.  Authentication results on 2000 inter-class 
samples. 
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Test 
Test 
Size 

Train  Train 
Size 

FRR  FAR Perfor‐
mance 

LapFree 
180‐
3825 

Lap 
Copy/
Desk 
Free 

1571‐
4000 

0.0%  31.0%  70.4% 

DeskFree 
180‐
3825 

Desk 
Copy/ 
Lap 
Free 

1620‐
4000 

13.9%  2.8%  96.7% 

LapFree 
180‐
3825 

All 4 
Data 
Sets 

3330‐
4000 

10.6%  77.3%  25.9% 

DeskFree 
180‐
3825 

All 4 
Data 
Sets 

3330‐
4000 

10.6%  50.0%  51.8% 

Average        7.4%  40.3% 61.2%

Table 6.  Authentication results on 4000 inter-class 
samples. 

 

Test 
Test 
Size 

Train  Train 
Size 

FRR  FAR Perfor‐
mance 

LapFree 
180‐
3825 

Lap 
Copy/
Desk 
Free 

1571‐
6000 

0.0%  24.5%  76.6% 

DeskFree 
180‐
3825 

Desk 
Copy/ 
Lap 
Free 

1620‐
6000 

12.8%  2.2%  97.3% 

LapFree 
180‐
3825 

All 4 
Data 
Sets 

3330‐
6000 

6.1%  63.7%  38.9% 

Desk 
Free 

180‐
3825 

All 4 
Data 
Sets 

3330‐
6000 

15.6%  38.6%  62.4% 

Average        8.6%  32.3% 68.8%

Table 7.  Authentication results on 6000 inter-class 
samples. 

 

Test 
Test 
Size 

Train  Train 
Size 

FRR  FAR Perfor‐
mance 

LapFree 
180‐
3825 

Lap 
Copy/
Desk 
Free 

1571‐
8000 

1.7%  26.2%  74.9% 

DeskFree 
180‐
3825 

Desk 
Copy/ 
Lap 
Free 

1620‐
8000 

15.6%  1.7%  97.7% 

LapFree 
180‐
3825 

All 4 
Data 
Sets 

3330‐
8000 

7.2%  52.8%  49.2% 

DeskFree 
180‐
3825 

All 4 
Data 
Sets 

3330‐
8000 

14.4%  31.8%  98.9% 

Average        9.7%  28.2% 80.2%

Table 8.  Authentication results on 8000 inter-class 
samples. 

 
 

Strong Enrollment Results 
 

We next explored the concept of strong 
enrollment versus weak enrollment.  Previous 
experimentation has solely dealt with weak 
enrollment.  Weak enrollment is when samples have 
not been taken from the user being authenticated.  
Strong enrollment by definition is when training 
samples have been taken from the person being 
authenticated.  We ran the strong enrollment tests and 
compared them to the results of the weak enrollment.  
The table below represents the results of a small 
training, strong enrollment authentication 
experiment. 
 

Test 
Test 
Size 

Train Train 
Size 

FRR  FAR Perfor‐
mance 

LapFree 
360‐
15750 

Lap 
Copy  

360‐
15750 

5.3%  14.6%  85.7% 

DeskFree 
341‐
15059 

Desk 
Copy 

360‐
15750 

17.3%  1.3%  98.4% 

Average        11.3%  8.0% 92.1%

Table 9. Strong enrollment authentication 
experiment. 

 
 We have created feature files out of the 36 
subject raw data available from studies conducted in 
previous semesters.  The raw data available were 
typically for desktop copy, laptop copy, desktop free 
and laptop free experiments, with 5 samples from 
each of the 36 subjects in these 4 quadrants.  The 3rd 
quadrant, the desktop free, had a few samples 
missing from the raw data file. 

The feature extractor program was used to 
extract the features from these subjects.  All the raw 
data files in a particular quadrant gave one feature 
file per quadrant, with 180 records in each file 
(except for the 3rd quadrant, which only had 176 
records).  The desktop free quadrant data produced 
erroneous experimental results that can be attributed 
to the quality of the data.  The Keystroke Biometric 
Authentication requires that a complete submission 
have at least 5 samples per subject.  Some of the 
subjects in the desktop free text quadrant submitted 
only two to four samples. 

We split the feature files into a training file 
and a test file by using the first 18 subjects (top 90 
records) for the testing sample and the remaining 
files for the training sample. 
 When using the Linguistic fall back method, 
the feature extractor program outputted 230 feature 
measurements.  When using Touch Type fall back 
method, the program outputted 254 feature 
measurements.  The tables were then generated using 
the biometric authentication program, which 
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produced the tables with FRR, FAR and Performance 
percentages for the first choice (1-nearest neighbor). 
 
Conclusions and Future Work 
 

The future of Biometric Authentication 
Keystroke recognition technology relies heavily on 
the acceptance of the technology and use of its 
features.  When using long text keystroke data as 
test/train input, there is a unique natural pattern of 
behavioral motions that become less predictable than 
shorter test/train samples.  Although its main function 
is to minimize the security risks on various systems, 
no security system is 100 percent secure.  Keeping 
that in mind, using Keystroke dynamics to monitor 
and harden system security has its advantages as well 
as disadvantages.  

For instance, when typing a password into a 
system, encode the typing pattern along with the 
normal text password to create a longer password, so 
that a text password + typing pattern = Hardened 
password [3].  It can also be applied in a number of 
other ways, for example, to identify a person who 
sent an inappropriate email or to reveal the identity of 
an individual who participated in a specific chat 
session, online testing system or survey.  In the near 
future, Keystroke dynamics research may even play a 
role in replacing digital signatures in the form of an 
encrypted keystroke pattern recognition application 
that would include links to databases that have 
previously captured samples of an individual’s 
keystroke pattern.  It can also be used as a 
surveillance and tracking mechanism that pinpoints 
the identity of someone that has used a particular 
machine at work, at a kiosk in a library or internet 
cafe, or even at a more secure facility.  Biometric 
Authentication Systems can also be utilized by 
businesses to track the interests of anyone using it. 
For example, if the BAS is initiated while a user is 
typing a message of interest in a forum, blog or social 
networking site, that information may be used to 
create a profile of the user to determine what specific 
types of advertisements or links should be sent to 
them to sell the product they are interested in 
purchasing or exploring.  The opportunities for the 
many uses of Keystroke dynamics may add 
significant value to the computing industry.   
The disadvantages of using this system might include 
an attacker somehow obtaining the encoded file using 
a modified but sophisticated key logger and script, 
brute forcing the password and using the combined 
data to emulate an individual’s login pattern to access 
a system and impersonate them.  This assumes that 
the key logger would have to be able to 
mathematically and reasonably predict the dwell and 

flight times of any pattern after a short sample has 
been entered into the system without the knowledge 
of the user.  Even though it is harder to predict 
behavioral patterns at this time with shorter samples, 
pattern spoofing can certainly be applied to long text 
input as a possible security risk.  It might also be 
susceptible to man in the middle/session hi-jacking 
attacks to view and capture data if using clear text 
input. 
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