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The underlying issue of this research is that on 
September 11, 2001, the terrorist attacks that struck 
downtown Manhattan rendered Wall Street area 
financial services unable to provide critical 
information services.  Research has investigated the 
role people played in the disaster recovery efforts 
and subsequent updates to disaster recovery plans 
to account for these roles and tasks.  The research 
indicates that the disruption to the workings of the 
financial information systems rendered them 
unusable by customers and clients.  It is important 
to remember that many of the system failures and 
outages that occurred on that fateful day are not 
public knowledge and are treated as confidential 
information. 
 
Social scientists generally agree on what disasters 
are and how they are distinguished from other 
social phenomena (Kreps, and Kroll-Smith/Gunter 
in Quarantelli 1998).  For this study of September 
11, 2001, the Porfiriev definition is sufficient (in 
Quarantelli 1998).  A disaster is a condition 
destabilizing the social system that manifests itself 
in a malfunctioning or disruption of connections 
and communications of a social unit, partial or total 
destruction, making it necessary to take 
extraordinary or emergency countermeasures to 
reestablish stability (Kreps, and Kroll-Smith/Gunter 
in Quarantelli 1998).   
 
The devastating loss of life was concentrated in the 
financial industry. Fatalities in that industry 
represented over 74 percent of the total civilian 
casualties in the World Trade Center attacks, and 
one firm, Cantor Fitzgerald, lost 658 employees 
(General Accounting Office 2003).  It is not 
specifically known how many held positions in 
information technology or were responsible for 
disaster recovery tasks.  Terrorist attacks on 
physical infrastructure are capable of interrupting 
major financial, banking and payment functions.  
Ironically, September 11, 2001 was not the first 
such attack aimed at Wall Street. On September 16, 
1920, a horse-drawn wagon carrying hundreds of 
pounds of explosives was detonated at the corner of 

Wall and Broad Streets in lower Manhattan, killing 
thirty people and causing the New York Stock 
Exchange to close. The exchange reopened the next 
day and banking and financial activity quickly 
returned to normal (Brooks 1969).  One difference, 
aside from the magnitude of the loss of life, 
between the incident in 1920 and 2001 is the 
reliance on technology.  Lacker calls this a 
“technology shock,” a significant loss of 
operational capability due to either the loss or 
malfunction of physical capital or the loss of staff 
(Lacker 2003).   
 
Following the 1993 bombing of the World Trade 
Center (WTC), terrorism and security experts 
agreed that the U.S. financial services industry was 
a prime target for future terrorist attacks.  Experts 
warned that the financial industry’s disaster 
recovery plans were out-of-date, designed primarily 
to withstand natural disasters, and were no match 
for the destructive power of an intentional terrorist 
attack (Beacham and McManus 2004).  Sikich 
believes one underlying vulnerability issue for 
organizations continues to be the assumption that 
threat, hazard, risk, and consequence-assessment 
are one and the same.  These elements are 
intertwined but are distinct and different (Sikich 
2003).  
 
While the tragic events of September 11, 2001 
confirmed experts’ foreboding predictions of 
attacks on the U.S. financial system, was the 
financial services industry inadequately prepared to 
recover from such an attack? As the financial 
services sector, and the securities industry in 
particular, were heavily concentrated within the 
World Trade Center towers, several such firms 
have emerged as those “hardest hit” by the 
September 11, 2001 attack (Cantor Fitzgerald; 
Keefe, Bruyette & Woods; and Sandler O’Neill & 
Partners).  While the financial services industry as a 
whole made great strides in recovery and continuity 
planning regarding data and data systems, the 
attack on September 11, 2001 revealed 
inconsistency in the level of disaster recovery 



 E2.2

preparedness at individual companies. While 
Cantor Fitzgerald had duplicate systems in place so 
that its data system never went down, smaller 
companies, like Sandler O’Neill were less prepared, 
and had to rebuild their IT system from scratch. 
What the attack on September 11, 2001 made 
tragically apparent, however, was the industry’s 
grossly inadequate preparation for the tremendous 
loss of human capital. While existing recovery 
plans assumed the safety of company personnel, on 
September 11, 2001 several companies literally lost 
their entire disaster recovery team.  The bottom line 
is that the attack on the World Trade Center 
exposed both the financial services industry’s 
reliance on human capital and its inadequate 
preparation to recover from such a loss (Beacham 
and McManus 2004).  Johnston and Nedelescu 
(2006) wrote that the economic consequences can 
be largely broken down into short-term direct 
effects; medium-term confidence effects and 
longer-term productivity effects.  The direct 
economic costs of terrorism, including the 
destruction of life and property, responses to the 
emergency, restoration of the systems and the 
infrastructure affected, and the provision of 
temporary living assistance, are in the short run.  
The medium-term impact is the indirect costs to 
affect the economy by undermining consumer and 
investor confidence. Over the longer term, there is a 
question of whether the attacks can have a negative 
impact on productivity by raising the costs of 
transactions through increased security measures, 
higher insurance premiums, and the increased costs 
of financial and other counterterrorism regulations. 
 
Connell (2001) discussed the lessons learned form 
the 1993 World Trade Center terrorist attacks and 
the impact on the September 11, 2001 event.  Panic 
was not widely observed during the evacuation of 
the Twin Towers, as the evacuation experiences of 
many of the workers in the buildings in the 1993 
attack may have had an impact on their decision-
making process during the September 11 disaster.  
Improvements made following the 1993 World 
Trade Center attack contributed to a more 
successful evacuation.  These improvements 
included the addition of battery-powered lights and 
glow-in-the-dark paint in the stairwells, the 
appointment of floor marshals to guide the 
evacuation process, and redesigned emergency 
plans (Connell 2001).  Many survivors cited the 
improved conditions in the stairwells during the 
September 11 evacuation. As one survivor 
observed, despite the magnitude of the recent 
terrorist attacks on the WTC, the evacuation 
process did not seem as dire as the evacuation 
following the 1993 attack due to the improvements 
in ventilation and lighting.  Many organizations 

located within the WTC significantly improved 
their evacuation plans following the 1993 terrorist 
bombing.  Individuals were more likely to decide to 
evacuate the premises if they experienced visual or 
sensory clues that suggested the dangerous nature 
of the event.  Examples of visual or sensory clues 
that were cited by survivors in their accounts 
included smoke, fire, water from the sprinkler 
systems, debris, structural failure, shattered glass, 
and the impact of the plane collision (Connell 
2001). 
 
Business continuity and disaster recovery have 
been become a higher priority for financial services 
firms in the years since September 11, 2001.  
Terrorist threats pushed-up global institutions' 
projected IT spending on operational recovery.  The 
industry closed operational gaps since the 
destruction of September 11, 2001.  These 
deficiencies included serious weaknesses in 
business continuity plans, including the need for 
geographic dispersion of offices, employees and 
business processes, as well as redundancy of 
supporting infrastructure, like telecommunications 
networks and power supplies.  Money has been 
spent on backup systems, storage units, and remote-
mirroring technologies.  Many have set up remote-
workforce operational-resilience plans to ensure 
that work can be done at satellite offices and other 
sites (Krebsbach 2004).  Oz researched firms 
directly impacted by the terrorist attacks (Oz 2003).   
The impact of not having a disaster recovery plan is 
clear:  two of the four companies that did not have a 
business continuity plan have not regained their 
business potential. 
 
Virgona (2008) studied complex nature of people 
during a crisis of enormous magnitude. The study 
demonstrated the continued reliance and 
dependency on humans to resolve disaster 
incidents.  As the events of September 11, 2001 
unfolded, their skills and dedication were critical 
factors in the recovery of Wall Street firms.  Many 
participants in the research made an incorrect 
assumption regarding the study, believing that the 
goal of designing a disaster recovery plan should be 
absolutely no human interaction, and that 
information systems should be “self-correcting.”  
Virgona demonstrate that due to the complexity of 
modern information systems, human intervention 
will be required for the foreseeable future and needs 
to be accounted for in the design of information 
systems.  Preparedness is one of the key 
foundations in emergency management and 
specifically, disaster recovery. 
 
Virgona asked the following questions: 
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• Do staff use disaster recovery plans during an 

outage or disaster?  If not, why?  Do the 
deficiencies in disaster recovery planning mirror the 
problems (too rigid, does not account for real world 
development, etc.)  with the System Development 
Life Cycle in general?  What is the gap between 
planned versus actual behaviors during a crisis? 

• When preparing a disaster recovery plan, are 
religious and handicap/special needs considered?  

• Does “one-size-fits-all’ apply to disaster recovery 
planning?  We saw in the literature review the 
delineation of disaster recovery tasks by 
classification (Dynes in Quarantelli 1998).  
Depending on the type of scenario, pre and post-
crisis tasks take on new meaning.    While 
reviewing the disaster recovery artifacts, Virgona 
saw the very beginning of this type of framework.  
A Global Technology department document the 4 
levels of planning for a “loss of staff” scenario, but 
that was the only indication that there was any 
granular definition unique types of a crisis.  Most of 
the planning is for a total disaster, with little or no 
thought into the weekly problems (e.g., the power 
outage in Florida on February 26, 2008). 

• When information system providers are using “brut-
force” to re-establish service, are information 
security concerns (such as emergency password 
management) placed on hold to expedite the 
recovery?  

• Contingency and Disaster Recovery plans are 
compiled within the SDLC framework and the 
approvers of the plan include the COB Coordinator, 
Business Head and Project Manger.  However, the 
follow up discussions with an approver of a DR test 
plan signed off on the plan despite having the 
knowledge the plan would not work during a 
disaster.  The rationale was that signature was 
simply for audit purposes.  Are disaster recovery 
plans approved and put in place with the awareness 
that the plan itself will not work?  Are approvers 
simply rubber stamping the plans, and if so, does 
the approval process provide any value? 

 
• Due to the intertwined nature of the financial 

services companies, should a centralized 
organization be established to provide guidance 
during a catastrophe, such as stating if a day is a 
“business-day” and if a company will not longer be 
operations (e.g., Cantor Fitzgerald).   Marchand and 
Weitzel (in Horton and Lewis 1991) call it an 
“information ombudsman.: who dispassionately sits 
above the information battle and judge when the 
technology becomes incapable of responding to the 
tide of human events or the unfolding of natural 
phenomena. 

• Can the informal information networks utilized be 
better defined so the information flow during a 
crisis can tracked and utilized better by an 
organization? 

• How critical to society is the information that Wall 
Street provides?  Peter Drucker (1992) said that the 
economy is being organized around the flow of 
information.  However, we cannot be sure whether 
it is useful or even possible to measure the value of 
information in a meaningful way (Moody and 
Walsh 1999).  There currently exists no consensus 
on how to measure the value of information. 

• Are several disaster recovery plans effective or 
even realistic?  Do these plans contradict each 
other, as was uncovered in study (where the 
building recovery plan requires programmers to 
work from home but the application recovery plan 
requires programmers to be on site to support the 
users)? 

• The final recommendation of the Virgona research 
into disasters is to focus more on qualitative 
methods versus qualitative methods.  Measurements 
have scientific value in measuring earthquakes (The 
Richter scale) and hurricanes (Saffir-Simpson 
Hurricane Scale).  Trying to compare crisis via 
metrics or calculations provides no value – Would 
the people of New Orleans feel better of Hurricane 
Katrina was rated a 5 crisis and Chernobyl was 
rated a 6 crisis? Doubtful. 

 
 
 

This research should be ongoing.  The research should 
be broadened to study other business units and will 
provide an opportunity to compare other subcultures 
and mitigating factors.  Ironically, there is only a 
modest amount of research on the subject (McEntire 
and Myers 2004).  Developing a recovery plan is 
critical but may appear to be a task best left in the “too 
hard” basket. This has resulted in voluminous manuals 
which are not kept up to date and which appear far too 
daunting for anybody to try to use (Edwards 1994).  
Research still struggles with the focus and  
improvement of disaster planning.  While 90% of firms 
are taking greater precautions in reviewing disaster-
planning documentation, 80% of companies lack 
information availability plans (Sikich 2003). 
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