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Abstract 
 

Over the last six years Pace University’s keystroke 

biometric system has evolved and gone through important 

feature and function enhancements. This system has the 

ability to identify the keystroke rhythm with a high degree 

of accuracy believed to be unique to an individual. In this 

paper we describe how the keystroke biometric system 

was refactored in several ways to incorporate new 

features and enhancements, like handling larger subject 

and sample sizes, support strong-enrollment experiments. 

The system was also made more robust by implementing a 

common codebase, improving speed, refactoring for 

efficiently using memory, and improving User Interface 

for more convenience and better usability. Experiments 

were conducted to quantify the improvements. 

 

1. Introduction 
 

While typing at computer keyboard, the detailed timing 

information that describes when exactly each key was 

pressed and when it was released is called Keystroke 

dynamics. The keystroke rhythm believed to be unique to 

an individual is measured to develop a unique biometric 

template for the future authentication of that individual. 

This is called Keystroke Biometric Systems, one of the 

less-studied biometrics.  Keystroke biometrics is a 

behavioral biometrics i.e. a biometric based on the 

behavioral trait or patterns of an individual.  

 

Keystroke Biometrics is one of the least studied Biometric 

Applications employed for user authentication, yet 

indicates a huge potential for the future applications. It 

has a number of advantages. It is a pure software based 

system that requires that the user should only have a 

functioning keyboard to enter data, internet access and a 

proper java applet installed on their computer. And it can 

be incorporated with other existing authentication 

processes very easily. 

 

 

 

2. The Keystroke Biometric System 
 

The keystroke biometric system consists of three 

components: 

 

2.1 Raw Keystroke Data Capture  
 

A Java applet collects raw keystroke data samples over 

the internet, and for each key struck, records the time (in 

milliseconds) the key was pressed and the time the key 

was released. The raw data is a text file in which the data 

is delimited by the ‘~’ character. The raw data file 

contains the following information for each entry: 1) entry 

sequence number, 2) key’s character, 3) key’s code text 

equivalent, 4) key’s location (1 = standard, only one key 

location; 2 = left side of keyboard; 3 = right side of 

keyboard), 5) time the key was pressed (milliseconds), 6) 

time the key was released (milliseconds). The number of 

left-mouse-click, right-mouse-click, and double left-

mouse-click events during the session are listed at the end 

of the file. [1, 2] 

 

2.2 Biometric Feature Extractor  
 

The Biometric Feature Extractor (called Bio-feature++) 

executes several operations on the raw data file to extract 

statistical features. One of the operations consists of 

removal of outliers and another is to utilize fallback 

methods. Outliers occur when an individual’s typing is 

interrupted during the test taking procedure. This causes 

an unnaturally long pause between successive keystrokes. 

If this stoppage of typing is not removed, it could affect 

the overall performance of the authentication system. [3] 

The feature extractor extracts a feature vector from the 

information in a raw data file. The features are statistical 

in nature and are designed to characterize an individual’s 

keystroke dynamics over writing samples of 200 or more 

characters. A granularity of the duration and transition 

features is obtained through corresponding duration and 

transition hierarchy trees.  

 

Three hierarchy models have been investigated:  
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i) Linguistic model: Groups the alphabet keys into 

vowels and into groups of consonants according to their 

frequency of use; and the other keys into categories like 

punctuation, numbers, etc.  

ii) Touch-Type model: Groups the keys of the keyboard 

based on the fingers used to strike keys by touch typists – 

for example, left index finger, left middle finger, left ring 

finger, etc.  

iii) Statistical model: Groups keys having similar key-

strike statistics.  

 

The first two models yielded comparable accuracy with 

the linguistic model slightly better than the touch-type 

model; the statistical model was significantly weaker than 

the other two [2, 3]. 

 

2.3 Biometric Authentication System (BAS)  
 

In biometrics, there are two important models that can be 

used for establishing the individuality of a person: 

 

a) Classification for identification: A user is identified 

from within a population of, say, n users. 

b) Classification for authentication: Involves the process 

whereby an individual is verified as being the person 

he/she claims to be or not. 

 

In authentication applications a user is either accepted or 

rejected, that is, the output is a binary response, yes or no. 

It has been argued that the authentication (verification) 

problem is more suitable than the identification model for 

establishing the individuality of a person, specifically in 

cases where the number of classes is too large to be 

completely observed, such as, the population of an entire 

nation [4]. This paper will therefore focus on the 

authentication application. 

 

The Biometric Authentication System (BAS) is a pattern 

classification system. Since the authentication model for 

classification is easier than identification model of 

establishing identity of a person, BAS is based on 

authentication model. BAS transforms a “polychotomy 

(multi-class)” problem into a “dichotomy (two-class) 

problem”, where positive means “you are verified” and 

negative means “you are not verified”.  

 
Our work focused on refactoring the various components 

of the old keystroke biometric system to improve its 

performance, usability and scalability. 

 

3. Refactored Keystroke Biometric System 
 

The old Keystroke Biometric system ran in the Eclipse 

IDE. In addition to the Java applet for raw keystroke data 

capture, this system consists of three major modules: 

Biometric Feature Extractor, BAS and ROC curve 

generator. Our work focused on refactoring all the 3 

modules to eliminate all error/warning messages, to 

eliminate unnecessary code, and to make the programs 

parameter driven.  We have made the following major 

changes across all the 3 modules as part of our refactoring 

work: 

a) Each module is made independent of Eclipse 

IDE and converted to a standalone Java 

application.   

b) Eliminated all errors and warnings in the code.  

c) Eliminated unnecessary/obsolete code and 

formatted the code using common coding 

standards such as Camel casing for identifiers, 

proper indentation and white spaces between 

lines of code etc. These changes have now made 

the code look cleaner and easier to understand. 

d)  Replaced System.out.println() statements with 

Logger statements.  

e) Added FileFilters (*.txt, *.csv, etc) for File 

Dialogs. 

f) Made the system to remember last opened/saved 

file location.  

g) Moved the common redundant code to new 

Utility classes.  

h) Enhanced GUI by adding different Cursors 

(Busy, Hand, etc.) for buttons and windows, 

created message alert windows for Error/Success 

results, enable progress status messages while 

running tests and included total time taken for a 

particular process. 

i) Made the system Parameter Driven. This 

includes setting the input and output file names 

along with their paths, number of nearest 

neighbors (NNs) and the lowest N choices etc.  

j) Greatly improved performance of the system 

by including use of threads, collections, files, 

and buffering techniques. The system now 

performs much better (test operation which 

took about 45minutes earlier now takes less than 

5minutes) with less memory and can handle 

large data sets. Now the system uses only 

60MB-120MB memory and less CPU allowing 

the user to run the system in the background and 

continue other work. 

 

The changes specific to each module and their working is 

explained below:  
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3.1 Biometric Feature Extractor 
 

Specific changes made to this module include: 

a) Default fallback method changed from 

"TouchType" to "Linguistic". 

b) Enhanced UI by aligning the controls in the 

layout and removing unnecessary gap between 

controls and made the window to be displayed in 

the center of the screen. 

c) Parameterized the file for storing the output 

features. 

 

The module now works as follows. In the Bio Feature 

Extractor window shown in Figure 1, enter the path to the 

Raw Data file, the demographics file and the path of the 

output file for storing features as shown in Figure 2. The 

other fields will display their default values and can be 

changed as required. After selecting all the values click on 

the “Run Feature Extractor” button. 

 

 
Figure 1. Initial Bio Feature Extractor screen. 

 

 
Figure 2. Saving the feature extractor result in .features format. 

 

Figure 3 shows how the status for processing of the raw 

data file is shown to the user.  

 
Figure 3. Feature extraction process in progress 

 

Figure 4 shows the window that is displayed when the 

extraction is completed.  
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Figure 4. Bio Feature Extraction process completed.  

Total time is displayed. 

 

3.2 Biometric Authentication System or BAS 

 

Specific changes made to this module include: 

a) Modified code to efficiently use threads, 

collections, files, and buffering techniques to 

improve the system speed, manage the memory, 

and avoid OutOfMemory errors. Now the system 

uses only 60MB-120MB memory and less CPU 

allowing the user to run the system in the 

background and continue his/her work. 

b)  The dichotomy data is stored into files with 

“.dicho” extension in the same folder as feature 

files. 

c) If dichotomy data (.dicho files) is already 

available, then the program will reuse the same 

without having to generate the data each time the 

program is run. This saves lot of time. If the 

feature files are modified, then the system will 

overwrite the existing .dicho files and regenerate 

the dichotomy data.  

d) Removed all redundant buttons to save 

dichotomy data as the new system stores them by 

default.  

e) Parameterized the 'lowest N choices' for test 

results which can be used for larger nearest 

neighbor choice.  

f) After the test completes, the user is provided 

with an option to save the results in HTML 

format.  

g) Fixed the limitation of nearest neighbor (NN) 

parameter. Now the system can also generate 

performance results for larger NN numbers 

which are greater than 10, provided the tests ran 

with the lowest N choice greater than or equal to 

nearest neighbor (NN).  

 

The new program now works as follows. In the BAS 

window shown in Figure 5, enter the path to the Test 

Feature File and the Train Feature File, choose the value 

for Lowest N Choices from the dropdown and then click 

on “Apply Dichotomy Model” button. 

 

 
Figure 5. Initial BAS system screen. 

 

On the next popup window, shown in Figure 6, enter the 

maximum amount of dichotomy data that is to be 

processed, and click OK. 

 

 
Figure 6. Popup window for amount of data to process. 

 

Now the dichotomy process has started, the progress of 

which is denoted at the bottom status bar as shown in 

Figure 7.  

 

 
Figure 7. Dichotomy process in progress.  

 

 



 

B1.5 
 

When the dichotomy process finishes, it is indicated by 

the message in the bottom status bar along with the total 

time taken for the process as shown in Figure 8.  

 

 
Figure 8. Dichotomy process completed. Total time is displayed.   

 

 

The dichotomy data is saved into files with .dicho 

extension in the same folder as feature files.  If dichotomy 

data (.dicho files) is already available, then the system 

will reuse the same without having to generate the data 

each time the system is run. This saves lot of time.   

 

Now click on “Run Test & Save Result” button. This will 

open up a window that will ask for the location where the 

results need to be saved in CSV format as shown in 

Figure 9. 
 

 
Figure 9. Saving the result in CSV format 

 

Once the filename is typed and ‘Save’ button is clicked, 

the program will start performing the test in batches of 

250 samples at a time as shown in Figure 10 status bar: 
 

 
Figure 10. Testing process in progress 

 

After completing the test the total time taken for the entire 

test is shown in the status bar and the test result will be 

available in the file chosen in Figure 9. 

 

Now open the Calculator program. You will see the initial 

Calculator window as shown in Figure 11. Enter the 

choice for nearest neighbor (NN) which should be less 

than or equal to the lowest N value that was chosen in 

Figure 5. For the field “Calculator Input File”, enter the 

path to the file that was saved in Figure 9. Choose an 

appropriate path for the output file and click the button 

“Run Calculator & Save Result”.  

  

 
Figure 11. Initial Calculator Window 

 

Once the processing is done, another window will appear 

indicating that the result is saved. Click on ‘OK’ button.  

 

 
Figure 12. Calculator result saved in CSV file 

 

Next a window showing the results will pop up as shown 

in below figure:  
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Figure 13. Calculator results shown in Window 

 

There are 3 options available in this window: 

a) Close the window and accumulate the result to already 

existing calculator output.  

b) Save the result in HTML format. 

c) Close the window and clear the outputs.  

By using the ‘Save Result’ button (b) you can save the 

Calculator results to an HTML file as shown below: 

 

 
Figure 14. Calculator results saved in HTML format 

 

3.3 ROC Curve Data Generator 

 

The earlier ROC Curve data generator was implemented 

in Python. This component is now migrated to Java. The 

component processes the classifier output into a form 

suitable for ROC Curve generation. Specific changes 

made to this component are: 

a) Converted old Python code to Java. 

b) Parameterized and improved the ROC code as 

per customer requirements. 

c) Created GUI for ROC according to the standards 

followed for earlier components. 

This component when given with a file that contains the 

classifier data can generate data outputs for various ROC 

Curves. The initial window is shown in Figure 15.  

 

 
Figure 15. Initial ROC Curve Data Generator screen 

 

By default, the paths for the input and output data files 

will be populated. The user has to change them as 

required by directly typing the paths in the text fields or 

using the file chooser buttons (…) associated with the text 

fields. Figure 16 shows the selection of Output Data File 

using the file chooser.  

 

 
Figure 16. Saving the ROC result in TXT format 

 

Next the user needs to select the ‘Data Block Size’ from 

the dropdown. By default the application is configured to 

run without threshold. Therefore the dropdowns for 

“Threshold Value” and “Increment Value” are disabled. 

When the user selects “With Threshold” option, the drop 

downs will be enabled. The program provides the options 

to generate data with two modes: “Weighted” and 

“Unweighted”. The user can choose to enable or disable 

logging and finally click on “Generate ROC Data” button 

as shown below. 
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Figure 17. ROC Curve Data Generator with user selections 

 

After completing the generation of data, the user will see 

the following confirmation: 

 

 
Figure 18. ROC result saved in TXT file 

 

An example of data generated for Weighted ROC curve is 

shown in Figure 19. The values selected for this particular 

data generation is shown in Figure 17. 

 

 
Figure 19. Weighted ROC Curve Generator output 

 

Figure 20 shows the output for Unweighted ROC data. 

  
Figure 20. Unweighted ROC Curve Generator output. 

 

Figure 21 shows the output data for Unweighted ROC 

Curve Generator with threshold. 

 

 
Figure 21. Unweighted ROC Curve Generator with Threshold output. 

 

4. Experiments 
 

In order to test the quality and the functionality after the 

modifications of the Keystroke Biometric system we ran 

our two experiments and compared the results with 

previous experiments before the changes. The results 

shown in Table 1, which duplicate those in [1], were 

obtained again in the new standalone system to verify that 

no errors were introduced in the refactoring. 

 

  Condition 
Intra-Inter Class Sizes 

FRR FAR 
Perfor - 

mance Train Test 

DeskCopy 180-3825 180-3825 2.8% 2.1% 97.9% 

LapCopy 180-3825 180-3825 3.3% 4.0% 96.0% 

DeskFree 176-3576 165-3740 21.0% 1.1% 98.0% 

LapFree 180-3825 180-3825 10.0% 3.3% 96.4% 

Average 9.3% 2.6% 97.1% 

Table 1. Baseline performance under ideal conditions, from [2] (train 18 

and test 18 different subjects). 
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Table 2 compares the run times of the old versus the new 

system, indicating a substantial improvement in run time.  
 

Condition Process Old System 

New 

Standalone 

System 

DeskCopy 
Dichotomy 43 sec 4 sec 

Run Test 30 min and 38 sec 3 min and 55 sec 

LapCopy 
Dichotomy 42 sec 4 sec 

Run Test 26 min and 3 sec 3 min and 55 sec 

DeskFree 
Dichotomy 41 sec 4 sec 

Run Test 29 min and 45 sec 3 min and 33 sec 

LapFree 
Dichotomy 45 sec 5 sec 

Run Test 26 min and 59 sec 3 min and 52 sec 

Average 
Dichotomy 43 sec 4 sec 

Run Test 28 min and 21 sec 3 min and 49 sec 

Table 2. Old versus new system run times 

 

We have used 465 test subjects (1649-106231 Intra-Inter 

Class Sizes) and 465 train subjects (1649-106231 Intra-

Inter Class Sizes) to stress test the system with large data 

sets. The system is able to complete the test without any 

OutOfMemory errors and saves results with FRR=0%, 

FAR=0% and Performance=100% as shown below: 
 

 
Figure 22. Performance of Refactored BAS with Large data set.  

  

5. Conclusion 
 
As we know Biometrics is one of the latest upcoming 

trends in security that enables us to uniquely recognize 

humans based on one or more physical or behaviors traits. 

Pace University is enabling so many engineers since last 6 

years on continuous research and study on this latest trend 

and evolving one of the very important biometric systems 

known as ‘keystroke biometric system’. We got a chance 

to participate in this evolution by doing significant 

improvements in the system like improving system speed 

by ~8-10times, efficiently managing memory to work on 

large data sets with less memory, migrating scripts from 

other language to maintain common codebase, enhancing 

the User Interface for better usability & convenience, 

parameterizing the inputs to avoid changing the source 

code for different input values, and creating standalone 

application to avoid dependency on Eclipse IDE. We 

hope in future the system can be further enhanced by 

adding new features like drawing ROC curves from the 

data generated by ROC Curve Data Generator, etc. 
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