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Abstract 

In biometric authentication systems the Receiver 

Operating Characteristic (ROC) curve is a 

graphical representation of the trade-off between 

the False Accept Rate (FAR) and the False Reject 

Rate (FRR).  The ROC curve is important in 

describing the performance of a biometric 

authentication system.  It helps to determine where 

to set the operating point.  The k-Nearest-Neighbor 

(kNN) pattern recognition procedure is a non-

parametric method of classifying patterns based on 

the nearest training samples in feature space and is 

used in the experiments described in the following 

sections.  While the derivation of ROC curves from 

parametric classification procedures is well 

understood, little is known about obtaining ROC 

curves from the kNN classification procedure.  A 

vector-difference model and data from a keystroke 

biometric authentication system are explored in 

these ROC experiments.  

 

1. Introduction 

Biometric authentication applications use 

characteristics that a person has that are unique and 

measurable with a matching process to decide if a 

biometric sample belongs to a person attempting to 

be authenticated.  Biometric systems can use 

physiological or behavioral characteristics such as 

handwriting, fingerprint, speech, gait, keystroke, 

and others.  The experiments described in the 

sections that follow use the keystroke dynamic or 

keystroke biometric, an understudied behavioral 

biometric.   

It is important to understand how well a biometric 

authentication system is operating to know if the 

resulting error rates from the system are acceptable 

or if changes are needed to balance the actual 

performance with the security objectives of the 

system.  Measuring how well or efficiently a 

biometric authentication system is operating, or 

how many mistakes it is making, can be illustrated 

graphically through the use of ROC curves.   

ROC curves are commonly derived from data that 

follows a normal statistical probability distribution 

using well studied parametric techniques.  Many 

biometric classification problems, such as those 

discussed below for biometric authentication, must 

be derived from nonparametric techniques as the 

data does not follow a normal distribution.   

The sections of this paper are organized as follows.  

Section 2 describes the keystroke biometric system.  

Section 3 discusses changes to the system to 

improve authentication performance.  Section 4 

details the ROC experiments performed using the k-

NN classification procedure. 

2. The Keystroke Biometric System 
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The Keystroke Biometric System (BAS), developed 

at Pace University, is capable of being used for 

biometric authentication and identification 

applications.  The experiments discussed below use 

BAS for biometric authentication.  The BAS system 

is described in detail in [1] and is summarized 

below. 

The system is comprised of three main components, 

a data collector, feature extractor, and classifier. 

Long-text biometric testing and training samples of 

200 characters or more are collected and processed 

in order to make an authentication decision.  Raw 

keystroke data is collected over the internet using 

the data collector and a sensor.  The sensor is a 

laptop or desktop keyboard connected to an internet 

connected computer.   

The collected raw data samples are processed by the 

feature extraction and classification components of 

the BAS system and are used to derive 

nonparametric ROC curves. 

 

Figure 1. BAS System Overview 

A Java applet collects raw keystroke data over the 

internet, and for each key struck, records the time, 

in milliseconds, that the key was pressed and 

released [2, 3].  The figure below illustrates a raw 

data sample.   

 

 
Figure 2. Raw Keystroke Data Sample 

The raw data is processed and classified by BAS 

and associated software to produce ROC curves that 

graphically show the performance of the classifier 

in making authentication decisions. 

 

3. Refactored Keystroke Biometric System 

 

The BAS system is continuously being refactored 

by student teams and other contributors to add 

capabilities and improve performance.  The recent 

refactoring work decoupled the program from the 

Eclipse IDE, enabling the system to be run as a 

standalone application.  This enhancement, along 

with code standardization, memory management, 

and performance tuning greatly improved the 

system and its ability to run large scale experiments.  

 

3.1 Pattern Classifiers 

In biometric authentication applications, the 

classification process extracts feature vectors from 

testing and training data in order to make a 

classification decision [1, 4]. Classification for 

authentication using the BAS system uses the kNN 

nonparametric classifier [1, 4].  This classifier 

produces a class decision and decides if a sample is 

within or between-class.  The figure below shows 

five NN being evaluated, three W or within-class 

and two B or between class samples. 
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Figure 3.  kNN -NN Classification Procedure for k=5, Adapted from 
Pattern Classification, Duda, et al. 

Although nonparametric classifiers are seldom used 

in biometrics [5], they are required if insufficient 

data exists to use parametric techniques.  A 

parametric technique is one that uses statistical 

probability estimation to analyze data and group 

them into classes based on probabilities.  The BAS 

classification component uses kNN procedures to 

estimate the missing data and go directly to a 

classification decision. 

 

The BAS system uses a vector-difference model to 

transform a multi-class problem into a two-class 

problem.  The biometric sample is either classified 

as being positive, or a member of the class, or 

negative, or not a member of the class.  A member 

of a class is within-class, and a non-member is 

between-class.   

 

 
Figure 4. Classification Transformation, from Yoon et al (2005) 

3.2 Biometric Feature Extractor 

For each long-text sample of 200 characters or 

more, 230+ distinct and measurable features are 

extracted from the raw data.  This process derives a 

feature vector from the information collected in the 

raw data file [6, 7].   

Most of the features are averages and standard 

deviations of key press duration times and of 

transition times between keystroke pairs. While key 

press duration and transition times are typically 

used as features in keystroke biometric studies, our 

use of the statistical measures of means and 

standard deviations of the key presses and 

transitions is uncommon and only practical for long 

text input [6, 7]. 

Previous studies investigated various hierarchy 

models.  This study uses the linguistic hierarchy 

model which groups the alphabet keys into the 

vowels and into groups of consonants according to 

their frequency of use; and the other keys into 

categories like punctuation, numbers, etc.[7]. 

 

Additional preprocessing steps are performed in the 

feature extraction process to remove outliers and 

perform feature standardization. Outlier removal 

consists of removing long pauses between input 

times, typically observed when a subject pauses for 

a distraction such as a phone call or beverage. After 

performing outlier removal, each measurement is 

standardized into the range 0-1 to give each 

measurement roughly equal weight [7]. 

 

The following figure shows the BAS biofeature 

extraction process applied to collected biometric 

samples.  The person running the experiment enters 

the file system locations locating the testing and 

training raw data files and the number of kNN to 

use.  Once this information is provided, the multi-

class data can be transformed into two-classes by a 

dichotomization process.  

 

 
Figure 5. Multi-Class to Two-Class Dichotomization 

Data is transformed into two-classes, using a 

dichotomization process so that the resulting data 

can be classified using kNN procedures. Large 
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numbers of inter-class samples can result from a 

dichotomization procedure.  The refactored BAS 

system can handle these inter-class sample sizes.  If 

necessary, the inter-class sample size can be limited 

to a randomized user-defined limit to conserve 

system resources.  The resulting dichotomy data can 

then be processed by the accuracy calculator 

component of BAS and ROC derivation procedures 

to generate FAR/FRR pairs to visualize classifier 

performance in ROC curves.   

 

3.3 Accuracy Calculator 

 

The accuracy calculator processes the dichotomized 

data.  If 9NN are dichotomized, the accuracy 

calculator can calculate accuracy for 1, 2...9 nearest 

neighbors and determine if a sample is within or 

between-class.  The ROC derivation procedures use 

this data to calculate FAR/FRR pairs that become 

points on ROC curves. 

 
Figure 6. BAS Accuracy Calculator 

 
Figure 7. Accuracy Calculator Intermediate Results Window 

 
Figure 8.  Saved Accuracy Calculator Results in HTML format 

4. ROC Experiments 

The ROC experiments in this study focus on 

authentication using free text samples under ideal 

conditions.  An ideal condition is where the subject 

provides samples using the same type of sensor for 

testing and training. 

Experiments are conducted using weak and strong 

training.  Weak training, a form of enrollment, is 

where subjects used in testing are not used to train 

the biometric system.  Weak training uses only non-

test subject data to train the system and test the 

system.  Independent data is not used for testing and 

training.  Strong training is where data is collected 

from a subject in a training procedure and different 

data from the same subject is used in testing.  An 

example of this is when a student enrolls in a class, 

and submits biometric systems to train the system 

and provides additional samples at test taking time.  

This procedure uses test-subject data to test the 

system and independent train-subject data to train 

the system.  With strong training, additional non-

test subject data may be also be included in the 

training data set. 

4.1 kNN Performance 

 

A series of experiments were conducted to evaluate 

classification performance. 

 
Figure 9. kNN Performance 

As the number of kNN increase, authentication 

accuracy appears to increase.   The figure above 

shows kNN accuracy performance of Laptop and 

Desktop free-text conditions. 
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4.2 m-kNN ROC Derivation Procedure 

 

 
Figure 10. Unweighted LapFree FAR/FRR vs. Threshold m 

As we vary m, we get FAR and FRR pairs that 

result in points on a ROC curve.  More nearest-

neighbors result in more data points and a lower 

FAR.  With this classifier, we are accepting a user 

on only 5 of the 9 nearest-neighbors.   

 

The following figure shows the classifier discussed 

above along with two others.  The 21N classifier 

performs better than the others for portions of the 

overlapping biometric curve.  Curves that approach 

the origin are superior to curves that move away 

from it.  This ROC curve was derived using the 

unweighted m-kNN method.  

Figure 11. ROC Curve - LapFree-36 Subject – m-kNN Procedure 

The m-kNN method authenticates a user if m of the 

kNN matches within-class.  m varies from 0 to k to 

get points on the curve.  All within-class matches 

have equal weight. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

The following ROC chart shows classifier  

 

 

 

 

 

 

 

The following ROC chart “Figure 13 shows” 

classifier performance when the curve is derived 

using the wm-kNN derivation procedure. 

. 

 

 
Figure 13. ROC Curve - LapFree - 36 Subject – wm-kNN Procedure 

 

The wm-kNN procedure authenticates users if 

within-class choices are greater than weighted 

match m.  Weights of m vary from 0 to m using the 

formula: .  In the figure above, 

weights of m vary 7 to 1, with the closes m having 

the highest weight.  If m=0, all users are 

authenticated.  FAR=1 and FAR=0.  If m=28, the 

upper bound for k=7, few users are accepted.  FAR 

becomes very small and FRR becomes very large. 

 

As FAR increases, security decreases.  As FRR 

increases, convenience decreases.  The balance 
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Figure 12. m-kNN ROC Derivation: Evaluate 7NN, match on 4NN 
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between security and convenience and the classifier 

operating point is show by ROC curves. 

 

 

4.3 ROC Curve Generator Program 

 

Specific changes made to this module include: 

 

a. Made System Compatible to accept specific 

size of block. Before the system used to 

accept only from given choices, now user 

can enter block size. 

b. Changes made to User Interface, the 

threshold increment values were possible to 

increment by margin of 0.5 before, it has 

been changed to accept marine of 0.01 now. 

c. The main difference in earlier program and 

changed program is the threshold logic 

implementation. Perl was used to generate 

ROC values with threshold which takes 

input from java program. Our main 

objective was to convert and integrate the 

logic in java program. 

d. ROCCurveGeneratorWithThreshold 

program is modified and perl program logic 

is fully implemented in java. 

e. As compared to Perl Java execution is slow. 

We have tested the code and it is slower 

than Perl, but there is significant 

improvement over last times java code. 

Input File of block size 4005 can give output 

file within one minute. 

f. Further work in going on to improvise the 

program further so that it can detect the 

input file block size on its own and user will 

not have to input the block size. More 

strategies for fast execution of program are 

considered. 

 

The new program works as follows. As shown in 

Figure 14 ROC Curve Data Generator select the 

input file path, then select output file path.  

 

 
Figure 14. ROC Curve Data Generator program main screen 

 

Select the Data Block Size which should match the 

data block size in Input file. Then click on with 

threshold radio button and enter initial threshold 

value as well as the value of increment for 

threshold.  Select ROC mode and logging method 

and click on ROC Data Generator Button. The 

process of ROC data generation will start. 
 

 
Figure 15. Message showing output data file 

 

After completing the computation program will 

create a output file on specified location. This 

process will take some time. The output file will be 

similar to file shown in Figure 16. 

 
Figure 16. ROC Curve data output file 
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To improve the speed of execution in java memory 

mapping function is used. This program runs nearly 

as fast as perl code. There is still room for 

improvement in performance on which work is 

going on. 

 

5. Conclusions and Future Work  

 

ROC experiments are useful to evaluate biometric 

authentication applications.  When error costs are 

factored in, decisions can be made about what 

operating point is acceptable for an authentication 

application.  ROC curves help visualize the 

balancebetween security with convenience giving 

decisionmakers a powerful tool to help decide an 

ideal operating point for a requirement.  Additional 

experiments using larger data sets will extend this 

study.  

  

The ROC curves derived from these experiments 

using new kNN ROC derivation methods are also 

hypothesized to be able to evaluate if a long-text 

sample was written by a claimed subject.  

Additional experiments to measure the accuracy of 

very small data sets will help to extend this work 

further. This includes additional experiments using 

two feature vector tests.   
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