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Abstract 

Recent legislation requires that institutions of 

higher learning to take steps to  ensure that the 

student of record enrolled in the course is the 

one taking the tests on line, accessing the 

information systems, and receiving academic 

credit for the course.  We suggest that keystroke 

biometric systems can play a role in access 

control for purposes of identity management 

systems in conjunction with other security and 

privacy methods.  Further, we suggest that 

some of the current limitations in deploying 

keystroke biometric systems might be negated 

by this inclusion.  In this paper we discuss the 

limitations of deploying keystroke biometric 

system applications in real world situations such 

as on-line course tests and tracking of 

keystrokes used in user names and passwords.  

We propose some possible solutions to these 

problems both within the keystroke biometric 

feature extraction and classification process, 

and in viewing keystroke biometrics as a tool in 

a broader context of a system component.  

Finally we discuss how Bayesian statistical 

analysis may help in accurately determining 

student identity in a multilevel keystroke 

biometric access control system. 

 

 

Introduction 

With the ever increasing offering of on-line 

courses and degrees, it is becoming  necessary 

to verify that students taking courses, 

completing on-line exams, and submitting 

written text papers are the actual students 

enrolled in the course.  The problem of accurate 

identification of students accessing their 

resources (including online assessment) has not 

traditionally been a priority for many higher 

education institutions. User names and 

Passwords, inherently vulnerable to misuse 

have been singularly relied upon as the 

definitive verification of student identity.  

However, recent legislative requirements are 

significantly raising the threshold on what will 

be required in the broader context of Identity 

Management at institutions of higher learning 

with distance learning programs[1].  

The Higher Education Opportunity Act requires 

that the institutions of higher learning establish 

processes that ensure that the student that 

registers for a course or program must be the 

same individual that participates in, completes 

the course or program, and accepts the credits. 

[1.   Institutions will be required to improve 

upon the current minimum authentication (user 

name and password )by adopting identification 

technologies as they become more ubiquitous.  
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HEOA is now requiring institutions to make 

greater access control efforts for the purposes 

of assuring that students of record are those 

actually accessing the systems and taking the 

exams etc. in on-line courses.   

Keystroke dynamics, a behavioral biometric 

analysis of the typing patterns of subjects, 

shows considerable promise as a biometric that 

can meet the requirements of authentication of 

students in a distance learning environment [6].   

Under laboratory research and testing, 

identification accuracies have reached over 95% 

with limited numbers of subjects [3].  This 

includes the short-text access control that 

occurs with user name and password as with 

long-text studies that look at keystroke patterns 

over a longer term as what would occur in the 

case of the on-line exam taken by a remote 

student.  

In this paper we will discuss the role of 

Keystroke biometrics as a component of an 

access control environment for the 

identification of on-line students in a course 

assessment scenario.   We will look at the 

current limitations of analysis of keystroke 

dynamics in the identification of on-line users 

and how we might overcome these limitations 

by incorporating and using a keystroke 

biometric system within a broader access 

control system with more than one component 

and layer of identification.  

 

Current Challenges to Keystroke Biometrics 

Systems Deployment 

There are a number of problems and issues 

associated with taking the current level of 

keystroke biometrics capability to the level of 

deployment in academic settings for purposes 

of ongoing authentication of subjects.   

First, all prior research has been done on 

relatively small sample sizes.  It is determined 

that accuracy decreases with an increase in 

sample size [4][5].   Consequently, scalability is 

a problem for keystroke biometric systems.  

Will it be possible to uniquely identify students 

in a class of 100 or a university of several 

thousand? 

This problem might be addresses by 

improvements in classification techniques or 

combinations of existing classification methods.  

Different features might also be used to 

improve accuracy. What are the limitations of 

feature extraction and classification to a larger 

deployed system?   Will a system that has a 

large database require a less computationally 

intensive classification method to assure real-

time authentication of subjects?  Is this a 

consideration given some of the classification 

methods currently in use?  In using probabilities 

as the basis for decision-making, how can we 

use statistical analysis in our determination of 

FAR and FRR?  If we use a specific threshold for 

classification, can we bring to bear an additional 

classification method for questionable 

classifications from the first or initial method ?   

Much additional research will be necessary to 

answer these questions prior to deployment of 

real-world applications.  

The degradation of identification accuracies 

over time is another dilemma[7][6]. It has been 

suggested that this might be alleviated through 

dynamic updating of the training data over time 

[6]. A rolling comparison of data would be 

incorporated into the enrollment policy.   If user 

name and password keystroke dynamics are 

captured upon each logon into the system 

beginning with the very earliest interactions 
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with the courses and computer networks at the 

school, and this data is used as a rolling 

enrollment mechanism then the effects of this 

would not be as significant.   What is the rate of 

this decay?  Is it constant over time?  Can it be 

predicted  

Once a subject is enrolled, the sample or test 

data used in the comparison will now be 

incorporated into, and become a component of 

the training set data.   Each subsequent sample 

is now compared to all of the preceding data 

from captured keystrokes. The most recent data 

can be more heavily weighted to give more 

emphasis on the most recent keystrokes that 

the subject made, allowing for a continuous 

update of the enrollment data. ?   If we are able 

to predict the rate of decay in the accuracy of 

the keystroke biometric, then the effects can be 

negated by incorporating them into the 

biometric. We propose that this will not only 

minimize the degradation of accuracy over 

time, but also eliminate the need for periodic 

reenrollment.   

Currently, it requires a large number of 

keystrokes to enroll a subject in a database for 

later sample matching.   While this may be 

viewed as a one-time inconvenience, it may also 

be difficult to persuade students to enroll 

considering all of the requirements associated 

with the enrollment procedure.  This 

enrollment procedure may be simplified by 

requiring students to type in the computer use 

policy, thereby capturing the necessary 

keystroke data for enrollment.   However, this is 

not a free-text entry method and different 

results might be expected in the analysis of 

keystroke dynamics with free-text on-line 

exams.  

Another limitation of the current state of the 

keystroke biometric is the differences 

associated with different keyboards.  Currently 

enrollment and testing must take place on the 

same type of keyboard to insure accurate 

identification [7].  Tracking and adjusting to the 

use of different keyboards is cumbersome when 

a subject must re-enroll when using a new or 

different keyboard.   This can be a common 

problem in the case of on-line students that 

may travel and use different computers on a 

continuous basis.   This begs the question, is 

there a common static difference when it 

comes to keyboards?   In other words is there a 

quantifiable difference in the testing data that 

we can capture and measure on one keyboard 

for a specific subject vs.  another keyboard. A 

subject enrolls on one keyboard and tests on 

another - what is this difference in the  

classifications and can it be measured and 

determined to be a constant or static 

difference?  Alternately, it might be argued that 

students now, for the most part use their own 

laptops for all coursework , particularly those in 

on-line courses.  

Additionally, there has been no attempt to 

identify actual users in an on-line testing 

environment using text input and analyzing 

extracted features over the entire course of the 

testing.   This requires free-text capturing and 

classification of features which has only been 

done on a limited number of subjects, but not 

in a live on-line course testing scenario. 

 

Keystroke Biometrics as an Access Control 

Mechanism 

The absence of possession and identity as 

important aspects of security assurance through 

authorization are now a reality.   The possession 

of a token is no longer valid because it can be 

easily shared or stolen.  Some students 
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routinely share their user names and 

passwords.   In some cases parents have 

represented themselves as the student to gain 

access to information in academic systems.   

Simske has suggested that access control could 

reinstate the possession and identity aspects of 

security [2].  His contention is that the security 

authorization components of possession, 

knowledge, and identity can be replaced with 

access control in the form of dynamic 

biometrics that meet both the privacy and 

security requirements.  

While, as stated, there are serious limitations 

and issues associated with bringing the use of 

keystroke biometrics out of the laboratory 

testing arena and deploying the mechanisms in 

a live system scenario, it is proposed that these 

limitations can be neutralized by incorporating 

the keystroke biometric identification within an 

identity management system consisting of a 

series of layers or gates.  In an identity 

management system keystroke biometric 

analysis can be compartmentalized within a 

series of steps or stages with the goal of 

identification of a subject.  

For example, what is the probability, prior to 

any access to the system that the student-user 

is who they claim to be as they begin the login 

process?  This likelihood would be based on the 

individual’s pattern of following the required 

security and privacy procedures.   If the 

students past history is one of sharing login 

information or there exists documented cases 

of lax security practices we can assign a prior 

probability that this is the person he/she 

purports to be based on this history.  

Subsequently, what is the probability the 

subject is an imposter and knows the user name 

and password of the subject in question given 

that they strictly guard their user name and 

password information?  

In the next step, we can analyze the data 

collected from the input of the user name and 

password keystrokes to determine the 

probability that the person logging in is the 

person he/she claims to be.  We now have a 

conditional probability that this is the real 

person that logged in given the prior probability 

of their claim to identity based on their privacy 

security history (see Table 1).  

In the final layer, the student that has logged in 

and begins to take an on-line course test.  

His/her keystrokes are captured and analyzed 

over the course of the test and compared to the 

enrollment data on keystroke patterns for the 

student.  Based on the results a probability is 

calculated that the student taking the test is the 

student of record.   

We now have steps and probabilities associated 

with each step to determine with a greater 

degree of accuracy that this subject is actually 

the student he/she claims to be.  

In Table 1, using what could be considered likely 

probabilities, we can use Bayes Theorem to 

determine the posterior probability of the 

person being who they claim to be given that 

their username and password keystroke 

analysis matched the enrollment data.   In this 

case the probability is 97.5% 

 

 



 B6.5

 

 

Table 1: The Login Procedure Keystroke Biometric Validated the Student 

State of 

Nature(SON) 

P(SON) P(Login|SON) P(Login and SON) P(SON|Login) 

     

Valid Person 0.90 0.90 0.81 0.975 

Imposter 0.10 0.20 0.02 0.024 

   0.83  

 

In Table 2, we take the next step and once again 

using Bayesian analysis and likely probabilities 

after analyzing the keystroke dynamics data 

from user input during an on-line test we can 

increase the probability (and our belief) that 

this student is who he/she claims to be .  In this 

case we can find the posterior probability of the 

validity of the student identity based on the test 

taking keystroke analysis.  In this step, again, we 

increase the probability that this student is who 

he/she claims to be.  

 

Table 2: The TestTaker  Keystroke Biometric Data Validates the Student 

State of 

Nature(SON) 

P(SON) P(TestT|SON) P(Login and SON) P(SON|TestT) 

     

Valid Person 0.975 0.98 0.9555 0.997 

Imposter 0.024 0.10 0.0024 0.003 

   0.9579  

 

 
 

 

 

 

 

 

 

Figure 1:  One possible segment of the use of keystroke biometric in an access control system. 

P(A) = The 

probability that 

this person is 

who they say 

they are. 

P(LogIn|A) = 

The probability 

that the login 

keystrokes 

matched given 

that the person 

is who he/she 

says they are. 

P(LogIn and A) = 

The probability that 

the login 

keystrokes 

matched and the 

person is who they 

say they are. 

P(A|Login) = The 

probability that 

this person is who 

they say they are 

given that the 

login keystrokes 

matched the 

individual. 
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Bayesian Belief Networks in Identity 

Management  

 

Bayesian classification has been used in many 

areas of research including feature classification 

of data associated with keystroke dynamics [8].   

However, we suggest that Bayesian analysis can 

be a useful tool in overcoming the scalability 

limitations and increasing the capability and 

potential of keystroke biometric systems as a 

tool in identity verification in a multi-

component system.  

Bayesian statistical analysis is based on 

additional information applied to original 

probabilities or assumptions characterized as 

quantified probabilities.  By adding the results 

of keystroke biometric data analysis (long-text 

online exam results, for example) to what we 

already know about the student’s identity, we 

can potentially increase our accuracy in terms 

of identification.  

Bayesian Belief Networks (BBN) are capable of 

providing a clear mathematical foundation for 

the use of probabilities in reasoning when 

encountering uncertainty and variability in the 

data.   The analysis of keystroke biometric data 

certainly has inherent uncertainty and 

considerable variability exists between 

enrollment and sample data (as well as 

between sample data).  BBN specifically 

embody uncertainty and have the capability to 

integrate different knowledge forms to 

generate and evolve new knowledge and 

explicitly embodies uncertainty . [ Mead, et. Al.]  

Biometric systems like keystroke biometrics 

have inherent levels of uncertainty in the data 

considering specifically the issues of decaying 

accuracy, enrollment challenges, and the cross-

use of different keyboards for testing vs. 

enrollment.  

Can the strengths of BBN be used to address 

some the weaknesses of Keystroke biometric 

systems?   The weaknesses of keystroke 

biometric systems ( the uncertainty) is exactly 

the strength of BBN which thrive on uncertain 

data and knowledge and seek to 

mathematically find a solution.  One (BBN) uses 

a key strength to unlock the bottleneck that is 

the weakness of the other (keystroke 

dynamics).  

We suggest then, the exploration of how to 

utilize Bayesian Networks with keystroke 

biometric systems as a promising avenue of 

research.  We stress that this will be different 

than the application of Bayesian analysis to the 

specific classification of feature vectors.  We 

propose that the investigation of Bayesian 

analysis be on a broader scale and within the 

context of access control and identity 

management.  

 

Conclusion  

In this paper, we have outlined some of the 

limitations of taking the current state of 

keystroke biometrics and deploying them in real 

life access control systems.  We have offered  

some methods of mitigating these 

shortcomings, including incorporating keystroke 

biometrics into a multi layer access control 

system using Bayesian statistical analysis.  We 

believe that behavioral biometrics, the 

statistical analysis of keystroke data, can be an 

important component in identity management 

systems.  
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