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Abstract 
 

The Pace University Keystroke Biometric System (PKBS) 

uses feature extraction and pattern classification to 

capture, process, and analyze keystroke timing 

information to identify typing patterns from limited text-

based input. However, keystroke data can come from 

other sources such as spreadsheets, document-creation 

programs and web-based applications. This study 

explores modifying the PBKS to function as a system-

wide keylogger and data-analysis suite. An open source 

keylogger is used to obtain samples of keystroke data 

which are then analyzed according to the application 

used. A new converter is designed and implemented to 

parse raw data files and produce an XML file compatible 

with the updated PKBS file format. The results 

demonstrate the performance on each application and 

determine the system‟s usefulness for identification and 

authentication. 

 

1. Introduction 
 

Biometrics is the study of using measurable and tangible 

human characteristics to identify, verify and authenticate 

a person. The word biometrics can be broken down into 

“bio” meaning living or life and “metrics” which relates 

to measurement.  For centuries, biometrics has been used 

to distinguish individuals for identification. The face was 

the first primary characteristic used for recognition. Since 

people lived in dispersed, smaller communities, it was 

easier to keep track of residents by their facial 

characteristics without any additional means of 

identification or verification.  However, as far back as 500 

B.C, a person‟s palm or fingerprints were used to provide 

authentication when engaging in business transactions [8]. 
As society has grown and expanded, social 

interactions have evolved through technological 

advancements and the use of biometrics has played an 

inconspicuous but vital role. The invention of the 

telegraph allowed the operator to have a „tapping 

signature‟ that alerted other operators to the identity of the 

sender of the message. This type of „signature tapping‟ 

related to behavioral biometrics where the operator‟s 

tapping rhythm made the person unique over the wire.  

Today, driver licenses use physical biometrics for 

identification: a picture, a description of the driver‟s 

height, gender, eye color and hair color. 

In recent decades, with the emergence and growth of 

computer systems, biometric techniques have spawned 

research to determine its use as a viable authentication 

mechanism compared to traditional password-based 

computer systems.  In particular, keystroke dynamics has 

had significant results in research tests to suggest it may 

be applicable as a means of identifying a person based on 

their typing characteristics. 

There are essentially two types of biometrics, 

physical and behavioral. Each is regarded as providing 

good solutions for reliable and accurate user 

authentication.  Today, the main techniques for 

authentication involve using passwords, PIN numbers or 

identification cards. These methods are limited in terms of 

security because they can be stolen, forgotten or 

misplaced. In addition, passwords can be shared and PIN 

numbers only verify the account or the debit/credit card 

being used. There is no way to know if the rightful owner 

is the one accessing a system or conducting a transaction. 

Therefore, instead of using something you know or have, 

biometrics uses something you are. Determining which 

biometric features are the best depends on cost and 

accuracy. 
Physical biometrics includes someone‟s fingerprints, 

an Iris scan, DNA, retina scan, and facial recognition. A 

problem with physical biometric authentication is the cost 

and user privacy issues. Sensors need to read physical 

characteristics are costly as is their maintenance. For a 

company, the cost of supplying each workstation with a 

sensor and software can be prohibitive. In addition, errors 

from sensors can also frustrate users and management. 

Users also may feel an invasion of privacy when scanners 

are used to obtain physical biometrics. 
To combat these challenges, behavioral biometrics is 

being explored as a means of authentication. Although 

there are many behavioral metrics to consider, such as 

voice or signature recognition, using keystroke dynamics 

is a relatively low-cost method since a keyboard is the 

only hardware necessary. There is also a high rate of 

accuracy making this option a more suitable solution [7]. 
Keystroke dynamics involves the capture of the 

duration when a key is pressed down and released and the 

time between each key pressed. This allows the feature of 

a person‟s typing pattern to be used as a means of 
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verification as opposed to what the person is typing. In 

order to verify a person an enrollment process needs to be 

performed. This entails collecting samples of typing data 

to accurately identify the typing pattern of the user. This 

procedure is accomplished through a software program 

installed on the computer know as a keylogger.[6]  The 

data file containing the data is then loaded into a feature 

extractor system where the result is to extract key features 

such as speed, reliability, and accuracy leading to user 

acceptance. 

 

2. Related Work 

  
A keylogger is a hardware device or software 

program that records real time activities of a computer 

user [8].  It can be programmed to store the captured data 

locally or remotely. It may record all keystrokes or may 

be sophisticated enough to monitor specific activity-like 

opening a web browser pointing to your online banking 

site.  Such software can be used maliciously to obtain 

confidential user information. As such, commercial 

software versions are often used by parents, spouses or 

corporations to monitor an unsuspecting user. 
Various research studies have examined the current 

state of keyloggers and how they can play an invaluable 

role in cyber-security. Some university projects have 

provided very interesting data: 
 University of Caen (France): combined keystroke 

dynamics and 2D face recognition/biometric fusion 

methods for purposes of identification and 

authentication.[5] 

 Stanford University: developed a framework called 

“Telling Human and BOT Apart” a remote biometric 

system based on keystroke dynamics-designed to 

combat “SPOOFING ATTACKS” which allows 

botnets to emulate a users keystroke sequences.[9] 

 University of California: Keystroke Biometric 

Systems for Authentication - studying various 

methods of attempts to compromise one‟s 

identity.[10] 

 

2. Methodology 
 

The Current PKBS System 

Over the last seven years, Pace University Keystroke 

Biometric System has evolved into a system with a high 

degree of accuracy [1].  As presently constructed - a Java 

applet that collects samples remotely from users - the 

Pace keylogger has several limitations that may inhibit its 

use.  While this has proven to be an efficient method for 

data capture and has produced usable data in several 

experiments, it is also a limiting factor as any users must 

have Internet access; it may not transmit user and 

keystroke data securely and thus in a production 

environment the data may be intercepted; it only captures 

data for a specific use case, as it is entered into a text box 

for short periods of time; and it is incapable of capturing 

keystroke data from any other system components or 

running programs.[1] 
Because of those limitations past teams collected 

relatively small samples of keystroke data. While the 

results of those tests are promising, we theorize that 

collecting a larger set of several thousand keystrokes 

across a variety of programs could bolster experiments to 

create a more efficient and useful system. 

 

New System Design 
The new system differs from the current keylogger data 

capture system in several ways as shown in Appendix 

Figure A1.  It utilizes Pace's Feature Extractor and Pattern 

Classifier analysis using keystroke data from the open 

source Fimbel keylogger [4], one of several alternatives 

that produces the necessary timing data. 
However, several modifications were required so our 

complete system would produce the required XML data 

for the newly configured Pace system. The Fimbel 

keylogger produces raw tab-separated variable (TSV) 

files for analysis. We have written a Java program that 

will convert the TSV files into the appropriate XML 

format for the Pace system. As it is a significant departure 

from the previous Pace keylogging system, a diagram of 

our system is shown in Appendix Figure A1. 

 
Experiment Design 

To gather data in a preliminary experiment, we enlisted 

four users to work separately on Windows PC systems on 

which the Fimbel keylogger was installed and running. 

The approach was different from previous experiments 

where keystroke data from hundreds of users was 

collected and analyzed. 
During a period of 30 minutes to several hours for 

each user, the program recorded all keys pressed, the time 

each key was pressed and released, the duration of each 

key press and time lapse between keys. It also recorded 

all mouse movements and clicks of mouse buttons. For 

our purposes, however, mouse movements and mouse key 

presses will be ignored.  Users were advised to use a 

variety of programs that require keyboard input. 

  

Software Design and Data Acquisition 

A new Converter program has been developed to create 

files in a specific format compatible with the Feature 

Extractor. The Feature Extractor can then read all files 

that are produced by the Converter. A Converter utility 

has been developed to accept the output from a third-party 

Keylogger and reformat this output to conform to the 

input specification of the PKBS Feature Extractor. 
The Keylogger, known as the Basic Keylogger 

developed by Eric Fimbel, runs in the background and 

captures any and all keystroke and mouse input generated 

by its host computer system. The Converter utility, by 

reformatting this output effectively allows any arbitrary 
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keystroke input to be analyzed and processed by the 

PKBS back end systems (Feature Extractor, Biometrics 

Classifier, etc.) 
In order to generate the properly formatted file, there 

are a number of required fields to obtain from the 

key_log.tsv file, which gets produced when running the 

Basic Keylogger.  The first field to capture from the 

key_log.tsv file holds information about the current user 

event.  Therefore, the necessary records to search for from 

the key log file contain the tokens “keyDown” and 

“keyUp.” These “keystroke” records store the initial time 

a key is pressed and the subsequent incremental time a 

key is released. Fimbel identified the time an event is 

initiated as “timeStampS” which is recorded in 

milliseconds. 
Another required field from the key.log.tsv file 

records the data identifying the key. As such, a string 

value representing the actual key is created. For example 

if the user strikes the right shift key, “Rshift” which 

indicates that the user has pressed the right shift key gets 

recorded. The last field required from the key_log.tsv file 

is that which stores the key code. The key code is a 

numerical value which represents the key that was 

pressed. 
The Converter program manipulates the key_log file 

to obtain the required fields in four Java classes:  

KeyData, KeyLoggerLine, Login3, and Converter.  The 

program begins execution in the Login GUI screen shown 

in Figure 1. 

 

Figure 1. Java applet for logging into the converter. 

The user enters their first name, last name, user name, 

password, and then clicks the “Login” button. After 

clicking the “Login” button the Converter GUI appears 

(Figure 2). 

 

 

Figure 2. Java applet for running the converter. 

The user then specifies the key_log.tsv as input and 

enters the name of the output file (i.e. convert.xml) which 

will contain the converted data from the Fimbel 

Keylogger. The user then clicks on the “Convert to XML” 

button and program control enters the method 

convertButtonActionPerformed.  This method creates an 

object of type KeyData which then calls the methods from 

the  KeyData class: getKeyStrokes, getData, 

calculateKeyPress, calculateKeyRelease, 

calculateKeyDuration, and WriteXML. 

The method getKeyStrokes in the class Keydata reads 

in the key_log.tsv file and counts the number of unique 

keyDown and keyUp events which occurred while the 

Basic Keylogger was recording data.  It also eliminates 

the storage of any keyDown event that may repeat itself 

due to the user holding down a key. This is because the 

system records this action as multiple keyDown events 

instead of only one.  The method getData reads in the 

key_log.tsv file again and separates the events into two 

KeyLoggerLine arrays.  The KeyLoggerLine class is used 

to create individual objects that hold one record from the 

key_log.tsv file. This class is called each time an object of 

this type is instantiated.  These classes also hold accessor 

methods which allow access to an object‟s private 

variables. 

The method getData then reads the two arrays into an 

ArrayList called finalkeylist. This is where the key events 

are organized by a keyDown event and its corresponding 

keyUp event for each key occurrence. The method 

calculateKeyPress is used to calculate the key press time 

and format this expected by the Feature Extractor. 

calculateKeyPress uses a loop to access all objects stored 

in the ArrayList called finalkeylist so that the time 

variable holding the keyDown time of the KeyLoggerLine 

Class can be accessed for each object. The Method 

calculatekeyRelease is used to calculate the key release 

time and format the time expected by the Feature 

Extractor.This method uses a loop to access all the objects 

stored in the ArrayList called finalkeylist so that the time 

variable holding the keyUp time of the KeyLoggerLine 

Class can be accessed for each object.  The Method 

calculateKeyDuration is then used to calculate the total 

time the key was depressed by subtracting the keyPress 

array time from the corresponding keyRelease time and 

stores the difference into an array. The WriteXML class 
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produces an XML file holding all the date created by the 

above methods. 

As described above, the new Converter program 

produces an output file by reformatting the Basic key 

logger file.  Once the key log data has been reformatted, it 

can then be loaded in and processed by the PKBS Feature 

Extractor. 
 

Experimental Results 
 

This experiment was conducted by creating a system in 

which users can operate the Fimbel Keylogger and launch 

the converter (Figure 3). 

 

Figure 3. A user perspective of the new PKBS 

For the experiment, data samples were gathered from 

three men and one woman using free text input. The input 

includes the recording of long text input of at least 300 

keystrokes per sample. The samples were collected over 

the course of two months and include data capture from 

the following applications: Microsoft Word, Excel, 

PowerPoint, Notepad, Outlook, Internet Explorer, and 

Mozilla Firefox. For analysis, the data was broken into 

four categories which include all of the data collected, 

Excel-only samples, Word-only samples, and Notepad-

only samples. 

The experiment only gathered data from four subjects 

to keep datasets manageable. The Fimbel keylogger can 

produce very large file sizes (of several megabytes) with 

even moderate use so keeping file sizes small was a goal, 

which would allow for easier analysis and make it simple 

to locate any issues or bugs with the data files. The 

programs chosen to capture text input were selected 

because they are among the most popular with computer 

users. This will give a better idea of how the system 

would function in real-world use. 

Multiple programs were also selected to determine if 

the system can accurately identify users across program 

types. Additionally, for each typing session the goal was 

to capture data with users typing on average between 10 

minutes and 20 minutes since longer periods of use could 

introduce fatigue which would affect the results and 

shorter periods might not produce enough meaningful 

data. 

The samples produced by the Fimbel keylogger were 

text separate variable files. Variables from the files, which 

capture keystrokes, duration of keypresses and other data, 

are converted into XML files using a converter developed 

by the authors. That system, written in Java, consists of a 

reader class which parses the keylog files and pulls our 

relevant data into a text file. An XML writer class parses 

the resulting text file and formats the variables in XML 

format. 

The final dataset contained 112 XML files, 28 for 

each of four user with an average of 50,000 keystrokes 

per user. Thirty-two Excel files were produced as were 32 

files for both Notepad and Excel. The remaining files 

were Powerpoint, Chrome browser and Firefox brower, 

but there was not enough data to test either of those 

programs. Features were extracted from the files using the 

updated PKBS feature extractor. Employing a weak 

enrollment design, the resulting text file was split into 

training and test samples and analyzed using a k-nearest-

neighbor (knn) classifier previously developed. 

The initial results from the experiment, examining all 

of the data collected by all programs combined, are 

encouraging as initial results. 

The experiment produced an average False Rejection 

Rate (FRR) of 12.3 percent, an average False Acceptance 

Rate (FAR) of 8.75 percent and an average overall 

performance rating of 89.49 percent. Averages of FRR, 

FAR and overall performance were taken after producing 

results for knn = 1, 3, 5, 7 and 9. (Figure 4). 

 

Figure 4. Classification results on all user data 

knn Train test FRR FAR Performance

1 756 - 784 756 - 784 8.99% 13.39% 88.77%

3 756 - 784 756 - 784 13.76% 7.78% 89.29%

5 756 - 784 756 - 784 10.89% 7.53% 90.78%

7 756 - 784 756 - 784 9.39% 7.27% 91.69%

9 756 - 784 756 - 784 9.39% 6.76% 91.95%

10.48% 8.55% 90.50%

All Data

Average
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The FRR measures the likelihood that a user will be 

incorrectly rejected when they should be granted access. 

The result indicates that 12.3 percent of users could 

expect to be incorrectly rejected from any computer 

employing this system. Likewise, the FAR, which 

measures the likelihood that a user will be incorrectly 

granted access, would incorrectly allow access to a 

system up to 9 percent of the time, according to our 

results. 

These results were confirmed during an analysis of 

three of the individual programs. The Microsoft Word 

data produced an average FRR of 0.72, which is an 

acceptable figure. However, its FAR averaged 59.37 

percent and its overall performance rating was 68 percent, 

indicating its inability to correctly authenticate users. 

(Figure 5).  

Microsoft Excel's average FRR, FAR performance 

rating were 7.15 percent, 20.74 percent and 85.5 percent, 

respectively. (Figure 6). Overall, the experiments indicate 

that the system did not reliably identify and/or 

authenticate a large number of users. 

An unknown discrepancy in the Fimbel keylogger 

produced corrupted files on approximately four of the test 

files. The program produced files that did not contain an 

equal number of KeyDown and KeyUp events. 

Discussions with Fimbel indicate this was an aberration 

and on subsequent keyloggins sessions the errors could 

not be reproduced. 

To correct for the errors, additional samples were 

taken to replace corrupted files. 

 

Figure 5. Classification results on Microsoft Word data. 

 

Figure 6. Classification results on Microsoft Excel data. 

 

Discussion 
 

These results differ sharply from what previous 

experiments have shown [1].  Several factors could 

explain the differences. 
 

Uncontrolled environment 

The participants in this experiment were allowed to 

submit typing samples at their leisure, sometimes over a 

period of weeks. Participants could also use a variety of 

programs and type whatever they chose in an attempt to 

mimic real-world use. No prepared text was provided. In 

past experiments, including a recent experiment at Pace 

University, all participants typed samples into a Java 

applet in a Web browser. 
 

Small number of users 

Although we gathered a large number of keystrokes from 

our four users, FRR and FAR are more reliable with a 

large number of participants. [2] Past experiments at Pace 

University enrolled hundreds of users [1] and other 

biometric experiments have enrolled more than 1,000 [3]. 

It is likely that this experiment's poor results are primarily 

due to a number of users too small to produce accurate or 

reliable results. This is particularly true when individual 

programs are examined since they each individually have 

the same number of participants but a much smaller 

number of samples than the entire dataset. As such, it is 

impossible to gauge the effectiveness of the system at this 

time since a larger number of users likely could have 

produced better results. 
 

Inconsistent design  
The software developed and used for our experiment 

came from multiple sources: an open-source keylogger, a 

text-converter and XML writer developed by the authors, 

a feature extractor developed by Monaco and a BAS 

classifier developed by other students. It is likely that 

such a system, where the parts are not precisely designed 

to work together, introduced some level inaccuracy in 

data collection and analysis. 
 

Conclusions 
 

Our preliminary research reveals that keystroke dynamics 

employed as a security protocol is a research field that 

shows great promise. Because it is a relatively low-cost 

solution, with low error rates and high accuracy rates, it 

could be ideal for corporate environments. 
Its flexibility lends itself to a variety of applications, 

including as the underpinning of security systems for 

cloud computing platforms. With continued development 

addressing key issues – changes in typing style and speed, 

fatigue of users, and different typing styles necessitated 

by varying programs – keystroke dynamics can become a 

key part of computer security systems. 
However, based on the results of this experiment, the 

system is not capable of reliably identify and/or 

knn Train test FRR FAR Performance

1 56-64 56-64 0.00% 31.25% 83.33%

3 56-64 56-64 0.00% 20.31% 89.17%

5 56-64 56-64 0.00% 21.89% 88.33%

7 56-64 56-64 0.00% 23.44% 87.50%

9 56-64 56-64 0.00% 21.88% 88.33%

0.00% 23.75% 87.33%

Word

Average

knn Train test FRR FAR Performance

1 56-64 56-64 14.29% 28.12% 78.33%

3 56-64 56-64 17.86% 10.94% 85.83%

5 56-64 56-64 16.07% 15.62% 84.17%

7 56-64 56-64 14.29% 15.62% 85.00%

9 56-64 56-64 10.71% 15.62% 86.67%

14.64% 17.18% 84.00%

Excel

Average
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authenticating users when used with specific software 

applications. However, with the knowledge that similar 

systems are already in use, it is an area in which 

continued study is recommended. Future development of 

this system should include. 

 

An in-house keylogger  
There were some issues with the Fimbel keylogger and 

how it recorded the timing for repeat keystrokes, or 

instances when a key is pressed and held down. 

Additionally, there were instances where if a user began 

typing too soon after starting the keylogger, their 

keystrokes were not properly recorded and/or data logs 

were corrupted. The development of an in-house 

keylogger, which could remove the need for a text convert 

and XML writer, designed to work directly with the 

Feature Extractor and BAS classifier could produce a 

more reliable system. 

 

Larger pool of participants  
A minimum of three dozen participants should be used to 

provide typing samples. As stated earlier, FRR and FAR 

are more reliable with larger numbers of users. 

 

Tighter experiment design 

Participants should all use computers with the same 

operating system, similar keyboards (laptop vs. desktop) 

and the same programs to help create a more controlled 

environment for experimentation. 
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Appendix 

Figure A1. Data flow comparison the PKBS (left) and the PKBS modified for keylogger input (right). 
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