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Abstract 

Physiological biometrics technology uses various 

unique features of the human body to authenticate an 

individual’s identity.  The purpose of this study is to 

evaluate the accuracy of face and fingerprint biometrics 

using Neurotechnology’s VeriLook and VeriFinger 

software. More specifically, the vulnerability of face and 

fingerprint biometrics under conditions that can 

potentially mislead the system will be examined. The 

associated Software Development Kits (SDKs) were 

rigorously tested and results compared with other 

research conducted in similar fields.  A number of 

variables were tested as an attempt to isolate instances 

in which the software would be vulnerable to inaccuracy 

and which could lead to fraud.  Based on the results 

possible ways to build a better system are discussed. 

1. Introduction 

We are in critical need of reliable authorization and 

authentication methodologies. Whether it is to fight 

terrorism, maintain privacy, perform day-to-day 

financial transactions, or even to board an aircraft, the 

urgent need of authentication is visible. Today‟s 

digitized world needs a digitized solution to maintain 

privacy and fight unauthorized activities. Security is the 

dominating factor in our everyday life.  Skepticism and 

fear are at the root of all digital transactions and the 

feelings of safety and confidentiality are hard to attain.  

However, even with this growing problem, there is a 

plethora of ways for us to defend ourselves, and one of 

these ways is biometrics. 

Face and fingerprints, are among the most unique 

identifiers the human body has.  In recorded history, no 

two people have had the same fingerprints, and each 

finger on any given person has its own unique pattern.  

This is true for facial recognition as well, although there 

are some exceptions, such as the case with twins.  Even 

the ACM has recognized facial recognition as a viable 

medium and growing field by stating, “Automatic visual 

face analysis is an active research area in which interest 

has grown over recent years, for both scientific and 

industrial reasons” [1].   

The basis behind biometrics is pattern recognition.  

Identifying these pattern measurements down to the 

millimeter is the reason why these systems function so 

precisely and accurately.  Biometrics relies on a number 

of features working together to give us the results we 

expect such as; Extraction (nose, eyes, mouth, 

fingerprints), Enrollment and Data Collection (pictures 

and measurements added to a data base), and 

Algorithms (processes to identify and prove or disprove 

data as a match).  For this study, Neurotechnology‟s 

VeriLook and VeriFinger software programs (SDKs) 

were tested and evaluated.  The main focus is to 

determine if facial and fingerprint recognition are really 

practical mediums for security and how accurate the 

software can perform the identification. 

 

2. Methodolgy - VeriLook 
 

2.1. Requirements, Hardware 

 

 VeriLook Standard is a webcam capable face ID 

software development kit.  The SDK has live face 

detection and can also be used through a picture upload 

method.  The version is 4.0, and has a price of $846.20.   

The face is one of the most characteristic and 

discriminative human body parts for a person.[2] We 

hope to isolate the features of the face to produce 

accurate pattern matching results.  VeriLook 4.0 

Standard SDK can be downloaded on   PC or Mac with 

Pentium-compatible 1GHz processor or better. OS 

supported are Microsoft Windows 

2000/2003/XP/Vista/7 or Linux (based on glibc 2.3.6 or 

compatible) or Mac OS X Tiger (10.4) or newer.  The 

VeriLook SDK was used on a machine using a 1.8 GHz 

processor, running Windows 7 professional.  Various 

integrated laptop cameras were used ranging in 

resolution qualities of 640x480 through 1600x1200, 

from 10 to 30 frames per second. 

  

2.2. Basic Principle of Using SDK  

 

Automation of recognition of faces can be formulated as 

follows: given still or video images of a scene, identify 

or verify one or more persons in the scene using a stored 

database of faces. [4] The Neurotechnology face 
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recognition SDK provided two kinds of face 

identification system: VeriLook Standard and VeriLook 

Extend, only VeriLook Standard was evaluated.  

VeriLook Standard works with a client workstation with 

a camera or webcam. [3] The system is consisted of 

extraction part and identification part. The extraction 

part is responsible for face extraction and creates the 

template. The identification part is response of storing 

the database and performs the matching.  The dataflow 

of the identification process is illustrated in Figure 1. 

 

 
Figure 1. Dataflow diagram of VeriLook identification 

process. 

 

2.3. Use of SDK and its Phases 

 

The VeriLook SDK offers different computer languages 

of APIs to help develop the software. However, the 

basic phases or cycle to complete the recognition is the 

same.  First, the software begins with the enrollment 

method.  In this phase, the software requires the user to 

input a subject to save to the database.  This can either 

be in the form of a picture from file, or by using a 

camera to capture a subject. The software then searches 

the image for a face, and if found extraction begins, in 

which a template is created and saved to the database.  

After the template is saved, you may now use the 

Identify method.  In this phase the user again inputs an 

image, either through file or through the camera.  The 

software searches for a face in this picture and creates a 

template.  It uses this template to compare to the ones in 

the database and if a match is found, it is returned with a 

score between 1-180, with 180 being an exact match, if 

not the software returns no match found. 

2.4. Vectors of the Face Identification 

One of the facial recognition algorithm’s by 

Neurotechnology is Neu07[21]. The Verilook face 

recognition algorithm helps localizing face images, 

accepts enrollment and matches images or faces against 

the database. It’s capability of advanced face 

localization, enrollment and matching increases the face 

recognition and face identification accuracy. 

The constituent based face recognition approaches 

are based on the relationship between individual facial 

features, such as eyes, mouth, nose, and face boundary. 

To detect facial features, a deformable template could be 

used as a common method.  Yuille et al. [5] proposed a 

method of eye detection using a deformable template, 

and Xie et al [6] modified the eye template and energy 

function for eye detection.  Okada et al. [7] proposed 

using Gabor wavelet to extract facial features. Lam and 

Yan [8] presented a method of using eye corners to 

guide template matching [9].  By researching the code 

that related to the templates of the face, two key vectors 

were found to identify the features of the face: the face 

area and the distance between two eyes. 

    Taking C++ programming language as an example, a 

structure: “typedef struct NleFace_ {NRect Rectangle; 

NleRotation Rotation; NDouble Confidence;} NleFace; 

” Showed, to save the face the face, there are four 

parameters required: a square, the rotation angle, and the 

face confidence value. The C++structure typedef struct 

“NleEyes_ {  NPoint First;  NDouble FirstConfidence;  

NPoint Second;  NDouble SecondConfidence;} 

NleEyes;” showed it is necessary to provide the position 

of two eyes and two confidence values. 

 

3. Experiments with VeriLook  
 

VeriLook face recognition system has two key 

components of identification. They are the face‟s area 

represented in a neon square and the distance between 

two eyes [11]. The purpose of this experiment is to find 

out the necessary facial area for the system to perform a 

recognition. 

 

3.1. Testing Procedure  

 

   Sample software of VeriLook Standard SDK is used 

as a tool under the Windows 7 OS. The hardware is a 

HP webcam with the resolution of 640*480. The 

database contains a photo template that can be well 

identified with the distance of face to the camera of 15 

inches. In the experiment, the distance from face to the 

camera is fixed at 15 inches. 

    Verilook performs face recognition and identification 

in two steps. The first is enrollment.  Verilook is able to 

take live images and store it in the database. While 

performing this task, the left panel displays the exact 

stage of the process happening in real time, and more 

importantly error messages if the image is not able to be 

enrolled. After successful enrollment, the left panel 

displays the id of the image and confirms a successful 

save.  The second step is identification. The right panel 

displays the match status, if found, it displays the 

matched face from the database with a probable  match 

score, ranging from 0-180, 180 being exact an match.  
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Note that the panels and database can be cleared by the 

options in top tool, clear log /clear database. 

 

 
 

Figure 2. Original Enrollment Photo for Experiment 1 

 

3.2. Identification by Different Facial Areas 

 

With this experiment, the full face could be identified 

with an average score of 143.  Some experiments were 

performed to see how much face area is needed to 

perform enroll and identify functions. In figure 3 the 

chin was covered, in figure 4 underneath the nose was 

covered and figure 5, the bottom of the nose down was 

covered. 

 

 
Figure 3. Test Scan 1- Chin Covered 

 

 
Figure 4. Test Scan 2 – Underneath the Nose Covered 

 

 
Figure 5. Test Scan 3 – Bottom of Nose Downward 

Covered 

 

Using figure 2 as the database image to be matched to 

for all comparisons, figure 3, could be enrolled and 

identified with an average score of 60. Figure 4 could 

also be enrolled and identified with an average score of 

30. Figure 5 could not be enrolled, because a face was 

not detected.   

Some experiments involved the face being covered 

from the top: In figure 6 and figure 7, the facial area 

covered the forehead and eyebrow respectively. 

 

 
Figure 6. Forehead Covered 

 

 
Figure 7. From the Eyebrows upward Covered 

 

Under the circumstance of figure 6, the face was 

able to be identified with an average score of 54, while 

enrollment of figure 7 could not be completed because a 

face could not be identified.   

From the experiment we can conclude that 

VeriLook requires a certain area of face to perform 

identifications. The vital parts of the face for 

identification are the part from the eyebrow, the top of 

the nose and the bottom part of the chin. However, the 

less area scanned the less identification score the system 

generates. 

 

3.3. Identification with Disguises 

The purpose of this test is to determine if a facial 

disguise will alter the software‟s identify method.  

Different variables were used such as hairs and 

sunglasses. 

In this experiment, Student acted as a model and 

variables used are dark/rose sunglasses, reading glasses, 

afro hair, pirate‟s cap, and a handlebar mustache. 

Student cleared the existing database and enrolled it 

with the picture seen in figure 8.  Note: at this time 

student did not use any facial props.  
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Figure 8. Original Enrollment Photo for Experiment 2 

 

Proceeding with the experiment student used different 

variables to test the software.  Verilook were able to 

produce matching score in identifying images when 

fewer props were used. This experiment found parallel 

findings with the first experiment. When images has 

visibility from the upper nose to the top of the forehead 

and props did not obstruct the face largely; Verilook was 

successful in face recognition and face identification. 

However, using props such as the glasses and mustache 

together, which covered most of the face, made it hard 

for the software to generate a high matching score. 

Below, figure 9 shows a collage of the various disguises 

used in the experiment, and figure 10 displaying the 

table consists of the end results. 

 

Figure 9. Collage of Variables Used 

 

Prop Match Score 

Dark Sunglasses 131/180 

Reading Glasses 180/180 

Afro Hair 113/180 

Handlebar Mustache 180/180 

Rose Sunglasses 63/180 

Pirate Cap 180/180 

Pirate Cap & Handlebar Mustache 82/180 
 

Pirate Cap, Handlebar Mustache, & 
Dark Sunglasses 

0/180 

Afro Hair, Reading Glasses, 
Handlebar Mustache 

0/180 

Pirate Cap, Handlebar Mustache, 
& Reading Glasses 

Face not 
detectable 

Reading Glasses & Handlebar 
Mustache 

Face not 
detectable 

Figure 10. Results from Identification with Disguises 

Experiment 

 

3.4. VeriLook Identification with age changing 

Aging is an important aspect for biometrics and so 

far it has not been studied aggressively. The purpose of 

the following experiment is to find out whether the 

VeriLook SDK has the ability to recognize the people 

with the change of age.  Photos used had roughly a ten 

year gap, with the exact pose, attire, and background 

environment recreated. 

By enrolling the younger face into the database and 

trying to identify the older face from it, only two 

matches were made out of about twenty sets, seen in 

figure 11.   

 

Face(younger) Face(older) Identify score 

  

52 

 
 

39 

Figure 11. Results of Identification with Age Changing 

Experiment 

Although these two matches were made, their scores 

were below 60, which may not be acceptable in a real 

world situation as a positive match. 

3.5. Limitations of VeriLook 

Through the research we found that the accuracy of face 

recognition with VeriLook majorly depends on the 

quality of the face images. It is vital to maintain image 

quality during enrollment especially because face 

recognition accuracy is determined against those face 

templates. Among the many variables we find face 

posture, facial expressions, and cameras used in the 

research to have the highest influence in achieving 

accuracy in face recognition and face identification. 
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Below are the limitations that we have faced with 

Verilook: 

Our research experienced that following perimeters are 

required to achieve higher accuracy. The face 

recognition mechanism in verilook accepts the 

following face posture and are recommended by 

neurotechnology. 

 head roll (tilt) – ±180 degrees (configurable);  

±15 degrees recommended  as it is the fastest 

setting which is usually sufficient for most near-

frontal face images. [18] 

 head pitch (nod) – ±15 degrees from frontal 

position. [18] 

 head yaw (bobble) – ±15 degrees from frontal 

position. [18] 

Figure 12. Specifications for VeriLook 5.0 Algorithm 

In terms with facial expression, neutral  face 

expression during enrollment and identification of 

face recognition is required. All facial expression such 

as broad smile, raised eyebrows, frowning or closed 

eyes impacts the accuracy reading. Also we found that 

higher accuracy in face matching was achieved 

when same make and model of camera were used 

in the enrollment and identification phases.  

 

4. VeriFinger 

VeriFinger is a fingerprint identification technology 

intended for biometric systems, developers, and 

integrators. This technology is based on fingerprint 

recognition system with matching speed up to 40,000 

fingerprints per second. The system supports 70+ major 

fingerprint scanners and sensors on Windows, Linux 

and Mac OS X.  It also includes programming samples 

in C, C++, Sun Java 2, Visual Basic .NET and Delphi 7.  

The VeriFinger 6.3 SDK costs five hundred and twenty 

nine dollars and the licenses required for the SDK cost 

ninety-nine dollars each. When using VeriFinger 6.3 

SDK, and scanner Futronic FS88, we experimented with 

various conditions and tested the accuracy levels of this 

technology. 

 

4.1. Basic Principles of Using the SDK 

 

The basic principle behind this research is to 

identify and document any potential errors and measure 

the false acceptance rate utilizing the system.  Using 

biometrics for identifying human beings offers some 

unique advantages. Biometrics can be used to identify 

you as you.  Biometric technologies are expected to play 

a key role in personal authentication for large-scale 

enterprise network authentication environments. 

Utilized alone or integrated with other technologies such 

as smart cards, encryption keys, and digital signatures, 

biometrics is anticipated to spread through nearly all 

aspects of the economy and our daily lives.   

VeriFinger 6.3 works with a client workstation and 

a fingerprint scanner [3]. The system is capable of 

enrolling, identifying, and verifying our fingerprints. 

The enrolling part is responsible for finger print 

extraction, creating the template and storing it in the 

database. The identification portion is responsible for 

matching the fingerprint scanned from the finger print 

scanner and checking to see if it exists in the system. 

The verifying part is only responsible for verifying the 

fingerprint by creating a template and not saving it in 

the database.  Dataflow for the whole process is 

illustrated as figure 13 

 

 

Figure 13. Dataflow diagram of Verifinger identification 

process. 

The VeriFinger SDK offers different languages of APIs 

to help develop the software.  However, the basic 

principle of using the APIs is almost the same. The 
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following section explains Java programming language 

as an example to explain the principle of using the SDK. 

SDK is used by utilizing its highly enhanced features so 

we can make sure that there are few errors being made. 

The system eventually becomes more secured.   

The SDK uses unique points to identify fingerprints 

such as curvature, “G” (average fingerprint ridge 

density). While we place the finger on the finger print 

scanner, it is very important that we apply an accurate 

amount of pressure so that the scanner and the SDK get 

a better reading to enroll our fingerprint. The value of 

“G” varies from different points of the scanned 

fingerprint. Based on the different experiments, we 

found that the “G” value changes from point to point in 

the scanned fingerprint. As we move to the center of the 

fingerprint, the “G” value increases while moving to the 

point on the edges of the fingerprint, we observe the “G” 

value lowering down.  

In addition, the other important aspect is that the 

SDK considers an identification reading based on the 

different curved lines of the fingerprint. The values of 

the curvature increase as we go to the point in the 

middle of the fingerprint. The value then decreases as 

we go to the points which are at the edge of the 

fingerprint. The vectors considered by most fingerprint 

software, including ours include arch, tented arch, right 

loop, left loop, whorl, twin loop, core, delta, ridge 

ending and ridge bifurcation [17]. 

VeriFinger Standard SDK 6.3 

• Windows-based computers or Apple's Mac OS X 

operating system with 1GHz processor or better. 

• Microsoft Windows 2000/2003/XP/Vista/7 or Linux 

(based on glibc 2.3.6 or compatible) or Apple's Mac OS 

X operating system Tiger (10.4) or newer.  

The VeriFinger SDK was executed on an 

Apple's Mac OS X operating system with a 2.4 GHz 

processor. We also provided a Futuronic FS88 

fingerprint scanner for testing. 

There are concerns about whether or not the system 

can be cheated [10].  At the Yokahama National 

University, they have found ways on how to cheat the 

system by creating “gummy” fingers [12]. The 

“gummy” finger is a silicone copy of a person‟s 

fingerprint that may be used as a way to steal someone‟s 

identity. This is only one way to successfully cheat the 

system. There are also various ways the system is 

susceptible to danger, therefore, many companies have 

invested in complex systems to counteract these attacks.  

The most basic way to advance security is to use 

“rolled” fingerprints as opposed to “flat” ones.  More 

complex ways are to use templates that are checked by 

optical, silicon, or ultrasound scanners. [13] Ultrasounds 

seem to be the most accurate but are also the most 

expensive.   

In VeriFinger finger recognition system; there are 

two key components of identification that will recognize 

a certain fingerprint that is the curvature of a fingerprint 

and “G” (average fingerprint ridge density). The 

purpose of these experiments is to find out if „weather‟, 

„lotion‟ and „sanitizer‟ can alter one‟s fingerprint so the 

system cannot perform the recognition. 

VeriFinger 6.3 SDK is used as a tool under the 

Windows 7 OS. The hardware is a Futronic FS88 

second-generation fingerprint scanner. The database 

contains a fingerprint template that can be well 

identified with the help of the readings of the “G” and 

the curvature. 

In the VeriFinger system, there are five functions of 

the system: Enroll, Enroll generalized, Identify (fast), 

Identify (full) and Verify. Out of the five, we are going 

to focus on Enroll and Identify (full). These options can 

be found at the top-right of the screen next to the 

“scanners” option.  The first step before we begin 

testing is to select a scanner, in our case the Futronic. 

Once we have chosen the scanner, we can now begin 

enrolling. While enrolling, the system will scan the 

fingerprint and also check the database to see if there are 

any duplicates in the system. If no duplicates are found, 

the system will provide an option to label the 

fingerprint.  A sample enrollment is pictured below, 

seen in figure 14. 

 

 
Figure 14. Original enrollment fingerprint to be matched 

throughout experiment. 

 

4.2. Performing Identification under Conditions 

 

After enrollment, we were able to get an average 

identification score of 500 after trying to identify one‟s 

fingerprint a couple of times, one trial screen is shown 

in figure 15. 
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Figure 15. Trial identification 

 

 
Figure 16. Smudged fingerprint due to lotion. 

 

 

 
Figure 17. Second smudged fingerprint due to lotion. 

 

Certain issues that companies have with scanning 

fingerprints is lotion [16] but in the experiment we 

conduced, from an average score of 500, after applying 

lotion on your hands the average score of the 

fingerprints was only reduced about 10 points. This 

means that applying lotion or hand-sanitizer will not 

deteriorate the score. A person who applies too much 

lotion to the point that it will smudge the scanner as 

shown in figure 16 will deteriorate the score. Here we 

applied too much lotion and it was visible to the 

scanner. Even though the score was on average 262, the 

scanner was still able to identify the person. 

 

Figure 18. Fingerprint Identification when exposed to 

icy temperatures 

 

Figure 19. Fingerprint identification when exposed to 

very hot temperatures 

Weather is one of the other issues that companies have 

with scanning fingerprints [14]. In figures 18 and 19, we 

conducted an experiment to simulate what would 

happen if a person experienced hot or cold weather and 

decided to scan their fingerprint. In figure 18, we put 

someone‟s finger on ice for ten minutes to lower the 

average temperature. The results concluded that after 

putting the finger on ice, the average score dropped by 

half. We did the same experiment with heat. We put 

someone‟s finger over heat and the score also dropped 

by half, demonstrated in figure 19. 

4.3. Discussion 

Unless a person is trying trick the system by applying 

too much lotion, putting on lotion or hand-sanitizer will 

not affect the result of the search. When a person comes 

inside a building from the outside on a very cold or hot 

day, the accuracy of the scanner will deteriorate by 

almost half. A person needs to be in a room at room 

temperature so that the scanner can scan the fingerprint 

to the best of its ability. 

 

 

 

5. Conclusions 

Upon concluding the testing procedures, each 

system was found to have its advantages and 

disadvantages.  VeriLook proved to be quite efficient 

when the area from below the eye to the forehead was 

provided.  The software, just as most facial recognition 

systems concentrate greatly on the eyes.  If the eyes 

were not clearly visible, the accuracy of the test would 

be greatly diminished, and vice versa if the eyes were 

clearly extracted.  Similar conclusions are also 

documented in the article “Eye Localization for Face 

Matching [15].”  However in various instances, the 

software was not able to identify faces when slightly 

turned away from the camera.  This could prove to be 

very discerning since in most cases, such as law 

enforcement, you will not always get a clear, 

straightforward shot of the subject.   
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As for VeriFinger, this system also has its 

advantages and disadvantages. VeriFinger was not 

efficient when a person stepped inside a building after 

being exposed to harsh weather, such as freezing or 

extremely hot temperatures. The system was able to 

identify that person but at a much lower accuracy rating. 

Also, after applying lotion or hand-sanitizer, the system 

was able to identify that person with a higher accuracy 

rating. The score of the accuracy after the person 

applied lotion or hand-sanitizer only dropped about ten 

points compared to after the person stepped in doors 

from cold or hot weather, in which that score dropped 

by half the average rating. Unless a person applied so 

much lotion that there was still lotion visible on their 

hand, the score of the rating did not change much.  

Overall, while both these systems are somewhat 

efficient separately, we believe that together, they can 

accomplish more and provide a heightened security 

level that would be harder to breach.  As mentioned 

there are various methods that can be used to fool a 

biometric system, such as using a photograph, twin, or 

obtaining and copying the fingerprints of another 

individual, however if combined, the easiness to fool the 

system would be reduced.  In real-world environments, 

combinations of various systems are used, whether it is 

two biometric systems or a biometric system, then 

another security procedure such as an RFID (Radio 

Frequency Identification) card is used.  This 

combination can account for natural phenomena when 

an authorized user is having trouble accessing the 

system, or when someone is indeed trying to do some 

illegitimate. 
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