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Abstract 
A Keystroke Biometric System measures the typing 

characteristics believed to be unique to an individual and 

difficult to duplicate. A Stylometry Biometric System 

measures the frequency of text file features such as: 

number of alphabetic characters/total number of 

characters, number of uppercase characters/number of 

alphabetic characters, etc.  We captured keystroke and 

stylistic e-data from online test-takers with a modified 

feature extraction component of the keystroke application. 

We use a k-NN classifier to analyze the test and training 

files and measure the system performance, FRR (False 

Acceptance Rate), and FRR (False Rejection Rate). 

Results show a functional system and the usefulness of 

Stylometry for authenticating online test takers. 
 

1. Introduction 
Stylometry is the study of the unique linguistic styles and 

writing characteristics of individuals that determine 

authorship. Stylometry is used to attribute authorship to 

anonymous or disputed documents. It has legal as well as 

academic and literary applications. Stylometry has been 

used to determine (or narrow the possibilities of) the 

authorship of historic documents, of ransom notes, and of 

other documents in forensics. Authorship attribution is a 

process of examining the characteristics of a piece of 

writing to draw conclusions on its authorship. [7] Thus, 

writing styles are believed to be as unique to the 

individual as fingerprints; a writing style is an 

unconscious activity distinctive to an individual. 
 

The goal of this study is to use a combination of the 

Keystroke and Stylometry tools already in place, to 

authenticate online test takers as the students of record in 

a course. Reference and test samples were taken as 

students input answers to test questions by typing textual 

input. Keystroke and linguistic features were used to 

authenticate test taker’s identity. Keystroke and 

Stylometry tools differ in the data they gather. Keystroke 

Biometrics has more of an emphasis on timing features 

while in Stylometry there is an emphasis on the frequency 

of text features. 
 

The keystroke biometric is a behavioral biometric, much 

like the way we sign our name. The way and the manner 

in which we type on our computer keyboard vary from 

individual to individual. Keystroke Dynamics or 

Recognition is probably one of the easiest biometrics 

forms to implement and manage. There is no need to 

install any new hardware and software. All hardware 

needed is the existing computer and keyboard. 
 

Stylometry (also referred to as authorship analysis) is 

defined as the “statistical analysis of writing style.” Four 

important characteristics of Stylometric analysis are the 

tasks, stylistic features, classification techniques, and 

parameters (i.e., factors influencing authorship analysis 

performance, such as number of classes, amount of text 

noise). [1] Stylistic features are the attributes or writing 

style markers that are the most effective authentication of 

authorship. The vast array of stylistic features includes: 

lexical, syntactic, structural, content-specific, and 

idiosyncratic style markers. Lexical features are word- or 

character-based statistical measures of lexical variation. 

These include style markers such as sentence/line length, 

vocabulary richness, and word length distributions. 

Syntactic features include function words, punctuation, 

and part-of-speech. Structural features, which are useful 

for online text, include attributes relating to text 

organization and layout. Content-specific features are 

important key words and phrases pertaining to certain 

topics. For example, content-specific features on a 

discussion of computers may include “laptop” and 

“notebook.” Idiosyncratic features include misspellings, 

grammatical mistakes, and other usage anomalies. Such 

features are extracted using spelling and grammar 

checking tools. Over 1,000 different features have been 

used in previous authorship analysis research markers [5]. 

Certain feature categories may be more effective at 

capturing style variations in different contexts.  

 

 

2. Stylometry Features  
 

To use Stylometry as a tool for authenticating the 

authorship of literary works, legal documents, or simple 
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written communication, such as e-mails or personal notes, 

targeted features must be quantifiable and distinctive. 

Baily [1] identifies general properties for text features: 

“These features should be salient, structural, frequent and 

easily quantifiable and relatively immune from conscious 

control.” Though a process of quantitative analysis, where 

these features are used to classify writing style, it is 

believed that the writing characteristics will identify the 

author.  

 

Writing characteristics can be classified into two different 

approaches: qualitative and quantitative. The qualitative 

approach assesses errors and personal behaviour of the 

authors, also known as idiosyncrasies. According to 

Chaski [2], this approach could be quantified through 

profiling and data storage; however, historically, 

databases have been woefully inadequate. Database 

profiles provide support for identification in feature styles 

and without it conclusions can lead to experimental bias. 

To avoid such bias, Koppel and Schler [6] proposed the 

use of 99 error features to feed different classifiers. The 

best performance result was approximately 72%. 

 

The second approach is quantitative and computational. 

This approach is considered the basis of stylometry, 

which is centered on features that can be numerically 

counted and computed (i.e., word length, phrase length, 

sentence length, vocabulary frequency, distribution of 

words of different lengths). Thus, theoretical linguistics 

provides a paradigm by which conclusive analysis can be 

drawn as a result of mathematical data manipulation. 

Examples can be found in Chaski [2].  Experimental 

results show that usually this approach provides better 

results than qualitative analysis. 

 

In scientific literature, linguistic features are used for 

author verification. In Chaski [2], author verification is 

discussed in which differences between scientific and 

replicable research methods are offered. Thus, through 

empirical data testing, hypotheses are researched and 

conclusions are grounded on repeatable evidence. In 

Chaski’s [3] work, nine empirical hypotheses were use to 

identify authors: Vocabulary Richness (number of distinct 

words), Hapax Legomena (number of works occurring 

once), Readability Measures, Content Analysis, Spelling, 

Errors, Grammatical Errors, Syntactically Classified 

Punctuation,   and abstract Syntactic Structures.  

 

Vocabulary Richness is defined as the ratio of the number 

of distinct words (type) to the number of total words 

(token). Hapax Legomena (HL) is the ratio of the 

numbers of words occurring once (HL) to the total 

number of words. Readability Measures are those which 

focus how easily a document is understood, derived from 

calculations on a sentence length and word length. 

Content Analysis is method by each word is classified 

semantic category, and statistically analyzes word pair 

distances. Spelling Errors calculates misspelled words. 

Grammatical Errors test errors such as sentence fragment, 

run-on sentence, subject-verb mismatch, tense shift, 

wrong verb form, and missing verb [4].  

 

Syntactically Classified Punctuation identifies end-of-

sentence period, comma separating main and dependent 

clauses, comma in list, etc. Abstract Syntactic Structures 

use computational analyses to identify syntactic patterns. 

It uses verb phrases structure as differentiating features. 

Online stylometric analysis is concerned with 

categorization of authorship style for online texts.  For 

online analysis, message-level attempts to categorize 

individual texts (e.g. emails), where identity-level 

analysis is concerned with classifying identities belonging 

to a particular entity.  Message-level analysis is not highly 

scalable to larger numbers of authors in cyberspace due to 

difficulties in consistently identifying tests shorter than 

250 words [4].  Identity-level analysis attempts to 

categorize identities based on all texts written by that 

identity [7].   

 

In this study we used a set of linguistic features, mainly a 

combination of those found in Zheng et al [9] and 

frequencies of character-based features used in a 

keystroke biometric system [8].  The features were 

designed for use in a pattern classification application.  To 

the extent possible, the features were normalized to be 

relatively independent of the text length – for example, 

we used the number of alphabetic characters / total 

number of characters rather than simply the number of 

alphabetic characters.  The features were also chosen to 

show reasonable variation over a population of users.  The 

82 features (49 character-based, 13 word-based, and 20 

syntactic) are listed in Figure 1. 

 
Character-based features: 

1. number of alphabetic characters/total number of characters 

2. number of uppercase alphabetic characters/total number of 
alphabetic characters 

3. number of digit characters/total number of characters 

4. number of space characters/total number of characters 

5. number of vowel (a,e,i,o,u) characters/number of alphabetic 
characters 

6. number of "a" (upper or lowercase) characters/number of vowel 
characters 

7. number of "e" characters/number of vowel characters 

8. number of "i" characters/number of vowel characters 

9. number of "o" characters/number of vowel characters 

10. number of "u" characters/number of vowel characters 

11. number of most frequent consonant characters 
(t,n,s,r,h)/number of alphabetic characters 

12. number of "t" characters/number of (t,n,s,r,h) 

13. number of "n" characters/number of (t,n,s,r,h) 

14. number of "s" characters/number of (t,n,s,r,h) 

15. number of "r" characters/number of (t,n,s,r,h) 

16. number of "h" characters/number of (t,n,s,r,h) 

17. number of second most frequent consonant characters 
(l,d,c,p,f)/number of alphabetic characters 
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18. number of "l" characters/number of (l,d,c,p,f) 

19. number of "d" characters/number of (l,d,c,p,f)  

20. number of "c" characters/number of (l,d,c,p,f) 

21. number of "p" characters/number of (l,d,c,p,f) 

22. number of "f" characters/number of (l,d,c,p,f) 

23. number of third most frequent consonant characters 
(m,w,y,b,g)/number of alphabetic characters 

24. number of "m" characters/number of (m,w,y,b,g) 

25. number of "w" characters/number of (m,w,y,b,g) 

26. number of "y" characters/number of (m,w,y,b,g) 

27. number of "b" characters/number of (m,w,y,b,g) 

28. number of "g" characters/number of (m,w,y,b,g) 

29. number of least frequent consonant characters (j,k,q,v,x,z) / 
number of alphabetic characters 

30. number of consonant-consonant digrams/total number of 
alphabet letter digrams 

31. number of "th" digrams/number consonant-consonant digrams 

32. number of "st" digrams/number consonant-consonant digrams 

33.number of "nd" digrams/number consonant-consonant digrams 

34. number of vowel-consonant digrams/total number of alphabet 
letter digrams 

35. number of "an" digrams/ number of vowel-consonant digrams 

36. number of "in" digrams/ number of vowel-consonant digrams 

37. number of "er" digrams/ number of vowel-consonant digrams 

38. number of "es" digrams/ number of vowel-consonant digrams 

39. number of "on" digrams/ number of vowel-consonant digrams 

40. number of "at" digrams/ number of vowel-consonant digrams 

41. number of "en" digrams/ number of vowel-consonant digrams 

42. number of "or" digrams/ number of vowel-consonant digrams 

43. number of consonant-vowel digrams/total number of alphabet 
letter digrams 

44. number of "he" digrams/ number of consonant-vowel digrams 

45. number of "re" digrams/ number of consonant-vowel digrams 

46. number of "ti" digrams/ number of consonant-vowel digrams 

47. number of vowel-vowel digrams/total number of alphabet letter 
digrams 

48. number of "ea" digrams/total number of vowel-vowel digrams 

49. number of double-letter digrams/total number of alphabet 
letter digrams 

 
Word-based features: 

1. number of one-letter words/total number of words (letter = 
alphabetic character, upper or lowercase) 

2. number of two-letter words/total number of words 

3. number of three-letter words/total number of words 

4. number of four-letter words/total number of words 

5. number of five-letter words/total number of words 

6. number of six-letter words/total number of words 

7. number of seven-letter words/total number of words 

8. number of long words (eight or more letters)/ number of words 

9. number of short words (one to three letters)/ number of words 

10. average word length = number of letters in all words/total 
number of words 

11. number of different words (vocabulary)/total number of words 

12. number of words occurring once/total number of words 

13. number of words occurring twice/total number of words 

 
Syntactic features: 

1. total number of the eight punctuation symbols (period, comma, 
question mark, exclamation point, semicolon, colon, single quote, 
double quote)/total number of characters 

2. number of periods (.)/total number of the eight punctuation 
symbols 

3. number of commas (,)/total number of the eight punctuation 
symbols 

4. number of question marks (?) or exclamation points (!)/total 
number of the eight punctuation symbols 

5. number of semicolons (;) or colons (:)/total number of the eight 
punctuation symbols 

6. number of single quotes (') and double quotes (")/total number 
of the eight punctuation symbols 

7. total number of non-alphabetic, non-punctuation, and non-
space characters (0,1,2,3,4,5,6,7,8,9,@,#,$,%,etc.)/total number 
of characters 

8. total number of digit characters/total number of non-alphabetic, 
non-punctuation, and non-space characters 

9. total number of articles (a, an, the)/total number of words 

10. total number of "the" articles/total number of articles 

11. total number of "a" or "an" articles/total number of articles 

12. total number of common conjunctions (after, although, and, 
as, because, before, both, but, either, even, for, how, however, if, 
neither, nor, now, once, only, or, provided, rather, since, so, than, 
that, though, till, unless, until, when, whenever, where, whereas, 
wherever, whether, while, yet)/total number of words 

13. total number of common interrogatives (where, which, what, 
who, whom, whose, when, how, why, whether)/total number of 
words 

14. total number of common prepositions (aboard, about, above, 
across, after, against, along, amid, among, anti, around, as, at, 
before, behind, below, beneath, beside, besides, between, 
beyond, but, by, concerning, considering, despite, down, during, 
except, excepting, excluding, following, for, from, in, inside, into, 
like, minus, near, of, off, on, onto, opposite, outside, over, past, 
per, plus, regarding, round, save, since, than, through, to, toward, 
towards, under, underneath, unlike, until, up, upon, versus, via, 
with, within, without)/total number of words 

15. number of first-person personal pronouns (I, me, mine, my, 
myself, our, ours, ourselves, us, we)/total number of personal 
pronouns (first, second, and third person) 

16. number of second-person personal pronouns (you, your, 
yours, yourself, yourselves)/total number of personal pronouns 

17. number of third-person personal pronouns (he, her, hers, 
herself, him, himself, his, it, its, itself, she, their, theirs, them, 
themself, themselves, they)/total number of personal pronouns 

18. total number of personal pronouns/total number of words 

19. average number of characters per sentence (sentence-ending 
punctuation = period, question mark, exclamation point) 

20. average number of words per sentence 

Figure 1. Stylometry Feature List 

 

 

3. Authentication Experiments 
Textual input data was collected from 40 students in a 

spreadsheet modeling class.  The students took a series of 

3 exams, each with 10 questions.  The questions were 

structured so as to illicit considerable textual input in the 

answer.  A Keystroke Entry System (KES) on-line test-

taker system was used to capture the textual and 

keystroke timings.  The KES is a web-based application 

that provides an interface for instructors as well as an 

interface for students to answer test questions.   

 

The new version of the system allows users to login using 

a username, password, first name, and last name. The 

questions displayed are modified through a text file and 

allows for simple instructor modification. 

 

For the data to be successfully run through the Stylometry 

Extractor program, it has to be in the correct format.  
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Each of the student files needs to be modified.  Only the 

text portion of the file was used for testing. 

 

These files are then fed into the feature extraction 

program.  Since the system was designed for extracting 

keystroke features, a significant part of the effort was to 

develop the features extractor to extract stylometry 

features instead of keystroke ones.  
 

The resulting output is a stylometry features vector file in 

the same format as the keystroke feature files.  This 

format allows the use of the same classifier from the 

keystroke authentication system to measure system 

accuracy. 

 

These feature data take the form of a text-readable file or 

corresponding spreadsheet. The file consists of fields in a 

record comma delimited and items in a field slash 

delimited.  The first record contains the name and 

description of the file, including the approximate date the 

samples were recorded.  The second record contains the 

number of samples (pattern instances).  The remaining 

number-of-pattern-instances records contain the following 

fields:  
 

 number of feature attributes/measurements  

 sequence of feature values/measurements, 

normalized into the range 0-1  
 

Since these samples were collected in an authentic 

classroom environment, the length and quality of data 

varies greatly.  Students typically provided responses 

between 100 and 300 characters, although some students 

did not provide any response to questions they did not 

know the answer to.   

 

3.1 Keystroke versus stylometry results 
According to results previously obtained, keystroke 

feature measurements are known to identify or 

authenticate an individual with a high accuracy.  In order 

to improve the KBS, a linguistic analysis is performed on 

the text entered during an online test.   

 

In strong training, the system is tested on subjects used to 

train the system.  In weak training, the system is tested on 

subjects not used to train the system. If n people provide 

m biometric samples each, the numbers of within-class 

and between-class feature difference samples are m*(m-

1)*n/2 and m*m*n*(n-1)/2, respectively.   

 

Figure 2 summarizes results from an authentication using 

keystroke features, stylometry features, and both 

combined into one feature vector.  The test was performed 

using weak training on 40 students, with 10 samples each, 

20 students used for training and 20 students used for 

testing. 

 

 

 
Biometric Test Sizes Train Sizes FRR FAR Performance kNN 

Keystroke 900-19000 900-19000 
20.25% 

(164/810) 
4.18% 

(640/15300) 
95.01% 

(15306/16110) 
1 

Stylometry 900-19000 900-19000 
93.46% 

(757/810) 
4.84% 

(741/15300) 
90.70% 

(14612/16110) 
1 

Keystroke & 
Stylometry 

900-19000 900-19000 
22.96% 

(186/810) 
4.35% 

(666/15300) 
94.71% 

(15258/16110) 
1 

Figure 2. Authentication Results, Weak Training 
 

It is clear from these results that the keystroke biometric 

is superior to the stylometry biometric.  The stylometry 

features alone vary too much to be used for 

authentication, with a very high FRR even though the 

FAR is reasonably low.  Most significantly, combining 

the keystroke and stylometry features is not an 

improvement over the keystroke features alone. 

 

3.2 Weak versus strong training results 
With a different set of data, ranging over two separate 

tests given, stylometry results were obtained using strong 

and weak training.  Figure 3 summarizes the results from 

this test using 38 students (two of the 40 students were 

absent during the second test).  In this experiment, each 

student had a total of 20 samples taken from two different 

tests and 10 were used for training and 10 for testing. 

 
Biometric Test Sizes Train Sizes FRR FAR Performance kNN 
Stylometry 

Strong 
1710-70300 1710-70300 

96.73% 

(1654/1710) 

2.67% 

(1878/70300) 

95.10% 

(68478/72010) 
1 

Figure 3. Authentication Results, Strong Training 

 

Performance with strong training is superior to that with 

weak training.  The unweighted ROC curve, as described 

in [8], is shown in figure 4. 

 

Figure 4: ROC Curve for Stylometry with Strong Training 
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It can be seen that an equal error rate is not achieved, and 

there is an obvious linear relationship between the FAR 

and FRR. 

 

The system performs better when strong training is used.  

Again, the FAR for stylometry analysis is low, but with a 

high FRR. The 82 stylometry features alone do not seem 

sufficient for authentication.  The limited context of each 

question on the test and shortness of the text analyzed 

may also be contributing factors.  In order to determine 

whether the stylometry is a useful measure for short text 

input, we will have to implement a larger set of features 

and a system for selecting and turning off individual 

features.  The stylometry features cover a larger set of 

measurements (ratios or word usage, word length, 

vocabulary, etc), so the measurements are less consistent 

compared to keystroke features, which measure only 

duration and transition times between keys. Another 

difficulty arises from the context of input, which some 

stylometry features may rely heavily on (i.e. word usage 

and vocabulary may be different whether a subject is 

asked a technical or personal question). 

 

In order to try and improve the accuracy of authentication 

through stylometry analysis, samples from each subject 

were combined.  These results allow for more information 

to be contained within each sample.  The results for two 

samples combined are summarized below, for stylometry, 

keystroke and stylometry combined, as well as strong and 

weak training. 

 
Training Biometric Test Sizes Train Sizes FRR FAR Performance kNN 

Weak 

Keystroke & 

Stylometry 

 

680-17275 680-17275 
15.04% 

(106/705) 

4.78% 

(825/17250) 

94.81% 

(17024/17955) 
1 

Strong 

Keystroke & 

Stylometry 

 

380-17575 380-17575 
3.42% 

(13/380) 

9.05% 

(1591/17575) 

91.07% 

(16351/17955) 
1 

Weak 
Stylometry 

 
680-17275 680-17275 

93.53% 

(636/680) 

5.09% 

(880/17275) 

91.56% 

(16439/17955) 
1 

Strong 
Stylometry 

 
380-17575 380-17575 

95.26% 

(362/380) 

2.62% 

(461/17575) 

95.42% 

(17132/17955) 
1 

Figure 5. Authentication Results, Weak vs Strong Training 

 

Compared to the initial stylometry results, using strong 

and weak training, the combined samples have lowered 

the FRR slightly.  The FAR is not significantly affected.  

The unweighted ROC curve for k=10 keystroke and 

stylometry experiments with combined samples is shown 

in figure 6.  The equal error rate is still not visible for 

stylometry features.  It can also be seen that the ROC 

curve for stylometry authentication is linear and covers a 

much larger difference on both FAR and FRR, compared 

to the curve for keystroke features, which is only barely 

visible near the bottom left corner of the chart. 

Figure 6: ROC Curve for Keystroke vs 

Stylometry on Combined Data with Weak 

Training 

 

In order to improve the robustness of the stylometry 

measurements, 6 samples were combined, yielding 5 

samples per student (2 samples taken from each test).  

Due to absent students and inconsistent data, 28 students 

were used in this experiment.  The ROC curve is shown in 

figure 7. 

Figure 7: ROC Curve for Keystroke vs Stylometry on Combined Data 
with Weak Training 

An equal error rate is achieved at about 30% FAR and 

FRR, compared to the previous experiment, in which an 

equal error rate could not be achieved due to high FAR.  

This confirms that the combined responses improved the 

effectiveness of stylometry measurements, by reducing 

the amount of variation of within-class samples. 
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Further Work 
In order to identify measurements which will effectively 

authenticate a user, it will be necessary to determine the 

quality of each feature being used.  This can be done by 

isolating certain features, and testing the accuracy of the 

system.  This is a difficult task with short text input, 

which is why we have combined samples to produce 

longer text.  The presence of an equal error rate and non-

linear relationship between FAR and FRR suggest that 

certain stylometry features may be characteristic to an 

individual. 

 

Conclusions  
Stylometry biometrics is a useful tool that can be 

effectively used to accurately authentic student taking on-

line tests.   For this type of biometrics to become a 

standard tool for determining authorship, there needs to 

be a more focused review of appropriate features list to be 

used. In order to identify the author, an extraction of the 

most appropriate features to represent the style of the 

author is important [5].  Some of the features are not 

appropriate features for student authentication and should 

not all be equally utilized. Students taking on-line exams 

may not necessarily use features such as certain type of 

punctuations or other synthetic based features.  Also, the 

features extractor tool should be modified so features can 

be easily added or removed as required.  Additional work 

is needed to implement this requirement.  
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