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Abstract 
This paper describes two preliminary studies – one on 

Open Graph Protocol (OPG) and the other on Location 

Services.  The open graph protocol is currently used for 

marketing – a business can implement OPG on their 

website, enabling their page to behave like a Facebook 

page so customers and clients can "like" a product 

causing that to be documented on their Facebook page. 

Potential business clients can be obtained when someone 

visits a connected user’s Facebook page.  This 

functionality could also be implemented to assist law 

enforcement officers in catching criminals or finding 

missing children. The Facebook location feature called 

“Places” allows users to share their location with 

friends, taking the virtual relationships recreated with 

friends on Facebook and bringing them into the physical 

world. Because this service allows users to “Check in” to 

a business or address and share their location with their 

fellow Facebook friends, law enforcement officials could 

utilize Facebook’s location service to track and possibly 

apprehend a criminal. 

 

Study 1: Open Graph Protocol 
 

1.1 Introduction 

 

The Open Graph Protocol enables you to integrate your 

Web pages into the social graph. It is currently designed 

for Web pages representing profiles of real-world things 

— things like movies, sports teams, celebrities, and 

restaurants. Including Open Graph tags on your Web 

page, makes your page equivalent to a Facebook Page.[9] 

This means when a user clicks a Like button on your 

page, a connection is made between your page and the 

user. Your page will appear in the "Likes and Interests" 

section of the user's profile, and you have the ability to 

publish updates to the user. Your page will show up in the 

same places that Facebook pages show up around the site 

and you can target ads to people who like your content. 

The structured data you provide via the Open Graph 

Protocol defines how your page will be represented on 

Facebook. 

 
Building an Open Graph app gives you the opportunity to 

integrate into the core Facebook experience, including 

Timeline, News Feed, and Ticker. 

 

If you specify meta information via the Open Graph 

protocol, your pages becomes equivalent to Facebook 

Pages. This means when a user clicks a Like button on 

your page, a connection is made between your page and 

the user. Your page will appear in the "Likes and 

Interests" section of the user's profile, and you have the 

ability to publish updates to the user’s News Feed. This 

same functionality can be used to assist law enforcement 

officers in locating a missing child or capturing a suspect 

by utilizing the “like” feature of Facebook to widely 

distribute information  about these individuals quickly 

and efficiently. 

  

1.2 Methodology  
 

The method used in designing the OPG tool is HTML. 

Meta tags are inserted into the website or sections of the 

website. The process is as follows: the user takes action 

on the website, such as "Like", the action calls the graph 

API, and then through the action, Facebook connects the 

object to the users graph. There are two “Like” button 

implementations: XFBML and Iframe. The XFBML 

version is more versatile, but requires use of the 

JavaScript SDK. [9]. When the Facebook user “likes” the 

item from a website it will be published on their Facebook 

page. The information will be displayed on the users 

newsfeed and on their timeline. Once added to the users 

newsfeed the users friends will have the opportunity to 

also “like” the action without having to visit the original 

site, it too will be displayed on their page as well, and this 

action will carry on reaching a large number of 

individuals who want to assist with just a click of the 

mouse. 

http://developers.facebook.com/docs/opengraph
http://developers.facebook.com/docs/opengraph
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1.3 Project Goals 

 
The goal of this project is to develop an OPG that can be 

used on a law enforcement website which will allow 

Facebook users to assist in the apprehension of a criminal 

or help finding a missing child. 

 

Shows like the recently cancelled Americas Most Wanted, 

were able to get the American public involved when 

looking for criminals or missing children. It was their 

ability to get the criminals faced plastered in millions of 

homes across the U.S.in a quick and efficient manner.  

The unveiling of these individuals assisted in their capture 

or finding a missing person. Today more than 100 million 

Facebook users engage with Facebook or external 

websites every month.[14] The use of the open graph 

protocol can have  the same positive effect without the 

high cost of running a television production. There is also 

a possibility that more people can be reached at a greater 

speed then T.V. alone. Below are graph statics of the 

Facebook interaction and usage.  

 

 
Graph 1. Facebook interaction 

 

 

 
Graph 2. Facebook Usage 

 

 

A website will need to be created to display criminals or 

missing children (if one has not been created or is 

available for this task) so that the meta tags can be 

inserted, which will allows Facebook users to participate 

in the apprehension  of a suspect or finding of a missing 

child by simply clicking the “like” button.  

 

The Meta tags that are inserted on the website will allow a 

user to, what’s commonly called "like" the page which 

will in turn insert the photo and description of the 

individuals into the user’s newsfeed, timeline, and ticker. 

The user will not have to keep visiting the origination site 

for updates as updates can be broadcasted to the user’s 

profile by the websites admin. Friends of the user can see 

this information and choose to participate in assisting with 

the apprehension simply by clicking the “like” button or if 

they recognize the individual they will have the ability to 

click in order to anonymously give information of the 

whereabouts of the individual. 

 

1.4 Website Development 

In order to test the functionality and the use of the Open 

Graph protocol a website should developed. The website 

should contain photos, key data such as name, height and 

weight of the person in question. Each picture has an 

action button so that when the action is triggered the 

person in questions information is sent to the users 

Facebook page.  Facebook users are familiar with the 

“Like” button which is the action trigger used on a 

website through the OPG. However in a case like this 

where we are trying to find a missing child or catching a 

criminal, the word “like” is misleading and almost 

inappropriate. Instead I suggest creating a “Find Me” 

button for missing children and an “Apprehend” button 

for catching suspects.   

 

 
   Ill. Testing Website for OPG 

 

Website Configuration 

1.5 Open Graph Protocol 

Open Graph Mechanics: 

 

When users take an action in the Facebook app, for 

example as find the Missing Child, the app calls a Graph 
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API to create a new find action that connects the user with 

the Missing Child object. This is accomplished by issuing 

a HTTP POST to the user’s/me/myapp:find connection 

with the URL of the Missing Child object. Facebook will 

then crawl the object URL, read the metadata, and 

connect the object to user's Graph through the action that 

triggered it. 

 

The diagram below illustrates the process: 

1) User takes an action in the app, such as "Find" a 

Missing Child. 

2) App calls the Graph 

API /me/action:object=Object_URL 

3) Facebook will crawl the object URL, read its meta 

tags and connects the object to the user's Graph 

through the action.  

 
Ill. OPG Process 

 

1.6 Actions and Objects 
 

Actions and objects are the” building blocks” of Open 

Graph. Actions are the high level social actions users can 

perform in your app. Objects represent the type of things 

that users can connect with in the app[9].  

 

First you must define your actions and objects in the Dev 

App. For example, a running app may define "Routes" 

and "Marathons" as objects, and "Run" as the action in 

the Dev App. A cooking app may define "Recipe" and 

"Menu" as objects, and "Cook" as the action[9]. 

 

Once your actions and objects are defined in the Dev 

App, you need to create your objects. Open Graph objects 

are simply web pages with <meta> tags containing Open 

Graph information in the <head> section of the page. 

These tags describe the object’s type, the object’s name 

and other key information. For example, to create the 

Stuffed Cookie object for a recipe app, you should 

add<meta> tags to specify the object type as a 

recipe (how the Object was defined as in the Dev App, the 

title as “Stuffed Cookies” and its image location. [9] 

 
Actions and Objects: The building blocks of Open Graph 

Open Graph Mechanics: How users are connected to 

actions and objects 

Social Channels: The key channels that help you grow 

your user base and re-engage existing users, including 

Timeline, News Feed, and Ticker. 

 

1.7 Social Channels 

 
One benefit of using the Facebook Platform is the 

potential ability to reach millions you when Facebook 

users share content from your app or website with their 

friends. Because of the strength of a friend’s endorsement, 

communication through Facebook Platform can help 

high-quality products grow tremendously [3].  

 

1.8 News Feed and Ticker 

 

The News Feed is shown immediately to users upon 

logging into Facebook, making it core to the Facebook 

experience. There are several ways you can publish 

content to the stream: Feed Dialog, Feed Graph 

object and Like Button.  

 
Ill. Facebook feed publisher 

 

1.9 Feed Dialog: Prompt Users to Publish 

 

The recommended way to publish to the stream is with 

the Feed Dialog[10]. Without requiring users to log into 

your application or grant any special permission, you can 

prompt users to publish stories about what they are doing 

in your application. If a user chooses to publish, the story 

will appear on the user’s profile and may appear to the 

user’s friends’ News Feeds. 

1.10 Timeline 
 

Timeline represents a user's identity on Facebook. A 

user's Timeline highlights the most important life 

moments and apps are now able to be part of user's 

Timeline [9]. The timeline is a key part, if not the most 

important part of this project.  Once the individual in 

question is a part of the users timeline, this is how the 

exposer with spread. The user’s friends will see this data 

on the user’s page and will have the ability to participate 

in the search, though a click of the mouse without even 

https://developers.facebook.com/apps
https://developers.facebook.com/apps
https://developers.facebook.com/apps
https://developers.facebook.com/apps
https://developers.facebook.com/apps
https://developers.facebook.com/apps
http://developers.facebook.com/docs/channels/#feeddialog
http://developers.facebook.com/docs/channels/#feedobject
http://developers.facebook.com/docs/channels/#feedobject
http://developers.facebook.com/docs/channels/#likebutton
http://developers.facebook.com/docs/reference/dialogs/feed
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having to navigate to the origination website.  If the user 

viewing the timeline entry knows there whereabouts of 

the individual, they will have the opportunity to click an 

action to allow them to make statement or report 

anonymously.    

 

 

 

1.11 Building the Open Graph 

Building the open graph protocol allows you to 

seamlessly integrate the Facebook experience, cultivating 

the Timeline, news Feed and Ticker. Below are the steps 

that are required in order to build the open graph. 

 Step 1: Create a Facebook app 

 Step 2: Authenticate users with the Add to 

Timeline plugin 

 Step 3: Define initial action, object, and 

aggregation in the Dev App 

 Step 4: Publish Actions for your users 

 Step 5: Add Social Plugins to your 

app: Facepile plugin, Activity plugin, 

and Recommendations plugin 

1.12 Creating the Meta Tag 

In order to turn the web pages into graph objects, the 

following basic metadata needs to be added to the website 

page. The four required properties for every page are: 

 og:title - The title of your object as it should 

appear within the graph, e.g., "The Rock". 

 og:type - The type of your object, e.g., 

"video.movie". Depending on the type you 

specify, other properties may also be required. 

 og:image - An image URL which should 

represent your object within the graph. 

 og:url - The canonical URL of your object 

that will be used as its permanent ID in the 

graph, e.g., 

"http://www.imdb.com/title/tt0117500/". 

 

 

 

 

 

 

 

 

Ill. Meta HTML 

1.13 Adding a Like button 

Once you configure the meta tags on your web page, you 

can now add a Like button associated to this page. The 

Like button can be simply added with an <iframe>, or you 

can use the JavaScript SDK for the <fb:like> XFBML 

tag: 

<fb:like 

href="http://developers.facebook.c

om/" width="450" height="80"/> 

Ill.  “Like” HTLM Code 

 

 

Study 2: Location Services 
 

2. Background 

Location Services (also called Mobile Positioning or 

Mobile Position Determination technology) deliver 

specific information about the geographic location (i.e., 

position) of mobile terminals such as mobile telephones, 

PDAs, and other devices attached to other moveable items 

such as people, packages and vehicles. 

 

Location Application Services (also called Location-

based Services) deliver end-user applications, normally 

based on knowing the position of a user with their mobile 

terminal. These services can be delivered through a wide 

range of devices, including wireless phones, in-vehicle 

tracking modules and other types of mobile terminals. 

 

Every day millions of people around the world use our 

location-based services, which rely on a user’s estimated 

location to provide a better product experience. Google 

Maps for Mobile, for example, can help you find yourself 

on a map and then locate places nearby [8]. 

 

GPS is not always available and sometimes not 

completely accurate; however your location can still be 

estimated by using publicly broadcasted Wi-Fi data from 

wireless access points. By using signals from these access 

points, your mobile device is able to fix its general 

http://developers.facebook.com/docs/beta/opengraph/tutorial/#create-app
http://developers.facebook.com/docs/beta/opengraph/tutorial/#authenticate
http://developers.facebook.com/docs/beta/opengraph/tutorial/#define
http://developers.facebook.com/apps
http://developers.facebook.com/docs/beta/opengraph/tutorial/#publish
http://developers.facebook.com/docs/beta/opengraph/tutorial/#plugins
http://developers.facebook.com/docs/beta/opengraph/tutorial/#facepile
http://developers.facebook.com/docs/beta/opengraph/tutorial/#activity
http://developers.facebook.com/docs/beta/opengraph/tutorial/#rec
http://ogp.me/#types
http://developers.facebook.com/docs/reference/plugins/like
http://developers.facebook.com/docs/reference/javascript/
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location [8].  Your location can also be determined by 

using cellular towers if Wi-Fi is unavailable.  

 

Anyone who gains access to this file could potential have 

detailed information about every place you visit, from 

your doctor’s office to your work place and even your 

home. In the wrong hands this information could be 

deadly, but in the right hands it could be used to catch a 

criminal. 

 

 
Ill. Locations Tracking  

 

2.1 Introduction 

Whether you are aware or not your location is being 

tracked either via your smart phone, through Facebook or 

both. The information is being collected onto secure 

databases from nearby cell towers and Wi-Fi spots in 

which your location is quickly triangulated. Then a GPS 

chip is able to analyze how long it takes a satellite signal 

to reach your device so that it is able to pinpoint a specific 

location. This data is also being stored on your smart 

phone and hard drive in a file Facebook called 

“consolidated.db.”  This information can be used to assist 

in the arrest of an individual by being able to narrow 

down their whereabouts at the time of the crime. The 

location data will be pulled from the log file and inputted 

into a database so that the information can be stored and 

retrieved for later use. 

 

Facebook has a feature, called Places, that allows users to 

share their locations with friends. This feature allows their 

friends to be updated in real-time about their physical 

current location. This location data is stored in a file 

called consolidated.db. This file stores the longitude, 

latitude and timestamp of a person’s whereabouts. I am 

studying the ability to use this data in the efforts to aid 

law enforcement officers in capturing and or conviction of 

suspects in a crime. If law enforcement officers are able 

to pin point a suspects location during a crime, they can 

use that data to assist them in a solid conviction. 

 
Ill. Facebook Places 

 

2.2 Methodology 

The consolidated.db file is a database file that needs to be 

open by an application such as SQLite. This file contains 

the longitude, latitude and timestamp of the users 

location.  The file first needs to be located, which can 

typically found in the root folder of an iDevice. I used an 

application called iExplorer to locate the file on an apple 

iPhone. The iExplore application allows you to explore an 

iDevice just as you would use Windows Explore to locate 

a file on a computer. Once the file is located, SQLite is 

used to extract the data from the file so that it can be read 

an uploaded into a database to store the information so 

that it can be used in aid law enforcement offices in an 

investigation. 

 

2.3 Privacy Issues 

An obvious concern is the circumstances under which law 

enforcement can gain access to the location data stored on 

a suspects device. Courts have been split on whether 

warrants are required to peruse files on gadgets after an 

arrest, with police typically arguing that the Fourth 

Amendment's prohibition on unusual searches doesn't 

apply. The Justice Department under the Obama 

administration, in a series of prosecutions including one 

in Nebraska involving a crack cocaine dealer, has taken 

the same position[5].  

In addition, the U.S. Department of Homeland Security 

has publicly asserted the right to copy all data from 

anyone's electronic devices at the border--even if there's 

no suspicion of or evidence for illegal activity. The U.S. 
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Ninth Circuit Court of Appeals has blessed the practice. 

[5] 

2.4 Current Techniques 

For over a year law enforcement officials have known 

that smart phones and iDevices such as the iPad have be 

tracking and loggings the location of its users and have 

used this data to assist them in criminal investigations.  

Apple has never publicized the undocumented feature 

buried deep within the software that operates iPhones and 

iPads. Apple had acknowledged to Congress last year 

only that "cell tower and Wi-Fi access point information" 

is "intermittently" collected and "transmitted to Apple" 

every 12 hours [11]. 

The U.K-based company Forensic Telecommunications 

Services advertises its iXAM product as able to "extract 

GPS location fixes" from an iPhone 3GS including 

"latitude, longitude, altitude and time. iXAM® is able to 

provide comprehensive, non-invasive data recovery from 

2G, 3G, 3GS and iPhone 4™ models as well as the iPod 

Touch™ and iPad 1. [6] 

 iXAM® pronounced (ig'zam), delivers a range of 

information potentially vital to law enforcement 

investigation, providing anything from a stored contact or 

text message to an email, photograph or specific map 

location [6].  

Their extraction technique creates a full forensic image of 

the device via USB download, which can be retained for 

additional investigations in the future 

Cellebrite product can pick out geographical locations 

derived from both "Wi-Fi and cell tower" signals, and a 

third lists Android devices as able to yield "historical 

location data" too. Founded in 1999 by a team of highly 

experienced telecom and mobile telephony professionals, 

Cellebrite is a global company known for its 

technological breakthroughs in the cellular industry. 

Wireless Retailers [1]. 

Cellebrite’s solution enables extraction and analysis of 

evidentiary data from more than 3,000 mobile phones and 

GPS devices. Cellebrite technology is in use by military, 

law enforcement, and government agencies across the 

world [1]. 

 

2.5 Project Goals 

The goal of this project is to explore the ability to extract 

location services information collected by Facebook. 

Every time a Facebook user updates their status, post 

pictures or share their "place" on Facebook, that 

information is being recorder and stored in database files 

on that individuals hard drive or iDevice. I will be 

examining the capability of retrieving that information 

from the database file that is being stored, in efforts to 

assist law enforcement agencies so that they can use the 

collected data to assist them in a case. 

 

2.6 The Consolidated.db file 
 

Your location is actually not being "logged". instead it’s 

being maintained in a database of Wi-Fi hotspots and cell 

towers around your current location, some of those towers 

may be located more than one hundred miles away from 

your device. This is to help your device quickly and 

accurately calculate its location when requested. 

Calculating a phone’s location using just GPS satellite 

data can take up to several minutes. This time can be 

speed up to just a few seconds by using Wi-Fi hotspot and 

cell tower data to quickly find GPS satellites, and even 

triangulate its location using just Wi-Fi hotspot and cell 

tower data when GPS is not available (such as indoors or 

in basements)[15]. These calculations are performed live 

on the device using a crowd-sourced database of Wi-Fi 

hotspot and cell tower data that is generated by tens of 

millions of iDevices sending the geo-tagged locations of 

nearby Wi-Fi hotspots and cell towers in an anonymous 

and encrypted form . 

 

The entire crowd-sourced database is too big to store on 

an iPhone, so Apple downloads an appropriate subset 

(cache) onto each iPhone. This cache is protected but not 

encrypted, and is backed up in iTunes whenever you back 
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up your iPhone. The backup is encrypted or not, 

depending on the user settings in iTunes [15]. 

 

This file, rather database, has been uncovered by 

researches and it is called the "consolidated.db". It is 

typically stored in the root of an iDevice. This Database 

can on be read by a SQL application, such as the freeware 

SQLite. This database stores the Longitude, Latitude and 

timestamp, amongst dozens of additional information. 

When encoded this information can pin point the exact 

location of an individual along with the time in which 

they were at that place. 

 

 

                                         Ill. 1 Consolidated.db file 

 

2.7 Location Tracking Database 

A location Tracking database will need to be created in 

order to track and document the location of a suspect. 

Once a suspect’s location is tracked, the information can 

be pooled into the database. Once uploaded into the 

database the information can be reported off of and used 

to determine a suspect’s whereabouts at the time of a 

crime and possibly used in the suspects convection. 

 

Database 

The Location Tracking Database should built on the 

MySQL database platform to read the file and in order to 

track the various pieces of information including the 

previously mentioned location.  

 

The tables and fields in the system should include:  

Login (loginid, psswd, lname, fname, auth_level) 

Suspects (susp_id, fname, lname, add1, add2, city, 

state, zip, loc_id) 

Location(location_id, city, state, time) 

 

 

Study 1 and Study 2: 
 

Conclusion and Future Recommendations 
 

In this paper I have present the general framework of 

using OPG and Location services to assist law 

enforcement officers in criminal investigations or locating 

a missing person. The next step is to apply these technics 

to build a prototype of the Location database and 

implement the OPG on a live law enforcement website.  

 

The theoretical ideas presented in this paper can be 

applied to real-world applications. In this paper it has 

been demonstrated that OPG could be an efficient way to 

assist law enforcement agencies in the search of a missing 

child or the capturing of a suspect through the use of 

Facebook, simply and effortlessly by a Facebook user 

performing the action of “Like”. It has also been 

demonstrated that location data can be used to track and 

place a suspect at the scene of a crime based off of their 

Facebook posts and iDevice triangulations.  

 

There are some practical and theoretical issues that still 

need to be addressed such as the implications that may 

occur if an individual on Facebook assist is the capture of 

a suspect is retaliated against by the suspect or the 

suspect’s acquaintances, because of their participating in 

the process of their possible arrest. 

 

My theoretical ideas indicate that the techniques 

discussed are fervently promising and bear further 

investigation and development.  

 

Future work in the area of Location Services should 

include creating an application or tool that will 

automatically decipher the data that is collected from the 

consolidated.db file. When the database is opened in a 

SQL application it is still in latitude, longitude format. It 

will be beneficial to have that information converted into 

actual legible data once it is read in to the database so that 

the coordinates do not have to be manually interpreted.  
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