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Abstract and software, there is a lack of standardized methods to
Android forensicscan be a daunting taswithout the retrievethis data.Companies use vastly different media
right tools and knowledge. In order to be successful in  to store the data, different file system structprasd
Android forensics one needs to be calm and able to act ~ different operating system&ven devices made by the

quickly when a chand® gather dataarises. This paper same manufdarer could have different USB
describes how to forensically analyze amdroid connections as well as different size or type of data
device focusng ontheiHTC Incredibl® p hon e storage. . _

With all the differences in phonessearchers
Introduction are working hard to make smart phone forensics easier.

As Androidd s p o pisugroavingi people are getting
more interested in it allowing room to develop new
ways to gather forensic data on the multitude of phones
out there now.

Smart phones are the new trend rimobile
devices. Theyare powerful pieces of technolgg
wrapped into small packagesapable of tracking the
communications, locations, and contacts of their users.

Therefore they have the potentiab contain forensic Introduction to the Android OS
information about a person usablethe courtrooms.
According to AdMob[2], "Users of the iOS The Android operating system was developed

and Android platforms regularly spend at least 79 by the Open Handset Alliance (OHAJhe OHA is a
minutes a day using apps." That means that the average group of 84 technology and mobile companies with a

user spends over an hour using their phone for go al t o ffaccel erate i nnovati
somethingother tharcalling or texting. The applications consumers a richer, less expensive, and better mobile

being used have the potential to gitlee forensic e X p e r Ereori Reterenice source not found.

analysts a deeper, more personal look into the lives of

the suspects in question, beyond what has been ARSI

previously available to them when cell phones were o i e

simply a wayto call your contacts on the go.

With the popularity of the smart phae
increasing the importance of researching and perfecting
methods of forensic analysis of smart phones is | e _
becoming more and more promineis these devices Secactes CUORSID ROSTME
become more populacriminals have more access and PR Framework —
opportunity to use them for fraudulent activities. Smart OpenciL | 5 FrecType
phones could be used for many criminal activjtsh
as committing email fraud, illegal substance related
communications, harassment via texting, etc. Since
smart plones are capable of all this, the data stored on
them could be a valuable asset to a forensic analyst e rvers
conducting an investigation. Smart phones stare ’ Figure 1. Android architecture [3]
variety of useful dataabout a person just through basic

APPLICATION FRAMEWORK

information such as call logs, contacts, texssages, As seen in Figure,the applications level ships

emails, saved account information, browser history, and  wjith a set of core applicationsuch as an email client,

even chat logs. SMS program, calendar, maps, contacts, and a browser.
Although smart phones have a lot of personal Al the applications are written in Java.

data, it is hard t@ccessBecause of the wide variety of Below the applications level is the application

devices currently available, aNith different hardware framework. Android provides an open development
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platform This gives developers the antrol to build
applications that take full advantage of the dewvices
hardware such as location information, background
servicesthe ability toset alarms, add notifications to the
status bar, andnany more features. Developers are
given full access tohe framework API used by the core
applications whichis designed to simplify the tese of
components. The services includeviews, which are
used to build the GUI of the applicatioifContent
providers used to enable applications to access .data
Resourcemanageraused to provide access to graphics
and layouts Notification managerare usedo enable all
applications to display alertend an activity manager
which managethe lifecycle of an application.

Under the application framework is a set of
libraries written in C/C++ which are used by many
components of thé\ndroid system. The core libraries
include a System C Library for embedded Lirhased
devices, Media Libraries for playback and recording of
media, a surface manager which provides access to the
2D and 3D components, a LibWebCore which is the
modern browser engé for Android, SGL which is the
2D graphics engine, 3D libraries based on OpenGL for
use of 3D accelerations and graphics, FreeType for
bitmap and vector rendering, and SQLite for the
database needs.

The Android runtime includes a set of core
libraries that provides the functionality in the core
libraries available to the Java programming language.
Besides the core librigés, every application that is run is
executed using the Dalvik virtual machifgM). The
Dalvik VM runs applications iits own virtualmachine.
Android applications are compiled into .dex fijlegich
are run by the Dalvik VM.The Dalvik VM relies on the
Linux Kernel for its functionality and memory
managemeniThe Linux Kernel version 2.6 provides the
core system services fékndroid, including memory
management, process management, drivers, network
stack, and most importantlgecurity.

All of these allow theAndroid phone to run,
but as a forensic analyst the most important features of
an Android are the SQLite databaseshich manyapps
use to store their data on the device. Masidroid
phones come with a removable microSD c¢avHich is
usually formatted in FAT32and is easily extracted,
imaged, and examined using traditional forensic tools.
The Androidfile system is called Yet Aother Flash File
System 2 (YAFFS2which was the first file system
designed specifically for NAND flash memory.
YAFFS2 allows for larger NAND flash devices.

As of October 2011 theatest version of
Android designed for tables is 4.(aka Ice Cream
Sandwich), and as of May 2011 the newest version for
smart phones is 2.3(4ka Gingerbread

B6.2

Acquiring a Physical Image

The Android operating system is relatively new
and the forensic analysis of it is just starting to scratch
the surface. Followingthe procedures outlined by
Andrew Hoog in his book Android Forendids and
RootzWiki [6] along withUnrEVOked[8], capturing an
image and looking through it for forensic data can be
done.

The forensic analysis below was performed on
an HTC Incredible rmning Gingerbread (Android
version 2.3) Most phones including the HTC
Incredible have more than one typef memory
installed. In the Incredible there is Micro SD card
installed in the phoneas well as a space carved out on
the internal NAND memory that emulates 8D card
and then the phode NAND memory itself. Imaging

the removable SD card and recovering data from it is the
easiest part because the phone does not have to be

modified to @ sa Additionally, the card is formatteds
FAT32, which has been out fdong enoughthat there
are many progranmsvailableto recover data fait.

The program that will be used to image th2 S
card is AccessData FTK Imager version 3.0The
process isstarted by first connecting the phone to the
computer ensuring that a write blocker is in place to
make sure no data is changed on the deviceethe
phone is connecteitl will prompt the user to mount the
SD card to the computeAfter the device is amected
the computer will install the drivernecessary to read
the SD cardjf thatd o e s n 6 t aut omat i
has provided drivers for the phone on their website.

Inside FTK Imager in the File menu, there is an
fiAdd Evidence Iterd button. Clickingon that will bring
up a menu to choose a data sounce thenselecting
fiPhysical Drivé and clickingfinex will bring the user
to a drive selection window. In that window it is up to
the analyst to choosghich disk they want to image. In
this case it was a 16GB card mounted to
W\PHYSICALDRIVE1 as seen in Figure 2.
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file://./PHYSICALDRIVE1

Select Drive -

Source Drive Selection

Please select from the following available drives:

‘\\.\PHYSICALDR\VET - HTC Incredible USB Device [16GB USB] ﬂ
\.\PHYSICALDRIVEQ - WDC WD2500AAJS-75MOAO ATA Device [24
WPHYSICALDRIVET - HTC Incredible USB Device [16GB USB]
WIPHYSICALDRIVES - HTC Incredible USB Device [7GB USB]

! < Back Finish

Figure 2. FTK Source Drive Selection Screen

Cancel ‘ Help ‘
|

After opening the image, the image must be
exported to dfile for later use. Clicking on the File
menu and then Export disk image will allow the forensic
analyst to do that. In this case the image was exported to
a raw(dd) file and saved to the examisecomputer
shownin Figure 3.

Creating Image... l = X
Image Source: | \\\PHYSICALDRIVEL
Destination: | C:\Users\Administrator\Desktop\Android Forensics\DD Imag
Status: | Creating image...
Progress
INEREER
Elapsed time: ‘ 0:05:41
Estimated time left: ‘

Figure 3. Creating theddmage

Once the imagéasfinished exporting, be sure
to keep the hash written down to ensure the image was
not modified. A text file is saved with the hash values
in the same location the image was exportedTtee
hash values can be seen in Figure 4.
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| SDCardImage.001.txt - =

file Edit Format Wiew Help
Information for C:\Users\administrator\Desktop\android Forensics\DD Images\ .

Physical Evidentiary Item (Source) Information:

[Drive Geometry]

Cylinders: 1,945

Tracks per Cylinder: 255

|| Sectors per Track: 63

Bytes per Sector: 512

Sector Count: 31,250,432

[Physical Drive Information]

Drive Model: HTC Incredible USB Device

Drive Interface Type: USB =
Source data size: 15259 MB

Sector count: 31250432

[Computed Hashes]
MD5 checksum:
SHAL checksum:

272a97d913cd8alf23able3badeb9dcO
74a3f5292b99bddba44b930e5ac749453648e7ed

Image Information:
Acgquisition started:
Acquisition finished:
segment Tist:
C:\Users\Administrator\Desktop\Android Forensics\DD Images\SDCardImage.00
c:\Users\Administrator\Desktop\Android Forensics\DD Images\sDcardImage.00 _

wed Nov 09 21:00:38 2011
Wed Nov 09 21:35:53 2011

‘ m b

Figure 4. The hash values

Importance of i Rooti ngo

Android stores most dfs valuable information
such as contacts, call logs, databases, text messages and
other data in its root directory (/). In order to get access
to Androids root directorya pr ocess cal l
must be performedon the device. Rooting a device
means that the user is given access to the root directory
and is given permission to preform actions as a root
user.The process ofaoting an Android device came
about from peole who wanted to modify their phones
beyond the intentions of the designers. When a phone is
rooted a user can modify any part of the operating
system on the phone allowing for increased
performance, the ability to run custom apps, and even
the ability tochange the OS entirely and install custom
firmware on the phone. As a forensic analyst the only
benefit ofrooting isto gainaccess to the root directory.

There are many ways to gain root access on a
phone, and most of them involvé® arty programs.
Some phonessuch as the Google developer phorks
not require ¥ party software to root, bun this case the
HTC Incredible doesin this case Rooting the phone
will change information stored on the phone and will not
be admissible in court since sondata is drastically
changed. The following will show how to root the phone
and get data off the phone but, until a method to gain
root access is createdhich does not alter the phone in a
forensically damaging way, this procedure cannot be
used in a cowroom scenario.

Rooting the HTC Incredible

Rooting the HTC Incredible has become
streamlined and easy to do. The first step is to download
t h enrEROkedmodified USB drivey and extract it
from a 3° party company callednrEVOked [10] This
USB driver will allow the Incredible to communicate
with the computer while it is in recovery mode. To
install the driverboot the phone into recovery mode by



turning it off, then hold down the volume down button
and turn it onNext, plug the phone into the compute
using a USB cable. Windows will ask for a driver for
the unknown devigeand then simply point it to the
location wherethe downloaded and extracted USB
driver is located The second step is to download the
UnrEVOKed 3 recovery reflash tool for the Inalible

[9]. Once the tool is downloaded, run the exe file. The
tool will then tell you that it is waiting for the device to
be plugged in and to enable USB debugging on the
device, and also to make sure HTC sync is NOT
installed. If HTC sync is installeebn the computer,
uninstall it.Figure 5shows thauinrEVOkedUlI.

(5], | S

B unrEVOked recovery reflash tool =

File Help

unrevoked®

Painless root and reflash.

Waiting for device, Plug phone in now and enable USB debugging, Make sure HTC syncis *not* installed!

Recovery mage: ClockwrkMod Recovery

Figure 5.UnrEVOked3 Ul

To enable USB debugging on the device go
into Settingsy, ApplicationsA Development and check
USB Debuggingshownin Figure 6.

© 94| 3:36 PM

Debug mode when USB is connected

USB debugging notify

Display a notification when USB
debugging is connected

Stay awake
Screen will never sleep while charging

Allow mock locations
Allow mock locations

Stop app via long-press
Long-pressing the BACK button will kill
the foreground application.

Device hostname
android-ef0807ab2878013c¢

Figure 6. USB Debugging enabled

Once USB Debugging is enabled and HTC Sync is
uninstalledUnrEVOked3 will prompt if it should install
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the custom recovery as well as root the phone. Clicking
fiye will start UnrEVOked3. Do not touch the phone
while it is rooting the phone will rebooteveral times.
Once the phone is successfully rootéthrEVOked 3

will prompt the user sayingcongratulations the phone
is now rooted. Now that the HTC Incredible has been
successfully rootedthe forensic analyst has access to
the root directory so thghone can be imaged as well as
explored logically.

Creating add Image

The files system of an Android device is stored
in a few different places in the directory /dev. Since
Android doesndét have a
uses an MTDwhich allows for the OS to run directly
on flash memory. On the HT@hcredible there are 7
files located in /dev/mtd. By running tlelb shell with
the cat command on the file /proc/mtd each mtd file can
be found along witlits name asshownin Figure 7.
N

. All righ

EX Administrator: C:\Windows\system32\cmd.exe

C=TfE0 X

cat /proc/mtd

—— |

Figure 7. adb shell cat /proc/mtd

mtdO contains miscellaneous information
mtd1 contains the recovery image

mtd2 contains the boot partition

mtd3 contains the system files

mtd4 contains the local files

mtd5 contains the cache

mtd6 contains the us@rdata

To image each of the filethe adb shell will ned to
be launched. Once the tool is launchieel sure to run a

Aisud command to give the ter
terminal 6s symbol will, chang!
indicating the user now has roothig. The next step is

to create an image wusing the

dd if=/dev/mtd/mtdO of =/sdcard/misc.dd bs=4096is

will create an image of mtd0 and save it to the SD card
as misc.ddusing a block size of 4096 bytes. This needs
to be ane for each of the 7 mtd filed1] shownin
Figure 8.

hard d



B Administrator: CAWindows\system32\cmd.exe - 2db sh=u_ [ oS

Microsoft Windows [Uersion 6.1.76811 a
ght <c> 2889 Microsoft Corporation. ALl mights reserved.

~/Desktop/DDImages/system.dd ~/ Des kt.op/ sys
The command output can been in Figure 10.

I

chris@ubuntu: ~

22 secs (295

File Edit View Search Terminal Help
chris@ubuntu:~$ scalpel -c ~/Desktop/scalpel-android.conf ~/Desktop/DDImages/sys/d
tem.dd -o ~/Desktop/system

Scalpel version 1.60

Written by Golden G. Richard III, based on Foremo

ard/recovery. dd

s (4545849 hytes/sec)
-dd bs=4096
4896 t 0.69.

out i . .
s teansferred in @ c ;:137594% 2ytas/sec) Opening target "/home/chris/Desktop/DDImages/system.dd"
em. 5 =
< =4096 .
Image file pass 1/2.
/home/chris/Desktop/DDImages/system.dd: 160.0% |
IAllocating work queues...
Work gueues allocation complete. Building carve lists...
Carve lists built. Workload:

248.0 MB 00:00 ETA

out
ransferved in B.247 secs (2653279 hytes/sec)

i dd if=/dev/mtd/mtd5 dcard-cache .dd 4096
dd if =/dev/mtd/mtdS of card/cache .dd
4 ecords in

gif with header
gif with header
jpg with header

"\x47\x49\x46\x38\x37\x61" and footer "\x@@\x3b"
"\x47\x49\x464\x38\x39\x61" and footer "\x@@\x3b"
"\xff\xd8\xff\xeB\x00\x10" and footer "\xff\xd9"

"\xffi\xd8\xffixel" and footer "\x7f\xff\xd3" -
"\x58\x4e\x47\x3 fiaxfoxfdixfer --> 3 files
"\Xx89\x50\x4e\x4 -> 5838 files
h header "\x53\x51\x4c\x69\x74\x65\x20\x66\x6T\x72\x6d\x61\x74" and
> 1 files
2 email with header "\x46\x72\x6f\x6d\x3a" and footer ""

[38144+@ records out
156237824 bytes transferred in 46.586 secs (3353750 bytes/sec)

--> 1 files

doc with header "\xd@\xcf\xll\xe@\xal\xbl\xla\xel\x00\x00" and footer "\xd@\xcf\

x11\xeB\xal\xbl\xla\xel\x88}x08" > @ files
doc with header "\xd@\xcf\x11l\xe@\xal\xbl" and footer "" --> @ files
htm with header "\x3c\x68\x74\x6d\x6c" and footer "\x3c\x2f\x68\x74\x6d\x6c\x3e"

Figure 8. Imaging the mtd files

"\X25\X50\x44\ and footer "\x25\x45\x4f\x46\x0d" --> 0 files
"\X25\X50\x44\x4 and footer "\x25\x45\x4f\x46\x0a" --> 0 files
"\x52\x49\x46\x46\x3F\x3F\x3F\x3f\x57\x41\x56\x45" and footer ""

Sincethe images are saved onto the SD card of
the device, for forensic purposes there should be a clean
SD card installed into the phone before executing the
commands Once the commands are executed and the
images are saved to the SD card, the SD card can be
placed into a write blocker and the contents can be
analyzed using any forensic software available.

"\x23\x21\x41\x4d\x52" and footer ""
"\x50\x4b\x83\x04" and footer "\x3c\
java with header "\xca\xfe\xba\xbe" and footer "*
Carving files from image.
Image file pass 2/2.
/home/chris/Desktop/DDImages/system.dd: 160.@
Processing of image file complete. Cleaning up.
Done.
Scalpel is done, files carved = 14818, elapsed = 86 seconds.
chris@ubuntu:

Figure 10. Running scalpel

2 files
> 8870 files

248.0 MB 00:00 ETA|

Examining the Images

After running the scalpel tool for all 7 files t 6 s
time to look through them and analyze what data has
bBeR PeBofefed. In' tHB d@RiStoldRr tHat WAL shetifled T ©
for the scalpel tool theraremany folders with different
extensionsfor folder names. Each of these folders
contains data based on the foldeame. For example
9older jpg2-0 contains picture files with the .jpg
extension thahasbeen recovered, shovim Figure 11.

Now that the phone has been imaged it ba
analyzed. I n this case t
analyzed using the Ubuntu program scalpédng with
Andr ew Ho o-dridmidcent A1. ge begin,
scalpel needs to be installed on the Ubuntu machine
using the command s u d -getiasp t | s shawnp e |
in Figure 9.

he

OO @ chris@ubuntu: ~ P <
" e = - s .
File Edit View Search Terminal Help @@;\ » Android Forensics » scalpel caning » datadata » ~ [ %3] [[Search datadata o]
$ apt-get install scalpel — -
open lock file svar/lib/dpkg/lock - open (13: Permission denied) Organize v Gl Open  Includeinlibrary v Sharewith v Bum  Newfolder =~ 0 @
E: Unable to lock the admini tion directory (/var/lib/dpkg/), are you root? Favorites Narme ° Date modified Type Size
chris@ubuntu:~$ sudo apt-get mo
. esktop amr-14-0 File folder
[sudo] password for chri & Downloads ) .
. - emai ile folder
Reading package lists... ——— o
: gif-0-0 File folder
Building dependency tree 1.0 e foldr
Reading state information... Done . i(m-lﬂ-ﬂ .
he following NEW packages will be installed: " =
scalpel | | Documents ipg-2-0 File folder
. o M -2-1 File folds
© upgraded, 1 newly installed, © to remove and © not upgraded. e i e
: =] Pictures ipg-3-0 File folder
t 33.4kB of archives. B videos 5o ot
s operation, 131kB of additional disk space will be used. '“"‘gt'd'h“ Ff“(c‘f‘
//us.archive.ubuntu.com/ubuntu/ maverick/universe scalpel amd64 1.68- — sl e
[33.*”\'5] ‘Cvmputer sqlitedb-6-1 File folder
Fetched 33.4kB in 0s (54.4kB/s) E!:'Vtm:?:(:] xw:15'0 B :.\d;\;l.m .
Selecting previously deselected package scalpel. =T S audiest 22 e Document
(Reading database ... 152728 files and directories currently installed.) T
Unpacking scalpel (from .../scalpel 1.60-1 amd64.deb) ... S
Processing triggers for man-db ...
ing up scalpel (1.60-1) ... I] JFp‘g-'Z-ﬁ Date modified: 11/12/2011 1:57 PM
ilefolder

Figure 9. Installing scalpel

Fiéure 11. sc;ilpel Hputﬂdef fdatadata

Once scalpel is installed it needs to be run
along with the scalpeAndroid.conf file mentioned
earlier, and with one of the dd image fileShe
command t o run t he
~/Desktop/scalpefAndroid.conf

Looking through these folderseach has
valuable deleted information fromedhAndroid device
such as databases, pictures, emails, and audio files.
sical p qdoking ®dugh thé Fo@-ofifsiderd thebee dre many
pictures that were once saved to the phone and then
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deleted. Some pictures are recovered 1,00Btle others
are just corrupted ima&g and some not viewable at all,
as seetn Figure 12.

'@'Qq - [

I Organize v Includeinlibrary v Sharewith v Slideshow  Bum  Newfolder

» Android Forensics » scalpel carving » datadata » jpg-2-0
—— —

¢ Favorites

B Desktop

& Downloads

Ak

00000734,jpg

—
00000735,jpg

00000732,jpg 00000733 jpg 00000736 jpg
4 Libraries

% Documents

l
1
1

& Music

=] Pictures

B videos

00000737 ,jpg 00000738 jpg 00000739,pg 00000740 jpg 00000741 jpg

% Computer
&, Local Disk (C)
¥ Local Disk (F)
e Removable Disk (H:)

e Removable Disk (J:)

.

|
r
k.

00000744 jp

00000749.jpg

00000742,jpg 00000743 jpg 00000745 pg 00000746 jpg

€ Network

£
£

00000747.jp

&

00000748.jpg 00000750.jpg 00000751.pg

998 items

Figure 12. Recovered images

Recovering all the files deleted on thedroid
phonemay seeniike a simple task compared to finding
useful forensic data. There were 14810 recovered files
inside thesystem.dd imagalone Browsing through all
that data for forensic informatiowould be a difficult
task. Logically looking at a device may prove to be
easier than just looking at deleted files.

Logically examining the Android Device

Performing a physal analysis of the drive
gives access ta multitude of deleted information
however sometimes it is fragmented and difficult to
understand. Looking at the device logically will allow
for entire databases to be searched for valuable forensic
data.

Android  stores forensically  valuable
information in the /data/data folder. Inside the /data/data
folder there are many different directoriemostly
starting with the wordficomd . These are all the
applications installed on the phgnalong with any
dependenciesush as debases or configuration files.
Depending on how the application was created, some
use a database to store sensitive information such as
usernames and passwards well as other personal
things like status updates éracebook text messages,
call logs, and so on.Looking in the directory
/data/datadom Android.providers.contactdatabases
there is a SQLite database file called contacts2.db. If
that file is opened up with a SQLite viewer such as
SQLiteManager lots of sensitive information can be
obtained, such asoatacts email addresses, names, and
phone nurbers,asdisplayedn Figure 13.
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) contacts2.db (sqlite 3) = [ )
File Edit Database View Script Window Help
= .F Y .;? o) —
- a .j-‘ L34 Y = m
Design Manage SQL | Analyze Verify Optimize  Chart Vacuum _Settings
[view1_phones -] wHeERE | ) =
LmIm ORDER BY -

[SELECT * FROM "view_v1_phones’; Querv_ 1
number _ name display_name notes account_name ad +

Michelle Barbaro Michelle Barbaro <HTCData> <Facebook=id:778... gravedigger7783@gmai... <t

Dawn Fagundes Dawn Fagundes gravedigge7788@ gmei... <

Jennie Hernandez Jennie Hernandez gravedigger7789@gmai... ©
Poisen Control Poisen Control gravediggeT789@gmai... cq

Osceola Garage Osceola Garage gravedigger7789@gmai... ©

Ali Palladin Al Palladine <HTCDate> <Facebook>id:142... gravedigger7T89@gmai... c

Skie Rocco Skie Rocco <HTCData> <Facebooksid:593... gravedigger7783@gmai... c

BFG Warranty Warehouse  BFG Warranty Warehouse gravediggerT189@gmai... ¢

Pammyj Necklace Pammyj Necklace gravedigger7789@gmai... ©

Jeremy Davis Jeremy Davis <HTCData> <Facebook>id:196... gravedigger7789@gmai... ¢

Lorenzo Rossi Lorenzo Rossi <HTCData> <Facebook>id:768... gravedigger7788@gmai... c

Joanna Mazzella Joanna Mazzella <HTCData> <Facebook>id136... gravedigger7789@gmai... ¢
« W v
-[Z£]+

87 record(s) (Query time: 0.011 secs)

/data/data/conAndroid.providers.telephonglatabases
there is a file called mmssms,dibhich contains every
single text message sent and received on the device
along with the phone number of who sent the message
date the message was semhis section can contain
huge amounts of data for a forensicalyst, shownni
Figure 14.

Figure 14 Text Messages

Android d o e s n Gstore thel mformation a
user would know abopsuch as texts, contactsr call
| ogs. There is informati
think existed on the devicesuch as the places they
visited on the device gy the GPS. This could provide
solid evidence of where a user was at a certain hour of
the day just based off their Android devicdn the
folder
/data/data/com.googkendroid.apps.mapslatabases
information entered into Google maps and used for

on



