
D3.1 

 

 Proceedings of Student-Faculty Research Day, CSIS, Pace University, May 4
th

, 2012 
 

Keystroke Biometric Intrusion Detection 
 

Brian Tschinkel, Bernard Esantsi, Dominick Iacovelli, Padma Nagesar, Richard Walz, Mike 

Guglielmo, Alex Weisman, Eddie Prekelezaj, Dan Camilo, Vinnie Monaco, and Ned Bakelman 

Pace University Seidenberg School of CSIS, White Plains, NY 10606, USA 
 

Abstract 
Pace’s redesigned Keylogger Keystroke biometric 

system is in need of evaluation and analytical testing, to 

verify its accuracy and effectiveness in authenticating and 

identifying users. Biometric systems are used to keep 

track of human identification traits and depending on the 

demands, that information of traits can be used to 

determine which user has entered a specific set of data. 

Keylogging collects specific data about the input and 

method of input a person gives to a computer device 

either on keyboard or mouse devices. Pace’s Keystroke 

Biometric System (PKBS) has undergone changes to meet 

new demands and support more types of input for 

analysis. This paper aims to analyze the methodology, 

including data collection, conversion, backend 

processing, and ROC curve generation, of PKBS. 

1. Introduction 

Many may not realize it, but every feature a person 

has and every pattern based habit he or she performs can 

be used as a form of identification. Everyone can be 

identified by certain physiological and behavioral traits. 

The more common known ways to identify people are 

physiological traits, which are used in nearly every 

scenario possible that requires identification of an 

individual. Physiological traits include the physical 

aspects of a person that do not change and are not easily 

controllable, such as finger/palm prints, facial features, 

DNA, and eye color/pattern [1]. The method of 

physiological identification was more effective when 

populations were smaller and less mobile. It is much 

easier to collect, analyze and organize data on features 

that can be described in physical and unchanging terms. 

Now that populations seem to always be rapidly 

increasing and more people are becoming ‘migrant,’ it is 

harder to use old methods of data storage and 

identification. People do not stay in one location for long 

and many people engage in physical altercations. This 

change in societal patterns demanded a system that could 

not only be easily accessed anywhere in the world, but 

also easily changed and updated. Thankfully, our 

technology has risen to the occasion and we have 

effective biometric systems that record a plethora of data 

identification markers [1]. 

This process of gathering data about a person, 

extracting the features, and then classifying that person 

accordingly is known as Biometrics [1].  Technology has 

not only opened doors for public mobility, it has also 

helped form new ways of collecting, processing and 

storing data on individual identification. Technology has 

also broadened the type of data that can be collected about 

a person, which is significantly important since 

physiological traits are not as reliable as they used to be. 

All the physiological markers are still recorded and 

maintain significant importance; however, these traits are 

combined with behavioral knowledge about individuals as 

well. Some behavioral markers that are less commonly 

known are posture, way of walking, vocal patterns, and 

surprisingly a person’s typing rhythm [1].  It’s hard to 

imagine that someone can be identified by how fast they 

type, how long they press each key, how long it takes to 

transition between keys and what exactly is being typed. 

This is exactly what Pace’s Keystroke Biometrics System 

does. Biometrics uses a system based on pattern 

recognition of behavioral traits, which is why a program 

can be developed that identifies individuals based off of 

typing rhythm [1].  Everyone has a unique way of 

walking, of speaking, and anything else in their life; the 

way people type is no exception. Though these behaviors 

are controllable and changeable, when observed in an 

objective situation, they can be used to identify someone 

by their ‘default’ patterns.  

The most common scenario that biometrics is used in 

is to fight against crime. It can also be used as a security 

method, identification method, identity theft prevention, 

or a simple tool to stop someone from claiming work that 

they did not do [1].  The use of a biometric system largely 

depends on whether it is a verification tool or an 

identification tool. Biometric systems that are used for 

verification only determine whether an individual is either 

the right person, or the wrong person [1].  For example, 

when trying to access bank information, if the biometric 

system determines that the user is the wrong person based 

on the data it collects (i.e. passwords, pin numbers, social 

security numbers) then the user will be locked out of 

accessing the requested information. However, biometric 

systems can also be used for identification, meaning that 

it can determine who the user is out of a set of users [1].  

As expected, a process like this can be very complex due 

to an immense amount of variables. In order for a 

biometrics system to become usable and effective it must 

be tested and ‘trained’ to perform with accuracy [1].  This 

is why it is necessary to test PKBS, ensuring its 

conclusions are reliable and accurate. 
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2. Methodology 

The Pace Keystroke Biometric System contains several 

key functional modules: 

 Fimbel Keylogger 

 Data Converter 

 PKBS Backend Processor 

 ROC Curve Generator 

2.1.   Fimbel Keylogger 

The Fimbel Keylogger, named after its creator Eric J 

Fimbel, was built with the intentions of being able to 

record mouse and keyboard movements. The application 

is capable of running side by side with other tasks that are 

also being used within the same operating system. This is 

imperative because in order to capture data properly, you 

need to have somewhere to input your keystrokes. 

For the purpose of this semester’s project, several 

different data collection sample templates were used. The 

list included: Text, Spreadsheet, Intruder, Browser and 

Open templates. While working with each template, the 

specific program associated with that template would first 

be launched so that input was ready to be captured. Next, 

the Fimbel Keylogger was invoked and the recording was  

 

 

 

initiated. Some of the programs that were used for input 

were Microsoft Word (for Text), Microsoft Excel (for 

Spreadsheet), Command Prompt (for Intruder) and 

Mozilla Firefox (for Browser). Each time recording was 

completed for the current session, the Fimbel Keylogger 

would be stopped and the captured input would be 

transmitted. The resulting output was composed of two 

text files, one called a KEY file and the other a KPC file. 

2.2.   Data converter 

Each user is responsible for generating a set of samples 

which are put through a Java-based converter.  The 

converter extracts the data from the Fimbel Keylogger 

and then creates an XML file.  These files are able to 

work with the PKBS. 

There are two input files that are needed in order to 

convert it to an XML file.  The KEY log and KPC log 

files from the Fimbel Keylogger are inputted into the 

converter.  User names are important to keep the samples 

collected separated for the feature extractor during the 

next phase of the study.  The user name from whichever 

user generated the sample is automatically extracted from 

the KPC file name to be automatically inputted in the data 

converter. 

Figure 1: The interconnectivity of the PKBS 
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Figure 2: Converter with user name inputted via 

KPC log. 

 

Once both log files are inputted, a destination for the 

new XML file must be selected.  Once a folder is 

selected, the Convert to XML button will convert the log 

filed into the correct format for another portion of the 

experiment.  Figure 2 shows the input files, user name 

inputted from the KPC log and the button to convert them 

to an XML file. 

 

2.3.   PKBS Backend Processor 

During the PKBS backend processing phase, the XML 

files are passed to the feature extractor to generate a 

single feature vector file.  Once the feature extractor is 

used, the Biometric Authentication System (BAS) is used.  

When using the BAS, the feature vector file must then be 

manually split into two files, one for testing samples and 

the other for training samples.  The testing and training 

samples are utilized to obtain performance results. 

After obtaining the results, the dichotomy model is 

used to generate files which create intra- and inter-class 

sizes from the samples during authentication.  The 

measurement is known as the FRR (False Rejection Rate) 

and the FAR (False Acceptance Rate).  The FRR is called 

a Type 1 error which describes how often the system fails 

to recognize an authorized person.  The FAR is also 

called Type 2.  This is when the system accidentally 

verifies an unauthorized user [2]. 

“For authentication, a vector-difference model 

transforms a multi-class problem into a two-class 

problem.  The resulting two classes are ‘within-class, you 

are authenticated’ and ‘between-class, you are not 

authenticated.’  This is a strong inferential statistics 

method found to be particularly effective for 

multidimensional feature-space problems [3].” 
 

During the authentication process, the user’s keystroke 

sample is converted into a feature vector.  The difference 

between the current vector and the earlier vector is 

calculated and is then classified as within- or between-

class. [3] 

To figure out system performance, we then have to 

simulate the authentication process of different users.  

Some are authenticated while others are attempting to 

gain access like the legitimate users. 

To obtain system performance we simulate the 

authentication process of many true users trying to get 

authenticated and of many imposters trying to get 

authenticated as other users. This is done by using the 

numbers of the inter- and intra-person distances explained 

above.  

 

2.4.   ROC Curve Generator 

In any type of analysis or test, there is usually a reason 

to define what a good or bad result is.  Various tests have 

been designed to meet this objective. The ROC (Relative 

Operating Characteristic) curve technique has been 

designed to attain two objectives in this regard.  The fact 

that the best of the tests has a curve which rises steeply 

initially is used to choose between tests.  A test can be 

called the best if its related ROC curve is this highest of 

any of the other test’s curves. 

Once the results are populated, they are used by the 

ROC Curve generator.  The generator provides a curve 

that shows the False Rejection Rate and False Acceptance 

Rate.  Both rates have an inverse relationship.  If there is a 

high acceptance rate, there is a low rejection rate.  If there 

is a high rejection rate, there is a low acceptance rate.  [3] 

 

3. Experimental Design 

Individual groups of experiments have been run over 

the past two school semesters. The following is a 

discussion of those experiments which will be referred to 

as Set A and Set B. These two sets will coincide with Set 

A and Set B of the Results and Discussion section to 

follow. 

 Experiments: Set A (Fall 2011) [2] 

 Experiments: Set B (Spring 2012) 

 

3.1.   Experiments: Set A 

Three weak training experiments were conducted with 

the following data: 

1. 100 spreadsheet data-entry samples, 10 samples 

from 10 users 

2. 100 text-input samples from previous research and 

the above 100 spreadsheet data-entry samples. 

3. 100 Web browsing data samples, 10 samples from 

10 users 

Weak training means the system was not trained on the 

users supplying the test samples, while strong training 

means the system was trained on the users supplying the 

test samples. 

For the first experiment, the training and testing was 

performed on spreadsheet data. The samples were taken 

using an Excel template developed for this experiment, 

shown in Figure 3: Spreadsheet Template . Whole 

numerical values in the thousands were entered in the 
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green cells while two decimal-point values were entered 

in the pink cells. Additionally, three journal entries were 

specified which included a brief text description.  The 

samples were converted into Extensible Markup 

Language (XML) files using the new converter. The 

XML files were processed through the Feature Extractor 

to produce a single feature vector file. The feature vector 

file was split into two files (test and train). The test file 

contained 50 records for the team members and the train 

file contained 50 records for the non-team members. The 

test and train files were passed to the Biometric 

Authentication System to obtain the performance results. 

In order to authenticate and validate the accuracy of the 

results, the records for the test and train files were 

reversed (the train file consisted of the fifty member 

records and the test file consisted of the fifty non-team 

member records) and rerun through the BAS. 

In the second experiment, the system was trained on 

text data and tested on spreadsheet data, and then trained 

on spreadsheet data and tested on text data. The text data 

consisted of 100 text-input samples from previous 

research. The spreadsheet data consisted of 100 

spreadsheet samples obtained from experiment 1. The 

same conversion process was applied to produce XML 

files which were then passed to the Pace Keystroke 

Biometric System backend for feature extraction and 

classification. The feature vector file produced from the 

feature extraction was divided into 100 spreadsheet 

records for the testing and 100 text-input records for 

training and results were obtained. The files were 

reversed (test file contained 100 text-input records and the 

train file contained 100 spreadsheet records) and re-ran 

through the BAS to validate the performance. 

For the third experiment, training and testing was 

performed on Web browsing data.  The samples were 

taken while the users browsed the Internet for ten to 

fifteen minutes.  The same conversion process was 

applied to produce XML files which were then passed to 

the Pace Keystroke Biometric System backend for feature 

extraction and classification.  The feature vector file 

produced from the feature extraction was divided into 50 

team-member records for testing and 50 non-team 

 

3.2.   Experiments: Set B 

Two main experiments have been undertaken so far by 

this semester’s team (Spring 2012). Both of these 

experiments were run twice each, with slight differences 

each time. By reversing the testing and training input files 

into the BAS program, we ended up with four separate 

results to examine.  

In each of these experiments, we were concerned with 

the samples that were obtained through capturing of input 

on the excel spreadsheet that was provided to us (Figure 

3). The excel sheet presents a total of 42 green shaded 

cells which we were required to enter in whole numerical 

values. Meanwhile, the 9 pink shaded cells were to be 

given values with two decimal places. Finally, there are 3 

text entries under the heading “Special Journal Entries” 

that we were required to change to any arbitrary plain text 

value. 

The KEY and KPC files that resulted from our 

recording of this keyed input were then saved both to our 

local hard disk drives as well as transmitted to the server, 

all made possible by the Fimbel Keylogger. From there, 

the KEY and KPC file samples were converted into 

Extensible Markup Language (XML) files. In the end, we 

had a total of 50 Team Member Excel spreadsheet 

samples (10 samples each X 5 team members) in the form 

of XML files. At this point, we were then given 50 Non-

Team Member samples which were previously recorded 

and converted into XML files (from last year’s team). We 

were then able to proceed with the actual experiments. 

In the first experiment, we fed these Team Member 

XML files into the Feature Extractor program which gave 

us a feature vector file, to be used as our Test feature file. 

The Train feature file was accounted for by the 50 Non-

Team Member files being generated through the same 

process of using the Feature Extractor program. Next, the 

Biometric Authentication System (BAS) program was run 

and the test and train files were submitted to it. Once the 

results were obtained and saved, we closed out of the 

BAS and then restarted it up again. In identical fashion 

the BAS program was run a second time, however this 

time around we reversed the input files. The Test feature 

file was now input using the Non-Team Member file and 

the Train feature file was our own Team Member feature 

vector file. 
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Figure 3: Spreadsheet Template used to record input 

In the second experiment, we were asked to gather 50 

of our own Non-Team member Excel spreadsheet 

samples (different from the Non-Team member samples 

referenced in the first experiment). After obtaining these 

samples from a mixture of friends and colleagues, we 

converted the KEY and KPC files to give us the 50 XML 

files that we were looking for. After extracting a feature 

vector file out of these new 50 Non-Team member 

samples, we were ready to run the system again. This new 

feature vector file was now paired with our original Team 

member feature vector file as input to the BAS program. 

Just as with the first experiment, we ran the BAS twice. 

The first time around, the Team member file was used as 

the Test file and the Non-Team member file as the Train 

file. Once results were procured and saved, the BAS was 

run with the reverse input again (Team Member file as 

Train file and Non-Team as Test file). 

As mentioned, the results from our two experiments 

were recorded and documented each time through, in 

order to examine more closely what the resulting False 

Acceptance Rate (FAR) and False Rejection Rate (FRR) 

would be. 

4. Results and Discussion 

Individual groups of results have been obtained over 

the past two school semesters. The following is a 

discussion of those results which will be referred to as Set 

A and Set B. These two sets will coincide with Set A and 

Set B of the Experimental Design section above. 

 

 Results: Set A (Fall 2011) [2] 

 Results: Set B (Spring 2012) 

 

4.1.  Results: Set A 

The first experiment for the Excel data sample files 

produced results that are similar to a previous study. This 

experiment included 50 samples from five non-team 

members for training and 50 samples from five team 

members for testing (10 users each producing ten 

samples). Table 1 shows the average false rejection rate as 

15.64%, the average false acceptance rate as 21.86%, and 

the average performance as 79.28%.  

Table 1.  Summarized Results for Experiment 1 

kNN Train Test FRR FAR Perf. 

1 225-1000 225-1000 13.33% 25.50% 76.73% 

3 225-1000 225-1000 16.44% 19.10% 81.39% 

5 225-1000 225-1000 16.00% 21.00% 79.92% 

7 225-1000 225-1000 16.44% 21.70% 79.27% 

9 225-1000 225-1000 16.00% 22.00% 79.10% 

Average: 15.64% 21.86% 79.28% 

Reversing the experiment (50 samples from team 

members for training and 50 samples from non-team 

members for testing) yielded improved results (Table 2). 

For this experiment, the average FRR, FAR, and 

performance rates were 15.65%, 9.69%, and 89.26%, 

respectively. 

The second experiment used the 100 samples from the 

first experiment and 100 text-input keystroke samples 

from an earlier research. Training on text data and testing 

on spreadsheet data yielded averages of 26.49%, 11.25%, 

and 87.39% for the FRR, FAR, and performance rates, 

respectively (Table 3). 

Table 2. Summarized Results for Reversed Experiment 1 

kNN Train Test FRR FAR Perf. 

1 225-1000 225-1000 13.43% 12.29% 87.51% 

3 225-1000 225-1000 17.59% 9.02% 89.47% 

5 225-1000 225-1000 16.20% 9.02% 89.71% 

7 225-1000 225-1000 15.74% 9.22% 89.63% 

9 225-1000 225-1000 15.28% 8.92% 89.96% 

Average: 15.65% 9.69% 89.26% 

Reversing the experiment (training on spreadsheet data 

and testing on text data) yielded rather low performance 

rates and an expectedly high average for the false 

acceptance rate (Table 4). This is not unusual as the 

current system was designed to operate on text data. Since 

the spreadsheet samples consist of mostly numeric input, 

they are not a good candidate for testing against 

alphabetic text-input keystrokes. However, with the 

addition of feature measurements specific to numeric 

entry, we would expect to see improvement in this area.  
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Table 3. Summarized Results for Experiment 2 

kNN Train Test FRR FAR Perf. 

1 450-4500 450-4500 24.72% 14.15% 84.91% 

3 450-4500 450-4500 30.84% 9.07% 88.99% 

5 450-4500 450-4500 25.85% 10.58% 88.06% 

7 450-4500 450-4500 26.08% 11.16% 87.52% 

9 450-4500 450-4500 24.94% 11.29% 87.49% 

Average: 26.49% 11.25% 87.39% 

 

Table 4. Summarized Results for Reversed Experiment 2 

kNN Train Test FRR FAR Perf. 

1 450-4500 450-4500 0.22% 83.62% 23.96% 

3 450-4500 450-4500 0.89% 78.44% 28.61% 

5 450-4500 450-4500 0.44% 81.00% 26.32% 

7 450-4500 450-4500 0.00% 81.29% 26.10% 

9 450-4500 450-4500 0.22% 81.18% 26.18% 

Average: 0.35% 81.11% 26.23% 

 

The third experiment included 50 samples from five 

team members for testing and 50 samples from five non-

team members for training. Table 5 shows the average 

FRR, FAR, and performance rates as 29.80%, 16.83%, 

and 81.22%, respectively. As the system is not designed 

yet for mouse movement and click features (typical with 

web browsing activities), these results are better than 

expected. 

 

Table 5. Summarized Results for Experiment 3 

kNN Train Test FRR FAR Perf. 

1 225-1000 225-1000 21.29% 25.90% 74.86% 

3 225-1000 225-1000 33.17% 13.20% 83.51% 

5 225-1000 225-1000 33.66% 14.66% 82.20% 

7 225-1000 225-1000 30.20% 15.35% 82.20% 

9 225-1000 225-1000 30.69% 15.05% 83.37% 

Average: 29.80% 16.83% 81.22% 

 

 

Reversing the experiment (50 samples from team 

members for training and 50 samples from non-team 

members for testing) yielded similar results (Table 6). 

The average FRR, FAR, and performance rates were 

48.62%, 11.72%, and 81.50%, respectively. 

 

Table 6. Summarized Results for Reversed Experiment 3 

kNN Train Test FRR FAR Perf. 

1 225-1000 225-1000 38.67% 21.80% 75.10% 

3 225-1000 225-1000 54.22% 9.00% 82.69% 

5 225-1000 225-1000 48.89% 10.00% 82.86% 

7 225-1000 225-1000 49.78% 9.30% 83.27% 

9 225-1000 225-1000 51.56% 8.50% 83.59% 

Average: 48.62% 11.72% 81.50% 

 

A receiver operating characteristic (ROC) curve can be 

plotted to analyze the performance of the Pace Keystroke 

Biometric System (PKBS). The curve for the first 

experiment is shown in Figure 4. With 1,276 plotted data 

points, the approximate equal error rate (EER) where the 

FAR and FRR are equal to 17.8%. 

 

 

Figure 4. ROC Curve for Experiment 1, EER  17.8% 

The 45-degree line on the ROC curve graphs helps 

identify the equal error rate. Lower equal error rates show 

better accuracy in the system. The equal error rate occurs 

at the intersection of the 45-degree line and the ROC 

curve where the false acceptance rate is equal to the false 

rejection rate. 

The curve for the second experiment is shown in 

Figure 55. The approximate EER for the ROC curve 

consisting of 5,051 data points is approximately 18.6%. 

The first experiment yielded a lower EER with favorable 

values for the false rejection and false acceptance rates.  

The ROC curve for the third experiment is shown in 

Figure6. The approximate EER for the ROC curve 

consisting of 1,276 data points is approximately 19.9%. 

The first and second experiments yielded lower EER with 

favorable values for the FRR and FAR rates. 
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Figure 5. ROC Curve for Experiment 2, EER ≅ 18.6% 

 

 

Figure 6. ROC Curve for Experiment 3, EER ≅ 19.9% 

The ROC curves and performance results may reflect 

some discrepancies related to the generations of the input 

samples. Particularly, the second experiment used 

archived text samples that were generated from the old 

input system while the spreadsheet data used in the same 

experiment were generated from each of these input 

systems in the same experiment. 

Some discrepancies were introduced with the Fimbel 

keylogger in the form of scan codes showing up in the 

KPC file where they previously only existed in the KEY 

file. This was the result of a recent update from Eric 

Fimbel. While this update was ultimately not used in 

these experiments, any future update that results in 

changes to the keylogger output formats will need to be 

addressed for future trials.  Some web samples, mainly 

the longer ones (generated over a 15 minute time frame), 

did not transmit to the Pace Vulcan server; this will also 

need to be explored in any future trials as well. 

 

4.2.   Results: Set B 

The first experiment run consisted of 50 Excel 

spreadsheet samples collected from the five current team 

members to be run against 50 Excel spreadsheet samples 

collected from the previous semester’s five team 

members.  Each sample was consistent with the next 

taken by the use of one spreadsheet template instructing 

users to insert whole numbers, decimals, and text entries 

in specific cells.  Team member samples from the 

previous semester were used as the training file while 

current team member samples were used as the testing 

file.  The results in Table 7 indicate averages of False 

Reject Rate at 25.33%, False Acceptance Rate at 15.54% 

and a Performance Rate of 82.66%.  

 
Table 7. Experiment 1 Results 

Training Testing FRR FAR Perf. kNN 

225-1000 225-1000 27.11% 14.50% 83.18% 3 

225-1000 225-1000 24.89% 15.70% 82.61% 5 

225-1000 225-1000 24.00% 16.40% 82.20% 9 

Averages:  25.33% 15.54% 82.66%  

 

In comparison with previous semester team’s results, 

we see an increase of overall performance by 2.52% (The 

previous semester’s results yielded performances of 

81.39%, 79.92%, and 79.10% for kNN 3, 5, and 9 

respectively) [2].  However, FRR and FAR success are 

inversed as False Rejection Rate for the previous semester 

was 16.15% while False Acceptance Rate was 20.6%. 

The next part of the experiment involved using the 

same samples but reversing them.  In this experiment the 

50 samples from current team members were used as the 

training file while the 50 samples from the previous 

semester were used as the testing sample. 

 
Table 8. Experiment 1 Reversed Results 

Training Testing FRR FAR Perf.   kNN 

225-1000 225-1000 31.56% 13.50% 83.18%   3 

225-1000 225-1000 27.11% 14.00% 82.61%   5 

225-1000 225-1000 21.78% 12.70% 82.20%   9 

Averages:  26.81% 13.40% 84.13%  

 

The results in Table 8 show that Overall performance 

was mostly the same with only a slight increase in False 

Rejection Rate and False Acceptance Rate.  The similar 

results yielded help to ensure the validity of the software 

and its reliability.     

The second experiment incorporated the same 50 team 
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member excel samples but this time to be ran against 50 

non-team member samples gathered by the current team. 

The team member samples were to be used as the testing 

file while non-members were used as the training file.  

The results are shown below in table 9. 

 
Table 9. Experiment 2 Results 

Training Testing FRR FAR Perf. kNN 

225-1000 225-1000 27.11% 13.30% 84.16% 3 

225-1000 225-1000 26.67% 17.90% 80.49% 5 

225-1000 225-1000 31.11% 14.80% 82.20% 9 

Averages:  28.30% 15.33% 82.28%  

 

When compared to Experiment 1 (before it was 

reversed), we see nearly identical results with the 

exception of a slight increase in False Rejection Rate.  

False Acceptance Rate and Overall Performance showed 

only slight changes with decrease of 0.21% and 0.38% 

respectively.   The experiment would then be reversed 

using the 50 team member samples as the training file and 

50 non-team member samples as the testing.  The results 

are in Table 10. 

 
 

Table 10. Experiment 2 Reversed Results 

Training Testing FRR FAR Perf. kNN 

225-1000 225-1000 19.11% 25.80% 75.43% 3 

225-1000 225-1000 18.67% 26.60% 74.86% 5 

225-1000 225-1000 20.89% 25.90% 75.02% 9 

Averages:  19.56% 26.10% 75.10%  

 

Results were expected to be similar as they were in 

experiment 1; however, we see a significant decrease in 

Performance close to 7%.   

 

 

5. Conclusions 

The Pace Keystroke Biometric System (PKBS) has 

proven to be effective in identification and verification, 

which can be of great use for further study and research 

on keystroke biometrics. Adding the open source 

keylogger may have cost valuable research time and 

efforts, however, the additions and updates to PKBS 

allows for more data collection from a multitude of 

applications on any operating system needed. The 

addition of the keylogger has so far been proven effective 

and compatible with the system, which makes the entire 

PKBS more useful.  

However, since the horizons have been broadened, it 

may cause issues with the results. The massive amount of 

variables that comes along with new applications and 

multiple operating systems is nearly impossible to proof 

one hundred percent. Some minor holes and cluttered data 

are bound to arise. As such issues arise PBKS will 

continue to evolve, meeting the demands of the users. 
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