
Proceedings of Student-Faculty Research Day, CSIS, Pace University, May 2nd, 2014 

Abstract — A system for authenticating students taking 
online quizzes is described. Mouse input is the primary 
focus of this study, and features for mouse motion, click, 
and scroll are described. Two different approaches to 
collecting data are taken in an online test: structured vs. 
unstructured. The benefits of structured data collection 
will be assessed and compared to the additional effort 
required on the user’s and test-designer’s behalf. The 
verification process and initial results are described, as 
well as future work in this ongoing research effort. 
 
Index Terms — Authentication, Mouse Biometrics, Mouse 
Clicks, Mouse Velocity, Keystroke  

1. INTRODUCTION 
 

eople worldwide use devices to conduct business 
transactions, pursue educational goals, communicate 
with  friends and family, and fill their time with 

various types of entertainment. As computer technology 
continues to develop and grow so does the concern for 
computer security. Computer security methods must 
therefore, also evolve to meet increasing demands for 
information assurance. While traditional methods of 
security have relied on passwords for authentication and 
authorization, they alone are not fully effective in 
determining a user’s identity. Passwords can be stolen 
or cracked thus making a user vulnerable. Furthermore, 
passwords can become a weak form of security when 
users are negligent in performing safeguards such as 
periodic password changes and safe storage of 
passwords.  

Biometrics offers greater promise as a method of 
computer security. Because biometrics is a distinct part 
of the user, it makes it more difficult to forge or 
appropriate from a user. Different types of biometrics 
include fingerprints, retinal scans, voiceprint, handprint, 
ear prints, and even mouse and keyboard inputs. The 
use of mouse biometrics has been found useful in 
applications such as intrusion detection and in the 
reinforcement of other security measures. Mouse 

biometrics can potentially be used to authenticate a user 
since movements are unique to an individual much like 
a fingerprint. Numerous studies have been conducted to 
explore user patterns and computer behavior. [1]  

Studies in keyboard dynamics provide a basis for 
mouse dynamics in that typing rhythms have been found 
to be unique to a user and thus able to provide a method 
of authentication. Likewise, mouse rhythms should also 
provide user authentication since they also are 
behavioral in nature. Studies have confirmed that mouse 
biometrics is highly effective in identifying users and 
has a very low rate of false positive and negatives [3]. 
By designing a mouse input structure, data was captured 
and analyzed for validation of its effectiveness. 
Alongside keyboard biometrics, mouse biometrics can 
serve as an effective complement in authentication and 
security. 

2. RELATED WORK 
 

Biometrics is a way to identify people based on a 
particular distinctiveness or a certain pattern. Those 
patterns or particular distinctiveness can be physical 
traits or other noticeable characteristics that can be used 
to identify the user. Current biometrics approaches that 
are used to identify a user are limited in applicability: 
physiological biometrics, including fingerprints, retinal 
scans, DNA, and facial or voice recognition. Although 
these approaches are accurate, they require expensive 
hardware. On the other hand, behavioral biometrics 
such as keystrokes and mouse dynamics are less 
expensive and minimally intrusive because they can be 
obtained through common user interface devices.   
There is usually some type of sensor that will retrieve 
the information based on a given trait and check it 
against a database of the make-up of that specific 
characteristic.  For physical traits, a camera can be used 
as a sensor because physical characteristics can be 
noticeable. An application that either logs keyboard 
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strokes or mouse movements can be used to capture 
biometrics data. Once the data is gathered, the acquired 
data is checked against the database to determine if the 
biometric data in fact, matches the individual [1].  

Mouse dynamics is the analysis of an individual’s 
unique mouse movements. As previously mentioned, 
the distinctiveness of the mouse patterns can be used to 
authenticate a user. One study researched the 
possibilities of using mouse dynamics as a login 
method. Mouse dynamics can provide continuous 
authentication by detecting the behavior of a user and 
any deviations from that behavior. A deviation would 
signal a change in user. When using continuous 
authentication, a user can perform various unrestricted 
tasks with the mouse pointer. The various and distinct 
mouse clicks become a characteristic behavioral pattern 
associated with that individual user. It is that distinct 
behavior that provides a basis for authentication. In [2] 
the authors used a predefined task and datasets with 
long mouse pointer movements. Participants in the 
study had to perform a task called “follow the maze” 
which was comprised of navigational mouse movements 
between two lines from a starting point to a finishing 
point. The participants performed the tasks on their own 
computers on their own time always using the same 
mouse. The results showed large differences and variety 
in performance and hence, an overall poor performance.  

Another study explored the effectiveness and 
applicability of using mouse dynamics. Specifically, one 
study investigated the performance of mouse dynamics 
for static authentication using various classifiers. The 
study showed that the longer the authentication time, the 
better the accuracy. In fact, it was discovered that the 
equal-error rate reduced from 14.26% to 2.64% as the 
authentication time increased from 11 seconds to 110 
seconds. There is a direct relationship between 
authentication time and performance. [9] It was also 
concluded that the classifier accuracy improved as the 
authentication time increased; however, the 
authentication time of 19 minutes was found to be 
impractical as an acceptable timeframe for 
authentication. The findings did meet the European 
standard for commercial biometric technology at a long 
authentication time.  

Mouse dynamics, provides user authentication 
through behavioral biometric for analyzing behavior 
data from pointing devices such as mouse or touchpad. 
Using mouse movement biometrics is unique enough to 
identify an individual user [11]. Generally, each user 
has specific behavior with mouse click and mouse 
movements. Therefore distinguishing one user from 
another is possible by capturing unique patterns after 
recording mouse trajectories, direction and clicks. The 
keyboard input will measure the user’s rhythms while 
typing and act as a compliment to the mouse inputs to 
help verify the user.  

This study is a continuation of previous behavioral 
biometric work on mouse and keyboard authentication. 
There are no additional hardware requirements for the 
participants in the study. All tests will be recorded and 
analyzed through an open source web-based application 
called, “Moodle”. The lower barrier of entry allows for 
a more robust study that makes it more promising than 
previous work where the sample size was too small to 
sufficiently evaluate the results of the study [10].  
Participants in this study were asked to take an online 
quiz within the Moodle application that used their 
keyboard input and mouse dynamics to help verify their 
identity or authenticate them as the proper users. 

3. METHODOLOGY 
This section discusses the structure of the quizzes 

that participants on Moodle used for the study as well 
as, the data capture environment. Then we go on to 
describe the procedure the participants went through in 
completing the quizzes, and the mouse features that are 
being studied. The verification feature and process are 
also discussed. Finally, the section concludes with how 
information fusion is utilized in deciding whether the 
user is authentic or an imposter. 
 

3.1 Quiz Structure 
 

        Participants in the study were asked to take an 
online quiz using Moodle that allowed the project team 
to collect data based on individual’s mouse and 
keyboard inputs. The same process was performed 
every week for a ten week span where the structure of 
the quizzes alternated each week between a tightly 
structured quiz and a loosely structured quiz. Both 
quizzes had sections for multiple choice and short 
answer, but differed on the process by which users 
provided answers to the multiple choice questions. In 
the loosely structured quiz, the user was asked to select 
the answer with one mouse click, while the tightly 
structured quiz required two clicks.  
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Fig. 1. Screenshot of a loosely structured quiz. 

 
Figure 1 shows the loosely structured quiz which 

was constructed like a standard quiz.  It featured a 
question and several multiple choice answers. Once a 
user began the quiz, he or she was free to move the 
mouse and click on the appropriate answer.  

Figure 2 shows the tightly structured quiz whereby, 
when answering a question, the participants first clicked 
on the “Click here before answering” button prior to 
selecting the appropriate answer. As previously 
mentioned, users would not be able to select an answer 
without first clicking that button. 

 
Fig. 2. Screenshot of a tightly structured quiz. 

 
3.2  Procedure and Rationale 

 
In order for the user to participate in the quiz, he or 

she needed to log into the Moodle application and select 
the appropriate quiz for the corresponding week. The 
schedule was broken down to weekly sections that 
began on a Monday and ended on a Sunday.  In order to 
begin the quiz, users were asked to click the “Attempt 
quiz now” button when ready. They were then able to 
answer a series of ten multiple choice questions. The 
“Attempt quiz now” button was used to signal the 
application to begin recording the mouse and keyboard 
movements for that user on that specific week.   

In regards to the loosely structured quiz, the 
recording of mouse and keyboard movements began 
immediately after clicking the “Attempt quiz now” 
button; however, the tightly structured quiz required the 
user to make an additional click before answering the 
question. In the tightly structured quiz, the user had to 
click on the “Click here before answering” button 
before selecting an answer to the respective multiple 
choice question. The mouse movements were recorded 
upon the user clicking the “Click here before 
answering” button. The recording terminated after the 
user selected an answer; whereas with the loosely 
structured quiz, the recording began with the first click 
of the “Attempt quiz now” and ended with the clicking 
of the “Submit” button. The additional step in the tightly 
structured quiz eliminated the chance of any accidental 

B6.3 
 



  

movement by a user who may not be either ready or in 
the case whereby a user needs to wake up the system 
with a movement or giggle. In both quizzes the user 
ended the quiz by clicking on the “Submit” button. 

As mentioned above, adding an extra step in the 
tightly controlled experiment functions to limit the 
extraneous movements a user may perform when 
answering the multiple choice questions. Although the 
additional step increases the time it takes to finish the 
quiz, previous studies have shown that having a more 
controlled environment with a consistent evaluation 
method helped to lower the False Acceptance Rate 
(FAR) and False Rejection Rate (FRR) compared to 
studies that favored realism with a more uncontrolled 
environment [9].  

The FAR is the rate that the biometric system 
incorrectly verifies or identifies an unauthorized person, 
while the FRR is the rate at which the system fails to 
recognize an authorized person and rejects that person 
as an impostor. The reason being that in an uncontrolled 
environment there are more confounding factors that 
could create extraneous movements or in some way 
influence the experimental output negatively. However, 
creating a controlled environment that was too simple 
could lead to higher FAR because the individuals may 
have similar movements in short distances and times [1] 
[5]. Another obstacle was that while collecting data is 
useful for determining and establishing a better baseline, 
there are practical considerations that must be taken into 
account. Users could become agitated if the verification 
takes longer than a minute so the time constraints had to 
be considered [1]. Comparing the results of the 
movements between the two different types of systems 
allowed us to further explore the effects of the 
extraneous movements and how they can potentially 
effect the FAR and FRR. 
 

3.3 Data Capture Environment 
 

The participants in the study completed the quizzes 
through a web-based application, called Moodle, on 
their own personal desktop or laptop. Ideally, all the 
participants should have taken the quizzes in a 
controlled environment whereby all the machines have 
identical specifications and settings so that any 
confounding factors in the experiment that may corrupt 
the data could be reduced. While it is impossible to 
eliminate all the confounding elements in the data 
capture environment, it is important to try and limit the 
exposure the participants experience during the data 
capturing period because it has been shown in previous 
studies that doing so will improve the FAR and FRR. 
Specifically normalizing the screen resolution, mouse 
speed, mouse DPI (dots per inch) which measures the 
sensitivity has been shown to be effective [10]. 
However, there is an inherent variability factor that is 

unavoidable due to the intrinsic behavioral differences 
the participants faced as they completed the quizzes 
over the ten week period. It was impossible to mirror 
the exact conditions the participants were in each time 
they completed the quiz so it was difficult to 
differentiate the results of the mouse movement that 
were caused by their environmental factors or due to the 
individually different movements of each participant 
[4]. 

Our study was limited due to the nature of the pool 
of participants that were available to participate. Most 
of the subjects were part of an online based web course 
and did not meet on a regular basis; therefore, it was 
impossible to place them in a controlled environment in 
order to reduce the confounding factors. The trade-off 
of having a larger sample size for the study was better 
than having a smaller sample size with the potential for 
better results.  
 

3.4 Measuring the Biometric Data 
 

The mouse movements captured were used to 
uniquely identify a user based on the profile the user 
developed while using the mouse to complete the online 
quizzes. The proposed mouse movement biometric 
system divided the featured measurements into the 
following categories: Mouse Trajectory, Mouse Click, 
Mouse Wheel or Spin Scroll and Mouse Activity time.  
     The Mouse Trajectory arises from the following 
actions [1]: 
 

1. System wake up–the mouse is moved or 
giggled to wake up the operating system (no 
mouse clicks at either end of the trajectory) 

2. Move and click–the mouse is moved to a 
location on the screen to perform an action 
such as clicking on an object, etc. The 
trajectory begins without a mouse event and 
ends in a mouse click 

3. Highlight–a section of text or an object is 
highlighted. This action begins with a left 
mouse click/hold to begin the highlighting and 
ends with the mouse release.  

4. Drag and drop–an object is dragged and 
dropped. This action begins with a left mouse 
click/hold and ends with the mouse release 

 
     Each of the actions was compromised by the 

basic mouse trajectory features that were used to 
characterize all mouse movement and those features are 
described below: 
 

1. Number of Trajectory Points – measures the 
total number of points or x-y coordinates in the 
curve. It is also important to note that the 
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participants are taking the quizzes are different 
machines and the sampling rate can differ 
based on the screen resolution and operating 
system. 

∑
=

n

i
ip

1
)(  

2. Amount of Time to Complete Trajectory - 
measures the amount of time that the trajectory 
took to finish from the beginning until it 
reached the last point. 
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3.  Length of the Trajectory – determines the length 
 of the trajectory by adding the point to point
 distances.  
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4. Velocity from Point to Point in the Trajectory – 
measures the length of the trajectory from one 
point to another divided by the time that it took 
to go from the previous point to the current 
point, so it calculates how rapidly it moved, 
which is the velocity from point to point. 
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5. Acceleration from Point to Point in the 

Trajectory – measures the velocity of the two 
points is divided by the length of time that it 
took to get from one point to the next gets the 
acceleration between the two points.  
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6. Direction Angle from Point to Point in the 
Trajectory – measures the angle with the 

formula: 
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And then the slope is calculated with the 

formula: 1−− ii mm  
7. Number of Inflection Points in the Trajectory – 

measures the number of changes between the 
curvatures of the movement 

8. Curviness of the Trajectory – measures the 
length of the trajectory divided by the distance 
between the first and last points. 

 

    The Mouse Click feature occurs when a user 
presses and releases a mouse button and there are five 
types of click events that are recorded: (1) left click, (2) 
right click, (3) double left click, (4) highlight and (5) 
drag and drop. The majority of the events that take place 
in this survey are done with the left click feature.  

     The Mouse Wheel or Scroll is an event when the 
movement of the wheel or scroll has a net up or down 
effect. The resultant effect is based on the consecutive 
wheel or scroll movements. When there is a positive 
effect, the mouse movement is considered a scroll up 
event and when there is a negative effect, the mouse 
movement is considered a scroll down event.  

     The Mouse Activity time is the fraction of time 
taken for each mouse action compared to the fraction of 
the total mouse activity time [1].  
 

3.5 Verification Features and Process 
 

     In biometrics, recognition tasks can be broken 
down into two different categories, verification and 
identification. The major difference between the two 
tasks takes place in the testing phase. In identification, 
the testing is done in a many-to-one fashion, comparing 
the extracted features of the input with all known 
reference models or templates in a database. It is used to 
identify an unknown person and common in forensic 
applications. Our study focuses on the second category, 
verification where the testing is done on a one-to-one 
fashion. A claim is made on an identity and the system 
compares the extracted input features with the stored 
template of the individual and the system outputs 
whether or not it accepts the person’s claim.  

     Verification can be broken down into three 
distinctive steps.  In the first step or feature extraction 
phase, the user inputs data into the system. A reference 
model is generated from the extracted features that are 
relevant and then stored into the database. The first time 
a user enters data into a biometric system to create a 
profile it is called enrollment. In our study, enrollment 
correlates to when the users complete Background Quiz 
A for the tightly structured set and Background Quiz B 
for the loosely structured set on Moodle. In the feature 
extraction phase, the system has to also account for 
acquisition errors. The two most common acquisition 
errors are described below [7]:  
 

1. Failure to Enroll (FTE): FTE refers to when the 
user produces poor or invalid results. This error 
can occur due to behavioral effects such as 
being intoxicated or the user is under extreme 
duress. In our study, this will most likely occur 
when the participant misses the deadline for the 
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test or takes the exam on a different machine 
with different settings than they normally do. 
 
𝐹𝐹𝐹𝐹𝐹𝐹 =
 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 𝑇𝑇𝑜𝑜 𝑛𝑛𝑢𝑢𝑛𝑛𝑛𝑛𝑢𝑢 𝑤𝑤ℎ𝑇𝑇 𝑜𝑜𝑇𝑇𝑓𝑓𝑇𝑇𝑛𝑛𝑓𝑓 𝑇𝑇𝑇𝑇 𝑛𝑛𝑛𝑛𝑛𝑛𝑇𝑇𝑇𝑇𝑇𝑇

𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑁𝑁𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 𝑇𝑇𝑜𝑜 𝑈𝑈𝑢𝑢𝑛𝑛𝑛𝑛𝑢𝑢
  

 
2. Failure to Capture (FTC): FTC is the 

probability that the system fails to detect a 
biometric characteristic when the system is 
active. This error rate is hard to detect in our 
study but can occur due to many factors such 
as poor internet connection (loss of data 
packets) or service outages. 
 
𝐹𝐹𝐹𝐹𝐹𝐹 =
 𝐹𝐹𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 𝑇𝑇𝑜𝑜 𝑜𝑜𝑇𝑇𝑓𝑓𝑇𝑇𝑛𝑛𝑓𝑓 𝑇𝑇𝑇𝑇𝑇𝑇𝑛𝑛𝑛𝑛𝑎𝑎𝑇𝑇𝑢𝑢 𝑇𝑇𝑜𝑜 𝑓𝑓𝑇𝑇𝑇𝑇𝑇𝑇 𝑐𝑐𝑇𝑇𝑎𝑎𝑇𝑇𝑛𝑛𝑛𝑛𝑛𝑛

𝐹𝐹𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑁𝑁𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 𝑇𝑇𝑜𝑜 𝐴𝐴𝑇𝑇𝑇𝑇𝑛𝑛𝑛𝑛𝑎𝑎𝑇𝑇𝑢𝑢
  

 
In the second step or template generation step, 

sample inputs are compared to the reference model to 
generate genuine and imposter scores that are used to 
calculate if the system will accept the user’s claim on an 
identity. The scores are normalized and a threshold is 
calculated based on the initial enrollment reference 
model and each subsequent accepted sample. If the 
above is the enrollment model then there is no need for 
normalization, but the threshold for a genuine user or an 
imposter is calculated on the initial model [7].  

In our study, Quiz Week 3, 5, 7, and 9 were 
compared to the enrollment model for Background Quiz 
B, and Quiz Week 2, 4, 6, and 8 were compared to the 
enrollment model for Background Quiz A. The scores 
and thresholds were created and stored in a template 
using a technique called vector quantization or VQ. In 
the VQ modeling technique, all the features of the 
mouse movement described in the previous section are 
grouped into non-overlapping clusters with a centroid 
mean.  Our study uses the standard k-means clustering 
algorithm. While in theory, each feature vector will be 
unique and non-overlapping, it is expected that a 
moderate amount of overlapping between individuals 
will occur. Therefore, the system will compare each 
individual’s identity with the template generated by the 
clustering algorithm sets instead of comparing to each 
individual feature vector. There should be less variable 
features within each individual and more variable 
features across different people.  

     In the third step or testing phase, the system will 
accept or reject the user’s claim. It accepts or rejects by 
using the normalized parameters and the threshold for 
acceptance created in step two and comparing it with 
the extracted features of the latest user input [6]. This 
study only verified the user during the initial login for 
each session and has the same security flaw as using a 

password or smart card. The user’s identity can be 
compromised after the initial login in due to negligence 
or coercion [7]. The problem could be corrected if the 
system used continuous verification, but that was 
beyond the scope of the study and would require a much 
more robust system.  
 

3.6 Information Fusion  
 

Our system acquires data sequentially as the 
participants in our study take the alternating loosely and 
tightly structured quizzes. However, the system verifies 
the user by processing the data simultaneously after the 
participants finish taking all the quizzes.  The system is 
broken down essentially into two subsystems; one that 
verifies the user based on information collected in the 
loosely structured quiz and one that verifies the user on 
the tightly structured quiz. They are done independently 
of each other but the user will not be verified unless it 
passes both processes. So our system is fused at the 
decision level. 

Fusion can be categorized into two main categories 
in biometrics; pre-mapping and post-mapping. A third 
category is sometimes cited as midst-mapping but often 
it is included in the pre-mapping stage. Mapping is the 
way the system transforms the data or features collected 
by the sensor into a making a decision or opinion 
template [7].  

The system we design focuses on post-mapping 
fusion at the decision level. In pre-mapping fusion takes 
place earlier in the verification process and can be 
broken down into sensor level and feature level fusion. 
At the sensor level, raw information is collected from 
multiple sensors and combined to create raw 
information. Fusion at the feature level refers to the 
combination of feature vectors taken from multiple 
biometric sources. The features are usually extracted 
after the template generation step and use multiple 
templates to create a single template to determine the 
threshold score to accept or reject the user [7]. We 
deferred away from using fusion during the pre-
mapping level due to concerns that the extraneous 
movement in the loosely structured quiz will interfere 
with the results from the tightly structured quiz. Even 
though the feature sets are homogenous and we could 
create a resultant feature vector with a weighted average 
of the participant’s feature vectors, we believe that by 
keeping the features separate until after the pre-mapping 
level will benefit both subsystems. Since we are using K 
to the Nearest Neighbor or KNN, the covariance matrix 
is estimated with the feature samples collected in the 
feature extraction phase. In the testing phase, the KNN 
calculates the Mahalanobis distance from the feature 
extraction phase and the new samples collected. The 
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average distance from the new sample and the nearest 
three samples (k=3 was found to produce the best 
results in previous studies) from the training data are 
used to calculate the threshold scores [9]. The 
extraneous movements have a chance of changing the 
average mouse features significantly. Mouse features 
that are in danger of changing are mouse time activity, 
addition of mouse wheel movements, trajectory angles 
just to name a few.  

Post-mapping fusion can be broken down into score 
level fusion and decision level fusion. Score level fusion 
is when multiple samples, instances, or modalities are 
compared, and the resulting similarity scores (or 
probabilities) are combined to form a single fused 
threshold score. Decision level fusion is when each 
biometric system independently makes a decision on the 
individual’s claim on an identity. In general, score level 
fusion has produced better results than decision level 
fusion systems because there is more discriminative 
information used [7]. The reason we do not use the 
score level fusion is due to the lack of previous results 
create a weighted average for our threshold scores. In 
previous experiments, more tightly controlled 
experimental conditionals have led to better EER but in 
those studies the sample size was too small or the tasks 
performed were not homogenous [9]. In score level 
fusion, a weighted average is often used to determine 
the threshold score with more emphasis placed on those 
with lower EER. So without prior results it is hard to 
determine the weight of each subsystem. Setting an 
arbitrary weight such as 50/50 for each system would be 
unreasonable, especially when we expect the tightly 
structured quiz in our study to provide better results. 

We hypothesize that fusion at the decision level 
would provide the best results. Although, having either 
one of the subsystems classifiers significantly better 
than the other will degrade the system. We expect that 
the tightly controlled quiz will product better results 
because the quality of data being collected is better due 
to the lack of extraneous movements. However, the task 
of answering multiple choice questions is relatively 
simple and so there should not be too much noise or 
interference in the data. So by running the system in 
parallel, the tradeoff of rejecting a small amount of 
genuine users is worth the amount of imposters that 
might have been accepted into the system. The 
increased in accuracy should not affect the time since 
the two subsystems will run in parallel with each other. 

4.   RESULTS   
 
This section includes plots of mouse movement 

trajectories for different types of quizzes from two 

different users. The first two figures show the 
trajectories captured from tightly structured quizzes.  
Figures 5 and 6 belong to users completing the loosely 
structured quizzes which tracked more movement, and 
therefore, breaking down each specific movement into 
discrete movements proved more difficult. 

 
Fig.3. Tightly structured quiz user 11 

 

 
Fig.4. Tightly structured quiz user 144 

 

 
         Fig.5. Loosely structured quiz user 

11 
 

 
Fig.6. Loosely Structured quiz user 144  
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5. FUTURE STUDY 
 

5.1 Opportunities for Improvement  
 
 Due to the numerous types of different 

hardware used to complete the quizzes, the 
authentication process may be impacted significantly 
[1]. For future experiments, it is recommend that the 
data capture environment be controlled and the 
hardware being used should be standardized. 
Specifically, the monitor size, the screen resolution, the 
mouse settings, the mouse itself and operating system 
should be the same on all data capturing machines. It is 
also recommended that the participants compete the 
quizzes at the same time and place every week to try 
and reduce the psychological and physiological factors 
that might come into play. By putting the users in a 
more controlled environment, the differences in the data 
collected will be more likely due to the individual 
differences in movement and not the differences in a 
participant’s state of mind or due to the system settings. 

     Our study was also contained the simple task of 
participants completing a standard quiz. Another 
ongoing method that can be further investigated is static 
authentication in which a user utilizes the mouse to 
click various buttons on the screen. The buttons must be 
clicked in a specific sequence for user authentication 
purposes [8]. By having a richer environment that 
includes more intricate movements, data can be 
collected with additional information that can be used to 
classify the user. Having simpler tasks increases the 
likelihood that the system will have a higher FAR due to 
the nature of small distance and the time it takes to 
perform those tasks [1] [5].   

     An alternative to having a Multimodal Biometric 
System is to have a Multi-Biometric System. Instead of 
a parallel processing sequence between the two tightly 
and loosely structured quizzes, additional keyboard 
input features can be added to the system. The addition 
would increase the robustness of the acceptance 
conditions because a user would have to meet the 
requirements of two different biometric features. It 
would also cut down on the likelihood of an imposter 
being spoofed if the two features authenticate the user in 
parallel and the imposter would have to satisfy both 
requirements simultaneously [7]. It can be done without 
any additional cost since no additional hardware is 
required. However, if the keyboard biometric is 
significantly weaker than the mouse biometric, it will 
degrade the system’s overall performance as the EER of 
the weaker biometric will still cause the system to 
wrongly accept an imposter or reject a genuine user [7]. 
 
 
 
 

6. CONCLUSION 
 

The study is still ongoing as there are other tests 
that are still being performed.  The use of authentication 
for biometrics is an ongoing process and is continually 
being perfected.  By adding additional inputs based 
upon unique identifiers, will allow the team to better 
analyze the results along with making the tests even 
more unique.  We believe that this study is in its infancy 
and that there is also going to be room for growth and 
expansion in future tests.   

The use of the participants is a good example of test 
takers since they are always taking tests through 
Moodle.  This will also allow them to be able perfect 
their responses and also track their mouse movements.  
With this unique identifier, they will be able to reduce 
the amount of identity theft that could result from 
improper test taking.   
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