
Proceedings of Student-Faculty Research Day, CSIS, Pace University, May 2nd, 2014 
 

Designing a Multi-Biometric System  
to Fuse Classification Output  

of Several Pace University Biometric Systems 
 

Leigh Anne Clevenger, Laura Davis, Paola Garcia Cardenas, Onenetta Labeach,  
Vinny Monaco, and James Ng 

Seidenberg School of CSIS, Pace University, White Plains, New York 
 

 
Abstract 

Some high-level biometric systems combine, or fuse, 
several biometrics to increase performance over that of 
an individual biometric system. This project will 
investigate how to combine, at the classification output 
level, several biometric systems, such as the various 
systems being developed in the Android Biometric System 
project, the Pace University Biometric System (PBS), the 
Pace University Keystroke Biometric System (PKBS), and 
other biometric systems developed by Pace University 
that uses the same PBS backend system.  The purpose of 
the system is to enhance overall performance for online 
user authentication --in this case Pace University students 
taking online tests, by utilizing biometric traits source 
data collected by the systems mentioned above. A generic 
multi-biometric system will then be designed that can 
combine the classification output of two or more 
biometric systems. 
 
 
1. Introduction 
 
 With the pervasiveness of the Internet, people, 
businesses and institutions are more connected than ever 
before.  Though this has great benefits economically, 
socially and politically, there are negative impacts such as 
fraud and other malevolent activities. Regular passwords 
and token-based identification/authentication systems 
don’t suffice any longer. A robust method is needed to 
enhance security systems to protect our assets and privacy. 
Universities and educational institutions around the world 
have been adapting to new technologies, offering a variety 
of online courses. In order to authenticate students 
accessing these online courses and - more importantly - 
taking online exams, more secure methods are needed to 
provide academic integrity.  The United States 
government enacted the “Higher Education Opportunity 
Act” in 2008, requiring colleges and universities to 
implement stricter control technologies for online systems 

in order to verify the identity of students taking online 
tests [16,11].   
  
 Biometric security methods have become very 
popular. According to Bolle et al. [1], “biometrics is the 
science of identifying, or verifying the identity of, a 
person based on physiological or behavioral 
characteristics.” There are different traits for biometric 
systems: 
 

• Physical traits 
• Behavioral traits 

 
 Physical traits include our faces, fingerprint, iris, 
retina, hand geometry, hand vein, palm print, DNA, and 
teeth. Behavioral traits include voice, signature, gait, 
keyboard typing patterns, and mouse movements. These 
traits or identifiers meet the biometric security system 
requirements – the level of these requirements can vary 
depending on the strength of security needed.  The 
security requirements from Jain et al. [6] include:  
 

• Universality – each person has characteristic 
• Distinctiveness – characteristic different between 

two persons  
• Permanence – characteristic invariant over time 
• Collectability – characteristic measurable 
• Performance – analysis speed of biometric 

system 
• Acceptability – people will tolerate use of system 
• Circumvention – how easily can the system be 

fooled 
 
 This study will explore the development of a 
multi-biometric system to enhance overall performance 
utilizing biometric traits of keyboard strokes and mouse 
movement.  Keyboard strokes and mouse movement 
identifiers can provide continuous authentication, are non-
intrusive and cost-effective, and can process 
authentication over networks.  For the past eight years, 
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Pace University faculty and students have been 
researching, collecting data and implementing different 
biometric techniques, in order to come up with new and 
innovative technologies for student authentication.  This 
paper will investigate different biometric systems and the 
design of a multi-biometric system that authenticates 
students taking online exams. Tests will be conducted 
with the highly regarded Pace University Biometric 
System (PBS) developed by the Seidenberg’s School of 
CSIS at Pace University to measure trait characteristics of 
individuals for the purpose of identifying and 
authenticating. 
 
 The sections of this paper are organized as 
follows.  Section 2 is a review of multi-biometric fusion 
methods described in the literature - subsets of these are 
the basis for the fusion methods in our study.  Section 3 is 
a review of the Pace University Biometrics Systems used 
in our study.  Section 4 is the methodology used to 
evaluate different biometric fusion methods.  Section 5 is 
a discussion of the results and conclusions of the study, 
and recommendations for future work in this area. 
 
2. Multi-Biometric Fusion Literature Review 
 
 Extensive studies describe general ways of 
combining or fusing vector output.  Many of these studies 
look at fusing vector output as a purely mathematical 
challenge.  The studies by Kittler et al. and by Kuncheva 
define common fusion methods.  These include the Sum 
Rule, Product Rule, Max Rule, Min Rule, Median Rule, 
and the Majority Vote Rule.[8, 9]  Fujisaki et al. describes 
in a patent a general algorithm for combining handwriting 
and optical character recognition for user 
identification.[4]  These common fusion methods are 
being investigated as part of this study, to determine if 
they will provide an advantage for multi-biometric fusion. 
 
 As the biometrics field has expanded, researchers 
have applied general vector fusing algorithms at the 
feature level, and score fusing algorithms at the 
classification level.  Feature classification data are vectors 
of biometric input data.  These vectors are combined by a 
classifier to produce score output used for authentication.  
This study is based on the Pace University Biometrics 
System (PBS), and feature classification. Output scoring 
for a single biometric measurement in this system is 
described by Zack, Tappert, and Cha [17] and also by 
Monaco, Bakelman, Cha, and Tappert [11].  A study at 
Pace University investigated fusion of feature vectors 
from an individual by concatenating keystroke, mouse and 
stylometry feature vectors prior to the classification step 
[2].  In contrast, this study will investigate the fusion of 
the classification scores from different biometric sources.   

 
 In the current literature, multi-biometric systems 
are often developed for a specific set of feature input 
vectors.  For example, Giot et al. describes a system for 
combining keystrokes and 2D face recognition, Liu et. al 
is comparing frames from video clips, and Marcialis et al. 
combine feature vectors from two fingerprints and two 
face matchers.[5, 10, 12]  A more general approach, 
similar to this research, is presented by Fridman, who 
combines low-level features such as keystrokes and mouse 
movements with high-level features such as website 
choice and stylometry.[3]  Further study of Fridman’s 
work is needed to determine if their fusion is at the feature 
vector or the output vector level. 
 
 An advantage of the PBS is that feature vectors 
from any source can be processed by the PBS backend 
system to give uniform score output vectors.  In our 
research we can choose to apply any of the algorithms 
described in this literature review, even those for types of 
feature vectors that we have no data for, such as iris 
scanning, face recognition, and fingerprints. Use of the 
PBS allows this study to uniquely provide algorithms for a 
generic multi-biometric system. 
 
3. Pace University Biometric Systems 
 
 In order to design a multi-biometric system with 
improved performance over an individual biometric 
system, we investigated in depth the current Pace 
University biometric systems and how they are used for 
student authentication for online tests.  This section 
presents overviews of the Pace University Biometric 
System (PBS), the Pace University Keystroke Biometric 
System (KPBS), the PBS use in online testing, and the 
Pace classifier and simulated authentication process. 
 
3.1. Pace University Biometric System 
 
 The Pace University Biometric System (PBS) has 
a generic, robust backend system designed to 
accommodate various biometric frontend feature inputs 
such as keystroke, mouse, stylometry and voice. PBS 
relies on databases of approved signature templates that 
were enrolled and stored at an earlier time. This system 
analyses the signature inputs against the approved data 
stored on the template database to verify identity and 
authenticate users.  The biometric frontend feature input is 
obtained by the trait sensing equipment and processed 
through each of the Pace frontend biometric system 
modules.  The segmentation process extracts and enrolls 
the template. This biometric template is classified using 
the Pace Biometric Authentication System (BAS) against 
the stored templates.  The BAS provides a matching score 
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and displays results of the decision made [13]. Shown on 
Figure 1 is a block diagram of a generic multi-biometric 
system using classification level fusion. 
 

 

Figure 1. Block diagram for a generic multi-biometric 
system using classification output level fusion. 

 
3.2. Pace University Keystroke Biometric System 
 
 The PBS consists of two logging components 
and a single backend for extracting features and 
classification. A web-based logger can be loaded into any 
web page and captures all keystroke and mouse events, 
buffering and transmitting them to a server. The events 
captured are limited to the actions that occur with the 
browser window. This process is transparent to the user. 
 
 In addition to the web-based logger, a cross-
platform native logger was also developed. Written in 
Java, the logger utilizes the jnativehook library to register 
event listeners for keystroke and mouse events in a 
system-wide context. This logger can be launched by the 
user via Java Web Start, and the application permissions 
must be explicitly accepted before the program starts. This 
logger also transmits recorded events to a server, where 
all of the data collected is stored in a database. 
 

 The backend of the PBS consists of several 
feature extraction components for each biometric 
(keystroke, mouse motion, mouse click, mouse scroll) and 
a dichotomy classifier, which operates on feature vectors 
from each biometric source. The backend can be run 
locally or on the server where the data is located. System 
validations are performed by specifying parameters for 
which data to use (such as user or session characteristics, 
biometric source, or timeframe the data was collected). 
The PBS pulls the data from the database, extracts a fixed 
set of features from each source, and provides 
classification results based on a leave-one-out cross 
validation (LOOCV). 
 
 Research done by Pace University Keystroke 
Biometric System (PKBS) has identified that Keystroke 
dynamics is the process of capturing typing rhythms 
typically through the use of timing measurements such as 
key press (key down) and release (key up) times. Features 
can then be determined from these timings and used to 
discriminate one individual’s typing pattern from another 
with a fair amount of accuracy. The main interest was in 
authentication using both text and numeric keypad entries.  
 
 They then generated a spreadsheet data of 
samples using a specific template and data samples from 
the Internet, which was transmitted to a centralized server. 
These samples were collected and converted to run 
through the Pace Keystroke Biometric System (PKBS) for 
analysis and performance evaluation. Keyloggers have 
been used in many different environments to record data 
from a user at a terminal or workstation. A keylogger is a 
type of surveillance software or hardware that can record 
every single keystroke a user makes with a keyboard to a 
log file, one example is Fimbel’s Basic Keylogger. In 
Fimbel’s keylogger, events are stored in memory during 
the recording, and written to a file at the end of the 
session. The keylogger produces two data files: a KEY 
log and a KPC log. The former records input events, such 
as pressing keys, releasing keys, and mouse movements.  
 
 The mouse movements records operations, which 
are more “concise than input events and show what a user 
is doing”. Such operations include typing keys, pointing 
movements, and mouse clicks. Fimbel’s Basic Keylogger 
is of important use to the PKBS, mostly due to its ability 
to record events regardless of what application(s) the user 
may be using. The KPC log can be used to track the 
number of operations per task, execution time of an 
operation, length of a mouse pointer movement, typing 
rates, and other common mouse gestures. The key log aids 
in analyzing mouse trajectories and kinematics as well as 
mouse click densities, all of which can be used to analyze 
the physical motion of a user’s hand or finger [15]. 
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3.3. Pace University Systems Used in Online 
Testing 
 
 The test taking application is a “no hurry” system 
when authenticating a user. This is because all of the 
keystroke data from the online test can be used to 
authenticate the user.  However, for detecting 
unauthorized users, the system has to act in a minute or 
less in order to prevent any serious harm from being done 
while the intruder is in the system.  The experiment that 
included 119 users had 40% or less samples rejected. The 
keystroke data was captured using a Java applet that uses 
the PC Windows clock to record key press and release 
times in millisecond format.   
 
 The feature extraction components were made up 
of 239 features from just raw timing data.  It is designed 
to portray an individual’s keystroke dynamics through 
writing samples of 200-400 characters.  Most of the 
features are the average time of key press duration and 
transition times.  Outlier removal and feature 
standardization are used to finalize feature 
measurements.  The standardization gives equal weight to 
each measurement to be properly classified.  The 
authentication classification model turns into a 2-class 
problem consisting of within-person, which means you are 
authenticated, and between-person, which means you are 
not authenticated. The error rate is taken as a function of 
the number of keystrokes per minute, which ranges from 
200-400 per minute based on the user.  The performance 
rate for each sample was over 90% each time and up to 
98.3% on 30 users.  The clustering of individual user’s 
samples helps to improve performance in a user-focused 
approach. The EER for all experiments were below 4%, 
which was found using the weighted procedure of k-
nearest neighbor for obtaining the ROC curve [11]. 
 
3.4. Pace Classifier and Simulated 
Authentication Process 
 
 In some extensive biometric systems, it is 
impossible to train each individual in a population. If this 
happens, the results could end up with multi-class 
problems. The Pace Classifier, which implements the kNN 
(k-Nearest Neighbor) classifier, is used to transform a 
multi-class (polychotomy) problem into a dichotomy 
model, this is, a problem that only involves two classes. 
These classes are within-person (authenticated) and 
between-person (not authenticated).  
 
 A unique method was developed to derive 
Receiver Operating Characteristic (ROC) curves directly 
from kNN classification results without having to estimate 
density functions. The derivation of an ROC curve 

requires a controlling parameter, usually a threshold, and 
the kNN procedure also has a parameter k that can be 
varied. Three procedures were developed that extend the 
kNN one-parameter method into a two-parameter method, 
and having two parameters greatly extends the operating 
options and tradeoffs when deploying the system 
according to Zack et al., Tappert et al., and Monaco et al. 
[17, 13, 11] 
 
 In the simulated authentication process, a user’s 
keystroke sample requiring authentication is first 
converted into a feature vector. The difference between 
this feature vector and an earlier-obtained enrollment 
feature vector from this user is computed, and the 
resulting difference vector is classified as within-person 
for authentication or between-person for non-
authentication. The k-nearest neighbor method performs 
this classification by comparing this feature-difference 
vector against those in the training set. Thus, to obtain 
system performance the authentication process simulates 
many true users trying to get authenticated as other users. 
This method is called the single match procedure because 
only one vector difference involves the incoming test 
feature vector [11]. 
 
4. Methodology 
 
 This work is aimed towards the design of a multi-
biometric system that combines, at the output level, and 
would perform much better than that of a particular 
biometric trait used individually. 
 
 The methodology is based on the investigation of 
many fusion approaches, which have been analyzed based 
on our data sources and the purpose of authenticating 
users while taking online courses, then narrowed down to 
just a few for our experimental purposes.  
 
 One of our motivations is to be able to contribute 
to this project the fact that data for a specific biometric is 
not always collected from the online testing sessions, as it 
will be presented below. 
 
 Classification results were collected by Pace 
University’s existing frontend system and backend 
classifier, as presented in [13]. These results include 4 
different biometrics: 
 

• Mouse Motion 
• Click 
• Scroll 
• Keystroke 
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 The experiment investigated the performance of 
classification level fusion of the two biometric modalities 
keyboard and mouse. This was conducted in a controlled 
and closed system. The data used for the experiment is 
comprised of outputs from online examinations. There 
were 14 subjects taking 10 examinations each with 10 
questions and 20 minutes duration. Sample (m) data of 
keystroke, click, motion and scroll were actively 
accumulated from each session.  
 
 After fusing the two biometric traits, the results 
will be analyzed for a lower EER% and increase 
performance in contrast to the verification of just a single 
classifier. The following are the figures 2, 3, 4 and 5 of 
the EER% measurements and receiver operating 
characteristics on figure 6 prior to the fusion process. 
 
 As illustrated in Figure 2, the FAR of the click 
trait increases as the sample data (m) increases. FRR on 
the other hand, decreases as more samples are added. 
 

 
 

Figure 2. Click Error Rate 

 
 The keystroke FRR and FAR results, shown in 
Figure 3, are similar to the click results; however the FRR 
seem to be higher when there are 100 samples and only 
starts decreasing significantly when it is close to the 200 
samples. 
 

 
Figure 3. Keystroke Error Rate 

 
 The motion error rate in figure 4, without a 
doubt, is one of the traits with the better results. If we 
analyze the graph, when up to 50~60 samples are used, 
the FRR and FAR are very low. The FAR only starts 
increasing significantly after 200 samples. 
 
 

 
Figure 4. Motion Error Rate 

 
 The scroll graph in Figure 5 shows how the scroll 
trait is very inconsistent. It is believed that this 
phenomenon happens due to the fact that users not always 
interact with the scrolling functionality, forcing the 
inconsistency of the graph. 
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Figure 5. Scroll Error Rate 

 
 In the ROC curve, as illustrated in Figure 6, we 
can see the FAR and FRR percentages for all the four 
traits. Notice that the motion trait is the closest to zero, in 
other words, the motion trait results in better performance 
than the other three traits. 
 

 
Figure 6. ROC Curves for four biometric traits 

 
4.1. Chair-Varshney Decision Fusion Rule 
Approach 
 
 The local decisions (n) are combined to obtain a 
global decision; this combination is done by a decision 
fusion center (DFC) using the following rule (1) as 
described in [3]: 
 
 
 
 
 

         (1)               

 
 When this rule was applied in [3] using the 
parallel decision fusion architecture, the global decision 
returned better results (lower error rate) than that of an 
individual decision performing at its best on its own -
which is exactly the type of results we are trying to obtain 
for this research. 
 
 The article On Combining Classifiers states that: 
“The idea is not to rely on a single decision making 
scheme; instead, all of the designs, or their subsets, are 
used for decision making by combining their individual 
opinions to derive a consensus decision” [8]. Therefore, it 
can be said that using the Chair-Varshney approach that 
was used in [3] for our experimental purposes, whether we 
are trying to combine keystroke biometrics with 
stylometry traits or mouse motion with keystroke 
biometrics, would end up in good results. 
 
 Also, it is important to state that when we look at 
classifier combination strategies, a binary result is often 
produced. “…The product and sum combination rules can 
be approximated… Furthermore, the hardening of the a 
posteriori probabilities P(  to produce binary 
valued functions …”[8]. 
 
4.2. Six Classifier Fusion Strategies 
 
 We could use the commonly used classifier 
combination scheme of different strategies. These six 
classifier fusion strategies are theoretically studied in [9],  
and they are as follows: 
 

• Minimum 
• Maximum 
• Average 
• Median 
• Majority Vote 
• Oracle 

 Minimum and maximum, and median and 
majority vote are considered together because it is shown 
in [9] that their results are identical. Depending on the 
data that is being tested, these methods work differently in 
different cases. 
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5. Discussion 
 

Our discussion entails the results, performance, 
conclusions and future work of fusing the 
classification output of a designed multi-
biometric system. 
 

5.1. Summary of Results 
 
 The performance that was obtained for each of 
the four individual biometrics results collected by the 
Pace University’s existing software is shown in Table 1. 
 
 

Table 1. Individual performance of biometric traits. 

 

Biometric Trait EER 

Motion 1.14% 

Click 33.49% 

Scroll 36.27% 

Keystroke 24.35% 

 
 Motion and keystroke biometric traits were the 
top two biometrics traits with the best performance in 
these studies.  
 
 Simply concatenating the feature vectors from 
each biometric yielded an EER of 3.9%. This is worse 
than the single best performer, mouse motion. Scroll 
performs much worse than the others because some users 
may not use the mouse scroll wheel at all during a session. 
In this case, their features would all be (0) and they can't 
be authenticated without the most liberal parameter 
settings in the classifier. 
 
5.2. Conclusions  
 
 After analyzing the 14 subjects taking 10 
examinations, each with 10 questions and 20 minutes 
duration, the motion data was determined to be the most 
accurate biometric trait for the setting used for testing. 
Scroll data seemed to be the most inaccurate due to 
different factors. Some factors include users not scrolling 
during the test and users using the click biometric trait to 
handle the scrolling of going up and down the page. 
 
 The Chair-Varshney decision fusion rule 
approach as well as the six classifier fusion strategies 
(minimum, maximum, average, median, majority vote and 

oracle) were proposed as methods of examination to be 
fusioned at the classification output level for improvement 
of performance of a multi-biometric system, over that of 
an individual biometric.  
 
5.3. Future Work 
 
 The application of the fusion methods minimum, 
maximum, average, median, majority vote and oracle rule 
results are going to be compared with the single 
measurement performances along with the four individual 
biometric traits.  
 
 In order to do this, we have to keep in mind the 
previous four traits results as shown in table 2, then add 
the proposed methods EER percentages to be able to 
determine which method or methods work best. 
 

Table 2. Performance Comparison Table 

Biometric Trait EER 
Motion 1.14% 

Click 33.49% 

Scroll 36.27% 

Keystroke 24.35% 

Fusion Method EER 

Minimum TBD 

Maximum TBD 

Average TBD 

Median TBD 

Majority Vote TBD 

Oracle TBD 
  
 
 There are many ways to perform the proposed 
tests. One of them would be to use the linear-weighted 
sum of the k-nearest within-class neighbors as the score 
for each trait. 
 
 To verify a sample, we would have to do the 
following for each trait:  
 

• Take the k-nearest neighbors, ordered by 
distance 

• Assign a weight of k to the closest, k-1 to the 
next, and so on 

• Add the weights for the within-class samples 
only. This would be the classifier score 
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 The scores can then be combined using each of 
the proposed methods. Then we must compare the final 
score to a global threshold. Varying this global threshold 
will result in the authentication results for the ROC curve. 
 
 For any of these methods to be successful, we 
will need to yield an EER of no more than 1.139%, which 
is just 0.001% less than the EER of our most successful 
single biometric trait, motion. With enough time and 
resources a multi-biometric system can be designed to 
fuse or use a combination of several biometrics to increase 
performance and authenticate online users taking tests. 
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