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Abstract — Cloud computing is a technology utilizing 
web-based computing resources, rather than having local servers 
or personal devices to handle applications.  Kris Jamsa, author of 
the book Cloud Computing describes the cloud as “the 
abstraction of web-based computers, resources and services that 
system developers can utilize to implement complex web-based 
systems” [1] .  Cloud computing is not about utilizing your 
personal computer, laptop or hard drive; instead hardware, 
software, applications and services are all accessed via the 
Internet.  Cloud computing has grown from being a business 
concept to one of the fastest growing segments of the information 
technology industry.  Google, Microsoft, Salesforce, Amazon, and 
Verizon are some of the companies offering cloud-based services, 
applications, and storage.  These network services are scalable to 
meet the needs of an individual consumer up to the largest 
business customer.  With these new services come challenges and 
concerns of privacy and security.  How safe and secure are cloud 
services? One of the largest breaches in security was the Edward 
Snowden case, where large amounts of U.S. National Security 
Agency data collection activity were compromised.   Can large 
corporations afford to have their customer and corporate 
information reside in an external and potentially vulnerable 
environment?  Another example of this vulnerability is the TJ 
Maxx data breach, where 45 million credit and debit card 
numbers were stolen.  The cost of the data breach to TJ Maxx 
soared to $256 million per the Boston Globe [2].  No doubt there 
will be future impact to the company’s bottom line, as customers 
have lost their trust factor making credit card purchases.  This 
paper will explore the various types of cloud deployment and 
service models, review security concerns impacting cloud 
computing, and ways to mitigate these concerns.  

Keywords — Cloud, Deployment Models, SaaS, PaaS, 
IaaS, Security, Services, Applications. 

I. Introduction 

Cloud computing is the next phase in the evolution of 
networking over the Internet.  The cloud provides a means 
through which computing power, infrastructure, applications 
and software are available to users. The cost of these services 
varies depending on software and resources used.  Author Vic 
Winkler describes the cloud computing as “an IT model or 
environment composed of IT components (hardware, 
software, networking, and services) as well as processes 
around the deployment of these elements that together enable 
us to develop and deliver cloud services via the Internet or a 
private network” [3].  Deploying cloud computing differs 
depending on requirements of the users.  There are four 
identified deployment models: Private Cloud, Community 
Cloud, Public Cloud and Hybrid Cloud. Each of these 
deployment models offers specific characteristics which 
support the requirements of the users and the resources of the 
clouds in particular ways.   

Once clouds are established, there are several service 
models that differ depending on how the user wants to interact 
with the cloud.  These service models are Software as a 
Service (SaaS), Platform as a Service (PaaS) and 
Infrastructure as a Service (IaaS).  Characteristics within these 
service models include:  elasticity and ability to scale up or 
down, self-service provisioning and deprovisioning, 
application programming interfaces, billing and metering of 
service usage in a pay-as-you-go service model. The benefits 
of cloud computing are cost savings, scalability, reliability, 
maintenance, and mobile access.  

Although there are many benefits of cloud 
computing, there are also notable challenges, such as, security, 
privacy, lack of standards, cloud evolution and compliance.  
Cloud computing presents an added level of risk because 
essential services are often outsourced to a third party, which 
makes it harder to maintain data security and privacy, support 
data and service availability, and demonstrate compliance.  
According to Rosado et al, “because cloud computing 
represents a relatively new computing model, there is a great 
deal of uncertainty about how security at all levels (e.g., 
network, host, application, and data levels) can be achieved 
and how applications security is moved to cloud computing” 
[4].  This uncertainty has many corporate executives 
concerned over the security and safety of their private 
information, while at the same time trying to leverage the 
benefits of cloud computing.   

The remainder of this paper will be organized as 
follows: Section II will look at Cloud Deployment Models, 
Section III Cloud Service Models, Section IV Benefits and 
Challenges of the Cloud, Section V Cloud Security, and 
finally provide some conclusions. 

II. Cloud Deployment Models 

Per the National Institute of Standards and 
Technology, “Cloud computing is a model for enabling 
ubiquitous, convenient, on-demand network access to a shared 
pool of configurable computing resources (e.g., networks, 
servers, storage, applications, and services) that can be rapidly 
provisioned and released with minimal management effort or 
service provider interaction” [5].  Deploying cloud computing 
can differ depending on the users requirements.  The 
following four deployment models have been identified based 
on specific characterizations that support the needs of the 
services and users of clouds in particular ways. 

• Private Cloud – The cloud infrastructure has 
been deployed and is maintained and operated 
for a specific organization.  The operation may 
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be in-house or with a third party on or off the 
premises. Private clouds offer better security at a 
greater cost  [1]. 

• Community Cloud – The cloud infrastructure is 
shared among a number of organizations with 
similar interests or requirements.  An example of 
this type of cloud is a towns school and library 
departments.  This helps in limiting capital 
expenditure costs for its establishment because 
the costs are shared among the organizations. 
The operation may be in-house or with a third 
party on or off the premises  [1]. 

• Public Cloud - The cloud infrastructure is 
available to the public on a commercial basis by 
a cloud service provider.  This enables the 
consumer to develop and deploy a service in the 
cloud with very little financial costs compared to 
the capital expenditure requirements typically 
associated with other deployment options. Public 
clouds are less secure  [1].   

• Hybrid Cloud – This cloud infrastructure 
consists of a number of clouds of any type, but 
the clouds have the ability through their 
interfaces to allow data and/or applications to be 
moved from one cloud to another.  This can be a 
combination of private and public clouds that 
support the requirement to retain some data in an 
organization, and also the need to offer services 
in the cloud  [1]. 

NIST also defines five key characteristics of a Cloud 
environment: Measured Service - are services which are billed 
according to customer demand for definite services.  Rapid 
Elasticity - refers to services which can be smaller or larger as 
per user requirement.  Resource Pooling - provides shared 
pool of resources that can be rapidly provisioned and can be 
released with minimal effort.  On Demand Self Service and 
Broad Network Access - refers to services requested by the 
customers to manage their own computing resources. NIST’s 
five essential characteristics, three service models and four 
deployment models are shown in Figure 1. 

Figure 1  [5]. 

III. Cloud Service Models 

Once a cloud is established, how its cloud computing 
services are deployed in terms of how it interacts with a user 
or application is called services.  The three service models, 
also known as the SPI (Service/Platform/Infrastructure) model 
or layers are completed by an end user layer that encapsulates 
the end user perspective on cloud services [3]. 

• Software as a Service (SaaS) – Consumers 
purchase the ability to access and use an 
application or service that is hosted in the cloud 
(Pay as you go service).  The applications are 
accessible from various client devices through an 
interface such as a web browser.  The user 
doesn’t manage or control the cloud 
infrastructure.  An example of this is Microsoft 
Office 360 where its users can access Microsoft 
Office Web Apps through subscriptions on 
cloud-based servers. “Service diagrams 
reference – figures 2, 3, & 4” [6]. 

 

 
• Platform as a Service (PaaS) – Consumers 

purchase access to the platforms, enabling them 
to deploy their own software and applications in 
the cloud.  The operating systems, network 
access, servers, and storage are not managed by 
the consumer; however, the consumer has 
control over deployed applications.  There may 
also be constraints as to which applications can 
be deployed.  Windows Azure and Google App 
Engine are examples of this service. 
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• Infrastructure as a Service (IaaS) - Consumers 
control and manage the systems in terms of the 
operating systems, applications, storage, and 
network connectivity, but do not manage or 
control the cloud infrastructure.  The Amazon 
Elastic Compute Cloud is an example of this 
service.  

 

IV. Benefits and Challenges of the Cloud 

Cloud computing continues to evolve with 
companies of all shapes and sizes adapting to the new 
technology.  If used properly and to the extent necessary, 
working with data in the cloud can vastly benefit all types 
of businesses. There are many benefits of cloud 
computing, they include: 

• Cost Savings - Companies can reduce their 
capital expenditures and use operational 
expenditures for increasing their computing 
capabilities. It also requires fewer in-house IT 
resources to provide system support  [1] [3] [7]. 

• Scalability/Flexibility - Companies can start with 
a small deployment and grow to a large 
deployment fairly rapidly, and then scale back if 
necessary. Also, the flexibility of cloud 
computing allows companies to use extra 
resources at peak times, enabling them to satisfy 
consumer demands  [1] [3] [7]. 

• Reliability - Services using multiple redundant 
sites can support business continuity and disaster 
recovery  [1] [3] [7]. 

• Maintenance - Cloud service providers perform 
the system maintenance, and access is through 
Application Programming Interface (API’s) that 
do not require application installations onto PCs, 
thus further reducing maintenance requirements  
[1] [3] [7]. 

• Mobility - Mobile workers have increased 
productivity due to systems accessible in an 
infrastructure available from anywhere  [1] [3] 
[7].  

Cloud computing is a model of outsourced 
Information Technology resources where, rather than building 
your own unique IT infrastructure, an organization accesses a 
shared infrastructure that is housed in a separate geographical 
location.  In other words, cloud computing leverages the 
Internet to enable the sharing and delivery of data, media, 
content, and applications. Because of this, there are challenges 
associated with this model, these are: 

• Security and Privacy —High profile challenges 
surrounding cloud computing relate to storing 
and securing data and monitoring the use of the 
cloud by the service providers. These issues are 
generally attributed to slowing the deployment 
of cloud services. These challenges can be 
addressed, for example, by storing the 
information internal to the organization, but 
allowing it to be used in the cloud. For this to 
occur, though, the security mechanisms between 
organization and the cloud need to be robust and 
a Hybrid cloud could support such a deployment  
[1] [3] [7]. 

• Lack of Standards — Clouds have documented 
interfaces; however, no standards are associated 
with these, and thus it is unlikely that most 
clouds will be interoperable. The Open Grid 
Forum is developing an Open Cloud Computing 
Interface to resolve this issue and the Open 
Cloud Consortium is working on cloud 
computing standards and practices. The findings 
of these groups will need to mature, but it is not 
known whether they will address the needs of 
the people deploying the services and the 
specific interfaces these services need. However, 
keeping up to date on the latest standards as they 
evolve will allow them to be leveraged, if 
applicable  [1] [3] [7]. 

• Continuously Evolving — User requirements are 
continuously evolving, as are the requirements 
for interfaces, networking, and storage. This 
means that a cloud,” especially a public one, 
does not remain static and is also continuously 
evolving  [1] [3] [7]. 
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• Compliance Concerns — The Sarbanes-Oxley 
Act (SOX) in the US and Data Protection 
directives in the EU are just two among many 
compliance issues affecting cloud computing, 
based on the type of data and application for 
which the cloud is being used. The EU has a 
legislative backing for data protection across all 
member states, but in the US data protection is 
different and can vary from state to state. As 
with security and privacy mentioned previously, 
these typically result in Hybrid cloud 
deployment with one cloud storing the data 
internal to the organization  [1] [3] [7]. 

Regardless of which service delivery model or 
deployment model you choose, you transfer some degree of 
control to the cloud provider.  In turn, the cloud provider is 
going to want to manage these concerns in a manner that 
meets your needs.  Also, many of these challenges can be 
mitigated with a lot of up-front planning, and although some 
of these may cause a slowdown when delivering more 
services in the cloud, most also can provide opportunities if 
resolved with care in the planning stages.  

We will now further examine benefits and challenges 
of specific SPI cloud service models.  Each model has various 
benefits along with potential tradeoffs which need to be 
considered.  Each model should be examined closely by a 
company’s IT professional to determine which model meets 
their needs.   

Software as a Service has the following benefits [1]: 

• Minimize or reduce need for an on-site data center. 
• Eliminate need for application administration. 
• Customers pay for on-demand/per-user basis. 
• Providers offer application, processor, and data 

storage scalability. 
• Providers offer device-independent access to key 

applications. 
• Providers increase disaster recovery and business 

continuity. 

SaaS Concerns [1]: 

• The data and/or applications reside in the cloud. 
Many customers are concerned with letting go of 
their data. 

• The company doesn’t own the solution. 
• Challenging or expensive to customize applications; 

all the back office details of the application(s) are 
masked and provided as-a-service behind the scenes 
of that application. 

A company adopting a SaaS business model could save them 
a tremendous amount of money on IT expenses.  Much 
planning is needed in the up-front process to determine break 
even points as compared to utilizing their own IT 

infrastructure.  According to David and Amy Chou, 
“Corporate managers must work with IT managers to 
determine SaaS goals and strategy, create a delivery model, 
vet suitable SaaS providers, negotiate Service Level 
Agreements (SLA’s) with providers, manage the transition in 
the IT department, and finally assign a project manager to 
work with the SaaS provider to maximize the value of the 
project” [8]. 

Platform as a Service has the following benefits [1]: 

• Lower total cost of ownership; companies no longer 
need to purchase and maintain hardware for servers, 
power, and data storage. 

• Lower administrative overheard; companies shift 
burden of system software administration from in-
house to cloud providers. 

• More current software; cloud provider is responsible 
for maintaining software versions and patch 
installations. 

• Increased business an IT alignment; IT personnel can 
focus on solutions rather than server-related issues. 

• Scalable solutions; cloud-based solutions scale up or 
down automatically based on application resource 
demands.  Companies pay for only the resources they 
consume. 

PaaS concerns [1]: 

• Concerns with data security; companies hesitant to 
move data storage off-site. 

• Challenges to integrate cloud solutions with legacy 
software. 

• Risk of breach by the PaaS provider; if the PaaS 
provider fails to meet agreed upon service levels, 
performance, security, and availability may be at 
risk.  Moving the application may also be difficult. 

The primary focus of the PaaS model is to protect data. An 
important element to consider within PaaS is the ability to 
plan against the possibility of an outage from a cloud 
provider. The security operation needs to consider providing 
for the ability to load balance across providers to ensure fail 
over of services in the event of an outage. Another key 
consideration should be the ability to encrypt the data while 
it’s stored on a third-party platform and to be aware of the 
regulatory issues that may apply to data availability in 
different geographies [3]. Again, it is crucial to negotiate 
SLA’s with providers and ensure backup strategies are in 
place. 

Infrastructure as a Service has the following benefits [1]: 

• Elimination of an expensive and staff-intensive data 
center. 

• Ease of hardware scalability. 
• Reduced hardware costs. 
• On-demand, pay as you go scalability. 
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• Reduction of IT staff. 
• Ad hoc test environments suitability. 
• Complete system administration and management. 

IaaS Concerns [1]: 

• Success depends on the capabilities of the cloud 
service provider.  

• Short-run costs may appear low but in the long run 
renting out services may prove costly. 

• Due to the shared nature of the infrastructure, the 
applications may need new and special security 
protection. 

• Governance issues; as data can be stored anywhere in 
the cloud.  Many countries have strict regulations on 
the location of data. 

• Data leakage protection and usage monitoring. 

As with all cloud service models, SLA contract definition and 
negotiation stage is important to determine the benefits and 
responsibilities of each party, any misunderstanding will 
affect the systems security and leave the client exposure to 
vulnerabilities. Monitoring and enforcing SLA stage is also 
crucial to build the trust between the cloud provider and the 
user. To enforce SLA in a dynamic environment such Cloud, 
it is necessary to monitor Quality of Service attributes 
continuously [3]. 

V. Cloud Security 

For years, IT teams have physically isolated 
computers, servers and storage devices in order to maintain 
and protect a company’s information. A general security rule 
is that if an individual can physically touch a device, the 
individual can more easily break into the device [1].  Cloud 
computing can be thought of as the next logical step to 
outsource IT infrastructure; however, security of these 
services is a major stumbling block for many users to 
overcome.  Because of the critical nature of the applications, it 
is important clouds be secure. The major security challenge 
with clouds is that the owner of the data may not have control 
of where the data is placed [1]. This is because if one wants to 
exploit the benefits of using cloud computing, one must also 
utilize the resource allocation and scheduling provided by 
clouds. Measuring the quality of cloud providers approach to 
security can also be difficult because many cloud providers 
will not expose their infrastructure to customers [3].  
Therefore, we need to safeguard the data in the midst of 
untrusted processes and establish a business model that cares 
for these concerns. 

The first step in cloud security is to identify security 
concerns.  Vic Winkler, author of Securing the Cloud 
identified the following concerns [3]. 

Network Availability – The value of cloud computing 
can only be realized when your network connectivity and 
bandwidth meet your minimum needs. 

Cloud Provider Viability – Since cloud providers are 
relatively new to the business, there are questions about 
provider viability and commitment. 

Disaster Recovery and Business Continuity – Users 
require confidence that their operations and services will 
continue if the production environment is subject to a disaster. 

Security Incidents – Tenants and users need to be 
informed by the provider when an incident occurs. 

Transparency – Cloud providers must expose details 
of their internal policy or technology implementation, tenants 
and users must trust the cloud provider’s security claims and 
how incidents are managed.  

Loss of physical control – Since tenants and users 
lose physical control over their data and applications, there are 
concerns with privacy and data and control over this data. 

New Risks, New Vulnerabilities – Although all 
software, hardware, and networking equipment are subject to 
unearthing of new vulnerabilities, by applying a layered 
security and well-conceived operational processes, a cloud 
may be protected from common types of attack even if some 
of its components are inherently vulnerable.  

Legal and regulatory compliance - While we should 
expect providers to build and certify cloud to address the 
needs of regulated markets, achieving certifications may be 
challenging due to the many non-technical factors including 
the current stage of general cloud knowledge.  

It is important to thoroughly understand your 
organization’s security policies in order to implement like 
standards in a Cloud environment that will form your security 
framework.  Knowing these concerns in the up-front process 
of choosing a cloud service provider is a benefit because it 
allows for the IT team to dismiss them and/or validate them 
and counter with compensating controls.   

The next step in cloud security is to perform a risk 
assessment.  Managing information system-related security 
risks is a complex, multifaceted undertaking that requires the 
involvement of the entire organization—from senior leaders 
providing the strategic vision and top-level goals and 
objectives for the organization, to mid-level leaders planning 
and managing projects, to individuals on the front lines 
developing, implementing, and operating the systems 
supporting the organization’s core missions and business 
processes [9].  Risk management should be viewed as a 
holistic activity that is fully integrated into every aspect of the 
organization.  IT teams need to answer the following 
questions to properly assess risk [3]. 

• Threat categorization – What can happen to your 
information assets? 

• Threat Impact – How severe can that be? 
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• Threat Frequency – How often might it happen? 
• Uncertainly factor – How certain are you 

answering these three questions? 

Once you analyze and address the risks you can now answer 
how to best protect against them.   

• Mitigation – What can you do to reduce the risk? 
• Mitigation costs – What does risk mitigation 

incur? 
• Mitigation cost/benefit – Is the mitigation cost 

effective? 

All of these questions may change depending on the type of 
cloud you are migrating to.  For example, a private cloud may 
not have the same security concerns as a public cloud.  The 
process of reducing risk will bring with it additional costs; 
perhaps for backups, system redundancy and so on.  
Businesses cannot always eliminate all technology risks; 
however, the IT staff must evaluate which risks are most 
likely and which risks have the greatest potential impact on 
the company and its ability to continue operations [1] . 

 Next we will look at securing the cloud architecture, 
although much of this is cared for by the cloud service 
provider, it is important for IT personnel to know in order to 
properly care for their company’s data.  When you think of 
cloud security issues, you should think in terms of two types 
of threats (cloud-based and on-site).  Jamsa lists the following 
advantages and disadvantages to cloud-based providers with 
respect to security [1]. 

• Immediate deployment of software patches. 
• Extended human relations reach – cloud based 

providers may better vet potential employees through 
security and background checks. 

• Hardware and software redundancy. 
• Physical security. 
• Disaster recovery. 
• Timeliness of incident response. 
• Specialists instead of personnel – because of their 

financial advantage, cloud providers may be better 
positioned to hire trained system specialists. 

• Country or jurisdiction – knowing where your 
resources reside (Laws and government stability). 

• Multitenant risks – two or more tenants using the 
same resources, such as a database. 

• Malicious insiders – malicious employees. 
• Vendor lock in – Service level agreements with 

vendors. 
• Risk of cloud-based providers failing. 

From an architectural standpoint, it is wise to design for 
mutually reinforcing controls to increase assurance.  Cloud 
providers deploy massive amounts of infrastructure to capture 
economies of scale, tenants and users adopt that infrastructure 
at scale, and some believe that the threats that occur at the 

cloud level are threats that may be realized by everyone in the 
cloud [3].  Understanding operational processes and 
constraints (from a user point of view) can lead to better 
architecture of the cloud, as well as, better security.   

 Finally, it is important for IT staff to establish best 
practices for cloud computing security. The first step in a 
sound practice is to develop a sound security policy, which is 
the true foundation for all security activities.  The scope of the 
policy will vary according to the type of cloud, SaaS, PaaS, 
and IaaS policies.  It is best practice for a cloud provider and 
cloud consumer organizations to create and define a clear 
policy for could security [3] .  Policies should be updated as 
needed, and they should be supplemented by the use of 
standards, procedures, and related guidelines that enable 
implementation of the policy. Part of this policy needs to be a 
section on risk management.  As discussed earlier, it is 
important to effectively manage risk along with the common 
stages or activities associated with risk management.  
Configuration management and change control process also 
need to be part of the process.  It is best practice to implement 
a configuration and change management processes that can 1. 
Govern proposed changes, 2. Identify possible security 
consequences and 3. Provide assurance that the current 
operational system is correct in version and configuration [3]. 
The next best practice is to perform auditing to verify 
compliance, review the effectiveness of controls, and validate 
security processes.  It is also critical to perform cloud 
vulnerability scanning on all platforms i.e. servers, network 
devices, software, etc. The goal of vulnerability scanning is to 
identify and new or residual vulnerabilities so that the 
associated risks are mitigated.  The last best practice is to 
segregate duties and limit privileges so that users have to as 
small a set which is necessary for the user to perform their 
work [3]. 

 In conclusion, this paper covered several types of 
cloud deployment models (private, public, community and 
hybrid) along with various service models (SaaS, PaaS and 
IaaS).  The cloud, like every other computing platform, has to 
be proactively managed. Once you've decided to move to a 
cloud, the next most important decision is to choose the right 
cloud service provider. Investigating the reliability and 
viability of a cloud provider is one of the most complex areas 
faced when managing the cloud. Groundwork must be done 
evaluating these providers; review their experience in the 
market, the type of partnerships they’ve established, and their 
reputation in the market. You can also talk to other customers 
that have used their services. Establish a sound security 
policy, risk and change management plans.  The more effort 
placed in the up-front process, the smoother the transition to a 
secure, cloud-based environment. 
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