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Abstract 
 
This study focuses on constructing a web application that 
functions as a data masking obfuscation tool. The 
application aids students, beginners, and professional 
developers to showcase programming projects they have 
produced. Being able to publicly demonstrate creativity 
and analytical skillsets is crucial to success in any job 
market. Presenting proprietary code to an unauthorized 
party can potentially render legal consequences and 
jeopardize relations with clients or employers. The goal is 
to transform file(s) created within an organization or by an 
individual into new file(s), devoid of its original keyword: 
variable/function/class name meanings, using data 
masking. The application utilizes algorithms designed to 
efficiently obfuscate input code without altering 
programming logic, returning a manipulated version of 
code. The manipulation will take effect on variables, 
functions, and class names. Despite the output result of 
obfuscation from the application, the logic and work put 
into the product can still be demonstrated. 
 
1. Introduction 
 
One of the biggest challenges that students and developers 
face is proving to potential employers that they possess a 
certain amount of experience and competency using 
various languages and tools to program. Career Expert 
Dona Dezube urges HR professionals to “Trust, but verify 
IT skills...Hire someone who’s been there, done that” [4]. 
Dezube encourages recruiters to utilize various online 
tools including IBM’s Kenexa ProveIt!, ReviewNet 
Services, Brainbench, etc. to test a candidate’s IT skills 
prior to extending an offer. Though often time’s 
candidates possess extensive academic achievement, it 
can sometimes seem worthless if it isn’t coupled with 
proof. Google’s senior vice president for people 
operations affirmed that, “G.P.A.’s are worthless as a 
criteria for hiring, and test scores are worthless . . . We 
found that they don’t predict anything” [3]. It can be a 
difficult challenge for recent graduates to obtain entry 
level programming positions post-graduation, particularly 
if they lack in work experience outside of schooling. A 
2013 study released by Georgetown University’s Center 

on Education and the Workforce showed that 
unemployment of graduating Computer Science majors 
without any work experience is at an alarming 8.7% 
whereas comparatively it is a reduced 4.7% for graduates 
who have prior work experience [2]. Due to the inherent 
non-tangible attributes of software engineering, it is 
crucial for any job seeker or professional colleague to be 
able to demonstrate to others that they are proficient in 
their craft. This places a heavy emphasis on any 
candidate’s ability to perform well in interviews, and 
demonstrate analytical problem solving skills. Many 
students and recent graduates, seeking entry level 
positions in the field of software development find that 
lower-level positions may require prior experience outside 
of what they have done in school, which they are lacking, 
making it harder to get to the interview process for a 
future position. 
 
Those who pursue programming as a hobby or leisure 
activity may have contributed to fun or open sourced 
projects, but many students haven’t, particularly those 
who are crossing over into the field pursuing a different 
career path and may have chosen a particular academic 
program that caters to students who have “limited or no 
previous background in the field of computer science or 
programming” [8]. Many University curriculums offer 
Internships or “culminate in a capstone project that 
integrates all [students] have learned while pursuing 
[their] degree” in an attempt to help students gain real-
world experience [8]. Many public tools have risen in 
popularity such as GitHub, and BitBucket which function 
as a public portal for hosting source code that others can 
download, read, and execute under a variety of open 
source licenses, but they do accommodate the 
considerable amount of entry level software developers 
who have gained their initial experience through 
internships or part time/contracted positions where much 
of the code that they work on does not actually belong to 
them and may be considered property of their employer or 
contain proprietary information. Code that has been 
transformed using the web application would enable any 
candidate to add experience to their online portfolio. It 
aims to serve as a code masking data obfuscation tool that 
its users can rely on to publicly post their work, providing 
that their employers and associates approve, focusing on 
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helping junior developers and those who do not yet have a 
breadth of publicly available work experience.  
 
2. Data Obfuscation 
 
Data obfuscation is the “process of hiding original data 
with random characters or data” and is primarily used to 
change the literal values of data without affecting the 
usefulness of the given data [10]. Data masking can 
protect sensitive data, maintaining its confidentiality and 
although the values are changed, they can be recovered by 
inverting the process by the controlling party. Data can be 
altered through encryption, shuffling of characters, and/or 
character/word substitution. 
 
Traditional types of data obfuscation include control 
structures obfuscation, data obfuscation, preventive 
obfuscation, and layout obfuscation [1]. In enterprise-
grade software development, data obfuscation is heavily 
used to protect data and can prevent malicious attacks. 
Code obfuscation is the literal act of concealing the 
intended logic or proprietary nature of the source code. 
This technique is beneficial from a security perspective, 
in protection of one’s code. Portugal’s third largest 
polytechnic institute, the Polytechnic Institute of Coimbra 
(IPC) published research on the overall importance of 
securing big-data in large scale enterprise systems, 
referred to as Data Warehouses (DW) claiming that: 
 
 “Data Warehouses are the core of enterprise sensitive 
data. Unfortunately, this makes them a major target for 
attacks. Consequently, efficiently securing data has 
become an imperative concern in many enterprises. Data 
used for analyzing business performance is mostly stored 
in specific attributes, called facts. Facts are stored in fact 
tables, which typically take up at least 90% of DW 
storage space. To protect these attributes, data masking 
actions (also called data obfuscation, i.e. changing data 
values so that their real values are not known) and 
encryption techniques are widely used to enforce the 
confidentiality of data.”[9] 
 
The web application uses obfuscation without any 
cryptographic algorithm implementation to produce 
illegible code, rather it masks the given code substituting 
the names of variables, functions, classes, and string-
values with randomly assigned values of names for fruits. 
This process produces an entirely new file as an output, 
with a namespace that bears no literal resemblance to the 
input, but does not render the file completely 
incomprehensible so that it can be hosted publicly and 
viewed/discussed by peers. 
 
 
 

3. Related Works 
     
Storing sensitive information including social security 
numbers, credit card numbers, medical record numbers, 
etc. inherently creates the need for a data obfuscation tool 
and fortunately a variety does exist. One of the main cases 
a data masking tool is used is during the development and 
testing phase. Companies need to provide developers with 
data sets to ensure their programs meet requirements and 
operate as intended; developers need indirect access to 
these types of sensitive data-sets in order to perform their 
job responsibilities, in which companies use these tools to 
prevent a potential breach or violation.  
 
JumbleDB is a data masking tool provided by Orbium 
Software which is currently on the market. Available for 
use with Oracle, Structured Query Language (SQL) 
Server and IBM Database, “JumbleDB is a complete 
database scrambling and data masking tools solution 
which allows protection of sensitive data in non-
production environments” [7]. Key features include 
maintaining business integrity once data is scrambled, 
detecting sensitive data and its referential integrity 
relations, etc. JumbleDB functions by using a unique 
project oriented solution:  “(1) Detect, (2) Protect, (3) 
Alert” [7]. First sensitive data is detected and it’s relations 
to other information in the database is analyzed and then 
sensitive data is scrambled all while sending alerts when 
there is a data leakage or when data is added to the 
masked database. “JumbleDB offers a unique detection 
module that allows mapping of your sensitive data across 
the entire organization - with ease” [7]. 
 
Oracle features a high performance masking solution for 
use with its databases. Much like both this project’s data 
masking tool and JumbleDB, Oracle's Data Masking Pack 
(ODMP) is used to protect sensitive data from being 
exposed to those who should not have access to it and 
similar to JumbleDB, is used during the non-production 
software development phase. ODMP first allows an 
organization to decide what the definition of “sensitive 
data” is automatically masks any column in the database 
where this data appears to enforce referential integrity. 
ODMP provides additional features to organizations to 
make their masking tasking simple, fast and effective. A 
centralized library of masking formats for common types 
of sensitive data allowing formatting for sensitive data to 
be located in one place as well as masking templates that 
contain pre-identified columns with sensitive data, their 
relationships to each other and industry standard best 
practice masking techniques. ODMP also supports IBM 
DB2, Microsoft SQL Server, Sybase, Informix, etc. 
Ultimately ODMP provides “Secure, High Performance, 
Efficient, and Integrated Mask Execution” [6]. 
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4. Development Platform 
 
The project consists of several ‘stages’ in which code 
manipulation takes place. The initial stage allows the end 
user to provide code via a file upload or pasting their 
input to be validated and processed before being masked 
and then returned to the user to download or share 
elsewhere. 
 

 
 
 

Figure 1. Application Workflow 

 
The project has been developed for and with the standard 
ubiquitous *AMP (Apache HTTP, MySQL, PHP) 
software solution stack as the main platform. PHP, also 
known as PHP Hypertext Preprocessor is an open source 
general purpose-scripting language that was initially 
designed for the web but has grown in popularity due to 
its ability to function both as a procedural and as an 
Object Oriented Programming (OOP) language. The 
application utilizes a custom Model-View-Controller 
(MVC) design paradigm, derived from hands-on testing 
of other available pre-established frameworks. 
 

 
 

Figure 2. MVC Design Used 
 
The front-end development relies heavily on Twitter’s 
open sourced “Bootstrap 3” design framework for HTML 
5 and CSS 3, allowing for dynamic modernized 
minimalist layouts and font-types.  

 
Figure 3. Minimalist-Modern Front End Design 
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The application facilitates two main types of transactions 
from the end user. The first transaction is the manual 
uploading of files (valid code to be masked) and the 
second type of transaction allows code to be pasted into a 
predefined text area. After either attempt, data-validation 
is performed on the file(s) or pasted text using local and 
external JavaScript libraries [Figure 4] before being sent 
to the back-end for further processing. The file validation 
includes ensuring either text has been inserted or a file has 
been uploaded, if a file was uploaded, file does not exceed 
a maximum file size and it contains a valid file extension. 
 
 

 
 

Figure 4. Frontend File Validation 
 

JavaScript objects and scripts are used to interact with the 
user. Prompts notify the user of the validation errors listed 
above; consequently, directing them back to the input 
page and giving them the opportunity to start over. Once 
the file validation is complete, the application continues 
to work on the back-end toward the end result of returning 
the user a masked form of their initial file/code. 

5. Back-End Logic Process 

The web application’s back-end will also perform input 
validation, for added assurance and security, similar to the 
front-end validation only performed using PHP instead of 
Java Script.  

Once the file or code is available for use on the server by 
the application, the content of the user’s provided upload 
is parsed by a native PHP call using standard file system 
methods to allow for the extraction of every unique 
variable, class, and function. The input code will be 
handled as a continuous String of text and later parsed out 
as individual Tokens to allow for categorization [Figure 
5] 

 
 

Figure 5. Extracting Content for Parsing 
 
5.1 Data Parsing 
 
A combination primarily relying on PHP’s ability to 
Tokenize itself and secondarily utilizing regular 
expression (REGEX) logic is used to identify all of the 
variables that will be replaced from the user’s content. 
The official Zend PHP manual states that PHP “Tokenizer 
functions provide an interface to the PHP Tokenizer 
embedded in the Zend Engine. Using these functions you 
may write your own PHP source analyzing or 
modification tools without having to deal with the 
language specification at the lexical level”[5]. 
 
Tokenization detects various data types from the contents 
in PHP and is available natively in the language the 
program separates the variables by three main types: (1) 
variables (data types such as strings, integers etc), (2) 
classed (OOP structures etc), and (3) functions (methods 
defined in the file or class). Special REGEX matching is 
used to catch instances of PHP’s polymorphic reserved 
keyword “this” to prevent any OOP from throwing an 
error/exception during runtime [5]. 
 
 
 

function parse_from_files($files, $sort = false) { 
 $variables = array(); 
 $classes = array(); 
 $functions = array(); 
 
 foreach ($files as $file) { 
  $contents = file_get_contents($file); 
  $keywords = parse($contents); 
 
$classes = array_merge($classes, $keywords[0]); 
  $functions = array_merge($functions, 
$keywords[1]); 
  $variables = array_merge($variables, 
$keywords[2]); 
 } 
 $classes = array_unique($classes); 
 $functions = array_unique($functions); 
 $variables = array_unique($variables); 
 
 if($sort) { 
  asort($classes); 
  asort($functions); 
  asort($variables); 
} 
 return [$classes, $functions, $variables]; 
} 
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$inQuery = implode(',', 
array_fill(0, count($fruitIDs), 
'?')); 
 
        $sql="SELECT NAME FROM 
`fruits` WHERE `id` IN($inQuery)"; 
 
        if ($query = $this->_db-
>prepare($sql)) { 
 
            if ($query-
>execute($fruitIDs)) { 
 
                while ($row = 
$query->fetch(PDO::FETCH_NUM)) { 
 
                     $this-
>_fruitArray[] = $row[0]; 
                } 

Table 1. PHP Token Examples 
 

Token Syntax Reference 
T_ARRAY array() array(), array syntax 

T_STRING parent, true 
etc. 

identifiers, e.g. 
keywords 

T_NAMESPACE namespace namespaces (available 
since PHP 5.3.0) 

T_INT_CAST (int) or 
(integer) 

type-casting 

T_GLOBAL global global 
 
As depicted [Figure 6], the user’s uploaded code is used 
as input, parsed out as a literal string. The literal PHP 
code’s ‘parse’ function [Figure 5] is explained logically 
below [Figure 6] using PHP’s native Tokenization, as per 
the given Token examples above, certain tokens are 
detected for data masking. Of particular interest is any 
PHP Class objects, Variables, defined Functions [Figure 
6. group#1] and also syntactical checks made against 
certain types of Strings [Figure 6. group#3] such as native 
functions(constructors, destructors) or the aforementioned 
polymorphic reserved keyword “this”. Based on the 
regex/Token results each type of Token that is found will 
be placed in its applicable array for temporary storage in 
memory [Figure 6. group#2 or group#4], it is not actively 
stored in the database to ensure that upon a native ‘unset’ 
call or ‘deconstructor’ any of the user’s potential sensitive 
or proprietary naming is not stored. 

Figure 6. PHP Tokenization Parsing Logic 
 
5.2 Data Masking 
 
Once all variables have been parsed and temporarily 
saved in separate PHP array structures, a dynamic SQL 
query [Figure 7] is constructed to retrieve random masked 
names from the database, according to the size of the total 
unique combinatorial number of array items, as output 
from the parsing process. The database contains a table of 
‘masked-names’ holding over 400 unique strings to be 
used to mask input data. The dynamic query pulls random 
names from the database and stores them in an array to be 
used for swapping out values in a process identically 
inverse to the parsing that took place just moments earlier. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 7. Dynamic Query Generation 
 
The organized content arrays are looped through 
recursively [Figure 8. group#1] and swapped out 
individually using randomized masked names from the 
previous query [Figure 7]. The masked data is then saved 
to organized arrays [Figure 8. group#2] for global 
replacement. The masked data is then inserted back in 
place into the initial parsed user input. The final output 
[Figure 7] from the swapping phase will have no 
namespace resemblance to the user’s initial input 
although the code will still retain its logic and 
functionality. 
 
 

 

 
Figure 8. PHP Tokenization Swap Logic 

 
 
5.3 Database Logging 
 
These transactions will finally be logged into the database 
accordingly for statistical operations, as well as optionally 
storing the masked-code for a small amount of time. The 
transactions will be retrieved in the ‘job_log’ table 
[Figure 9] and will become beneficial from a data mining 
perspective, allowing for duration analysis for automated 
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code manipulation, analysis of the most of common 
programming languages chosen for all transactions. 
 
 

 
 

Figure 9. MySQL Database Schema 
 
 
6. Future Development 
 
While our work is still in the primitive phases of 
development, there is much room for growth and 
improvement. Currently our application supports PHP but 
will be further developed to support various languages; 
Java and Perl will be among the next to be supported. The 
application will also allow users to upload multiple files 
as well as save their files under a chosen name. Avenues 
that users utilize to share their code and/or experience on 
the application will be added features in future 
development. Social media will play a big part, as users 
will be able to post and update their statuses on Twitter 
and Facebook, letting their friends know that they just 
utilized the web application and inviting them to visit the 
website. Contests and Badges will be introduced to 
encourage more users to visit the website. Email will be 
the second sharing feature added. 
 
Data mining is a very useful area of computer science that 
will aid this project in future development. The ‘job_log’ 
table will used to collect pertinent information about the 
workload of the website. Knowing exactly what language 
the code is being uploaded in as well as analyzing 
duration of automated code manipulation will allow for 
great improvements in algorithms. 

7. Conclusion 

We are currently developing a web application, as a data 
obfuscation tool, allowing students and professional 
developers to showcase their abilities. Their abilities can 
range from analytical skills, functionality of code, as well 
their creativity, whether the code is personal or company 
owned.  Therefore, from an experimental perspective, the 
application will ensure functionality of obfuscation and 

de-obfuscation. This guarantees confidence for all code, 
for every transaction, will be manipulated accordingly. 
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