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Abstract— Biometric authentication systems continue being 

developed and use as our journey to find better options to our current 

secret-based solutions remain. The race to find this answer in 

biometrics has become very similar as to the one taking place 

between oil and renewable energy, because in both cases this 

urgency exists to find something better than what we currently have, 

in order to allow our lives to continue progressing in the same 

direction. Recognition Technologies' RecoMadeEasy®  AudioVisual 

Recognition System is a state of the art biometric system currently 

used for authenticating access control. Since biometric systems are 

starting to be used in mainstream, Recognition Technologies wanted 

to know the acceptability of people towards their product. This is the 

reason this paper exists. The result is a design of an experiment that 

will aid not only this product, but most biometric systems capable of 

providing access control with a way to measure people's acceptability 

towards them. The design is explained meticulously, and a sample 

run is provided to teach other researchers on how to use it. 

 
Index Terms—Audio-visual recognition, biometrics, biometric 

fusion, facial recognition, facial authentication, multi-modal 

recognition, multi-factor recognition, recognition technology, 

physiological biometrics, speech authentication, speech 

recognition, speaker recognition. 

 

I. INTRODUCTION 

Before moving into the world of biometric systems, is it 

important to have an understanding of the difference between 

identification, verification, and authentication. This can be 

explain by using an everyday situation: Suppose you purchase 

a movie ticket online to be picked up at the movie theater before 

the start of the movie. At your arrival, you are asked to show 

proof of identity. Your reach to your wallet, and pull out your 

identification document (ID). This is identification. The clerk 

will then inspect your ID, and visually compare it to you. This 

is identification verification. The clerk will now check your 

identity against the database to verify if in fact, you purchased 

those tickets online. That’s verification. When you receive the 

tickets, those tickets are your authentication tokens, which will 

 
 

authorize you to access the movie theater and watch the movie. 

This is called authentication  [1]. 

As our everyday lives change and become more complex, it 

is simply out of the question to use such simple forms of 

identification and verification to authorize someone to, say, 

gain access to a restricted building or an important intranet. In 

the example above, a simple fake ID, a booming illegal practice 

in the US, would have broken the system without much of an 

effort [2].   

 

Fig 1. U.S. households vs. identity theft. 

 

We know many experts and publications agree on human 

biometrics being the next generation of systems to help us solve 

verification and authorization problems [3][4]. Therefore, we 

must also make sure we understand what the word “biometric”  

means. 

The word “biometric” comes from the Greek words bio (life) 

and metric (to measure). These “life measurements” are our 

own personal characteristics that cannot be forgotten, shared, 

easily stolen or hacked [5].  There are a number of biometric 
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systems currently being studied and some already in use today. 

The most widely used being face, fingerprint, hand geometry, 

iris, signature, and voice. Each one of these contains a set of 

attributes that makes them unique. For example, fingerprints 

have minutiae points; voice has unique highs and lows, faces 

contain attributes with different spatial relationships to each 

other such as eyes to nose and lips to chin. [6].  There are other 

forms of biometric systems, since in general terms, any 

biometric capable of verifying an individual’s identity based on 

biological measures maybe used to verify or authenticate an 

individual [7]. However, for the sake of this study, we will be 

using a proprietary biometric solution that uses two of the 

already mention forms of biometrics: Face and voice. 

 
A. Purpose 

The main purpose of this project is to design an 

acceptability study to allow participants to provide 

demographic and perception responses while using Recognition 

Technologies’ RecoMadeEasy®  AudioVisual software 

solution. It is important to emphasis that participants will be 

asked to provide their opinion towards biometric technology 

itself, and also on their perception of RecoMadeEasy® 

AudioVisual Recognition System. This study contains all the 

necessary parts to gather relevant data, mine it, visualize it, and 

present relevant acceptability findings in regards to the software 

in use. This study uses a test run to make sure the survey is able 

to gather all the necessary information, and to give an example 

of how to present findings.  

 
B. Factors Out of Scope 

This study was planned under the assumption that time and 

resources would not be an impediment for its completion. It is 

hoped that an entire school semester would suffice to gather, 

mine, visualize, and present findings. Considering the 

information gathering tool is already defined. However, it is 

highly recommended to define a budget for the study before any 

of the field work starts. This piece of the puzzle is key for 

determining how much incentive is available to run the 

experiment, and will help determine immediately the best way 

to approach the gathering of the information. Things to be kept 

in mind are survey abandon rates, data validation, incentives, 

time spent per question, and audience profile. For example, 

According to Brent Chudoba, VP and GM at SurveryMonkey 

Audience, in order to maintain the data valid and with a high 

response rate, the survey cannot take more than 7-8 minutes to 

complete if there is no incentive to be given out to participants 

[8]. 

 
C. Key Feature 

According to a study of user acceptance and satisfaction 

presented at the IEEE International Carnahan Conference on 

Security Technology by the University of Caen in France, the 

aspects necessary to make a valid evaluation of a biometric 

system are: Performance, data quality, security, and 

acceptability [9]. Following these guidelines and considering 

this is an experiment to measure acceptability, the data quality, 

performance, and security aspects of the system will be 

presented to the participants in a video format, followed by 

questions designed to measure the acceptability factor. 

 
Fig 2. Four aspects to evaluate a biometric system [9]. 

II. BACKGROUND 

As previously mentioned, the software used to design this 

study is Recognition Technologies’ RecoMadeEasy®  

AudioVisual Recognition System. This particular product, is a 

combination of their award-winning speaker recognition engine 

(voice biometric engine), and their face recognition engine. 

This biometric system is capable of identifying, verifying, and 

authenticating  candidates through a combination of multi-

modal and multi-factor modalities [10]. What makes this 

product stand-out is its versatility.  You can easily turn on or off 

factors and/or biometric modes to accommodate the software to 

different conformity levels.  It is possible to set it to use 3 

factors and 2 modes with Audio-Visual fusion to classify the 

speaker, and the face recognition scores [11] 

 
A. Overview of  the Technology 

Spoofing is the ability to successfully disguise or forge an 

identity. Spoofing is typically used in phishing and spamming 

to hide the sender’s identity [12]. Although biometric systems 

in general present a much stronger challenge for this illegal 

practice, to say that biometric systems completely eliminate the 

threat of a spoof-attack would be untrue.  Table 1  compares 

different biometric characteristics amongst seven factors with 

scores of high (H), medium (M), and low (L) . 
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Table 1. Comparison of various biometric technologies [13]. 

 
 

When a system relies on  only one form of biometric 

characteristic, it is called a Unimodal biometric system. 

On the other hand, a multi-modal biometric system combines 

more than one biometric modal. Each biometric recognition 

provides a score, and in the case of RecoMadeEasy®  

AudioVisual Recognition System, the scores are fused into 

one final result, called the test model, which is then used to 

compare against the target model on the database [14].   

Besides multi-modality and fusion, this software’s multi-

factor approach also adds extra security. Not only does a 

person has to match the enrollment model, but even before 

starting the process, he/she might have to enter an 

identification number (PIN) first, and be prompted to read a 

random text during the speech recognition to add extra 

protection against spoofing.  

When RecoMadeEasy®  AudioVisual Recognition System 

uses a PIN for identification , a random text prompt to avoid 

spoofing, and then both face and  voice recognition to verify 

and authenticate, it is a very solid and robust solution for 

access control.  

III. KEYS TO UNDERSTAND THE SURVEY 

Studies have shown that biometric technologies are 

thriving in the areas of surveillance, access control, and e-

commerce [15]. The survey proposed for this experiment 

deals with  access control, and also considers e-commerce 

inside this category. Difference between access control and e-

commerce has been made in other studies to appoint access 

control as the physical management of access such as homes, 

work buildings, or airports; while appointing e-commerce as 

the logical management of access control, such as online-

banking, electronic medical records, social media, etc. Since 

understanding acceptability levels is important for both 

physical and logical access, this survey includes both inside 

the umbrella term “Access Control”. How acceptable 

RecoMadeEasy®  AudioVisual Recognition System is in 

terms of surveillance is out of scope for this study. 

Surveillance  is more concerned with monitoring behaviors 

and activities for social control rather than access control.  

Demographic questions are also an important factor 

included in this survey. A study conducted at University of 

Caen in France, discovered demographic, experiential, and 

attitudinal characteristics might impact the relation between a 

participant’s view on the use of any biometric technology 

[16]. For example, a respondent coming from a country and 

culture where touching a sensor in a public place is considered 

unhygienic, will not have the same acceptability level than 

someone that does not see a problem in this.  

IV. THE SURVEY 

The survey is broken down into 3 parts: Socio-

demographic characteristics, General perception of biometric 

systems, and Perception of the shown system. 

 Socio-demographic characteristics (Appendix, Part 

A): Contains 4 questions. These are the variables that 

give sense to the investigation. They help us identify 

the data subsets within a given population. 

Distribution analysis can also be made from 

demographic questions to identify in which 

demographic group the participants fall into.  

 General perception of biometric systems (Appendix, 

Part B): Contains 7 questions. These variables aim to 

understand users’ experience with biometric 

technology. These variables can help us understand 

how participants’ past experiences in regards to 

biometric usage affects their perception of biometric 

systems 

 Perception of the tested system (Appendix, Part C): 

Contains 9 questions. These variables aim to measure 

how satisfied participants were with the system 

shown. 

V. EXPERIMENTAL RESULTS 

In this section we analyze participants' answers to show how 

to extract knowledge about acceptance of the biometric system. 

This system was described in detailed in previous sections. 

Cross tabulations and frequency distribution analysis were used 

in IBM’s SPSS provided by Pace University. A python script is 

provided to create cross tabulation analysis and is located in the 

Appendix. To show the validity of the designed experiment, in 

the next sections, a sample test run is presented using a 

volunteer group that participated in a preliminary study.  

 
A. Data Validation and Pre-Processing 

It is also important to mention data validation, and data pre-

processing. In this survey, the validity of the data was kept by 

not allowing participants to leave questions blank.  The only 

question not required in the survey was question C8 

(Appendix), since the completion of this question depended on 

the answer given to question C7 (Appendix). Thus, leaving 

question C8 blank was a valid answer.  

In terms of data pre-processing, the cases were imported 

into IBM’s SPSS as a Microsoft Excel file (xlsx), which 

requires each input to be of a numerical value. This step is not 

necessary when mining the data using python scripts. The data 
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gathered in the survey had to be pre-processed in order to be 

ready for statistical analysis. Therefore, the responses were 

converted into a numerical scale that kept each answer choice 

referenced to a number. For example, if the possible answers to 

a question were “Yes”, “Maybe”, “No”, “Don’t know”, each 

answer choice took a unique number that identified that answer 

(Yes =1, Maybe =2, No = 3, Don’t know =4). This process was 

repeated until all the cases had the numeral equivalent of its 

answer. Also, questions themselves were given shorter names 

for the sake of simplicity, and to avoid human errors while using 

the questions. For example, the question  “What is your general 

appreciation of this system” was named “C9” due to the fact it 

exists in the third set of questions of the survey, and it’s the 9th 

question in order. It is also worth mentioning that since the test 

run had a total number of only 53 cases, some of the answer 

categories had to be recoded to facilitate the analysis. For 

example, it was needed to combine similar answer categories in 

question C7, so that “Strongly Agree” and “Agree” formed part 

of the same category.  

 
B. Test Protocol 

The test run study was distributed as a Google Form survey 

to about 80 participants. These participants completed the 

survey voluntarily without receiving any remuneration. The 

survey generated 53 responses (66% completion rate). These 

responses came from various employee departments of a 

Software as a Service company in New York City. Most of the 

answers came from Technology (47%), Customer Support 

(15%), and Product Development (13%) departments.  The 

survey was sent via email, and was answered over a 2 week 

period.  It consisted on watching a short video with an 

introduction on how the system worked, led by the CEO at 

Recognition Technologies, Inc. The video also contained a 

group of researchers from Pace University that ran tests to 

demonstrate the quality, performance, and security of the 

system [17] . After the video was done, participants were 

requested to answer a 3 part questionnaire: part A, part B, and 

part C. Participants received the survey via email, and were 

informed about the purpose of the study. Besides assuring 

participants the responses to the study were confidential and 

anonymous, they were also encouraged to ask questions (via 

email, Skype, or in person). 

After a few participants took the survey, some gave feedback 

regarding the lack of spoofing protection against a possible 

voice capture attack. It was then decided to add a note prior to 

watching the video. For instance, one of the answers to question 

C5 (appendix) was “Yes. If I knew someone’s pin and printed a 

picture of their face and recorded their voice, would it work? 

Does it require a moving face?”. This thought clearly 

influenced other answers in the survey. 

The note described a factor included in the biometric system 

not easily appreciated in the video. This factor is a random text 

prompt appearing during voice capturing. This defends against 

voice spoofing, since the challenger never knows what sentence 

they are suppose to speak. The case where an attacker makes a 

video that includes the challenger’s voice, or uses a picture and 

records the voice separately, is now useless. Text was later 

added by Recognition Technologies to the video itself where 

the factor was being demonstrated, in order to clarify what was 

happening during that particular challenge.   

After participants who had already taken the survey were 

informed about this extra security factor, they admitted their 

answers would have been influenced positively towards the 

acceptability of the biometric system. Although this test run 

was created to unravel and fix this sort of problems, it’s good 

to reiterate the data used here is only a sample. It’s too small to 

make any valuable predictions on acceptability, but it’s not too 

small to show how to possibly run the study, and that the design 

works.  
 

C. Participants’ demographic analysis 

This section contains the analysis between the participants’ 

demographic characteristics and their answers to perception 

questions. Judging based on percentages derived from cross 

tabulation analysis and descriptive statistic frequencies; we can 

see the following results: 

 

 Out of the 33 of participants from the United States, 12 

were women and 21 were men. Among the women, 

75% felt ready to use this biometric system in the 

future, while men felt 57.1% ready.  
 

Table 2. Cross tabulation excerpt:  

Country and gender versus question C7. 

  
 

This difference could be related to their area of work or 

age, since most of the women who took the survey in 

the United States worked in Customer Support while 

most of the men worked in Technology. Also, men had 

more answers coming from older age intervals. 

Although there is not enough data to support a 

significant statistical relationship due to the small 

sample size, this might be worth looking into during a 

future study, and if more data from other countries 

exist, also compare them with one another to see if there 

is a cultural factor in the level of acceptance.  
 Out of all participants who took the survey, only 7.5% 

don’t feel ready to use this biometric system in the 

future. This is interesting considering that no female 

participant in the study had tried a biometric system like 
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the one shown in the video before, and 30% of all 

participants claim to have been victims of identity 

fraud. This could possibly be explained by trust in the 

biometric system, since 81% of all participants found 

the system at least somewhat trustworthy. 
 

Table 3. Cross tabulation: Gender vs. system trust perception. 

 
 

 Out of all the participants, 67.9% did not find the 

biometric system intrusive and thus, a threat to their 

privacy. 17% thought it was intrusive, and 15% did not 

know. These numbers might be related to the fact that 

only 24.6% percent of the participants claimed to either 

have excellent or good knowledge of biometric 

technology. 
 

Table 4. Cross tabulation: Gender vs. knowledge perception 

of biometric technology. 

 
 

 38% of participants considered that the verification 

process was not fast. However, within this 38%, 85% 

of them were satisfied with the system. It can’t be said 

with certainty with such a small sample of cases why 

this might be, but it does leave some interesting room 

to hypothesize. For example, when it comes to security 

people might not necessarily correlate speed with 

protection. Too fast might leave room to think that the 

system at hand is not doing enough computations to 

keep the information safe. Too slow might 

compromise too much on the performance side of the 

evaluation. Perhaps, Not too slow or not too fast is the 

area where people might feel the most confortable.    

 8 out of 10 participants felt either very satisfied or 

satisfied with the biometric system. This is perhaps the 

most important percentage found.  An 80% 

satisfaction means Recognition Technologies’ 

RecoMadeEasy®  AudioVisual Recognition System 

was highly accepted among participants in the test run. 

This satisfaction could possibly be corroborated by the 

amount of participants who agreed to be ready to use 

this biometric system in the future (question C7), as 

well as by the number of participants who would like 

to use it for physical access control, logical access 

control, or both (question C8).  

Fig 3. Question C7 distribution. 

 

Fig 4. Question C8 distribution. 

 
D. Perception of secret-based solutions vs. biometric solutions 

Participants were asked if they thought secret-based 

solutions, such as passwords, were an appropriate solution 

against fraud (question B6). They were also asked if they 

thought biometric-based solutions were an appropriate solution 

against fraud (question B7). The results are exposed in Fig 5: 
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Fig 5. Comparison of the two systems as a solution for 

identity fraud. 

 

Even though passwords are an established and well-known 

solution system to aid against fraud, participants still considered 

biometric based solutions more appropriate to combat against 

it.   

VI. BEFORE USING REAL DATA 

Before getting started with the experiment, researchers 

need to think and determine the total population of the universe 

being studied. This is key for determining the amount of cases 

needed to accurately estimate the sample population. This is 

called sampling. For example, According to collegedata.com 

and Forbes, there were 12,624 students enrolled at Pace 

University during the winter 2013 to Spring 2014 school year. 

Out of these 12,624 students, 41% of them where males and 

59% were females [18][19].  Now that we know our population, 

we need to determine how accurate we need to be with our 

sample. There are two questions that will help us figure this out:  

1. How sure do we need to be the answers reflect the views 

of the population? Determining a margin of error below the 

standard 5% answers this question. 

2. How sure do we need to be that our sample reflects the 

population?  Determining our confidence level will answer this 

question. A 95% confidence level is the most commonly use in 

the United States, and is recommended for this experiment [20]. 

Now that the population size, the margin or error threshold, 

and the confidence level are known, it is possible to determine 

a correct sample size.  

Continuing the Pace University example, and using a total 

population of 12,624 students, a confidence level of 95%, and 

a margin of error of 3.35%, a sample size of about 800 cases 

will be enough to accurately model this population. Since Pace 

University has 41% male students and 59% female students, in 

order to preserve the same ration in the sample, approximately 

328 cases with a margin or error of +/- 5% is needed for male 

students, and at least 472 cases with a margin of error of +/- 

4.43% is needed for female students.  

Sample Size Calculator is a very useful tool provided by 

Surveysystem.com that helps determine sample sizes and 

margins of error. This can prove helpful if a decision is made to 

use other numbers or target a different population with this 

experiment [21]. This tool was used to create the sample size 

above. The only valid rule to keep in mind is to try to avoid 

using a margin of error larger than 10%. The bigger the margin 

of error, the least precise your results become. 

Once data collection starts, a simple pie chart from a “sex” 

variable can help visualize how the cases collected thus far 

fulfill the predetermined number of male and female cases 

needed. Using the data from the test run, we can see the number 

of males and females in the test study. 

 

 
 

Fig 6. Gender Sample Distribution. 

 

The age and gender distribution of the participants are shown 

in Fig 7.  This helps visualize the gender of the participants in 

each one of the age groups. 

 

 
 

Fig 7. Age and Gender distribution of the test run study. 

 

Looking at the distribution, we can tell there weren’t any 

cases recorded for participants less than 18, or above 56 years 

of age. Otherwise, those age groups would have appeared in the 

distribution. We can also see that most of the cases came from 

the 25-32 age range, and that a total of 53 cases was gathered 

from 18 females and 35 males. This last piece of information 

can be corroborated by the number of males and females from 

the pie chart in Fig 6. 

VII. CONCLUSION AND SUGGESTIONS 

The small test run was very useful to unravel issues with the 

survey, as well as to make sure the experiment is able to gather 

valuable data with regards to the acceptance of a biometric 

system designed for access control. The test run also presented 
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some interesting trends that could reveal promising findings, if 

these trends persist in a larger sample size and shows statistical 

significance.  

It is suggested to revise the demographic questions before 

delivering them to a group of participants. Some changes might 

need to be made depending in large, by the type of population 

used to conduct the experiment. Since in the test run most of the 

participants were in the workforce, question A4, which was 

helpful in determining the formation of the participants, might 

very likely need to change to a list of school majors if the 

sample to be used comes from a higher education institution. 

Lastly, it is recommended to add the word “near” to question 

C7 so it reads “near future”. This might rid off some ambiguity 

in regards to how far way in the future people are willing to use 

the biometric system shown, specially since the biometric 

system being used in the experiment has already been 

developed.  

 

 

 
APPENDIX 

 

CROSS TABULATION PYTHON 2.7.8 SCRIPT 

 

  

SURVEY QUESTIONNAIRE 

Part A. Socio-demographic 

characteristics 

 

A1. Select your age group List: Less than 18, 18-24 

25-32, 33-40, 

41-55, 56+ 

A2. Sex List: Male, Female 

A3. In which country did you 

grow-up? 

List: 203 countries to select 

from 

A4. Please select the option that 
best describes your area of work 

List: 16 areas plus “other” 

Part B. General perception of 

biometric systems 

 

B1. Have you ever heard about 
biometric authentication 

systems ? 

Multiple Choice: Yes, Maybe, 
No, Don’t know 

B2. Have you ever tried a 

biometric system? 

Multiple Choice: Yes, Maybe, 

No, Don’t know 

B3. Have you ever been 

personally the victim of identity 

fraud? 

Multiple Choice: Yes, Maybe, 

No, Don’t know 

B4. How would you rate your 
knowledge about biometric 

technology? 

Multiple Choice: Excellent, 
Good, Average, Not good, Very 

poor 

B5. How would you rate your 
awareness about identity fraud? 

Multiple Choice: Excellent, 
Good, Average, Not good, Very 

poor 

B6. In your opinion, are secret-
based solutions (eg. password) 

an appropriate solution against 

fraud (eg. e-commerce)? 

Multiple Choice: Strongly 
agree, Agree, Don’t know, 

Disagree, Strongly disagree, 

Other 

B7. In your opinion, are 
biometric-based solutions an 

appropriate solution against 

fraud (eg. e-commerce)? 

Multiple Choice: Strongly 
agree, Agree, Don’t know, 

Disagree, Strongly disagree, 

Other 

Part C. Perception of the 

tested system 

 

C1. Have you ever tried a 

biometric system like the one in 
the video? 

Multiple Choice: Yes, Maybe, 

No, Don’t know 

C2. Does this technology 

threatens your privacy? 

Multiple Choice: Not at all 

intrusive, Not intrusive, 
Intrusive, Quite intrusive, Don’t 

know 

C3. Do you find this system 

easy to use? 

Multiple Choice: Quite easy, 

Easy, Not easy, Not easy at all, 
Don’t know 

C4. Did you find the 

verification fast? 

Multiple Choice: Very Fast, 

Fast, Not fast, Not fast at all, 
Don’t know 

C5. In your opinion, can the 

system used in the video be 
easily attacked? 

Multiple Choice: Strongly 

disagree, Disagree, Agree, 
Strongly agree, Don’t know 

C6. Do you perceive this system 

as trustworthy? 

Multiple Choice: Yes, 

Somewhat, Not really, No, 

Don’t know 

C7. Are you ready to use this 

biometric system in the future? 

Multiple Choice: Strongly 

agree, Agree, Don’t know, 

Disagree, Strongly disagree, 
Other 

C8. If you are ready to use this 

system in the future, would you 

like to use it for physical (eg. 
access a building) or logical (eg. 

log on to a computer) access? 

Checkboxes: Physical, Logical, 

Both 

C9. What is your general 

appreciation of this system? 

Multiple Choice: Very satisfied, 

Satisfied, Not satisfied, Not at 

all satisfied, Don’t know 

 

#Pulling the libraries 

import pandas as pd 

import sys 

 

#Retrieving the data from a file called read.csv 

df = pd.read_csv(sys.argv[1]) 

column = 

["Timestamp","Age","Sex","Country","Work", "B1", 

"B2", "B3", "B4", "B5","B6", 

"B7","C1","C2","C3","C4","C5",\ 

          "C6", "C7","C8","C9"] 

df.columns = column 

 

#Creating and displaying the crosstabs in integers for 

variable sex and quesiton C1 

print pd.crosstab(df.Sex, df.C1, margins=True) 

 

#Creating and displaying the crosstabs in percentages 

for variable sex and quesiton C1 

print pd.crosstab(df.Sex, df.C1, 

margins=True).apply(lambda r:r/len(df)*100, axis=1) 
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