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Abstract  
 

NFC (Near Field Communication), Geofencing and Sensor 

capabilities embedded in today’s smartphones present opportunities 

for user authentication mechanisms, which provide greater 

convenience and security than traditional passwords.   This study 

compares potential user authentication mechanisms using 

fingerprint sensing, geofencing, and Zigbee. An iOS app was 

designed based on fingerprint sensing and Geofencing, using 

beacons, that provides access to sensitive information on successful 

authentication.  A survey was conducted to evaluate user interest in 

a password-free mobile device authentication mechanism.  

 

Index Terms—NFC, RFID, Geofencing, iOS, mobile apps, 

mobile security 

 

1. Introduction 
 

As smartphones dominate the mobile phone market, it is 

becoming commonplace to use them for sensitive tasks such as 

mobile banking, social networking, online shopping, and work-

related tasks. Although people carry such important 

information on their phones, many smartphone users fail to 

protect their valuable data with a security mechanism.  The 

security mechanisms widely used today are Passwords/ PINs or 

Pattern locks. Using an unlock mechanism would make it 

harder for unauthorized users to access data on the phone. But 

passwords and patterns are not user unique and can be 

compromised.  One of the common reasons for not using PIN-

codes is the PIN-code entry burden, that is, the frequency of 

entering PIN-code on a smartphone. For example, on some 

smartphones, users may set their phone to automatically lock 

after one minute of inactivity. 

 

 

The authors would like to thank Verizon for sponsoring this 

study.  This study is solely the independent work of the 

authors.  Any Verizon documents and trademarks included in 

this paper are the property of Verizon and are reproduced with 

permission.   

Although locking a phone as soon as possible may provide 

maximum protection, it also decreases usability by increasing 

PIN-code entry burden. As a response to this issue, many 

mobile phone companies have launched user specific and easy 

unlock mechanisms. For example, Apple launched the iPhone 

5S with Touch ID fingerprint reader feature. This feature was 

marketed as allowing users to “easily and naturally unlock an 

iPhone without typing a passcode, just by placing a finger on 

the Home button.” Since then, fingerprint technology has 

become more popular, and, as of 2014, other mobile phone 

manufacturers such as Samsung have incorporated similar 

features into their products, for example, Samsung Galaxy.   

 

This study will focus on demonstrating authentication 

methods that provide greater convenience for users through 

direct interactions between the mobile phone and sensors in the 

user’s environment.  A representative set of users are discussed 

who need to use a unique user authentication mechanism to 

achieve phone security without the user having to enter a 

passcode to unlock their phone.  The user authentication 

mechanism should provide significant benefit as perceived by 

the user.  Advantages can be ease-of-use or safety, for example.  

Multi-factor authentication (more than one input) for improved 

security and acceptance testing should be included.  

 

The sections of this study are organized as follows.  Section 

2 describes the methodology of defining user stories as a 

framework for designing a user authentication mechanism, and 

how the apps developed in this study relate to the user stories.  

Section 3 is an analysis of the capabilities that NFC and 

Geofencing provide to address user authentication.  Section 4 

provides the software details of the Authenticator app based on 

fingerprint sensing and geofencing, use of ibeacon for 

geofencing, and security aspects of using ibeacon for 

authentication. Section 5 presents Zigbee as an alternative to 

Geofencing.  Section 6 is a summary of the results of a survey 

of interest in password-free mobile device authentication.  

Discussion and conclusions are presented in Section 7, followed 

by ideas for future work in section 8. 
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2. Methodology and System Design   
 

A set of user stories was developed for the design keeping in 

mind the following: 

 User stories should reflect the user’s mental model of 

protection.   

 Is the mechanism psychologically acceptable? 

 Is it close to transparent to the users?   

 Does it fit with their natural phone interactions? 

 

Four different stories were presented by the customer, 

describing scenarios where a student, an office worker, a retail 

or restaurant worker, and a construction worker or farmer wants 

their phone unlocked depending on their location and the 

location of other people or important equipment.  For this study, 

the following scenario was chosen: 

The user is a college student and wants phone 
a) Unlocked when in dorm room, when enter dining hall, 

locked at other times 

b) Locked and muted when in class or the library 

c) Unlocked and muted when visiting professor/TA during 

office hours 

d) Locked and unmuted when riding public transportation 

e) Unlocked and unmuted when shopping in particular 

locations 

It was decided to focus on item a, that the student’s phone 

will unlock when they are in their dorm room, when entering 

the dining hall, and locked at other times.  This scenario 

explores a fundamental capability for user authentication 

without entering a password, which can be extended for future 

use cases [1]. 

 

Plan behind the actual design was to design an iOS app with 

authentication functionality based on fingerprint sensing and 

geofencing. Since third party apps are not allowed to unlock the 

phone in iOS, successful authentication into the app would 

display some sensitive content. The display of sensitive 

information should be a useful example for user authentication 

using biometrics and geofencing.  

Different phones including iPhone6, Samsung S5, Motorolla 

X2 have been tested for their geofencing, NFC and sensor 

capabilities with apps and devices already present. Important 

observations regarding their shortcomings are presented.  

A research methodology measured the level of user 

acceptance of the proposed methods over passwords for mobile 

device user authentication. 

 

3. Analysis of NFC and Geofencing 

 

Near field communication (NFC) is a technology that 

enables smartphones and other devices to establish radio 

communication with each other by touching them together or 

bringing them into proximity, typically a distance of 10 cm 

(3.9 in) or less. As with proximity card technology, NFC 

uses electromagnetic induction between two loop 

antennas located within each other's near field, effectively 

forming an air-core transformer. It operates within the globally 

available and unlicensed radio frequencies band of 13.56 MHz 

on ISO/IEC 18000-3 air interface and at rates ranging from 106 

Kbit/s to 424 Kbit/s [6]. 

 

Many apps are already present in the market based on NFC 

for authentication purposes. The study experimented with some 

NFC tags bought from whiztags.com for testing, which was a 

writable tag and had memory of 137 Bytes. An app called NFC 

TOOLS from Android play store was used. The reason for using 

NFC tools was because there is no Motorola proprietary app for 

writing to NFC tags. Tasks performed through the tag and app 

were adding a URL, adding social network links, and triggering 

Bluetooth and Wifi networks. The NFC tag had a usable storage 

of 137 bytes so at most only 4 to 5 tasks could be added to it 

(depending upon the size of the task). Also, different tasks have 

different size – for example, writing Amazon application was 

51 Bytes whereas writing Facebook application was 37 Bytes. 

NFC tools also allowed triggering a specific mail to a specific 

person. However, NFC tools, like most other NFC apps, has 

certain limitations like it prioritizes the android application than 

other tasks like calling, sending mail, sending sms etc. Also, 

only one android app would run even though more than one 

apps are expected to run which are written on tags. 

 

Geo-fencing (geo-fencing) is a feature in a software program 

that uses the global positioning system (GPS) or radio 

frequency identification (RFID) to define geographical 

boundaries. A geo-fence is a virtual barrier. 

 

A Geo-fence is a layer of intelligence that allows you to make 

decisions or take some actions based on a geographical area. It 

can circle any area of choice – a retail store, a stadium, a 

neighborhood. An App-based Geo-fence can be built that, as 

the name suggests, requires the user to have an app to access 

GPS data. Or a Network-based Geo-fence can be built that uses 

carrier-grade location data and is not app dependent. 

 

There is however, an associated cost to implementing a 

geofence. The most common misconception about App-based 

Geo-fencing is that once you build your app you will be 

automatically notified anytime one of your customers enters or 

exits a Geo-fenced area. The truth is that the users not only have 

to find the app in the app store or android market, but that app 

actually has to be running (and killing users’ battery) to know 

if a geo-fence has been crossed [3]. 

 

In iPhone the Core Location framework provides two ways 

to detect a user’s entry and exit into specific regions: 

geographical region monitoring (iOS 4.0 and later and OS X 

v10.8 and later) and beacon region monitoring (iOS 7.0 and 

later). A geographical region is an area defined by a circle of a 

specified radius around a known point on the Earth’s surface. 

In contrast, a beacon region is an area defined by the device’s 

proximity to Bluetooth low-energy beacons. Beacons 

themselves are simply devices that advertise a particular 

Bluetooth low-energy payload you can even turn your iOS 

device into a beacon with some assistance from the Core 

Bluetooth framework. 
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4. Design Details of the Authenticator iOS App 

using Geofencing with iBeacons and 

Fingerprint Biometrics for Authentication 

 
Authenticator is the iOS app developed for this study. The 

aim of this iOS app is to authenticate a user by means of 

geographic location (i.e. as the user enters her home, office, or 

classroom) and alternatively by fingerprint biometrics or 

password. More technically, the app first tries to range an 

authentication beacon identified by a specific UUID using the 

CoreLocation framework. If the beacon is not ranged the app 

will attempt to use fingerprint biometrics for authentication. 

The usage of a password is provided as a third fallback (for 

example, if neither the authentication beacon is ranged nor is 

fingerprint authentication available with the user’s device, or 

fingerprint authentication fails).  

 

We use three iBeacons with this app to be placed at locations, 

where content should unlock automatically. Note that iBeacons 

can be fewer, or more can be added with careful UUID 

configuration. Further note that Bluetooth Low Energy (LE), 

necessary for beacon ranging, is available with iPhones 4s and 

up and the TouchID fingerprint sensor is available on the 

iPhone 5s, and up. 

 

After successful authentication, sensitive content will be 

displayed. In this case, we use a sample Verizon Statement and 

sample Verizon Terms as an example for sensitive content. This 

could easily be extended to real statements / user accounts in 

cooperation with Verizon. Figure 1 shows the launch icon as 

displayed on the iPhone’s home screen. 

 

 
Figure 1: Launch icon 

 

After the app loads, we create a CLBeaconRegion which we 

initialize with the UUID of our authentication iBeacons. We 

then tell the CLLocationManager to start ranging that 

BeaconRegion. On the callback we check if the beacon was 

ranged and if so if it’s close enough to the user. For our purpose 

we require the CLProximity property of the beacon to be “near” 

or “immediate”. If a close enough beacon was ranged we show 

a different view controller with the sensitive content (see Figure 

3) without any user interaction being required. If the 

authentication beacon was not ranged a 

LocalAuthenticationContext is created and the 

canEvaluatePolicy method is called to check whether 

fingerprint authentication is available. The user is then 

prompted to authenticate (see Figure 2) and fingerprints are 

evaluated using the TouchIDevaluatePolicy method. 

 

 
 

Figure 2: Authentication Required screen 

 

If authentication is successful, a different View Controller will 

display the options to view a Statement, or the Verizon Terms, 

as shown in Figure 3. Note that we used the dispatch_async 

method to ensure that the code that updates the user interface is 

run on the main thread. This is necessary, because the 

evaluatePolicy method executes the reply block on a 

background thread and Cocoa Touch requires all user interface 

updates to be performed on the main thread. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: Select Document screen 
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When the user clicks on the “Statement” button the app 

navigates to another View Controller showing a sample 

statement. The same applies for “Terms”.  Note that a 

Navigation View Controller is used, so that the user can easily 

go back to the “Documents” View Controller using the 

navigation provided in the top left corner. 

 

Figure 4 shows the sample Verizon Statement as sensitive 

content, Figure 5 shows the sample Verizon Terms. 

 

 
 

Figure 4: Verizon Statement 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5: Terms screen 

 

If the authentication beacon is not ranged and the user’s 

device does not feature a TouchID sensor a password prompt is 

shown (see Figure 6). Currently, we hardcoded the password to 

“password”. In a real application the password should be 

validated with a Verizon server. If the password is entered 

correctly the app progresses to the document selection screen 

(Figure 3) as with a successful fingerprint authentication. 

 

                      
 

Figure 6: Password Option 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 7: Incorrect Password Screen 

 

If the fingerprint could not be matched three times in a row, 

if the user clicks “Cancel”, or if the password was entered 

incorrectly, the sensitive information will not be unlocked, the 

menu to chose between the information will not display. 
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Instead, the navigation will stay at the first View Controller and 

display an error message. Figure 7 shows this scenario when the 

password was entered incorrectly. Also, the button “Attempt 

fingerprint authentication” now displays, so that authentication 

can be attempted again. 

 

We set the UIApplicationExitsOnSuspend flag in the 

info.plist to true which prevents the app from running in the 

background (as is the case by default), so that when the app is 

re-opened, authentication has to take place again. 

 

4.1 iBeacon and its use for Geofencing 

 

iBeacon is Apple's implementation of Bluetooth low-energy 

(BLE) wireless technology to create a different way of 

providing location-based information and services to iPhones 

and other iOS devices. 

The beacons themselves are small, cheap Bluetooth 

transmitters. Apps installed on your iPhone listen out for the 

signal transmitted by these beacons and respond accordingly 

when the phone comes into range. 

For example, if you pass a beacon in a shop, the retailer's app 

(assuming you have it installed) could display a special offer 

alert for you. On a visit to a museum, the museum's app would 

provide information about the closest display, using your 

distance from beacons placed near exhibits to work out your 

position [5]. 

 

4.2 Security aspects of iBeacons for authentication 

 
The usage of Geofencing with iBeacons for authentication is 

very convenient as it works fully transparent to the user but has 

flaws in terms of security. The iBeacon device broadcasts a 

UUID, which can be easily captured by all devices nearby. If 

an attacker could capture the UUID they could configure their 

own beacons to unlock the app. So this is like using a wireless 

key that everyone who is relatively close to it, can easily copy. 

Therefore for authentication purposes a more sophisticated 

approach should be to use where the communication between 

the authentication beacon and the app is encrypted and the 

beacon is generating one time tokens so that an attacker will not 

be able to set up their own beacon just by having been close to 

the beacon. 

 

5. Zigbee versus Geofencing 
 

As mentioned in Section 3, theassociated cost to 

implementing a geofence is a high battery usage app 

installedand running to sense if a geofence has been crossed. 

One solution to this problem is the use of Zigbee.  Zigbee 

consumes the less power than geofence; it works with 3-5 watt 

battery and lasts for 2-3 years.  Like Wi-Fi, ZigBee can have 

many devices connected to it at once.  It supports mesh and star 

network topologies. 

 

Zigbee devices have low response time (latency), which 

reduces average current. ZigBee chips are typically integrated 

with radios and with microcontrollers that have between 60-256 

KB of flash memory. ZigBee operates in the industrial, 

scientific and medical (ISM) radio bands: 2.4 GHz in most 

jurisdictions worldwide; 784 MHz in China, 868 MHz in 

Europe and 915 MHz in the USA and Australia. Data rates vary 

from 20 kbit/s (868 MHz band) to 250 kbit/s (2.4 GHz band).  

Because of their low power and low data rate, Zigbee devices 

are inexpensive. 

 

5.1 ZigBee Operation 

The ZigBee device tags locatable objects by periodically 

sending a broadcast message to all the closest sensors. This 

period is configurable by each device depending on the time 

required to inform the end application. The routers (sensors) 

collect the information for each tag in an internal table that the 

node periodically transmits to the collector node. 

 

The collector node sends a complete data table to the location 

engine module (n-core system) that obtains the x/y/z position of 

each tag. 

 

The ZigBee Application Programming Interface (API) 

allows developers to obtain the co-ordinates of any node in the 

network, as well as to obtain or modify all the configuration 

parameters involved in the process. 

 

5.2 Potential use cases 

 

ZigBee devices working with Zigbee tags have a wide range 

of practical uses.  Hotels can use tags to improve client 

experience with in-room automation (light, music, air 

conditioning), increase safety with a panic button and presence 

detection, and improve facility maintenance efficiency.  

Supermarkets can improve the shopping experience by tracking 

customer behavior and preferred routes, and providing maps of 

products and discounts.  Healthcare centers can use tags for 

patient and employee location tracking and access control, and 

for configurable alarms to improve patient care, for example 

signaling non-routine behavior or falls. 

 

5.3 Summary of ZigBee Advantages 

 

Many location based sensing (LBS) applications require the 

incorporation of sensors and automation. ZigBee provides both 

location management and integration with any type of sensor or 

actuator. 

 

ZigBee is appropriate for applications where safety and 

reliability in communications are required and a low data 

transfer rate is acceptable. ZigBee network topologies can be 

adapted to different environments and distributed both inside 

and outside. 

 

ZigBee is not present on mobile devices, so the object (user, 

resource) to be located must carry a ZigBee tag. Mobile phones 

http://support.apple.com/kb/HT6048
http://support.apple.com/kb/HT6048
http://en.wikipedia.org/wiki/ISM_band
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can be used as an input/output channel to send or receive data 

based on the position of the associated ZigBee tag. 

 

The ZigBee device can include high quality motion sensors , 

microelectromechanical sensors (MEMS), which can be 

independent or cooperative to obtain the precise position of the 

target object [2]. 

 

6. Survey Results 

 
A survey was given to Pace CSIS graduate/ DPS students on 

their use of mobile authentication mechanisms. The purpose of 

the survey was to evaluate user interest in a password-free 

mobile device authentication mechanism. The survey consisted 

of 10 questions, most multiple choice with a few fill-in data 

boxes. The following results were obtained. The link to the 

survey is given in Appendix A. 

 

Q1: 72 participants, 22% or 16 females and 78% or 56 males 

took the survey. 

 

Q2: Of the 72 participants, more than 50% (58% or 42 

participants) of them are 45 years or older. 6% or 4 participants 

are between 18 and 24. 18% or 13 participants are between 25 

and 34. And 18% or 13 participants are between 35 and 44. 

 

Q3: 92% or 66 participants have smart device phones and 8% 

or 6 participants do not. 

 

Q4: When asked for what the participants use their mobile 

device the most, the top three activities are as follows: 93% or 

67 participants said to send or receive email, followed by for 

navigation or location-based information by 60 participants or 

83%, and download an application by 57 participants or 79%. 

 

Q5: The popular way of securing the mobile device seems to 

be with a password/PIN authentication as 54% or 39 

participants have answered this. 

 

Q6 & Q7: However, as an alternate to password or swipe 

pattern entry, 73% or 49 participants said they would be most 

comfortable with interacting with the device with a fingerprint 

or face recognition scan. Also, 60% of participants felt that 

fingerprint sensing is the more secure than password/PIN 

authentication or other authentications. 

 

Q8: 60% of the participants have stated that they are not 

comfortable with having an app that requires bluetooth or 

location services turned on all the time. 

 

Q9: 32% have NFC or geofence based app installed on their 

phone currently, while 68% do not. 

 

Q10: 70% of the participants are comfortable with having 

multiple user authentication methods on their mobile device, 

while 30% are not. 

 

 

 

7. Conclusions 
 

Based on the results of the survey, the popular way of 

securing the mobile device seems to be with a password/PIN 

authentication with 54% of the participants. However, as an 

alternate to password or swipe pattern entry, 73% of the 

participants stated in the survey that they would be most 

comfortable with interacting with the device with fingerprint or 

face recognition scan. Also, 60% of the participants felt that 

fingerprint sensing is a more secure authentication than 

password/PIN authentication or other authentications. Overall, 

participants want a simple and easy way of unlocking their 

mobile device within minimal time, also giving them a secure 

feeling. 

 

The Authenticator app provides ease to user to get rid of 

cumbersome passwords through touch ID and geofencing. 

Geofencing plays a vital role but it requires an ibeacon 

developed by Apple for enabling an indoor Bluetooth 

communication. It can be inferred from our study that using a 

ZIGBEE device could be a probable option compared to 

Geofencing in terms of costs, battery usage and security. Our 

results also suggest that the passwords will decline and a new 

age of touch-id authentication will be practiced in future.  

 

8.  Future Work 
 

This study presents three potential user mechanisms for 

password-free user authentication:  fingerprint sensing, 

Geofencing with beacons, and ZigBee location sensing. The 

research on user acceptance of fingerprint sensing can be 

extended to a diverse group of users, who may have a different 

comfort level giving the physical biometric of their fingerprint.  

Use of the geofencing/beacon app can be added in the future to 

the user acceptance study.  And apps can be developed which 

implement ZigBee in place of geofencing/beacons, and the 

accuracy and user acceptance of those two methods compared.  

This is a rich field, which can continue to be extended as 

different sensors are available on smartphones with the ability 

to securely and conveniently replace passwords for user 

authentication.   

 

A research study could be conducted for usability testing of 

designed apps and also to test the comfort level of people with 

the current authentication mechanisms vs. the designed 

mechanism. 

 

Since the results of the study were not conclusive at this 

point, it could be revisited in future. A possible methodology 

and setup is being included in Appendix B for future reference.  
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Appendix A:  Survey Questionnaire 
 

https://www.surveymonkey.com/r/Z39TCNR 

 

Appendix B: Overview of Research Methodology 
 

Study consists of a set of tasks to be completed by each 

participant. Some of the tasks will pertain to the traditional PIN-

code/ password authentication and the remaining tasks will 

pertain to the fingerprint sensing, NFC or geofencing based 

designs. Participants will also be required to submit a short 

survey to elicit their preferences. The setup could be as follows: 

 

Participants of the study will be given a smartphone 

(Iphone6, Samsung galaxy s5 or Motorolla X2) and will be 

asked to perform a set of tasks while their actions will be 

recorded by a video camera for later analysis. The time taken 

(in seconds) and the number of attempts made by participants 

to successfully complete a task will be recorded [4]. 

Task 1 – Set up PIN-code.  

Task 2 – Unlock phone using PIN-code.  

Task 3 – Set up Touch ID.  

Task 4 – Unlock phone using Touch ID.  

Task 5 – Access a document in the designed app through 

fingerprint authentication  

Task 6 – Exit the app and restart to access the document  

Task 7 – Change Unlock PIN  

Task 8 – Change Touch ID 

*The level of ease of carrying out each activity will be measured 

by time taken and number of attempts to complete the tasks. 

 

http://www.slideshare.net/josecarazo/zigbee-wireless-sensor-network-rtls-and-automation
http://www.slideshare.net/josecarazo/zigbee-wireless-sensor-network-rtls-and-automation
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