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Abstract 
 

Today’s smartphones store a variety of sensitive information and 

provide access to sensitive functionality. Over the past year, several 

vendors have started to offer different functionality and embedded 

technologies in smartphones that can be used to come up with a se-

cure user unique authentication mechanism to lock/ unlock phones 

without entering a password. We present a detailed overview of these 

technologies. Our study utilizes different user stories and how each 

technology can be used to work in the particular scenario. Discussed 

are NFC tags, RFID, GeoFence, and on-phone sensor technology.  

All these technologies are available on mobile phones. These authen-

tication methods are designed to provide the benefit of increased con-

venience through direct interaction between the mobile phone and 

sensors in the user’s environment.  Multi-factor authentication in 

the design combines methods for increased security.  

Index Terms—NFC tags, RFID, tags, GeoFence, boundaries, 

radio chip, antenna, app base, network based, mobile 
 

1. Introduction 
 

As smartphones dominate the mobile phone market, it is be-

coming commonplace to use them for sensitive tasks such as 

mobile banking, social networking, and online shopping. Alt-

hough people carry such information on their phones, many 

smartphone users fail to protect their valuable data with a secu-

rity mechanism. The security mechanisms widely used today 

are Passwords/ PINs or Pattern locks. Using an unlock mecha-

nism would make it harder for unauthorized users to access data 

on the phone. But passwords and patterns are not user unique 

and can be compromised. One of the common reasons for not 

using PIN-codes is the PIN-code entry burden, that is, the fre-

quency of entering PIN-code on a smartphone. For example, on 

some smartphones, users may set their phone to automatically 

lock after one minute of inactivity. Although locking a phone 

as soon as possible may provide maximum protection, it also 

decreases usability by increasing PIN-code entry burden.  

 

The authors would like to thank Verizon for sponsoring this 

study.  This study is solely the independent work of the au-

thors.  Any Verizon documents and trademarks included in this 

paper are the property of Verizon and are reproduced with per-

mission.   

 
 

 

As a response to this issue, many mobile phone companies 

are working on launching user specific and easy unlock mech-

anisms. For example, Apple launched the iPhone 5S with Touch 

ID fingerprint reader feature. This feature was marketed  

as allowing users to “easily and naturally unlock an iPhone 

without typing a passcode, just by placing a finger on the Home 

button.” Since then, fingerprint technology has become more 

popular, and, as of 2014, other mobile phone manufacturers 

such as Samsung have incorporated similar features into their 

products, for example, Samsung Galaxy.   

This study will focus on demonstrating authentication meth-

ods that provide greater convenience for users through direct 

interactions between the mobile phone and sensors in the user’s 

environment.  A representative set of users are discussed who 

need to use a unique user authentication mechanism to achieve 

phone security without the user having to enter a passcode to 

unlock their phone.  The user authentication mechanism should 

provide significant benefit as perceived by the user.  Ad-

vantages can be ease-of-use or safety, for example.  Multi-fac-

tor authentication (more than one input) for improved security 

and acceptance testing should be included.  

The sections of this paper are organized as follows.  Section 

2 is a technical overview of the operation and uses for Near 

Field Communication (NFC), Radio Frequency Identification 

(RFID), GeoFence, and on-phone sensors.  Section 3 presents a 

user authentication scenario, methodologies for unlocking mo-

bile phones using different technologies, alone and in combina-

tion, and the description of a survey of student mobile phone 

users.  Section 4 presents the results of the survey and summa-

rizes the conclusions, and section 5 discusses proposed future 

work in this area. 
 

2. Technology Overview 
 

This section reviews the NFC, Geofencing and RFID in de-

tail and how these technologies can be used to come up with 

user access mechanisms. Answers to questions like the uses of 

technology, how it’s being used by other groups and are people 

willing to buy it have been answered. All three technologies are 

used on mobile phones. The technologies allow mobile phones 

to be more versatile than ever. 
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2.1 Near Field Communication 

Near Field Communication (NFC) is a set of short-range 

wireless technologies, typically requiring a distance of 4cm or 

less to initiate a connection.  NFC allows the sharing of small 

payloads of data between an NFC tag and an Android-powered 

device, or between two Android-powered devices [4]. 
 

2.1.1 NFC Tags 
 

They can be called smart tags, info tags or, in this case, NFC 

tags, but their basic architecture is similar to RFID tags.  They 

both have a bit of storage memory, along with a radio chip at-

tached to an antenna. The only real difference is that NFC tags 

are formatted to be used with NFC systems.  They're small and 

cheap enough to integrate into all sorts of products: posters pro-

moting circus tour dates, ski lift passes, stickers, business cards, 

prescription bottles and even ruggedized labels meant for out-

door use. 

NFC tags are passive – they don't have a power source.  In-

stead, they literally draw power from the device that reads them, 

thanks to magnetic induction.  When a reader gets close enough 

to a tag, it energizes it and transfer data from that tag. 

There are four flavors of NFC tags, types 1 through type 4, 

all featuring different capacities and data transfer speeds.  Type 

1 tags typically store 96 bytes and work at 106 Kbps (kilobits 

per second); Type 4, the biggest and fastest, store up to 32 KB 

and work at speeds of up to 424 Kbps. Anyone can buy blank 

NFC tags and then write customized data to them.  Type 1 and 

Type 2 tags can be written to multiple times.  These tags can 

also be permanently locked, or encrypted, so that no one can 

manipulate the data.  Type 3 and Type 4 tags can only be written 

to once, like a CD or a DVD, and they lack the security of types 

1 and 2. 

Tags with higher memory and larger antennas are bigger in 

physical size. Generally, tag size ranges from just a centimeter 

or two to a few inches. Memory capacity and speed dictate cost.  

It is a critical consideration for companies that want to spread 

information far and wide, through smart posters or flyers.  Right 

now, tags cost around 30 cents apiece in bulk.  Soon, it's likely 

that NFC tags will be just about everywhere, letting anyone tap 

their way across a newly digitized world [7].  

 

2.1.2  NFC Gadgets Replacing Passwords 
 

There a number of products under development or available 

now which use NFC or NFC-like capabilities to allow a user to 

unlock their phones without entering a password. 

 Motorola’s Moto X has a lightweight plastic token called 

Skip which either clips onto clothing or can be stuck onto a con-

venient surface.  

 The Kickstarter NFC Ring can unlock smart devices with ei-

ther a public or private key.  A Shanghai China-based company 

called Shanda has a similar device called the Geak Ring.  

 Smart watches which can unlock phones are available now, 

with more to be released: Moto 360, the Pebble, the Apple 

Watch, Shine 

Devices like the NFC Ring and Motorola’s Skip are using 

near field communication technology to do away with pass-

words and make the world more wirelessly connected.  One dis-

advantage of those devices is that if lost or stolen, they could 

theoretically be used by whoever has possession of them. 

2.2 Radio Frequency Identification 

The Radio Frequency Identification uses electromagnetic 

fields to transfer data from one device to another. They are 

mainly used for the purpose of identifying and tracking the tags 

or objects. This technology belongs to a group of technologies 

normally named Automatic Identification and Data Capture 

(AIDC). It has generally three parts. 

1. Scanning Antenna 

2. A transceiver  with decoder to interpret the data 

3. A transponder (RFID tag ) 

The RFID technology is used mainly in replacement of bar 

code technology.  These two technologies are similar but RFID 

has more advantages.  It does not require line of sight and has 

long range. Its tags can store more data as compared to bar code.  

It can read multiple tags at same time instead of one at time.  It 

is also used in pet tracking, speeding up toll collections on road-

ways and accessing office building. 

RFID is mainly used in Inventory management, Asset track-

ing, Personnel tracking, Controlling access to restricted areas, 

ID badging, Supply chain management, Counterfeit prevention. 

It is used by people because of its wide applications and it 

replaced the old bar code technology.  Numbers of leading com-

panies are using RFID technology.  Paramount Farms one of 

the world’s largest suppliers of pistachios is using this technol-

ogy to manage its harvest more efficiently. NYK Logistics is 

using this technology to improve throughput of containers.  

Everyone depending upon its application now uses RFID 

widely [12]. 

2.3 GeoFence   

A GeoFence is a virtual perimeter for a real-world 

geographic area.  A GeoFence could be dynamically 

generated—as in a radius around a store or point location. Or a 

GeoFence can be a predefined set of boundaries, like school 

attendance zones or neighborhood boundaries. Custom-

digitized GeoFences have been in use since 2004 for multiple 

online mapping applications since their development by Dr. 

Vinay Rawlani at the University of Missouri-Columbia [9]. 

Please do not confuse GeoFence with beacons.  Beacon is a 

low energy piece of hardware that uses proximity to trigger a 

response.  Beacons are usually used indoors.  They use wifi 

and bluetooth technology.  They are app based.  Beacons do 

not transmit data.  The app extracts data from beacons.  The 

device uses the saved data in the beacon to trigger an action.     

 

2.3.1 Two different ways to use GeoFencing 
 

 App-based:  Must have software downloaded and installed 

on device.  Must also have the individual with device 

activate GPS or location services.  The accuracy is within 

100 meters.  It is very popular amongst smartphone / tablet 

users but has a lower subsriber base.  The main setback is 

high battery drain.  Also must have app running while in 

GeoFence to trigger notification.  There is no current 

indoor coverage.    
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 Network-based:  Does not need any software on subscriber 

side to be used.  It is compatible with any mobile device 

using cell tower triangulation and cell ID.  Permission for 

use is sent via SMS.  Once subscriber replies granting 

permission GeoFence is enabled.  Any time subscriber is 

in the GeoFence they can get sms with offers or device can 

be tracked.  Subscribers that can be reached is in or around 

300 million as per AT&T chart.  There is no intrusive 

battery drain issue.   Works very well indoors.  One of the 

main cons is that the accuracy is within 1,000 meters.  

Another con is that it cost money to look up who is in a 

GeoFence.       

 

2.3.2 Three primary types of GeoFencing 
 

 Static: user’s position relative to a fixed point or fixed area.  

Static GeoFencing can be used to send an special offer via 

text message to opt-in users as they enter a shopping 

district.   

 Dynamic: user’s position relative to a changing data 

stream.  Dynamic GeoFencing to send a message about 

“open parking space” nearby mobile app users driving 

through particular area. 

 Peer-to-Peer: user’s position relative to other users.  Peer-

to-peer GeoFencing in a location based social network to 

notify user about friends nearby. 

 
Figure 1. Types of GeoFencing 

 

2.3.3 How Geofence works? 
  

GeoFence uses Location-based services (LBS), a general 

class of computer program-level services that use location data 

to control features. As such LBS is an information service and 

has a number of uses in social networking today as an 

entertainment service, which is accessible with mobile devices 

through the mobile network and which uses information on the 

geographical position of the mobile device. This has become 

more and more important with the expansion of the smartphone 

and tablet markets as well [10].  

GeoFence uses latittude, longitude and radius.  Multiple 

GeoFences can be used at any given time.  A GeoFence to LBS 

is an area.  LBS enables GeoFence technology to identify if a 

device has entered or exited its boundaries.  LBS also has the 

capabilities to log entrance, exits and duration or devices within 

its boundaries.  The duration of the GeoFence can be limited.   

Example once a user is in bar area expire.  LBS can be config-

ured to do such expirations in any time lapse (hours, minutes, 

seconds, milliseconds).  LBS also facilitates reading of logs by 

removing expired devices immediately [13].   

 

2.3.4 GeoFencing used by other groups  
 

GeoFencing has many uses (Figure 2). 

Use Example 

Fleet man-

agement 

When a truck driver breaks from his route, 

the dispatcher receives an alert.   

Human re-

source man-

agement 

An employee smart card will send an alert to 

security if an employee attempts to enter an 

unauthorized area. 

Compliance 

management 

Network logs record GeoFence crossings to 

document the proper use of devices and their 

compliance with established rules. 

Marketing 

A restaurant can trigger a text message with 

the day's specials to an opt-in customer when 

the customer enters a defined geographical 

area. 

Asset man-

agement 

An RFID tag on a pallet can send an alert if 

the pallet is removed from the warehouse 

without authorization.  

Law en-

forcement 

An ankle bracelet can alert authorities if an 

individual under house arrest leaves the 

premises. 

Figure 2. Uses of GeoFence 

 

2.3.5 Are people willing to use GeoFence?   
 

Many people are willing to use GeoFence technology.  

Foursquare is a very popular application.  In 2013 the company 

reported having 45 million users internationally.  It uses pilgrim 

to detect a devices location.  Pilgrim uses data logs and signals 

from GPS, cell towers, cellular signal and wifi.  It uses the 

combination of signals to accurately pin point venue and 

location.  It tracks devices locations to notify in realtime of 

different interests for user. 

2.4 On-phone Sensors  

  A number of sensors come built in with the smartphones 

now. Samsung Galaxy S5 has the most sensors. The device has 

seven sensor as follows: 

 

 Accelerometer:  An accelerometer is a sensor which 

measures the tilting motion and orientation of a mobile 

phone. The Apple iPhone was the first popular mobile 

phone to make the accelerometer a key feature of its user 

interface. The accelerometer is used to ensure photographs 

are presented in the correct way - portrait or landscape - 

depending on the way the phone is held.  Accelerometers 

are also increasingly used as a means of user input, most 

noticeably in games where tilting and rotating the handset 

can control onscreen action [14]. 

http://searchdatamanagement.techtarget.com/definition/compliance
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 Gyroscope:  An accelerometer measures linear 

acceleration of movement, while a gyro on the other hand 

measures the angular / lateral rotational velocity. Both 

sensors measure rate of change; they just measure the rate 

of change for different things [15]. 

 Proximity:  A proximity sensor is a sensor able to detect 

the presence of nearby objects without any physical 

contact. A proximity sensor often emits an electromagnetic 

field or a beam of electromagnetic radiation (infrared, for 

instance), and looks for changes in the field or return 

signal.  Used for gesture sensing [16]. 

 Compass:  The digital compass that's usually based on a 

sensor called magnetometer provides mobile phones with 

a simple orientation in relation to the Earth's magnetic 

field. As a result, your phone always knows which way is 

North so it can auto rotate your digital maps depending on 

your physical orientation [15].   
 Barometer:  It helps the GPS chip inside the device to get 

a faster lock by instantly delivering altitude data [15].   

 Heart Rate:  Built into Galaxy S5.   The optical pulse meter 

is situated next to the LED flash on the back, and is very 

ergonomic to use, as it requires a simple stretch of your 

index finger [17]. 

 

3. Methodology and System Design   
 

Following the Agile process user stories were developed 

keeping in mind the following: 

 User stories should reflect user’s model of protection.   

 Is the mechanism psychologically acceptable? 

 Is it close to transparent to the users?   

 Does it fit with their natural phone interactions? 
 

Four different stories were presented by the customer, de-

scribing scenarios where a student, an office worker, a retail or 

restaurant worker or a construction worker or farmer wants their 

phone unlocked depending on their location and the location of 

other people or important equipment.  For this study, the fol-

lowing scenario was chosen: 

The user is a college student and wants phone 
a) Unlocked when in dorm room, when enter dining hall, 

locked at other times 

b) Locked and muted when in class or the library 

c) Unlocked and muted when visiting professor/TA during 

office hours 

d) Locked and unmuted when riding public transportation 

e) Unlocked and unmuted when shopping in particular lo-

cations 

It was decided to focus on item a, that the student’s phone 

will unlock when they are in their dorm room, when entering 

the dining hall, and locked at other times.  This scenario ex-

plores a fundamental capability for user authentication without 

entering a password which can be extended for future use cases. 

 

3.1 User Story (a) with NFC   
 

User is a college student and wants phone unlocked when 

in dorm room, when enter dining hall, locked at other times 

This could easily be achieved with NFC technology.  With 

an NFC tag and almost no effort, this process can be automated.  

No need to fiddle with the phone every time one enters the dorm 

room. 

NFC tags are basically tiny stickers, key chains, and other 

trinkets that perform tasks when tapped with the phone.  Not all 

phones have NFC capabilities.  Some of the models, include 

most new Android phones from manufacturers like Samsung, 

HTC, and even Google's Nexus line. 

What’s needed is an NFC Tag placed at the door of the dorm 

room or anywhere else in the room as desired.  Holding the 

phone up to one of these tags will perform a simple action right 

away.  Instead of having to constantly fiddle with settings. For 

example, one could: 

•Turn on ringer and Wi-Fi when returning home 

•Turn off the ringer and set alarm when going to bed 

•Start the Maps app and turn on Bluetooth when in the car 

•Launch remote control app when watching TV 

•Set a timer for 30 minutes for clothes in the laundry 

•Start playing music or skip tracks 

•Check in to Foursquare, Facebook, or Google Latitude at 

current location 

Apps like Tasker can do similar automation tasks based on 

location, what networks one's connected to, the time of day, and 

more. However what's great about NFC tags is that they allow 

one to perform similar tasks in situations where Tasker isn't as 

good at automating.  For example, Tasker doesn't always know 

when a person is in car, or when one sits down to watch TV.  In 

those cases, these little NFC tags are perfect.  In fact, with this 

method, one can even launch a Tasker task by placing the phone 

next to an NFC tag, so the two work phenomenally well 

together [1]. 

Below are the steps that describe the setting up of a typical 

task using NFC technology. 

 

Step One: Get Some NFC Tags 

To start, one needs to pick up some NFC tags that can be 

programmed with desired actions. TagsForDroid tags and 

Samsung TecTiles are very popular and come highly 

recommended.  Most tags come in a number of forms, too, like 

stickers, keychains, and more. The tag can be placed at the door 

of the dorm room or anywhere else in the dorm room as desired. 

 

Step Two: Download NFC Task Launcher 

Some tags (like Samsung's) will come with their own app, 

otherwise there are third-party apps called NFC Task Launcher. 

It's powerful, easy to use, and completely free.  

 

Step Three: Create Tasks 

Assigning tasks to NFC tags is incredibly easy: 

1. Open up NFC Task Launcher and tap "Create a New Task." 

2. Choose NFC as task Type. 

3. Tap "Add Actions" to create the task. There are a number of 

categories and actions to choose from. For example, to turn Wi-

Fi on, tap "Wireless & Networks" and check the "Wi-Fi 

On/Off" box. 

4. Click next when done choosing the actions, and configure 

them if given a prompt to do so. 

5. Repeat steps 3 and 4 for any additional tasks that needs to be 

performed by the tag. When done, tap "Save & Write." Put 

phone on top of the NFC tag that needs to be associated with 
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these actions.  The phone will make a sound and notify when it 

successfully writes the tag. Press done to finish. 

Repeat this process for all the tags, then peel them off and stick 

them wherever those actions are performed most often. 

 

3.1.1 Example Tasks  

 

 Turning On Wi-Fi and Ringer at Home 

Let's say phone must be kept on vibrate when out of the house, 

and Wi-Fi off to save a bit of battery.  This action will turn those 

features back on when home. Create a new task with these 

actions: 

Wireless & Networks > Wi-Fi On/Off > Enable 

Sounds & Volume > Sound Profile > Normal 

Then, just stick an NFC tag on the front door and tap the phone 

on it when home. 

 Silent the Ringer and Set the Alarm at Night 

If tired of manually setting the volume and alarm every night, 

create a new task with these actions: 

Sounds & Volume > Sound Profile > Silent 

Alarms > Set Alarm > (Whatever Time) 

Stick an NFC tag on the night stand. Every night just place the 

phone on the night stand to get the desired result. 

 Lock / Unlock the phone in dorm room  
A number of apps available already can be used or created to 

perform actions like unlocking the phone when in dorm room 

and locked outside. One such app is TapUnlock for android 

phones. Download TapUnlock or any other similar app, create 

the phone Lock/ Unlock task and write the NFC tag designated 

in the dorm room for the purpose and next time all you have to 

do is tap the phone on the tag to have your phone unlocked. 

 

3.2 User Story (a) with GeoFence 
 

The following is a list of possible actions achievable through 

GeoFencing: 

1. Disable automatic screen lock in the trusted regions such as 

home or work.  With this feature the phone won’t automatically 

lock once it is unlocked and being used in a trusted region.  The 

phone will automatically lock when moved out of the trusted 

region.  This improves productivity and also maintains security. 

2. Disable or block camera in the certain geographical area.  The 

administrator can block the phone’s camera automatically 

inside company campus, as an example.  With this feature un-

authorized users or devices will be unable to use the camera to 

take pictures or video, which helps prevents data leakage and 

theft. 

3. The administrator can also block other policies such as the 

Safari Browser, AppStore and iTunes Music stores in certain 

geographical regions. 

 For different locations different tasks could be created using 

a number of GeoFencing apps already present for example 

Codeproof, Trigger, GeoFencer.  For example, GeoFencer app 

helps set up AUTOMATIC actions and events on entering or 

exiting specific map areas called GeoFences. A GeoFence can 

be added anywhere on a map, and one can choose: 

 When to be notified (entering or exiting the area, or both) 

 How to be notified (phone vibrating or playing a sound, or 

both) 

 What the phone is to do automatically on notification: turn 

on/off WI-FI or Bluetooth, put phone on Normal, Silent. 

 Vibrate mode, send automatic SMS messages to contacts, 

fire auto-reminders, speak, etc. or any combination of those 

actions. 

 Programming Geofences 
Geofencing involves using global position systems (GPS), 

Bluetooth or Wifi enabled location-based services to notify 

ones device as one enters the virtual perimeter of a geofence. 

These technologies basically allow the computer to be aware of 

the user’s current location and aware of nearby locations of in-

terest, which is where you would locate your geofences. To 

mark a location of interest, you need to specify its latitude and 

longitude, as well as the radius to adjust the size of the location.  

 Permissions and Initial Setup  
The very first thing in setting up geofencing in your Android 

application is to request the necessary app permissions. Android 

application permissions are a valuable security tool in Android, 

that lets users understand what types of applications that they 

are installing and what exactly it will use in one’s phone. For 

our geofencing purposes, all we’ll need to request is to add 

ACCESS_FINE_LOCATION to our <manifest> element (the 

root element of the AndroidManifest.xml file), which just al-

lows our app to access the precise location of the Android phone 

through various location services such as GPS or Wifi.  The 

next thing that has to be done is to check the device for Google 

Play services APK. The reason we have to check for this is be-

cause this is where our location services are located, but also 

because it’s really difficult to predict the state of a given user’s 

device, due to the various versions of the APK, Android, and 

the huge modding community. To do this, one must call Goog-

lePlayServicesUtil.isGooglePlayServicesAvailable (), which 

returns a code that can be found in the API reference documen-

tation. If one gets no errors after calling this, than the user has 

the Google Services installed and the program is ready to con-

tinue, but a good programmer must remember to code some er-

ror handling just in case, because not every user has the same 

setup. Since you will need to check Google services multiple 

times in your code, it is recommended in the Android documen-

tation that you make a method that does the checking, and call 

that method for each connection attempt. A very proficient code 

sample that does just that can be found on the Android Devel-

oper website sourced at the end of this paper [2].   

 Building your Geofence  
Now that the preliminaries have been handled, it’s time we de-

fined our geofence. To do this, one must send their geofencing 

information to Location Services as an instance of Geofence, 

which creates Geofence.Builder. Each geofence object needs 

the latitude, longitude, radius, expiration time, transition type, 

and geofence ID.  

 The latitude, longitude and radius are used to define a spe-

cific circular area for the geofence that you want to create. You 

use the latitude and longitude to pick a specific location and you 

can adjust the radius to decide the size of the circular geofence. 

For example, this can be used to set up a geofence around ones 

dorm room so that once the user is detected in the geofence, the 

dorm room door will unlock. If one were to set up the geofence 

around their school library, one could set it up to mute itself 

once the geofence of the library is entered. The expiration time 
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is used to define how long the geofence should stay active. Once 

the time is up, Location Services will delete the geofence. Per-

manent geofences are possible as well. For the transition type, 

one has two options. The first detects when the user steps within 

the radius of the geofence, this is called (“entry”), and the other 

is when the user steps outside the radius of the geofence 

(“exit”). You can also set both of these transition types of you 

deem it necessary for your project. For example, have the phone 

muted once the geofence is entered, and unmute the phone back 

to normal volume once the geofence is exited. Lastly, you need 

the geofence ID. This is a unique tag that is stored with the 

geofence. This can be used to later remove a geofence from Lo-

cation Services.  

It is recommended on the official Android Developers docu-

mentation website that one shouldn’t use Geofence objects to 

store the geofence data to persistent storage for you application. 

Instead it is recommended that you use storage techniques like 

databases to store the related data into persistent storage for 

your application. The developer’s website also has a sample 

code to accomplish this task [2].  

 Geofence Intent 

The last thing needed to program a working geofence for your 

android application is to define the intent of the geofence tran-

sition. This just means to trigger some kind of event in your 

android phone when you enter or exit the geofence. One could 

do almost anything with the geofences, but some easy examples 

would be to unlock your door once you’re nearby or to mute 

your phone when you’re inside the library. It is recommended 

that you use the IntentService to handle the intent of the 

geofence. The IntentService can post a notification on your 

phone and do the background work without just flat our starting 

the activity. One should not have the activity started automati-

cally because components should only become visible in re-

sponse to the actions of a real life user. This is why IntentSer-

vice is so great, because it will show a notification on your 

phone once you’ve reached the area of interest that can then be 

activate by the user if they desire [2][6]. 

 

3.2.1 Method for Testing Geofencing for User Story  
 

To conclude, geofencing involves using GPS, Bluetooth or Wifi 

signals to notify ones android device that they have entered a 

virtual perimeter of a geofence. Once the user has entered this 

perimeter, one could program the phone to automatically do al-

most anything. These technologies basically allow the com-

puter to be aware of the user’s current location and aware of 

nearby locations of interest, which is where you would locate 

your geofences. This could make ones daily life much easier by 

allowing one to unlock their doors when they are near home, or 

to silent there phones when they are around a specific place like 

a library or in class.  

 

3.3 User Story (a) with RFID  
 

Programming for RFCs will be done pretty much the same 

way as an NFC since RFID is the process by which items are 

uniquely identified using radio waves, and NFC is a specialized 

subset within the family of RFID technology.  Which means 

NFC is a branch of High-Frequency (HF) RFID, and both 

operate at the 13.56 MHz frequency.  

Unlocking the phone in dorm room and locked when outside 

could easily be achieved with RFID technology.  RFID is the 

method of uniquely identifying items using radio waves. At a 

minimum, an RFID system comprises a tag, a reader, and an 

antenna. The reader sends an interrogating signal to the tag via 

the antenna, and the tag responds with its unique information. 

So just like previously mentioned an RFID tag can be proceed 

automaticlly as well.  

An example of a sample Java Code to read the student tag is 

described by Ansari [5]. 

 

3.3.1 Method for Testing RFID for User Story 

 

Since the phone has NFC capabilities, all a person need to do 

is download and RFID scanner. Just like mentioned before you 

will just place an RFID Tag placed at the door of the dorm room 

or anywhere else in the room as desired.  Holding the phone up 

to one of these tags will perform a simple action right away.   

Also, NFC devices can read passive NFC tags, and some NFC 

devices are able to read passive HF RFID tags that are 

compliant with ISO 15693. The data on these tags can contain 

commands for the device such as opening a specific mobile 

application. You may start seeing HF RFID tags and NFC tags 

more frequently in advertisements, posters, and signs as it’s an 

efficient method to pass along information to consumers. 

 

3.4 User Story (a) with built-in Sensors  
 

3.4.1 Using the Rotation Vector Sensor 
 

The rotation vector represents the orientation of the device as 

a combination of an angle and an axis, in which the device has 

rotated through an angle θ around an axis (x, y, or z). The fol-

lowing code shows you how to get an instance of the default 

rotation vector sensor: 

Private, SensorManager, mSensorManager;  

private Sensor mSensor; mSensorManager = (SensorManager) 

getSystemService (Context.SENSOR_SERVICE); 

 mSensor = mSensorManager.getDefaultSensor(Sen-

sor.TYPE_ROTATION_VECTOR); 
 

3.4.2 Using the Significant Motion Sensor 
 

The significant motion sensor triggers an event each time sig-

nificant motion is detected and then it disables itself. A signifi-

cant motion is a motion that might lead to a change in the user's 

location; for example walking, biking, or sitting in a moving 

car. The following code shows you how to get an instance of 

the default significant motion sensor and how to register an 

event listener: 

private SensorManager mSensorManager;  

private Sensor mSensor; 

private TriggerEventListener mTriggerEventListener; 

 

3.4.3 Using the Step Detector Sensor 
 

The step detector sensor triggers an event each time the user 

takes a step. The latency is expected to be below 2 seconds. The 

following code shows you how to get an instance of the default 

step detector sensor: 

Private SensorManager mSensorManager;  

private Sensor mSensor;  
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mSensorManager = (SensorManager) getSystemService (Con-

text.SENSOR_SERVICE);  

mSensor = mSensor-Manager.getDefaultSensor  

(Sensor.TYPE_STEP_DETECTOR); [3] 

 

An application for android phone that uses some of these sen-

sors is called, Sensor Kinetics Pro. It view, record, save or share 

graphs, and monitor the accelerometer, gyroscope, and all the 

other sensors in your Android device. The new built-in Multi-

Sensor Recorder allows you to record up to six kinetic sensors 

simultaneously [11]. 

 

3.5 Student Survey of Phone Unlocking Preferences 
 

A survey was given to Pace CSIS graduate students on their 

use of mobile applications. The purpose of the survey was to 

get an idea if graduate students would be interested in having 

an application that would allow them to unlock their phones. 

The survey consisted of 10 questions, most multiple choice with 

a few fill-in data boxes.  The students were asked general ques-

tions about their mobile devices:  what they used their mobile 

devices for, what uses of the device are important to them, and 

would they consider using an app that would unlock their 

phone.  The complete set of questions and responses are in Ap-

pendix A. 

 

4 Survey Results and Conclusions 
 

The survey was taken by 36 students, with a close to even 

split of gender, 47% males and 53% females. Generalizing all 

the data, 97% of all the participants have smart device phones 

and almost 50% have more than 20 applications on their 

phones.  64 % of all participants unlock their phone more than 

20 times a day.  The survey asked if students did have a way to 

unlock their phone would they like to use it in their home, work 

office or personal vehicles for security reasons.  20% said they 

would not want to use an unlock device or app. More than 80% 

said they would rather use fingerprints or face recognition over 

any other option.  However, 35% said they would like the abil-

ity to tap the device on a designated, physical "hot spot". 70% 

of students did not use NFC, RFID or GeoFence and/or do not 

know what these tags are. Overall students are looking for apps 

that will save them time, is practical and is easy to use. So if an 

app was created it would have to include these three mobile 

functions in order for a student to be more likely to use the app 

to allow them to unlock their phone. Overall, the survey shows 

the application would need to give users a feeling of security.  

 

5  Future Work 
 

Future work would include coming up with a smart device 

access mechanism with a combination of the technologies pre-

sented that meets the expectations of the majority of partici-

pants surveyed.  The results from the survey indicate other areas 

to pursue in greater detail, such as the frequency at which par-

ticipants execute different functions, including navigation 

(100% used this in past 30 days), downloading apps (94%), and 

controlling home sensors (30%).  Our study can be improved 

further as our survey participant pool consisted of only Pace 

University students. Most of our participants were CS/ IT stu-

dents and likely more technology savvy than an average con-

sumer. Hence, our results may be biased due to the background 

of our participant pool. In future, to get a broader view of con-

sumers as a whole, the participant pool could be expanded to a 

more general audience to see how that would affect the results. 
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Appendix A:  Student Survey Results 
Survey Questions- A total of 36 graduate students answered the survey.  

https://www.surveymonkey.com/results/SM-LGCDD8RV/ 

There were 17 males (47.22%) and 19 females (52.78%) a total of 36 

graduate students.  

 

1. What smart devices are you familiar with using?  Smart devices are 

mobile phones or tablets which can access the internet.  (choose all 

that apply)  

 

Smart phones from 2013-2014 (Apple iPhone 6, Samsung Galaxy S5, 

Motorola Moto X, etc.)- 88.11% or 31 out of 36 are familiar with using 

2013-14 smart phones 
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Smart phones made before 2013-66.67% or 24 out of 36 are familiar 

with using before 2013 

Tablets-72.22% or 26 out of 36  are familiar with using tablets 

I am not familiar with using smart devices- Only 2.78% or 1 is not fa-

miliar with using smart devices 

 
Other (please specify)-None 

 

3. Do you have an iOS or Android operated smart device?  

 Yes-33 out of 36 have smart devices 

No-3 out of 36 do not 

If so, which one? 17 out of 36 responded what they have: 6 out of 17 

have android, 8 out of 17 have IOS and 3 out of 17 have both 

 

2. How many apps do you currently have on your mobile devices?  

  0-4- All students had more than 4 apps downloaded on their mo-

bile devices. 

5-9-16.67% or 6 out of 36 have 5-9 apps 

10-19-36.11% or 13 out of 36 have 10-19 

20 or more-The majors of students 47.22% or 17 out of 36 have 20 

or more apps.  

 

5. In the past 30 days, have you used your mobile device (e.g. smartphone, 

tablet, etc.) to do any of the following activities? (Please select all that ap-

ply.)  

 Connect to another device using Bluetooth- 61.11% 22 used for Blue-

tooth 

Download an application-94.44% 34 used it to download an app 

Use navigation or location-based information-100% 36 used for navi-

gation 

Control a household device (e.g. thermostat, television, house alarm, 

etc.)- 27.78% 10 used it for control of their house 

I do not do any of the above activities and/or do not own a mobile de-
vice- All have used their devices for one or more of the activates above 

Other (please specify)-8.33% 3 have used their for other activities, 

ex. Transfer money through banking app, Connect to Secure WIFI, read 

and send email, photos, etc.  
 

6. In a typical day, about how many times do you think you unlock your 

phone?  

0-5= 3 out of 36    6-20=10 out of 36   20+=23 out of 36  

7. If you had set up your device so it is locked unless the correct password 

or swipe pattern is entered, are there environments where you would be 

comfortable with the device executing an automatic unlock?  (choose all 

that apply)  

 My residence-74.29% 26 out of 36 

My work office-40.00% 14 out of 36 

My personal vehicle-45.71% 16 out of 36 

Public transportation-17.14% 6 out of 36 

Other (please specify)- 20.00% 7 out of 36  say they would not want 

to use any of it to unlock their phone for security issues.  
1 person skipped the question 

 

8. As an alternative to password or swipe pattern entry, which of the fol-

lowing would you be comfortable with as a method to unlock the smart 

device?  

Tapping the device on a designated, physical "hot spot"-35.29% 12 out 

of 36 

Having the device unlock automatically when it is in an approved geo-
graphic location-41.18% 14 out of 36 

Interacting with the device with a fingerprint or face recognition scan-

79.41% 27 out of 36 

Other (please specify)-8.82 % 3 out of 36 ex.1. NFC Smart device, 

like the one made by Motorola for the Moto X last year.  
2 skipped 

 

9. Have you ever heard of or used any of the following tags with an app 

on your mobile devices (tablets, phones, etc.)? (Check all that apply)  

 NFC-27.78% 10 out of 36 

RFID-25.00 9 out of 36 

GeoFence-16.67 6 out of 36 

I did not use any of the above tags and/or do not know what these tags 
are-69.44% 25 out of 36 

If yes, what is  name of the actual app-8.33% 3 out of 36- Samsung 

smart tags mostly for automation, AirWatch for GeoFence and Apple 

Pay, Samsung Galaxy S3 permits near field communication of various 

data types  
 

10. When using a mobile app, which do you value most? Check all that 

apply.  

 Time getting to desired result-80.56% 29 out of 36  

Design/Look and Feel-55.56% 20 out of 36 

Practicality-72.22% 26 out of 36 

Ease of use- -83.33% 30 out of 36 

Brand/Popularity-30.56% 11 out of 36 

Other (please specify)- 11.11% 4 ex. Accurate, clean, and useful in-

formation as close to first glance as possible, I pay attention to what the 

APP needs access too on my device, for example I will not download a 

flashlight app that needs to know my location , availability of secure lock-

ing, unlocking and apps to scan both phone and apps for viruses, Security 

and permission and data it uses 

 


