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Abstract 

Keystroke Biometrics has been gaining ground as a 

reliable method for authentication; however, adoption 

by industry has been sluggish when compared to other 

biometrics.  In order to help increase adoption, a more 

robust system must be developed which takes into 

account variable input scenarios that occur naturally 

during a user session.  The study collects keystrokes 

from 81 students entering various arbitrary long-text 

responses to quiz questions. It analyzes both hands, left 

hand only and right hand only scenarios to determine 

the optimal method to authenticate users across multiple 

distracted or impaired input scenarios. 
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1. Introduction 

 
The main goal of this study is to analyze abnormal 

typing behavior due to distraction or impairment and to 

derive a model to properly authenticate a user. A user 

may be impaired due to injury of their hands or arms and 

may not be able to type with their normal typing 

behavior. This study represents the first attempt to verify 

users endeavoring to log in to a system with only one 

hand by simulating a quiz where student respond in an 

arbitrary long-text manner. According to Roy Maxion, a 

research professor of computer science at Carnegie 

Mellon, “Motions that are performed numerous times, 

are governed by motor control, not deliberate thought. 

That is why successfully mimicking keystroke dynamics 

is physiologically improbable [1]. Dr. Maxion’s 

statement begs the question, are motions that are not 

necessarily performed numerous times and are 

processed through deliberate thought, such as impaired 

or distracted keystrokes, assessable? Or are they too 

erratic where a system would not have the ability to 

authenticate a user’s test input? These questions are the 

essence as well as the motivation for this research.  

 

2. Biometrics Overview 
Biometrics in essence, is the identification of an 

individual by certain characteristics or traits which they 

possess.  Instead of using a key to enter your home, or a 

password to gain access to your email, which is an item 

or knowledge that anyone can acquire, a user must prove 

who they are by providing their biometric sample. 

Physiological biometrics introduces physical features, 

such as your fingerprint or a scan of your iris as a 

personal characteristic. Behavioral biometrics analyzes 

the manner in which a user performs a specific task. 

Behavior such as the manner in which a user walks, 

talks, or types on a keyboard and performs mouse 

movements are unique to each individual and can be 

captured and subsequently used as   biometric identifier. 

 

2.1  Keystroke Biometrics 

Keystroke biometrics is a growing research domain that 

many people working in the security field are interested 

in. Passwords and keycards are often lost or forgotten 

and may fall into the hands of a person with nefarious 

intentions.  Keystroke biometrics is one approach that is 

being used to help and solve the issue of “lost or 

forgotten information” by requiring a behavioral 

characteristic for authentication. Since behavioral 

biometric systems are less expensive to implement, 

when compared to physiological, behavioral biometrics 

have gained popularity in the research arena [2]. 
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Research conducted by Pace and other institutions have 

suggested that such technologies can be utilized 

successfully on systems for identity verification [3] . 

The research has shown that users can be verified based 

upon their typing characteristics under normal two 

handed typing behavior. Additional research has been 

conducted with users entering fixed short text such as a 

short password, or arbitrary long-text such as 

responding to a question in a quiz environment [4]. This 

study will strengthen current keystroke biometric 

system by providing more flexibility in authenticating 

users typing under various scenarios.  

A keystroke biometric system is made up of a raw 

keystroke data collector, a feature extractor and a pattern 

classifier [5]. During the initial analysis of a user’s 

keystrokes, outliers are excluded consisting of a user’s 

key-press duration (dwell) and key transition (latency) 

times which are greater than two standard deviations 

from the mean of the full dataset.  This process is 

particularly important in this study as we will be 

analyzing variable input from users which attempts to 

analyze abnormal typing behavior. The aforementioned 

method will better assess and identify any common 

typing patterns during abnormal typing behavior.  

2.2  Impaired Input Scenario 

Rationale 

The research will focus on constrained user input of a 

keystroke biometric system. There may be some 

physiological and medical factors that affect the 

usability and efficiency of biometrics [6]: 

Visually impaired subjects would be unable to 

authenticate in a system that analyzes your iris. 

● The user may suffer from Aniridia – absence of 

an iris 

● Person can be blind 

● Persons with eye tremors 

 

Hearing Impairment –  

● Subject may not be able to hear instructions 

that are needed for the biometric system 

● Speech may be affected due to hearing loss 

 

 

Physical Impairment –  

● Arthritis may affect a user’s ability to type or 

position an arm or leg correctly 

● Skin conditions such as eczema may cause 

blistering of the fingertips 

● Plastic Surgery of the face after a facial 

recognition enrollment would require re-

enrollment 

● Injuries can have a temporary effect on hand or 

face images 

● Losing limbs or digits may restrict a user from 

using a system 

● User’s utilizing wheelchairs may have 

difficulty with cameras and not be able to make 

height requirements 

●  Any disease that affects motor/ muscle 

movements would make it difficult to hold a 

finger print or iris recognition system steady 

enough for authentication.  

Cognitive impairment- 

● Dyslexia, language, learning or knowledge 

retention difficulties may make it difficult for a 

subject to follow along a specific process in 

order to authenticate. 

 

Older users- 

● Biometrics usually has a high failure rate with 

the very old. As people become older, the aging 

process degrades biometrics. For example, the 

mason whose ridges on their fingerprints may 

erode due to many years of work on the job.  

 

● Older users may have a combination of the 

aforementioned impairments which would 

cause for more issues to arise. 

 

Listed above are many known impairments that would 

affect a user in many different types of biometric 

systems. For this study, since we are working on a 

keystroke biometric system, which may encounter users 

with a variety of impairments. A user may enroll with 

two hands and type with their normal typing style during 

enrollment phase; however, their typing style may 

change through a session. A user may only use one hand 

to type because they are answering a phone call or to 

drink coffee or tea. If the user was authenticated using 

their two hand typing behavior, would the system reject 

the keystrokes if they alter this behavior in any way? A 
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more “robust” biometric system could be developed, by 

including variable keystroke input characteristics. Users 

may also injure one hand temporarily for a few months; 

this would cause the user to enter data with only one 

hand for a short time. Should the user need to re-enroll 

or should a more robust keystroke biometric system 

ideally will adapt to that change and still authenticate? 

The user may also injure one hand permanently, would 

they need to retrain with the one hand? These are real 

life problems that occur and this study will help to 

further strengthen the existing keystroke biometric 

system to incorporate these likely variances. 

3. Methodology 

There were various approaches that were considered 

when designing the experiments for this keystroke 

biometric system. The overarching goal of the 

experiment design phase was to determine which 

method would yield the best results when trying to 

authenticate a user with an impairment to one of their 

hands. Initially, the ideal approach was to simply have a 

user type with both hands, then type with left hand only, 

or right hand only and the system would authenticate a 

user with a relatively low EER. However, that was not 

the case as the EER rates were in the high 30’s. At that 

point, a new approach had to consider various methods 

and combine different data sets in order to lower the 

EER rates accordingly. We will list all of the 

experiments in this section and detail the rationale and 

any other notable comments. Experiments 1-10 will be 

listed here with details 

3.1  Data Capture  

a. Participants: This experiment featured 81 

students from an introductory computer science class. 

They entered the data as part of a quiz which measured 

their keystrokes across three scenarios: both hands, left 

hand only, right hand only. The quiz format allowed 

users to enter arbitrary long-text input responses to quiz 

questions.  More users participated in the experiment; 

however, only 81 fulfilled the questions response and 

character limit requirements that was needed to properly 

analyze the results. 

b. Hardware: Since the quizzes were taken 

towards the end of class session, 90% of users utilized 

an HP VMWare platform using a standard HP 

keyboard. Some of the users could not complete the 

exam in class and had to use their laptop or desktop at 

home. The system prompts the users to identify which 

system they were using to enter their keystrokes.  

c. Software: Users logged in to an open source 

course management system called Moodle. Embedded 

within the quiz question responses is a JavaScript 

event-logging framework which captured the 

keystrokes from each user and stored it in a database 

on a server for analysis. The entire experiment was 

hosted on a Microsoft Azure cloud instance which 

handled the heavy processing that was needed for this 

experiment rather well. Initially, we utilized a free 

amazon instance which could not have more than give 

users entering keystrokes in a system without having 

the system hang up or crash the server. 

3.2 Experiments 

First Iteration, experiments 1-3 and results: 

Our initial hypothesis was to train B, test B, test L, test 

R, and have decent results. We were expecting to find 

patterns when testing with one hand vs. a two handle 

sample and authenticate a user using one hand after 

initially training with both hands. The results were not 

encouraging with this method as B Train, L and R Test 

gave us EER’s in the upper 38% range. Typing one 

handed proved to significantly alter a user’s typing 

behavior and as a result translated into very poor EER 

rates. Some ideas to increase the feasibility of this 

method will be included in the future works section of 

this paper, which would require a learning algorithm to 

be developed in order to analyze the data more closely 

and derive some common characteristics that occur 

when typing from two hands to one hand. This finding 

will now suggest all users to be trained using three 

scenarios: Both hands normal typing, left hand only 

and right hand only. 
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Table 1- First Iteration Results 

Train 

data 

Test 

data 

Features EE

R 

(%) 

B B All 3.3 

B L All 38 

B R All 38 
 

 

Second Iteration, experiments 4-5 and results: 

As a result from our initial findings, we realized that one 

handed typing behavior was significantly different than 

the typing behavior of two handed typing. Next we 

decided to experiment to determine if one handed typing 

behavior was so erratic, that it would be difficult to 

authenticate. Many users may use a hunt and peck style 

for the one handed typing behavior and that may prove 

to be difficult to assess and analyze [7]. Therefore, we 

tested left handed only and trained left handed only 

typing and then performed the same experiment for the 

right hand. 

Table 2- Second Iteration Results 

Train 

Data 

Test 

Data 

Features EE

R% 

L L All 14 

R R All 15 
 

The results of the single handed train and test data were 

encouraging to say the least. The EER rates were 

relatively low, in the mid-teens which concludes that 

one handed user samples do have a conclusive pattern 

that can be analyzed and authenticated with a keystroke 

biometric system with relative efficacy. However, 

another experiment attempt was designed in order to 

determine if error rates could be improved even further.  

Third Iteration, experiments 6-7 and results: 

The next iteration’s goal was to lower EER rates by 

better filtering the features with the hopes of securing a 

more effective algorithm that will better authenticate 

impaired users. We created the feature sets for left/right 

sides by filtering the linguistics features to those that 

contain keys on each side of the keyboard. We updated 

the columns of the chart to reflect left or right features 

for each side of the keyboard.  

 

Table 3- Third Iteration Results 

Train 

Data 

Test 

Data 

Features EE

R% 

B L L 36 

B R R 37 

L L L 23 

R R R 27 
 

Unfortunately, the left/right feature filter actually 

worsened the results of the testing. The initial hypothesis 

was that if a user is typing with one hand, they would 

perform more natural typing behavior on the segment of 

the keyboard with the one hand that they were typing 

with. Our results did not align with this hypothesis and 

the reason could be related to the omission of the 

segments. Omitting a segment of the keyboard excludes 

many features of the keylogger system which degraded, 

not improved the results of the experiment. 

At this point, the study needed a fresh and novel 

approach since the results from the last experiment was 

not very encouraging. The study needed to find one 

more experiment which would better authenticate 

impaired users of a keystroke biometric system. The 

second iteration of experiments did have positive results 

from our train R, Test R, Train L, Test L. However 

implementing a system with different data sets would 

require a detector and fallback procedure for one handed 

samples. Three fall back procedures, B, L, R would be 

needed and it would not be clear how to build an 

accurate detector if a user tests fail because of a one 

handed test. 

Fourth Iteration, experiments 7-10 and results: 

The goal of a fourth iteration was to combine some of 

the datasets in order to exclude the need for a system to 

initiate a detector function and then engage various 

fallback procedures in order to authenticate a user. 

Therefore, the study combined all of the samples into 

one experiment which included approximately 1200 
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data points per user which needed to be split into 5 

samples. The experiment was so large that it required 

two days to complete. The results were very 

encouraging and provided the desired results which are 

aligned with the goal of the research. 

Table 4- Fourth Iteration Results 

Train 

Data 

Test Data Featu

res 

EE

R

% 

B,L,R B,L,R All 12 

B,L,R B All 4 

B,L,R L All 15 

B,L,R R All 15 
 

These results are within the standard margin of error 

compared to the training and testing on condition 

separately but there are fewer assumptions with this 

method. This method assumes that the system has been 

trained with the one-handed samples, but it doesn't need 

to know whether a sample is one-handed in production. 

This avoids having to implement a detector and fallback 

procedure for one-handed samples. 

 

Figure 1- Overall EER Rates 

 

4. Conclusion 

Our research demonstrates an overview of keystroke 

biometrics which verifies users based on their 

behavioral characteristics of typing.  Based on the 

various studies that were referenced in this research, we 

have determined that the area of keystroke biometrics is 

being explored by many people with many different 

approaches. We have read about studies using fixed 

short text, arbitrary long text, continuous burst 

authentication, stylometry, emotional characteristics as 

well as the design of new algorithms to better analyze 

the results [7]. While keystroke dynamics may not be 

experiencing the widespread adoption by many 

organizations today, the growing number of studies in 

the area is very encouraging. As various nations, major 

corporations, and other entities continue to be 

susceptible to hackers, the domain of security must 

continue to evolve to better protect valuable data. 

Behavioral biometrics is the natural next evolutionary 

step which will better secure our systems. The major 

contribution of this research study was to provide a 

novel approach to authenticate impaired users of a 

keystroke biometric system. The research is an 

important step towards creating a more robust keystroke 

biometric system and is also an essential topic that must 

be considered when designing any biometric system, 

albeit physical or behavioral when defining the user 

requirements in the development phase. Furthermore, 

our novel approach of combining datasets consisting of 

various scenarios and then subsequently testing across 

single scenarios can be an approach to consider for other 

behavioral biometric systems.    

5. Future Work 

The dataset which was collected over three semesters 

and over a year and half time period, is available for any 

researcher to download. The dataset is one of the largest 

datasets which includes impaired keystroke dynamics 

for over 81 users and also includes a host of categories 

which can be used for filtering. Categories such as: 

handedness, age range, typing style and platform used, 

are all included. Selected tests that can be run with the 

dataset are: 

• Deriving a lower EER rate by delineating users by 

typing style; 

0

50

EE
R

%

Scenarios

Experiment Results

Both Both All

Both Left All

Both Right All

Left Left All

Right Right All

Both Left Left

Both Right Right

Left Left Left

Right Right Right

Both-left-right Both-left-right All
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• Analyzing older users 65+ keystroke samples and 

discerning any inheritable typing pattern that is 

consistent to users due to advanced age? 

• Excluding users that did not utilize the virtual 

machines in the student lab and used their own 

devices and determine if we can achieve lower EER 

rates? 

• The sample included a very low number of left 

handed users, (~5%) a new study could focus more 

on left handed users and run some experiments 

testing handedness within the various scenarios? 

The most significant future work that may strengthen a 

biometric system attempting to solve the problem of 

authenticating an impaired user by using a normal, both 

hand sample is by data mining the existing dataset. Since 

we have collected a sizable keystroke sample from users 

including B, L, R, future studies could analyze the three 

scenarios and derive common characteristics which 

occur when typing from B to L, R. These characteristics 

could be included in future keylogger system which 

would allow for the users to test on B and still 

authenticate with just L, R.   
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