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Abstract—The human visual system is both complex and very 

individualistic. Research is proposed into classifying mobile phone 

and other handheld device users by the way in which they 

manipulate the device when forced to read the screen at a difficult 

brightness setting while recording both the orientation of the 

screen, and the effective brightness level at which they can make 

out text and images on the screen. 

 

 
Index Terms— Biometrics, Mobile phone security, 

authentication, Machine Learning 

I. INTRODUCTION 

Modern handheld electronic devices, such as mobile phones 

and tablets, provide us with a new level of convenience as we 

can now access our important data from anywhere in the 

world.  This includes financial information, such as banking 

and investments, as well as very personal information such as 

medical records and personal communications.  However, the 

convenience comes at a cost in that the physical security of a 

device becomes extremely important.  Biometrics serves to 

make our mobile devices more secure by offering ways to 

authenticate a user utilizing their very mannerisms to verify 

that they are who they say they are.  Some of these biometric 

techniques can even be passively occurring in the background 

as a user is using the device and can attempt to detect the 

unauthorized use of a device before any damage is done.  A 

novel approach is proposed in an attempt to characterize a 

user’s unique visual system, utilizing various onboard sensors, 

as well as manipulating certain aspects of the viewing screen,  

and the very way in which the user perceives what their eyes 

detect.  The technique also provides plausible fusion with 

other authentication modalities to provide a multimodal 

biometric authentication system, superior to those that are 

unimodal.  

II. MULTIMODAL BIOMETRIC SECURITY 

Biometrics based on device usage and onboard sensor data is 

a young field.  Research based on a user’s input techniques and 

style are ongoing but the focus of this research is to attempt to 

classify the user by the functioning of their own visual system 

and its possible inclusion in a larger multimodal biometric 

 
 

system comprised of multiple facets of authentication. 

Taken by itself, the accuracy of a unimodal biometric system 

is paralyzed by several factors [3].  A variety of problems such 

as noisy data, intra-class variations, restricted degrees of 

freedom, non-universality, spoof attacks, and unacceptable 

error rates can be addressed by utilizing multi-modal biometric 

systems. [5] The fusion of multiple forms of biometric 

authentication into a "defense in depth" strategy provides for a 

more robust security system. Because the proposed system 

deals with the visual system and the recognition of objects and 

text displayed on the user's mobile phone screen, there is 

potential fusion with security challenges that utilize recognition 

of specific user-selected security images or icons, as well as 

challenge questions or passphrases displayed in text. 

Taken as an aggregated system, the multimodal biometric 

security framework could utilize multiple points of data to make 

a more accurate determination of identity and a more trusted 

authentication.  

 

III. HUMAN VISUAL SYSTEM 

The human visual system very complex and comprised of 

systems that physically alter the light entering the eye (pupil 

and lens) as well as specialized nerve sensors in the back of the 

eye (retina) that detect the light stimuli and convert that light 

into nerve impulses.  Nerve impulses are essentially electrical 

signals that are sent to the visual cortex of the brain which 

converts the electrical information into images that we "see". 

 

A recent photo of a woman’s dress appearing to some as blue 

with black trim, and others with white and gold trim, has gone 

viral on the internet and sparked debate over the rods and cones 

of the eyes distinguishing different colors as a factor of the 

brightness by which the image is presented [4].  So it has been 

shown that there are variations in which each individual both 

physiologically absorbs and senses the light entering their eyes, 

as well as how the visual cortex and other areas of the brain 

translate what is sensed into what is perceived.   
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Figure 1.  The dress photo that has gone viral on the internet. Is it 

blue with black trim, or white with gold trim? 

 

The human visual system is also very vulnerable to disease, 

degradation over age, and congenital defects.  Many things can 

go wrong, or at least alter the way in which an individual both 

accepts the light into the visual system, and how the information 

is processed in the brain. The National Institute for Health 

(NIH) lists as many as 15 common causes for decreased visual 

acuity [6]. Some physical abnormalities to the visual system are 

inherent from birth (congenital).  Others, more commonly, 

occur with age. 

 

A. Light Sensitivity 

Light sensitivity decreases as we age, as early as age 20.  The 

intensity of illumination for light to just be seen is doubled 

every 13 years thereafter [1].  Not everyone loses light 

sensitivity at the same rate, therefore light sensitivity, if 

measurable at a small enough resolution, could be used as a 

classifying criterion. 

As we age, there are two physiological factors that contribute 

to the decreased ability to allow light into the eye.[2]  The first 

is that the resting diameter of the pupil tends to decrease in size 

with age (senile miosis).  The pupil is controlled by muscular 

rings that weaken over time, thus the pupils at rest tend to have 

a smaller diameter and therefore allow less light to pass through 

than earlier in life. 

The second reason for decreased amount of light reaching the 

retina of the eye occurs due to changes in the lens.  As we age, 

the lens is effected by gradual opacification, and tends to cloud. 

Similarly, the vitreous humor, or the fluid that comprises the 

whites of the eyes, tends to opacify, which further contributes 

to the reduction in light passing through to the retina for 

detection by photoreceptors. 

So the amount of light (brightness) necessary to effectively 

illuminate a mobile device's screen to enable the reading of text 

or recognition of simple objects can vary greatly between users.  

 

B Angle of light 

The orientation by which a user holds their mobile device 

when reading the screen is probably to get the best view of the 

screen's image.  As the LCD display employs a backlight to 

illuminate the screen, the indirect illumination of the ambient 

light reflected off of the screen also determines what the 

effective brightness of the screen is.  Handheld devices often 

employ the use of a transreflective screen, which utilizes a 

polymer that both transmits light and reflects light at the same 

time.  This allows for the screen to be viewable in a wide variety 

of illumination levels, and ambient light situations from total 

darkness to bright sunlight.   

Glare from ambient light sources can also cause the screen to 

be unreadable at certain angles, requiring manipulation of the 

device to an orientation that minimizes the glare and maximizes 

the screen's readability. If we can control the brightness of the 

device, while reading the input from the ambient light sensor, 

we can create a "difficult to read" situation that can be 

dynamically controlled to match the same effective brightness, 

even if the user moves towards or tilts the screen towards a 

stronger light source. 

 

 
Figure 2.  The effective brightness observed by the user is a 

summation of the ambient light reflecting off the screen and the 

illumination provided by the screen’s backlight. 

 

IV. PROPOSED EXPERIMENT 

How can we tell what a user sees?  The experimental 

application (app) shall consist of a Graphical User Interface, 

and utilize sensor input from orientation sensors, as well as the 

ambient light sensor.  The app will also have control of the 

device's screen brightness. 

 

A series of images and text will be shown to the user, starting 

with a very low brightness level.  Using the ambient light sensor 

of the device, we can normalize the “effective brightness” 

taking into consideration the brightness level of the backlight as 

a function of the current level of ambient light.  The starting 

image for each round of testing will be indiscernible for most 

people.  The user will have control of the brightness value, but 
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only in small increments. To ensure that the user is given ample 

time to attempt to read each brightness level and not 

prematurely attempt to increase the brightness to a level where 

reading the text is easy, a delay will be imposed before the user 

is permitted to advance to the next level of brightness.  The 

software will monitor the ambient light sensor during the user’s 

attempt to read the sample text or recognize the sample object 

and dynamically adjust the brightness level so that the overall 

effective brightness is maintained as the user naturally attempts 

to use more ambient light to illuminate the screen in the early 

stages of the test round, when the object or text is at its most 

difficult to read setting. 

  

 
 
Figure 3. Challenge questions are asked in successive “effective 

brightness” levels and the orientation angles are measured as well as 

the minimum brightness required to read the text. 

 

The orientation of the device is recorded and for each round 

of the testing, a vector is stored matching the user's orientation, 

along with the effective brightness level at the “success point”, 

or level at which the user was able to correctly read the text or 

discern the object. 

We hope to show that a characterizable pattern is captured 

while the user is manipulating the screen in space as they 

struggle to read a dimly lit or poorly contrasting image. We can 

measure the tilting behavior observed at different levels of 

brightness and contrast by utilizing the onboard tilt and level 

sensors of the mobile device.  This research attempts to make 

the claim that a person can be characterized not only by the 

threshold level of brightness which they can no longer read the 

text or distinguish the object on the screen, but also by the 

unique way in which they manipulate the device through 

various angles in an attempt to read the text at the most 

challenging brightness levels. 

 

Machine Learning 

A machine learning algorithm will be utilized to 'learn' each 

individual user's viewing style, including the orientation (angles 

in the X, Y, and Z plain) for each brightness level.  Once a 

baseline is taken using the calibration application, then during 

times of security challenge, the orientation of the device is 

monitored during different effective brightness levels, and the 

results are compared to the stored results for that user.  If the 

user is utilizing an orientation that is vastly different than the 

expected orientation, or if the user is able to read the text at a 

dimmer effective brightness setting, the identity of the user is 

in question and a security violation is triggered. 
 

Multimodal Synergy 

Multimodal biometric systems employ more than one 

biometric feature into one overarching system that is more 

effective than each of the unimodal methods taken alone.  The 

proposed biometric classification based on visual system 

classification is perfectly complimentary to a “challenge  

question” whereas the challenge question can be asked using 

the dynamic brightness test, so that the user can only answer the 

challenge question when they can discern the text, thereby 

adding an additional brightness level and orientation criteria to 

the authentication process.  Similarly, the dynamic brightness 

test can be used to identify a personalized “security image” that 

is becoming popular in online banking authentication routines. 

[7] 
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