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Abstract— The work ventured here will focus on the feasibility 

of attempting to authenticate online test takers utilizing mouse 

movement biometrics.  Ongoing research has dealt with the 

collection of captured mouse movement data from online test 

takers.  The data is collected through two different modes of 

multiple choice tests, structured and unstructured.  The structured 

mode of testing utilizes a fixed sequence of mouse moves while the 

unstructured mode uses arbitrary mouse input.  The primary 

focus of this study will be the design of the mouse data input 

structure.  The compiled data will be plotted in order to determine 

if the trajectories follow Fitts’ Law for both the constrained and 

unconstrained data.  The advantages and disadvantages of the use 

of data from each mode of testing will be compared in order to 

determine if one is more beneficial for use than the other. 

 
Index Terms— Authentication, Biometrics, Mouse Movement, 

Fitts’ Law 

I. INTRODUCTION 

N the days before all devices became interconnected, 

computer security was simple, mainly consisting of locking 

the door to your home or office.  Today, in our completely 

networked world, computer security requires a multi-faceted, 

multi-layered approach.  While the core tenets of information 

security remain, namely confidentiality, integrity, and 

availability, it all begins with user identification and 

authentication.  Identification and authentication have 

consistently revolved around one of three things: something the 

user knows (i.e. password), something the user has (i.e. access 

token) or something the user is (i.e. biometrics).  While 

traditional methods of identification and authentication have 

relied primarily on the first two, they can be easily 

compromised leaving a user vulnerable to attack.  Biometrics 

offers an additional layer of protection that is distinct to each 

individual user. 

 Biometrics refers to the study and measurement of unique 

physical or behavioral traits and characteristics of individuals.  

The basic biometric system consists of data collection, feature 

extraction and classification for use in pattern recognition.  It 

 
 

can be used for identification, where a user can be identified 

from within a certain population, or more commonly for 

authentication, where a user is either accepted or rejected.  

When used for authentication, biometrics is similar to a door 

key that cannot be lost or duplicated.  The more common forms 

of biometrics deal with fingerprints, retinal patterns, 

handwriting analysis, and facial or voice recognition while less 

common types are keystroke patterns, stylometry, and mouse 

movement. 

 The study of mouse movement biometrics is based on the 

presumption that the dynamics of mouse movement are unique 

to each individual user, comparable to a fingerprint.  These 

studies [1] [2] [7] [8] originated from similar research that has 

been done on keystroke pattern recognition.  The use of mouse 

movements as a biometric for authentication is possible as the 

data input can be structured in such a way as to make it possible 

to capture the unique patterns that can be used to distinguish 

one user from another.  In comparison with other more common 

forms of biometrics, the acquisition of the data needed for 

authentication is less intrusive and requires no specialized 

hardware to obtain. 

II. METHODOLOGY 

A. Mouse Movement Assumption 

It is a common assumption that a user will interact with a 

computer system via a mouse or similar touchpad; this 

interaction can be utilized as a potential means of identifying a 

unique user through his characteristic mouse movements. The 

mouse movements consist of many different, particular 

mechanical (and therefore measurable) actions. These 

measurements can be compiled into a user profile for later 

examination, comparison, and possibly authentication. 

 This study can make use of measurements in the following 

categories: pointer trajectory; mouse movement time; mouse 

click; and mouse scroll. A mouse usage or activity, resulting in 

a measurable/quantifiable action, can result for many potential 

actions: 
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1) OS “wake up” 

 Moving the mouse to wake up the OS, with no related 

clicks. 

2) Move + click 

The mouse is moved from a point to another point, with a 

click at the end of the movement 

3) Highlight 

A section of text is highlighted. This activity features a left 

mouse click+hold, through the extent of the highlight, 

ending with a mouse release.  

4) Drag+drop 

 This action features a left mouse click+hold and ends with 

mouse release. 

 

It can further be observed that many common actions involve 

combinations of the above elements. A user might highlight and 

move some text, or highlight with additional keystrokes for a 

cut & paste operation.  

It is this studies intent to determine whether or not these 

measurable mouse actions, compiled into user profiles, can be 

utilized to determine that user’s identity. The belief that a user 

will follow common patterns with their mouse movements and 

thus be uniquely identifiable is the basis for the work. 

 

B. Mouse Trajectory Basic Information 

Various calculations can be made based on a recorded mouse 

action, provided there is sufficient data present. To qualify as a 

successful action, we will use a minimum of four coordinate 

points plotted on an XY grid. More points are acceptable, but 

any sample with less than four points will be discarded. The 

four points include the start; end; and a minimum of two 

intermediate points.  

 

1) Number of trajectory points 

The total number of points or x-y coordinate pairs in the 

sample, regardless of the time of travel involved.  

∑(𝒑𝒊)

𝒏

𝒊=𝟏

 

 

The time involved in creating this sample is considered to 

be the “total” time of the sample, regardless of the time 

between points. A total time involved could prove useful or 

unique based on factors such as screen resolution, 

manufacturer, OS, and mouse speed settings. 

 

2) Total time of sample trajectory 

Calculating the time required to create the sample is 

possible, using the timestamps obtained from the starting 

point and the ending point 

∑(𝒕𝒊 − 𝒕𝒊−𝟏)

𝒏

𝒊=𝟐

 

 

 

3) Point-to-Point distance in the trajectory 

The calculation of distance, from any point to the “next” 

point (i.e. point i-1 to point i) in the trajectory. 

√(𝒙𝒊 − 𝒙𝒊−𝟏)𝟐 + (𝒚𝒊 − 𝒚𝒊−𝟏)𝟐 
 

4) Total length of the sample trajectory 

The end-to-end length of the trajectory is the sum of all the 

point-to-point distances with in the trajectory. For “n” 

coordinates this is: 

∑ √(𝑥𝑖 − 𝑥𝑖−1)2 + (𝑦𝑖 − 𝑦𝑖−1)2

𝒏

𝒊=𝟐

 

 

5) Point-to-Point velocity in the sample trajectory 

The point-to-point velocity in the trajectory = point-to-point 

distance/point-to-point difference in time, between two 

particular points 

𝑽𝒊 =
√(𝒙𝒊 − 𝒙𝒊−𝟏)𝟐 + (𝒚𝒊 − 𝒚𝒊−𝟏)𝟐

𝒕𝒊 − 𝒕𝒊−𝟏
 

 

6) Point-to-Point acceleration in the sample trajectory 

The point-to-point acceleration is the difference in point-to-

point velocities divided by the time difference in the same: 

𝒂𝒊 =
𝑽𝒊 − 𝑽𝒊−𝟏

(𝒕𝒊 − 𝒕𝒊−𝟏)/𝟐
 

 

7) Point-to-point direction angle change in the sample 

This measurement uses the point-to-point direction angle 

(slope m) in the trajectory, that is: 

𝒂𝒊 =
𝑽𝒊 − 𝑽𝒊−𝟏

(𝒕𝒊 − 𝒕𝒊−𝟏)/𝟐
 

 

As an example, going from point (0, 0) to point (1, 1) yields 

a direction angle (slope) of 45 degrees.  

Then, the point-to-point direction angle change within the 

trajectory is the angle change of the direction vectors from 

one point to the next, which is: 

𝒎𝒊 − 𝒎𝒊−𝟏 
 

For example, if the direction angle (slope) between two 

points is 60 degrees and the direction angle (slope) between 

the next two points is 45 degrees, then the direction angle 

change (from one slope to the next) is -15 degrees (45-60). 

A positive direction angle change (slope change) indicates 

a counterclockwise directional change and a negative 

direction angle change indicates a clockwise directional 

change. 

Care should be taken in calculating the direction angle 

change because the direction angle wraps at 0=360 degrees. 

Thus, a direction angle change from 350 degrees to 10 

degrees which computes to -340 (10-350) degrees is really 

20 (10-(350-360)) degrees. The absolute value of the 
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direction angle change can never be greater than 180 

degrees. 

8) Number of inflection points in the trajectory 

The number of inflection points in the trajectory is the 

number of changes between curvatures (clockwise to 

counterclockwise or vice versa). For example, a typical 

drawing of the letter O, either clockwise or 

counterclockwise, would have no inflection points, whereas 

a typical drawing of the letter S would have one (from 

counterclockwise to clockwise). 

9) Number of inflection points in the trajectory 

The curviness of the trajectory is the length of the trajectory 

divided by the distance between the first and last points. 

However, to avoid division by zero if the curve ends where 

it starts (like in drawing an O), the divisor is limited to a 

small number, say 1/40 of a typical screen width. 

 

C. Session-Level Mouse Trajectory Features  

The basic features described above can be calculated within 

any individual mouse trajectory sample. In a user entire session 

sample, however, there can be many trajectories; so, the 

following session-level biometric features are derived utilizing 

the basics to begin the creation of a user profile: 

 

1. The number of trajectory points over all 

trajectories in a session: mean (average), 

median, minimum, maximum, standard 

deviation 

2. The time of the trajectory over all 

trajectories in a session: mean (average), 

median, minimum, maximum, standard 

deviation 

3. The point-to-point distance over all 

trajectories in a session: mean (average), 

median, minimum, maximum, standard 

deviation 

4. The length of the trajectory over all 

trajectories in a session: mean (average), 

median, minimum, maximum, standard 

deviation 

5. The point-to-point velocities over all 

trajectories in a session: mean (average), 

median, minimum, maximum, standard 

deviation 

6. The point-to-point accelerations over all 

trajectories in a session: mean (average), 

median, minimum, maximum, standard 

deviation 

7. The point-to-point direction angle changes 

over all trajectories in a session: mean 

(average), median, minimum, maximum, 

standard deviation 

8. The number of inflection points over all 

trajectories in a session: mean (average), 

median, minimum, maximum, standard 

deviation 

9. The curviness of the trajectory over all 

trajectories in a session: mean (average), 

median, minimum, maximum, standard 

deviation 

When the above list of 45 computations are derived from a 

user’s session-level mouse trajectories, based on samples of 

each of the three mouse action types that produce trajectories 

(wake up; move and click; and highlight and drag and drop 

combined), a profile is produced which includes 135 statistical 

mouse trajectory features.  

 Note that in the computation of the above features (and also 

many of those below), care should be taken to avoid division 

by zero. For example, if there are no wake-up actions, the 

move-and-click trajectory features are substituted for the wake 

up ones.  

 Note also that additional features could be added in a future 

study. For example, if average point-to-point distances are 

computed within each trajectory, then we could have the 

average, median, minimum, and maximum of these averages 

computed as corresponding global session features, and 

similarly for the velocities, accelerations, and angle changes.  

The following three session trajectory ratio features are also 

obtained for a total of 138 mouse trajectory features:  

 
 

D. Mouse Click Features  

A mouse click occurs whenever a user presses and releases a 

mouse button. There are five types of mouse click events: left 

click, right click, double click, highlight, and drag and drop. As 

was done earlier with the trajectories, the highlight and drag-

and-drop events are combined, and are referred here as drag-

and-drop events.  

 For the purposes of this study, we make the assumption 

that the typical user will be utilizing a Windows based OS of 

some variety, as the Windows platform can be considered to 

currently cover over 90% of computer users. [9]    Because the 

default click time in Microsoft Windows ranges from 200ms to 

900ms, this implementation assumes that any time duration less 

than 500ms between two clicks qualifies as a double click, 

based on the Windows default parameter. [10] 

 The session-level mouse click features obtained are ratios, 

averages per minute, click duration (dwell time), and transition 

times. Mouse click duration (dwell time) is the time interval 

between a press and release of the click. For a double click 

event the transition time between the release of first click and 

the press of the second click is obtained.  A total of 29 features 

were identified and implemented. 

 

E. Mouse Wheel Spin/ Scroll Features  

Mouse wheel spin or scroll is another event for which 

features are extracted. A wheel spin can occur in two ways – 
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scroll up event or scroll down event.  

 A scroll up event is assumed when the result of the mouse 

wheel spin event is positive. For example there’s a wheel spin 

event where there are five scrolls up and two scrolls down. The 

resultant movement is three scrolls up which is positive and 

considered a scroll up event.  

 A scroll down event is assumed when the result of the 

mouse wheel spin event is negative. For example there’s a 

wheel spin event where there are two scroll ups and six scroll 

downs. The resultant movement is four scrolls down which is 

negative and considered a scroll down event.  A total of 40 

features were extracted from each sample. 

 

F. User Application Preferences  

It is possible that the particular habits of the user, as 

expressed by the applications he or she typically uses, could be 

a source of identifying data. A particular pattern of accessing 

certain folders, arrangement of windows or tabs, or particular 

applications such as Outlook or iTunes, a search window, a 

market ticker, or the like. The following four features are 

extracted:   

 

1. The number of applications accessed  

2. The name of the most used (in time spent) 

application  

3. The name of the second most used 

application  

4. The name of the third most used application  

 

G. Mouse Use Time 

 The amount of time a user operates the mouse can 

potentially be used to gather identification data as well. Time 

can be quantified across multiple activities, as listed below. The 

fractional events listed will be considered versus the total time 

of activity involved:  

 

1. Fraction of session time involving mouse 

activity (overall) 

2. Fraction of mouse activity time used for 

wheel spin event  

3. Fraction of scroll activity time used during 

mouse selection (shift key + mouse move 

event)  

4. Fraction of mouse activity time used for 

mouse move events  

5. Fraction of activity time used in scroll up 

event  

6. Fraction of activity time used in scroll down 

event  

 In summary, there are a total of 217 mouse features for a 

session sample: 138 trajectory, 29 click, 40 wheel, 4 application 

and 6 activity time features 

 

III. RESULTS 

A. Fitts’Law 

This study utilized the trajectories of the mouse movement 

data to determine if they followed Fitts’ Law.  Fitts’ Law is a 

model of human motor behavior derived from Shannon’s 

communications theory. [11] 

Fitts determined that it is mathematically possible to predict 

how long it would take for a person reach a target depending on 

its size and distance from the starting point given that a 

particular accuracy percentage was maintained.   Accuracy and 

Speed are directly affected by the targets distance and size.   The 

larger the target, or shorter distance will result in greater 

accuracy or speed.\ 

In 1954, this theory had no application for computers yet; 

however, the formula has a powerful meaning in the context of 

user interfaces.  Because of this, Fitts’ law has become a staple 

in the field of human-computer interaction (HCI), and has 

become one of the most accepted guidelines in the industry. 

1) How Fitts’ Law Works 

Fitts’ law is centered on a mathematical equation that is used 

to illustrate the time it takes to reach a target object. A target 

object, in the context of UIs, can be any interactive element, 

such as a submit button, a hyperlink, and an input field in a 

web form. The idea is this: The quicker you can reach a 

target object, the more convenient and easy it is to use.  

   According to Fitts the difficulty of a movement task can 

be quantified using the formula: 

𝑰𝑫 =  𝒍𝒐𝒈𝟐(
𝟐𝑨

𝑾
) 

a) ID 

Represents the relative difficulty of moving the 

pointer from the start to target using an input 

device, for that particular person.  

b) A 

The amplitude or distance from start to the 

target’s center.   

c) W 

The width of the target, where the movement 

terminates. 

 

The time to complete the movement can be predicted using 

the linear equation: 

 

𝑴𝑻 = 𝒂 + 𝒃 ∗ 𝑰𝑫 
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a) MT 

Movement Time, the total time it takes to get 

from the start to the target. In this lab, we 

measure MT in milliseconds. 

b) a 

The y-intercept coefficient in the regression. A 

constant, representing the time needed to use the 

input device and their reaction time. An 

example would be depressing the mouse’s left 

button once the target is reached. The user first 

needs to register that they have entered the 

target, and then they should push the button, a 

process which is not instantaneous. This varies 

from person to person and machine to machine.  

c) b 

The slope coefficient in the regression. b is 

representative of the user’s human motor 

system’s capacity to process information, 

essentially their reaction time. 

 

To determine if Fitts’ Law applied to either or both 

Unstructured and Structured quizzes, statistical analysis was 

performed on mouse movement data from two users quizzes. 

To prove that a statistical relationship exists between ID and 

MT and therefore Fitts’ Law, multiple online Fitts’ tests were 

taken and the results were analyzed in the same method as the 

user’s quizzes. 

Fitts’ original formula for ID has known limitations and can 

result in unrealistically low or even negative values. 

Shannon’s formula for ID corrects these limitations, as it 

always results in a positive index of difficulty and mimics the 

underlying theorem of Fitts’ Law. [4][5]   

Shannon’s formula for ID is expressed as: 

𝑰𝑫 = 𝒍𝒐𝒈𝟐(
𝑨

𝑾
+ 𝟏) 

 

B. Regression Analysis of Various quiz types 

 An online Fitts’ Law test used to establish a baseline of 

the statistical relationship, presented users two target lines and 

users were instructed to click on the green line. [3] As a green 

target was clicked, another set of lines is presented and the 

green line clicked and so on approximately 45 times to 

complete the test. The test would present lines of varying 

widths and distances. The data output of the test included the 

ID of the target, calculated using Shannon’s formula and the 

time it took the user to click on the target (MT). The two 

screen shots below show how the test is presented. Fig. 1 

would have an ID that is higher than Fig. 2 as the target in Fig. 

1 is both smaller in width and at a further distance than the 

target in Fig. 2. 

 

 

Fig. 1. Online Fitts’Law Test 

 

 

 

 

 

 

 

 

 

 
Fig. 2. Online Fitts’ Law Test Big Target 

 

 

 

The goal of the baseline is to show that the output of a Fitts’ 

Law test will result in statistically related MT and ID values 

and a linear regression line that can reasonably predict MT 

based on a given ID. At the conclusion of the test the ID and 

MT values are provided for each target. Five individual users 

each performed the test. Regression analysis was performed 

on the data using Minitab 16 statistical application in a similar 

strategy as described in [6]. The statistical relationship or lack 

of is determined by the p-Value garnered from the regression 

test.  A p-Value <=0.05 is considered statistically significant, 

and a p-Value >0.05 is considered not to have a statistical 

relationship.  Fig. 3 shows the output of regression analysis for 

one of the Fitts’ tests used for the baseline. 
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Fig. 3.Minitab Regression Analysis for User #5’s Fitts’ Test 

 

The p-Value is 0 which tells us the relationship between 

MT and ID is statistically significant. The R-sq (adj) value is 

45.12% which tells us that 45.12% of the variation in MT can 

be accounted for in the model and the positive (r = 0.68) 

correlation indicates that as ID increase MT tends to increase 

as well. The linear regression equation for this data is: MT = 

500.5 + 286.6 * ID. This equation can be used to predict the 

value of MT for a given ID. This of course is a best fit as the 

model can only account for 45.12% (R-sq (adj)) of the 

variation in MT. 

 

The same regression analysis technique was then applied to 

the structured and unstructured quiz mouse movement data for 

24 quizzes completed by two different users. The split 

between structured and unstructured quizzes was even at 12 

each. The raw mouse movement data was parsed and 

calculations for distance, movement time and ID for each 

mouse movement were performed using MS Excel. For each 

mouse point-to-point movement MT was calculated in 

milliseconds using the time column from the mouse 

movement data and the formula: 

 

𝑴𝑻 = 𝒕𝒊𝒎𝒆𝒊 − 𝒕𝒊𝒎𝒆𝒊−𝟏 

 

Do not confuse this formula for MT with the linear 

regression formula for MT. This formula is used to show the 

elapsed time for each mouse movement. The results of this 

formula are used in the regression analysis.  

 

Distance was calculated based on change in X,Y 

coordinates using the formula 3 in section B and is the “A” in 

Shannon’s formula. The column Target Width was used as the 

denominator or the “W” in Shannon’s formula. ID was 

calculated as: 

 

𝑰𝑫 = 𝒍𝒐𝒈𝟐( 
𝑫𝒊𝒔𝒕𝒂𝒏𝒄𝒆

𝑻𝒂𝒓𝒈𝒆𝒕 𝑾𝒊𝒅𝒕𝒉 
+ 𝟏) 

 

 

Fig. 4 and 5 show the regression analysis results of one 

unstructured and one structured quiz, respectively. Fig. 4 

shows the regression analysis of an unstructured quiz for User 

16. The extremely high p-Value = 0.955 tells us there is no 

statistical significance between MT and ID. R-sq (adj) of 

0.00% tells us the model cannot account for any of the 

variation in MT and there is no correlation (0.00) between MT 

and ID. The model equation is MT = 56.98 – 4.17 * ID, but 

given the high p-value and R-sq of 0.00% we can assume that 

Fitts’ law does not apply to the mouse movement data for this 

quiz.  

 

Fig. 5 is the regression analysis of a structured quiz 

performed by User 10. The p-Value of 0 tells us there is a 

significant statistical relationship between MT and ID. The 

linear regression model is MT = 29.77 + 460.4 * ID, but the 

R-sq (adj) value of 2.06% means the model has a very low 

capability of predicting variation in MT. The correlation, 

while positive is still somewhat low at 0.15. In both of these 

examples there is a great deal of variation in the data points 

that indicate the regression lines do not fit well with the data. 

 

 

 
Fig. 4. Regression Analysis of Unstructured Quiz. 
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Fig. 5 Regression Analysis of Structured Quiz 

 

 

The chart below shows how often a significantly statistical 

relationship was determined between MT and ID for different 

Quiz Types. Fitts’ Law has been well tested and we are 

confident that the small sample size 5 is sufficient to show the 

statistical relationship of MT and ID. For the Fitts’ Test all 5 

outputs concluded there was a statistical relationship between 

MT and ID. For the structured quizzes only 50% (6 of 12) 

were shown to have an MT to ID statistical relationship and 

even less, 25% (3 of 12), for the unstructured quizzes. 

 

 

 

 

 

 

 
Fig. 6 Statistical Relationship of MT and ID for different 

Quiz Types 

 

IV. CONCLUSION 

While more analysis should be done on a larger data set, it is 

evident that trying to apply Fitts’ Law to the structured and 

unstructured quiz mouse movement data is inconclusive. The 

Fitts’ Test clearly shows that the law does apply, but on the 

quizzes, even when there is a statistically significant 

relationship between MT and ID, calculating an accurate model 

to predict MT for a given ID is nearly impossible due to the high 

variability in the mouse movements. 

This makes sense when you consider the inherent difference 

between a user taking the Fitts’ Test compared to a user taking 

one of the quizzes. The Fitts’ test takes little thought on the part 

of the test taker. They are just clicking on the green target when 

it appears. They move to the target in a linear fashion, click 

when they reach it, and then repeat the step to the next target. 

There is not much variability in each task, therefore there is not 

as much variability in the resulting mouse movement data. 

However, in a quiz taking situation, there is much more going 

on than just clicking an answer. Students spend time reading 

questions and possible answers, confirming answers in books 

or other documents on their computer, etc. While this is going 

on they could be moving the mouse in different directions than 

where the answers are located on the webpage. Even in the case 

of structured quiz, where a button must be pushed then the 

answer selected there is a lot of variation. This could be due to 

the student clicking the button then reading the answers to 

decide which to select or using the mouse as a pointer while 

reading the available answers. In either case the resulting mouse 

movement output will be far from the expected direct line from 

the answer button to the selected answer. 
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