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Abstract 
Throughout the years of growth in Technology, the field of 

biometrics has become more and more important for user 

identification and authentication. As systems become more 

complex and more personalized there is a growing need for 

these systems to become more secure and easier to use. 

With the use of multi-biometric systems we are able to 

fulfill both these needs. Using several biometric traits 

appropriate fusion methods can result in better accuracy 

scores and possibly better biometric systems. This paper 

explores different fusion methods such as Minimum, 

Maximum, Mean, and Median techniques using scientific 

python libraries to create a system of two or more 

biometrics. The use of multiple biometric traits can lead to 

improved performance over a single biometric system. The 

data was employed here were collected through the Pace 

University Biometric system and the Pace University 

Keystroked Biometric System. 

 

Key Terms: Biometrics, Multi-Biometrics, Keystroke, 

Mouse Motion, Output Level Fusion, Fusion Methods. 

 

1. Introduction 
 

The Fusion of multiple biometric traits can greatly improve 

both performance and reliability over approaches that only 

use a single biometric model. Prior research was done 

using four different biometrics: mouse motion, click, 

scroll, and keystroke. These biometrics yielded Equal Error 

Rates (EER) of 1.14%, 33.49%, 36.27% and 24.35%, 

respectively. After applying the summation method of 

concatenating feature vectors from each of the four 

biometrics at the pre-classification output level, the EER 

obtained was 3.9%, which had an unanticipated higher 

EER than the top performer, mouse motion, alone[5]. 

 

The Sections of this paper are as follows. Section 2 reviews 

different levels of biometric fusion used in our studies. 

Section 3 is the methodology used to the data of the 

biometric traits using different fusion strategies. Section 4 

reviews the results obtained from the fusion experiments. 

Section 5 has the conclusions from our research and section 

6 discusses our plans and goals for the future. 

2. Fusion and Score Normalization 
 

As discussed in reference [4] from the Fall 2014 Capstone 

project, Fusion has two broad categories, pre-

classification, and post classification. Pre-classification is 

when the information is being combined before using any 

kind of classifier or matching algorithm. Post 

Classification, is when the information is combined after 

the classifiers have been obtained[1]. Options for fusion at 

the classifier or post-classifier level are generally referred 

to as the matching score level (also referred to as the 

measurement level, confidence level, matching level, or 

score level), rank level, and decision level. These are not to 

be confused with the technique of combining the results of 

different classifiers for the same modality, which although 

possible for multimodal biometrics, is usually utilized for 

single-mode multi-biometric systems such as that in which 

two different input devices are used for the same set of 

fingerprints. Fusion at the matching score level tends to 

give the best results of post-classification level fusion, 

because it is of a higher order than rank level or decision 

level fusion.[4]  

 

2.1. Fusion Levels  

 

Multimodal biometrics techniques are classified into four 

types according to the level of data fusion. First sensor 

level fusion, merges raw data from multiple sensors are 

fused into new raw data. Second feature level fusion, 

combines multiple features acquired from feature 

extraction processes are fused into new feature vector. 

Third, score level fusion performs fusion of scores 

obtained from each matching process. Fourth, decision 

level fusion makes the final decision based on the 

combination of individual decision results. Decision level 

fusion is the most simple and widely used fusion method. 

However, performance improvement is limited due to the 

availability of limited information. While sensor level 

fusion or feature level fusion can utilize richer information 

compared to the higher level fusion, these are difficult to 

implement due to the incompatibility among different 

modalities. Thus, score level fusion is expected to provide 

the most efficient fusion solution in practice[8]. 
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In the context of authentication, there are two approaches 

for consolidating the scores obtained from different 

matchers. One approach is to consolidate scores as a 

classification problem, while the other approach is to 

consolidate scores as a combination problem. With the 

classification approach, matching scores output by the 

individual matchers are used to construct a feature vector. 

Then the feature vector is placed into one of two classes, 

which are ‘Accept’ for a genuine user and ‘Reject’ for an 

imposter. The classifier can learn the decision boundary 

regardless of how the feature vector is generated. “Hence, 

the output scores of the different modalities can be 

nonhomogeneous (distance or similarity metric, different 

numerical ranges, etc.), and no processing is required prior 

to feeding them into the classifier” [5]. In contrast, the 

individual matching scores are combined, in the 

combination approach, to generate a single scalar score. A 

final decision is then made using the scalar score. The 

scores must be first transformed to a common domain to 

produce a meaningful combination of scores from the 

different modalities[4]. 

 

2.2. Common Fusion Methods 

 

Some common fusion combining rules are Maximum, 

Minimum, Average (Mean), Median, Majority Vote and 

Oracle methods. 

 

The Maximum method chooses the scores of individual 

classifiers with the maximum values. Median and Mean 

represent the average. Majority is usually the choice 

method, and is a way to combine classifiers by counting the 

votes for each class over the input classifiers and selecting 

the majority class. Matching scores are converted into 

posteriori probabilities conforming to a genuine user and 

an impostor. If x is the feature vector submitted to jth 

classifier, the output of the posterior probability of the 

input vector belonging to class wi with given feature vector 

x,. is P(wi|x). 

 

These techniques can be applied to the system only if the 

output of each modality is in the form of P(wi|x),where X 

is the input vector. That is, what to be fused in the system 

is the posteriori probability of user being genuine given the 

input biometric sample Xi.[1] 

 

Let D = {D1,…,DL} be a set of classifiers. Our aim is to get 

higher accuracy by combining the individual outputs. 

 

As stated in [6], some assumptions are considered: 

 

Let Dj be the classifier where j = 1,2,..L and x be the input 

submitted to jth classifier. The output of dji(x)ε [0,1] is an 

estimate of the posteriori probability of the input x 

belonging to class wi is P(wi|x) where i=1,2. 

There are two possible classes w1 and w2 and for any 

x,dj1(x) + dj2(x) = 1 where j = 1,…L For any x the true 

posterior probability is P(w1|x) = P > 0.5 and a 

classification error occurs if W2 is assigned. 

 

Let Pj be the output of classifier Dj for class w1 

 

𝑃𝑗 = 𝑑j,1(𝑥)    (1) 

 

Let F be the fusion method and the fused estimate of 

P(w1|x) would be(5): 

 

𝑃1 = 𝐹(𝑃1 … 𝑃𝐿)    (2) 

 

Posterior probability for w2 is 1-Pj where j=1,…L. The 

fused estimate of P(w2|x) would then be: 

 

𝑃2 = 𝐹(1 − 𝑃1,…,1 − 𝑃𝐿)   (3) 

 

Let C=2 classes and L be the number of classifier, Pj and 

1-Pj are the output of classifier Dj for P(W1|x) and P(w2|x)  

 

For minimum fusion method, substitute F = min in (2) and 

(3): 

 

𝑃1 = 𝑚𝑖𝑛𝑗 {𝑃𝑗}    (4) 

 

𝑃2 =  𝑚𝑖𝑛𝑗{1 − 𝑃𝑗}   (5) 

 

For true posterior probability P1 > 0.5. 

 

2.3. Score Normalization 

 

Score Normalization is what is referred to as Changing the 

location and scale parameters of the matching  score 

distribution at the output of the individual matchers, so that 

the matching scores of different matchers are transformed 

into a common domain. In an ideal normalization scheme, 

the normalization method used should be both robust and 

efficient. Robustness, meaning insensitivity to the 

presences of outliers, and efficiency meaning we can 

expect the code to return an output within a known time 

frame[1]. 

 

There are two kinds of normalizations – fixed score and 

adaptive score normalization. An adaptive score 

normalization refers to a set of parameters that are 

estimated on a current feature vector whereas, when the 

parameters are a fixed training set they are referred to as a 

fixed score normalization.  

 

 

 

 

2.3.1. Score Normalization Techniques 
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Min-max technique: A method of adaptive normalization 

is best used where the limits of the scores are known. This 

is typically the easiest normalization technique. Even f the 

matching scores are not restricted, we can estimate the 

minimum and maximum values for a set of matching 

scores and then apply the min-max normalization.  

However, scores in min-max normalization are not 

considered a robust method, when the minimum and 

maximum values are estimated from a given set of 

matching scores. Min–max normalization retains the 

original distribution of scores except for a scaling factor 

and transforms all the scores into a common range [0, 1]. 

Distance scores can be transformed into similarity scores 

by subtracting the min– max normalized score. 

 

Let SK be the matching scores such as {sk}, k=1, 2, . . . n, 

the normalized scores are given by: 

 

𝑆′
𝑘 =

𝑆𝑘

max − 𝑚𝑖𝑛
     (6) 

  

Z-score normalization: One of the most commonly used 

normalization technique is called Z-score normalization, a 

method of adaptive normalization, and is calculated using 

the arithmetic mean and standard deviation of any given 

data. However, this method does not guarantee a common 

numerical range for normalized scores of different 

matchers, as they are sensitive to outliers. The normalized 

scores are given by: 

 

 

𝑆′
𝑘 =  

𝑆𝑘−µ

𝜎
     (7) 

 

Where µ is the arithmetic mean and σ is the standard 

deviation of the given data. Both mean and standard 

deviation are sensitive to outliers and, hence, this method 

is not robust. 

 

Median and median absolute deviation (MAD) 

normalization: Unlike Z-score normalization, the median 

and median absolute deviation, a method of adaptive 

normalization, is not sensitive to outliers. Therefore, MAD 

is considered the most robust method. However, the 

median and the MAD estimators have a low efficiency 

compared to the mean and the standard deviation 

estimators and does not retain the input distribution nor 

does it transform the scores into a common numerical 

range 

 

𝑆′
𝑘 =  

𝑆𝑘−𝑚𝑒𝑑𝑖𝑎𝑛

𝑀𝐴𝐷
    (8) 

 

Where MAD = median (|Sk - median|). 

 

Tanh-estimators normalization: The most robust solution is 

the Tanh normalization, a method of adaptive 

normalization, and is followed by a simple sum of scores 

fusion which results in better recognition performance 

compared to the above mentioned methods. The fact that 

the above methods are so sensitive to outliers is a clear 

representation of why the Tanh-estimator method is so 

necessary. 

 

𝑆′𝑘 =
1

2
(tanh ( 0.01 (

𝑆𝑘−µ

𝜎𝐺𝐻
)) + 1)   (9) 

 

Where μGH and σGH are, respectively, the mean and 

standard deviation estimates of the genuine score 

distribution. 

 

3. Methodology 
 

3.1. Data Collection 

 

The research described in this paper attempts to improve 

upon prior work by applying fusion at the post 

classification level using various python scientific libraries 

and techniques. Putting in practice different python 

classification techniques and fusion methods using 

libraries such as sklearn provides insight on how the data 

is manipulated, classified and combined as well as 

experimenting with these methods that ultimately could 

help identify the best ways to possibly combine the data, 

for the design of a better multi-biometric system.  

All data has been collected through the Pace University 

Biometric (PBS) system and the Pace University 

Keystroke Biometric (PKBS) system. In order to be able to 

collect the data, a data collector, a sensor, and a computer 

connected to the Internet were needed. The data collection 

process was done in a closed system with a controlled 

environment. Sixteen students were given 10 online 

examinations with 10 questions for a duration of 20 

minutes per exam. 

 

 
Figure 1: Classifier Matching Score Data of the two 

biometric being fused, and their fused output using the 

Mean meathod. 
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3.1.1. Mouse Motion Data 

The Pace University Biometric System(PBS) is designed 

to adapt to different biometric feature input, including 

mouse motion. Mouse movement record actions and 

provide more clear data than just input events, for example, 

because it shows where the user wants to focus on a page 

and what the user is doing.  

 

The mouse data has been captured from a web browser by 

registering callbacks for the mouseMoved event. A 

targeted area, such as a button in the case of the mouse 

motion data captured for our experiments, starts recording 

the mouse movements from the moment the mouse clicks 

it, capturing initial X and Y positions and the time stamp 

when the button was clicked. These procedures are done 

using biologger Javascript functions. 

 

3.1.2 Keystroke Data 

The Pace University Keystroke Biometric system(PKBS) 

was used to collect the keystroke biometric data used for 

this research. The PKBS is composed of two logging 

components and a backend for the process of feature 

extraction and classification. “A web-based logger can be 

loaded into any web page and captures all keystroke and 

mouse events, buffering and transmitting them to a server. 

The events captured are limited to the actions that occur 

with the browser window. This process is transparent to the 

user” [5]. 

 

3.2. Fusion Strategies Used 

 

 Post-classification fusion methods were used. 

Specifically, fusion at the matching score level using 

Minimum, Maximum, Mean, and Median algorithms. The 

data generated here was of the ‘Accept’ or ‘Reject’ (or 

‘True’-‘False’) type matcher output.  

 

Maximum  

 

The Maximum fusion method gives the maximum score 

from different modalities. If Pj is the matching score from 

jth modality, P represents the resulting fused score as in  

 

 𝑃 = 𝑀𝑎𝑥(𝑃1, 𝑃2, … , 𝑃𝑗) 

 

Median  

 

The Median fusion method gives the median score from 

different modalities. If Pj is the matching score from jth 

modality, P represents the resulting fused score as in  

 

 𝑃 = 𝑀𝑒𝑑(𝑃1, 𝑃2, … , 𝑃𝑗)  

 

 

 

Mean  

 

The mean scores from different modalities are given by this 

method. If Pj is the matching score from jth modality, P 

represents the resulting fused score as in  

 

 𝑃 = 𝑀𝑒𝑎𝑛(𝑃1 , 𝑃2, … , 𝑃𝑗) 

 

 

Minimum  

 

Similar to the previous discussed methods, the Minimum 

fusion method gives the minimum score from different 

modalities. If Pj is the matching score from jth modality, P 

represents the resulting fused score as shows: 

 

𝑃 = 𝑀𝑖𝑛(𝑃1, 𝑃2, … , 𝑃𝑗) 

[4] 

 

 

3.3. Receiver Operating Characteristic(ROC) 

 

A receiver operating characteristic(ROC) curve is a way to 

analyze the performance of a biometric system. The ROC 

curve is a plot graph of the relationship between False 

Acceptance Rate(FAR) and False Rejection Rate(FRR). 

 

The False Acceptance Rate (FAR) represents the 

probability of impostors accepted by the system. The FAR 

is normally expressed as a percentage of invalid inputs, 

which are incorrectly accepted.  

 

The False Rejection Rate (FRR) represents the probability 

of genuine users rejected by the system. The FRR is 

normally expressed as a percentage, which is the 

percentage of valid inputs incorrectly rejected. 

 

The ROC curve is calculated by the user taking 100 values 

between 0 and 1, which in our case are returned from the 

roc_curve function. In python fused scores are used to 

generate the ROC curve. The class probabilities after 

fusion and binarized labels are supplied to the roc_curve 

function, which then calculates the False Accept Rate 

(FAR) and the False Reject Rate (FRR) in each case. 

 

The roc_curve function takes each class probabilities and 

finds out whether the scores are high enough to 

authenticate or not. In python, this is the line of code in 

charge of doing this: 

 

 fpr, tpr, thresh = roc_curve(labels_bin, class_proba) 

 

 

3.4. Research Tools 
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Python’s sklearn library was used for an implementation 

method for the K-nearest neighbors (KNN) classifier and 

feature extraction. To run the python script, the two raw 

datasets, mouse motion, and the keystroke features were 

supplied by making a call in our terminal, as shown in  

 

$  python fusion.py features/motion.csv 

features/scroll.csv features/keystroke.csv  

 

Where fusion.py is the name of our python program 

running the KNN (K-Nearest Neighbor) classifier and a 

feature extractor. It is important to take into account that 

this script is also running the fusion method desired for our 

experimentation purposes, therefore, if we want to change 

the fusion method, the code in the fusion.py file must be 

modified before each run 

For example, if we want to obtain the accuracy percentage 

for mouse motion and keystroke fused under the Maximum 

method, this is how one of the modified python lines would 

be formatted  

 

class_proba = all_results.max(axis=0)[0]  

[4]. 

 

 

4. Decision Making  
 

4.1. Yes/No Decisions 

 

Yes/No pattern recognition decisions have four possible 

outcomes: either a given pattern is, or is not, in fact the 

target; and in either case, the decision made by the 

recognition algorithm may be either the correct or the 

incorrect one. In a biometric decision context the four 

possible outcomes are normally called False Accept (FA), 

Correct Accept (CA), False Reject (FR), and Correct 

Reject (CR). Obviously the first and third outcomes are 

errors (called Type I and Type II respectively), whilst the 

second and fourth outcomes are the ones sought. By 

manipulating the decision criteria, the relative probabilities 

of these four outcomes can be adjusted in a way that 

reflects their associated costs and benefits. These may be 

very different in different applications. In a customer 

context the cost of a FR error may exceed the cost of a FA 

error, whereas just the opposite may be true in a military 

context. 

 

It is important to note immediately the uselessness of either 

error rate statistic alone in characterizing performance. 

Any arbitrary system can achieve a FA rate of 0 (just by 

rejecting all candidates). Similarly it can achieve a FR rate 

of 0 (just by accepting all candidates). The notion of 

“decision landscape” is intended to portray the degree to 

which any improvement in one error rate must be paid for 

by a worsening in the other. This concept facilitates the 

definition of metrics quantifying the intrinsic decidability 

of a recognition problem, and this can be useful for 

comparing different biometric approaches and 

understanding their potential.[6] 

 

5. Results From Experiments 
 

Prior work was done primarily on the keystroke and mouse 

movement biometric traits. So we have been experimenting 

with the fusion of the click and scroll traits using the same 

fusion methods.  

 

all_results.mean(axis=0)[0] 

 

 

Fusion Methods  Classification 

Accuracy  

Mean 20% 

Minimum 21% 

Maximum 16% 

Median 20% 

 

Figure 2: Accuracy Scores of click and scroll features 

 

The use of these biometric traits yields a much lower 

accuracy over using mouse motion and keystroke. Further 

experimentation is needed. 

 

This next table represents our accuracy scores when using 

the features keystroke an d mouse.  

 

 

Fusion Methods Classification 

Accuracy  

Maximum 73% 

Median 86% 

Mean  86% 

Minimum 76% 

 

Figure 3: Accuracy Scores of mouse and keystroke features 

 

6. Conclusions  
 

The results presented in this study suggest that 

multibiometric systems improve performance over that of 

individual biometric systems. On the other hand, a different 

intuition suggests that if a strong test is combined with a 

weaker test, the resulting decision landscape is in a sense 

averaged, and the combined performance will lie 

somewhere between that of the two tests conducted 

individually (and hence will be degraded from the 

performance that would be obtained by relying solely on 
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the stronger test). So while we can use Fusion of biometric 

traits in order to try and improve accuracy, it is important 

to make sure that the extra information does not weaken 

your overall score.  

 

This was seen by using the scroll and click features, which 

were some of the less accurate features used in our study. 

This However does not mean these features are detrimental 

to the study.  

 

 

7. Future Goals 
 

The results presented in this study suggest that 

multibiometric systems improve performance over that of 

individual biometric systems. 

 

There are a total of four levels in biometric fusion; 

decision level is the third level in this process. It would be 

good to use the data from our match score level and apply 

it to the decision level in order to find out if higher 

accuracy rates and lower ERR% can be obtained.  

 

It would also be good to use the accuracy scores before 

fusion to make priority system. This priority system can 

help gauge the influence of each score according to their 

accuracy, making it very good for strategies involving 

decision making. 

 

Appendix A – Summary of Pace Multi-

biometric System User Guide 
 

The complete Pace Multi-biometric system user guide is 

available on the Pace University bit-bucket repository.  

This is a summary of how to access the source code and 

run the Pace Multi-biometric program. 

 

This purpose of this guide is to detail the steps in setting up 

the Eclipse IDE for initial use with Anaconda and running 

the subsequent biometric fusion tests using the Pace 

biometric keystroke, click, mouse movement and scroll 

data. 

 

Repository Access 

Note: The source code and all required files can be found 

on the Pace biometrics server through Bitbucket at: 

https://bitbucket.org/pacebiometrics/multimodal-

fusion/overview.  

 

The repository can be cloned with the following command: 

 

$ git clone git@bitbucket.org:pacebiometrics/multimodal-

fusion.git 

 

If you already have it cloned, then pull the latest changes 

with: 

 

$ git pull origin master 

 

Then make an edit, test the code and commit. Use the 

command: 

 

$ git add . 

 

To add new files and commit the change to the local 

repository use:  

 

$ git commit -am "Message describing the edit" 

 

To make the commit. Push the changes back to the 

repository with: 

 

$ git push origin master 

 

See User Guide for details on opening Eclipse and creating 

a python project 

 

 

 

Running the Pace Multi-biometric System 

 

Note: All steps after this point take place outside of 

Eclipse. For our purposes, Eclipse is only being used as a 

code editor. To run the biometric fusion tests we will be 

using the Anaconda Python Distribution Command 

Prompt. 

 

Step 10: Open the Anaconda Command Prompt (Not the 

Windows Command Prompt) 

 

 
 

Step 11: Within the Command Prompt navigate to your 

project source folder using the cd command (i.e. cd 

C:\Users\Chris\workspace\Fusion) 

 

https://bitbucket.org/pacebiometrics/multimodal-fusion/overview
https://bitbucket.org/pacebiometrics/multimodal-fusion/overview
mailto:git@bitbucket.org:pacebiometrics/multimodal-fusion.git
mailto:git@bitbucket.org:pacebiometrics/multimodal-fusion.git
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Note: Your project folder (i.e. Fusion, will be your Eclipse 

project folder and should contain all necessary project files, 

including the Pace biometric fusion data files) 

 

Step 12: Enter the name of the program followed by the 

desired .csv data files  

(i.e. fusion.py click.csv scroll.csv) 
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