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Abstract 
Over the past several years and with the growth of 

technology, the field of biometrics has become very 

important in user identity and authentication. Technology 

keeps evolving and every day systems become more 

complex. There is a growing need for these systems to be 

more secure and reliable, and multi-biometrics is often 

both. Identifying biometric traits that provide reliable 

data, as well as studying and analyzing different fusion 

algorithms for combining these data, can result in better 

authentication techniques for lower EER% and 

potentially even better biometric systems. This paper will 

investigate and analyze fusion methods including the 

Minimum, Maximum, Mean, and Median strategies, using 

various Python scientific libraries and techniques, to 

design a system that combines classification output data 

of two or more biometric systems.  These techniques can 

potentially result in an improved performance of multi-

biometric systems over that of an individual biometric 

system.  Verification was performed using the Pace 

University Biometric System (PBS) and the Pace 

University Keystroke Biometric System (PKBS) to collect 

the data being investigated. 
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2. Introduction 
 

Fusion of multiple biometric traits can greatly improve 

performance over unimodal approaches of user 

authentication. Multi-biometric systems are helpful in 

situations when these unimodal approaches are not 

sufficient. Prior research based on four different 

biometrics including mouse motion, click, scroll and 

keystroke yielded Equal Error Rates (EER) of 1.14%, 

33.49%, 36.27% and 24.35%, respectively. After applying 

the summation method of concatenating feature vectors 

from each of the four biometrics at the pre-classification 

output level, the EER obtained was 3.9%, which had an 

unanticipated higher EER than the top performer, mouse 

motion, alone [4]. Using python, we applied the 

summation method (1) as follows: 

 

class_proba = all_results.sum(axis=0)[0]         (1)                  

 

Since the primary goal of multi-biometric fusion is to 

improve the EER% over unimodal biometrics, different 

fusion methods will be evaluated to determine which 

method results in the best EER%.  

 

The sections of this paper are organized as follows. 

Section 2 is a review on different levels of fusion used in 

biometrics studies. Section 3 is the methodology used to 

evaluate the keystroke and the mouse motion data 

combined using different fusion strategies. Section 4 

discusses the results obtained from the fusion 

experiments. Section 5 has the conclusions from our 

research and section 6 discusses possible areas and 

recommendations on how to improve the performance of 

fusing biometrics for future work. 

 

3. Fusion and Score Normalization Review 
 

When it comes to fusion of multiple biometrics, there is a 

seemingly endless array of options.  A choice needs to be 

made based on the available data that is accessible in 

order to choose appropriate fusion methods. In order to 

make the appropriate choice, it is important to be familiar 

with the different levels of fusion present in biometrics, as 

well as the role that score normalization plays. 
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3.1. Levels of Fusion 
 

Fusion is placed into two broad categories, pre-

classification and post-classification.  Pre-classification 

fusion refers to combining information prior to the 

application of any classifier or matching algorithm.  In 

post-classification fusion, the information is combined 

after the decisions of the classifiers have been obtained 

[2]. If data is available at the pre-classifier output level 

(that is, before classification takes place), there are 

options referred to as the sensor or signal level fusion and 

feature level fusion.   

Options for fusion at the classifier or post-classifier level 

are generally referred to as the matching score level (also 

referred to as the measurement level, confidence level, 

matching level, or score level), rank level, and decision 

level.  These are not to be confused with the technique of 

combining the results of different classifiers for the same 

modality, which although possible for multimodal 

biometrics, is usually utilized for single-mode multi-

biometric systems such as that in which two different 

input devices are used for the same set of fingerprints. 

Fusion at the matching score level tends to give the best 

results of post-classification level fusion, because it is of a 

higher order than rank level or decision level fusion.  

 

Fusing at the matching score level occurs using data 

output from matchers for each modality.  The match score 

becomes a measure of the similarity between input and 

template biometric feature vectors.  At the matching score 

level, the output is only a possible label for each pattern 

class [3]. 

 

In the context of authentication, there are two approaches 

for consolidating the scores obtained from different 

matchers.  One approach is to consolidate scores as a 

classification problem, while the other approach is to 

consolidate scores as a combination problem. With the 

classification approach, matching scores output by the 

individual matchers are used to construct a feature vector.  

Then the feature vector is placed into one of two classes, 

which are ‘Accept’ for a genuine user and ‘Reject’ for an 

imposter.   The classifier can learn the decision boundary 

regardless of how the feature vector is generated.  “Hence, 

the output scores of the different modalities can be non-

homogeneous (distance or similarity metric, different 

numerical ranges, etc.), and no processing is required 

prior to feeding them into the classifier” [7]. In contrast, 

the individual matching scores are combined, in the 

combination approach, to generate a single scalar score.  

A final decision is then made using the scalar score. The 

scores must be first transformed to a common domain to 

produce a meaningful combination of scores from the 

different modalities. 

 

3.2. Common Fusion Methods 
 

Some common fusion combining rules are Maximum, 

Minimum, Average (Mean), Median, Majority Vote and 

Oracle methods.  

 

The maximum method chooses the individual scores with 

maximum value. Minimum method is used to choose the 

individual scores with minimum value. Median and Mean 

represent the average. Majority is usually the choice 

method, and is a way to combine classifiers by counting 

the votes for each class over the input classifiers and 

selecting the majority class. Matching scores are 

converted into posteriori probabilities conforming to a 

genuine user and an impostor. If x is the feature vector 

submitted to jth classifier, the output of the posterior 

probability of the input vector belonging to class wi with 

given feature vector x,.  is P(wi|x). 

 

These techniques can be applied to the system only if the 

output of each modality is in the form of P(wi|x),where 

X is the input vector. That is, what to be fused in the 

system is the posteriori probability of user being genuine 

given the input biometric sample Xi. [2]. 

 

Let D =  be a set of classifiers. Our aim is to 

get higher accuracy by combining the individual outputs. 

 

As stated in [5], some assumptions considered are: 

 

Let Dj be the classifier where j = 1,2,..L and x be the input 

submitted to jth classifier. The output of dji(x)
ε
 [0,1] is an 

estimate of the posteriori probability of the input x 

belonging to class wi is P(wi|x) where i=1,2. 

 

There are two possible classes w1 and w2 and for any 

x,dj1(x) + dj2(x) = 1 where j = 1,…L For any x the true 

posterior probability is P(w1|x) = P > 0.5 and a 

classification error occurs if W2 is assigned. 

 

Let Pj be the output of classifier Dj for class w1 

 

Pj = dj,1(x)                                                                       (2) 

 

Let F be the fusion method and the fused estimate of 

P(w1|x) would be (6): 

 

P1 = F (P1,…PL)                                                             (3) 

 

Posterior probability for w2 is 1-Pj where j=1,…L. The 

fused estimate of P(w2|x) would then be (7): 

 

P2 = F (1-P1,…..,1-PL)                                                    (4) 
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Let C=2 classes and L be the number of classifier, Pj and 

1-Pj are the output of classifier Dj for P(W1|x) and P(w2|x) 

 

For minimum fusion method, substitute F = min in (3) and 

(4): 

 

P1 = minj                                                                   

(5) 

 

P2 =  minj                                                         (6) 

 

For true posterior probability P1 > 0.5. 

 

 

3.3. Score Normalization 
 

Score normalization refers to changing the location and 

scale parameters of the matching score distributions at the 

output of the individual matchers, so that the matching 

scores of different matchers are transformed into a 

common domain. In a good normalization scheme, the 

normalization method used should be robust and efficient. 

Robustness refers to insensitivity to the presence of 

outliers. Efficiency refers to the proximity of the obtained 

estimate to the optimal estimate when the distribution of 

the data is known [2]. 

 

There are two kinds of normalizations – fixed score and 

adaptive score normalization. An adaptive score 

normalization refers to a set of parameters that are 

estimated on a current feature vector whereas, when the 

parameters are a fixed training set they are referred to as a 

fixed score normalization. Some of the well known score 

normalization techniques are described. 

 

 

3.3.1. Normalization Techniques. Min-max technique:  

A method of adaptive normalization is best used where the 

limits of the scores are known. This is typically the easiest 

normalization technique. Even if the matching scores are 

not restricted, we can estimate the minimum and 

maximum values for a set of matching scores and then 

apply the min–max normalization. However, scores in 

min-max normalization are not considered a robust 

method, when the minimum and maximum values are 

estimated from a given set of matching scores. Min–max 

normalization retains the original distribution of scores 

except for a scaling factor and transforms all the scores 

into a common range [0, 1]. Distance scores can be 

transformed into similarity scores by subtracting the min–

max normalized score. 

 

Let SK be the matching scores such as {sk}, k=1, 2, 

. . . n, the normalized scores are given by (7): 

 

 

 S'k =                                                              (7) 

 

 

Z-score normalization: One of the most commonly used 

normalization technique is called Z-score normalization, a 

method of adaptive normalization, and is calculated using 

the arithmetic mean and standard deviation of any given 

data. However, this method does not guarantee a common 

numerical range for normalized scores of different 

matchers, as they are sensitive to outliers. The normalized 

scores are given by (8): 

 

S'k =                                                                       (8) 

 

Where µ is the arithmetic mean and σ is the standard 

deviation of the given data. Both mean and standard 

deviation are sensitive to outliers and, hence, this method 

is not robust.  

 

Median and median absolute deviation (MAD) 

normalization: Unlike Z-score normalization, the median 

and median absolute deviation, a method of adaptive 

normalization, is not sensitive to outliers. Therefore, 

MAD is considered the most robust method. However, the 

median and the MAD estimators have a low efficiency 

compared to the mean and the standard deviation 

estimators and does not retain the input distribution nor 

does it transform the scores into a common numerical 

range (9). 

 

S'k =                                                         (9) 

 

 

Where MAD = median (|Sk - median|). 

 

Tanh-estimators normalization: The most robust solution 

is the Tanh normalization, a method of adaptive 

normalization, and is followed by a simple sum of scores 

fusion which results in better recognition performance 

compared to the above mentioned methods. The fact that 

the above methods are so sensitive to outliers is a clear 

representation of why the Tanh-estimator method is so 

necessary. 

 

 

S'k =               (10) 
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Where μGH and σGH are, respectively, the mean and 

standard deviation estimates of the genuine score 

distribution. 

 

 

4. Methodology 
 

4.1. Data Collection 
 

The research described in this paper attempts to improve 

upon prior results by applying fusion at the post-

classification level using various python’s scientific 

libraries and techniques to combine the two top 

performing traits from a previous research, mouse motion 

and keystroke [4].  Focusing on mouse motion and 

keystroke alone makes sense for other reasons.  The two 

behavioral traits not only meet the biometric security 

system requirements, but they are also available for 

continuous authentication over networks, a must needed 

characteristic if a multi-biometric system is to be used to 

enhance online security. Another great benefit of fusing 

keystroke and mouse motion biometric traits is that it is 

cost effective and non-intrusive, the latter being a 

characteristic that most entities seek in order to ensure 

user’s privacy. 

 

Putting in practice different python classification 

techniques and fusion methods using libraries such as 

sklearn provides insight on how the data is manipulated, 

classified and combined as well as experimenting with 

these methods that ultimately could help identify the best 

ways to possibly combine the data, for the design of a 

better multi-biometric system. 

 

All data has been collected through the Pace University 

Biometric (PBS) system and the Pace University 

Keystroke Biometric (PKBS) system. In order to be able 

to collect the data, a data collector, a sensor, and a 

computer connected to the Internet were needed. 

 

The data collection process was done in a closed system 

with a controlled environment. Sixteen students were 

given 10 online examinations with 10 questions for a 

duration of 20 minutes per exam. 

 

The mouse motion, keystroke and other biometrics sample 

data outputs, from each of the students and their 

examinations, were actively being accumulated and saved 

by the data collector as csv files in a database. This data 

was then taken and passed through a classifier, which 

produces matching score data by each of the biometric 

features. That matching score data, along with a fusion 

method is fused to create an output. Figure 1 shows the 

classifier matching score data from both of the biometrics, 

keystroke and mouse motion, and their fused output after 

the Mean (Average) method was applied. 

 

 

Figure 1. Classifier Matching Score Data of the two 

biometrics being fused, and their fused output using 

the Mean method. 

4.1.1. Mouse Motion Data. The Pace University 

Biometrics System (PBS) is designed to adapt to different 

biometrics frontend feature input, including mouse 

motion. Mouse movement record actions and provide 

more concise data than input events, for example, because 

it shows where the user wants to focus on a page and what 

the user is doing. “Fimbel’s Basic Keylogger is of 

important use to the PKBS, mostly due to its ability to 

record events regardless of what application(s) the user 

may be using” [4]. There are many actions that can be 

recorded such as pointing, mouse clicking and density, 

length of movement, mouse kinematics and different 

trajectories. 

 

The mouse data has been captured from a web browser by 

registering callbacks for the mouseMoved event. A targeted 

area, such as a button in the case of the mouse motion data 

captured for our experiments, starts recording the mouse 

movements from the moment the mouse clicks it, 

capturing initial X and Y positions and the time stamp 

when the button was clicked. These procedures are done 

using biologger Javascript functions. 

 

4.1.2. Keystroke Data. The Pace University Keystroke 

Biometric System (PKBS) was used to collect the 

keystroke biometric data used for this research. This 

system is composed of two logging components and a 

backend for the process of feature extraction and 

classification. “A web-based logger can be loaded into 

any web page and captures all keystroke and mouse 

events, buffering and transmitting them to a server. The 

events captured are limited to the actions that occur with 

the browser window. This process is transparent to the 

user” [4].  
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The front-end system is comprised of the data collector, in 

our case the browser and Javascript functions registering 

callbacks. “Long-text biometric testing and training 

samples of 200 characters or more are collected and 

processed in order to make an authentication decision” 

[6]. 

 

Although keystroke is not a trait widely used for user 

authentication, there are hypothesis that it can be used 

based on the fact that different people show different 

characteristics when typing on a keyboard. “This 

biometric is not expected to be unique to each individual 

but it may be expected to offer sufficient discriminatory 

information to permit identity verification (Monrose and 

Rubin, 1997)” [1]. 

 

 

4.2. Fusion Strategies Used 
 

Post-classification fusion methods were used.  

Specifically, fusion at the matching score level using 

Minimum, Maximum, Mean, and Median algorithms.  The 

data generated here was of the ‘Accept’ or ‘Reject’ (or 

‘True’-‘False’) type matcher output.   

 

Maximum 

 

The Maximum fusion method gives the maximum score 

from different modalities. If Pj is the matching score from 

jth modality, P represents the resulting fused score as in 

(11): 

 

P = Max(P1, P2, ….., Pj)                                               (11) 

 

Median 

 

The Median fusion method gives the median score from 

different modalities. If Pj is the matching score from jth 

modality, P represents the resulting fused score as in (12): 

 

P = Med(P1, P2, ….., Pj)                                               (12) 

 

Mean 

 

The mean scores from different modalities are given by 

this method. If Pj is the matching score from jth modality, 

P represents the resulting fused score as in (13): 

 

P = Mean(P1, P2, ….., Pj)                                             (13) 

 

Minimum 

 

Similar to the previous discussed methods, the Minimum 

fusion method gives the minimum score from different 

modalities. If Pj is the matching score from jth modality, P 

represents the resulting fused score as (14) shows: 

 

P = Min(P1, P2, ….., Pj)                                                (14) 

 

 

4.3. Receiver Operating Characteristic (ROC) 
 

A receiver operating characteristic (ROC) curve is a way 

to analyze the performance of a biometric system. The 

ROC curve is a plot of the relationship between False 

Acceptance Rate (FAR) and False Rejection Rate (FRR).  

 

The False Acceptance Rate (FAR) represents the 

probability of impostors accepted by the system. The FAR 

is normally expressed as a percentage of invalid inputs, 

which are incorrectly accepted.  

 

The False Rejection Rate (FRR) represents the probability 

of genuine users rejected by the system. The FRR is 

normally expressed as a percentage, which is the 

percentage of valid inputs incorrectly rejected. 

 

The root of a ROC curve requires a controlling parameter, 

usually a threshold. The thresholds can be chosen by the 

user and taking 100 values between 0 and 1, which in our 

case are returned from the roc_curve function. In python, 

fused scores are used to generate the ROC curve. The 

class probabilities after fusion and binarized labels are 

supplied to the roc_curve function, which then calculates 

the False Accept Rate (FAR) and the False Reject Rate 

(FRR) in each case.  

 

The roc_curve function takes each class probabilities and 

finds out whether the scores are high enough to 

authenticate or not. In python, this is the line of code in 

charge of doing this: 

 
fpr, tpr, thresh = roc_curve(labels_bin, 

class_proba)                                                             (15)                                                             

 

4.4. Research Tools 
 

Python’s sklearn library was used for an implementation 

method for the K-nearest neighbors (KNN) classifier and 

feature extraction. To run the python script, the two raw 

datasets, mouse motion, and the keystroke features were 

supplied by making a call in our terminal, as shown in 

(16): 

 
$ python fusion.py features/motion.csv 

features/scroll.csv features/keystroke.csv      (16)                                     

 

Where fusion.py is the name of our python program 

running the KNN (K-Nearest Neighbor) classifier and a 
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feature extractor. It is important to take into account that 

this script is also running the fusion method desired for 

our experimentation purposes, therefore, if we want to 

change the fusion method, the code in the fusion.py file 

must be modified before each run.  

 

For example, if we want to obtain the accuracy percentage 

for mouse motion and keystroke fused under the 

Maximum method, this is how one of the modified python 

lines would be formatted (17):  

 

class_proba = all_results.max(axis=0)[0]    (17)  

               

 

5. Results 
 

The expected result of 1.13 EER% or lower takes into 

consideration the implementation of Maximum, Median, 

Mean and the Minimum fusion methods based on 

previous research, to be able to successfully design our 

multi-biometric system. 

 

Accuracy percentages were first obtained by fusing the 

keystroke and the mouse motion data, to determine which 

classification method is more accurate based on the fusion 

of these two features. That is, the method that produces 

the most accurate score over multiple iterations. The 

percentages obtained are shown in Table 1.  

 

Table 1. Classification accuracy from the keystroke 

and mouse motion features using different fusion 

methods. 

Fusion Methods 

Classification 

Accuracy 

Maximum 73% 

Median 86% 

Mean 86% 

Minimum 77% 

 

 

Even though all of the four methods are being studied, 

based on these results, the median and mean methods are 

the most accurate classification methods in our case.  

 

Ultimately, the EER (Equal Error Rate) percentage is 

what would determine the best performance for a specific 

multi-biometric system. In order to obtain the EER 

percentages for the four fusion methods in study, ROC 

curves were computed for each of these methods, as 

shown in Figure 2. 

 
 

Figure 2. ROC curves for the four fusion methods. 

 

The EER values were obtained from the ROC curves 

when the False Acceptance Rate and the False Rejection 

Rate are equal. That is FAR=FRR.  

 

To calculate the EER percentage, the highest and lowest 

values in the final scores were considered, here 0 to 1, and 

linearly increment the values until obtaining the highest 

score value in n steps.  

 

For example, let n =100, therefore, the values being used 

are 0.01, 0.02, and 0.03 incrementally until n is reached. 

For each of these steps, the FAR and FRR were computed 

to a point where FAR was equal to FRR, which resulted in 

the EER percentages presented in Table 2. A low EER 

percentage means that FAR and FRR are both low and the 

system is performing optimally. 
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Table 2. Equal Error Rates for the all the fusion 

methods being studied that combine the keystroke 

and mouse motion features. 

Fusion Methods EER 

Maximum 13.4% 

Median 12.5% 

Mean 12.5% 

Minimum 18.8% 

 

 

Table 1 results suggested that the Median and Mean 

methods had the same highest percentage on how accurate 

was the classification of these methods. Therefore, it is 

important to note that in Figure 2, the Mean and Median 

methods yielded the same ROC curves, resulting in the 

same lowest EER percentages in comparison with the 

other two methods, Maximum and Minimum. 

 

6. Conclusions 
 

A better classification accuracy can be produced using a 

fused multi-biometrics system than using a single 

biometric system. This study allowed for experimentation 

of the python code to run different fusion methods at the 

classification output level and to be able to manipulate the 

data being used. Throughout the project, the main goal 

was to ensure that the methods were reproducible, and that 

our expected accuracy was within reasonable numbers.  

 

Fusing multi-biometric features such as keystroke and 

mouse motion using the Maximum, Mean, Median and 

Minimum fusion methods did not meet our expected EER 

results of less than 1.14%. However, the EER percentages 

of the fused multi-biometrics using Mean and Median 

methods yielded 12.5%, which is lower than the EER% of 

the individual click, scroll and keystroke biometric 

systems, using the same raw data in a previous study [4]. 

 

 

7. Future Work 
 

The results presented in this study suggest that multi-

biometric systems improve performance over that of 

individual biometric systems. 

 

There are a total of four levels in biometric fusion; 

decision level is the third level in this process. It would be 

good to use the data from our match score level and apply 

it to the decision level in order to find out if higher 

accuracy rates and lower ERR% can be obtained.  

 

Keystroke and mouse motion biometric features were two 

out of four features used in this study. It would be useful 

to experiment using the scroll and the click features along 

with the fusion methods presented above as well. Being 

able to determine which data works better with different 

fusion methods at different fusion levels would be crucial 

on the design of an effective multi-biometric system. 
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