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Abstract – In this study we will be attempting 

to identify the user of a cell phone device based 

on the users’ interactions with the device. This 

will be a continuation of Noufal Kunnathus’ 

Biometric User Authentication on Smartphone 

Accelerometer Sensor Data. The research will 

be conducted using the Android app Sensor 

Kinetics Pro.  The app utilizes the selected 

device’s accelerometer and gyroscope to 

record movements executed by the user. XYZ 

planar graphs can be recorded and saved after 

each distribution. By recording the 

movements of different age groups, there will 

be a variety of data distribution. Most 

importantly, the data collected between the 

Accelerometer along with the Gyroscope will 

better authenticate cell phone users. 
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I. Introduction 

Accelerometer is a device that is able to measure 

acceleration. The accelerometer can measure 

both static forces along with dynamic forces. 

Static forces consist of forces such as the constant 

pull of gravity while dynamic forces refer to 

vibrations and movements of the actual 

accelerometer [1]. Measuring Static acceleration 

gives the ability to determine the exact angle of 

the device with respect to the earth. Furthermore 

the orientation of the device, the direction that the 

device is facing are all determined by the static 

acceleration of the device. When looking more in 

depth in regards to dynamic acceleration, 

determine how the device is traveling. 

 

Gyroscope is a device that uses the planets 

gravity to determine the orientation of the device 

[2]. A gyroscope is able to make its calculations  

based on the preservation of the devices’ angular 

momentum. 

 

The difference between the accelerometer and the 

gyroscope is the way that they are able to 

determine orientation. The accelerometer is able 

to determine the devices orientation based on its 

relation with the earth. If the device is to travel in 

a certain direction an accelerometer is unable to 

determine and distinguish between the particular 

direction of motion and the acceleration caused 

by the gravitational pull. 

 

Common biometric authentication include 

fingerprint, palm, eye, facial, and voice 

recognition [3]. In this study, the focus will be on 

the motion of the device and to a further extent 

the unique motions that distinguish a particular 

user. 

 

Biometric authentication is highly important 

because of the ease that a traditional “password” 

is to fabricate. These traditional passwords are at 

risk of being lost or stolen and are typically only 

required at the start of a session. Biometric 

authentication allows the device to authenticate 

the user very often and furthermore in ways that 

are unique and distinguishable from user to user. 
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A. Cellphone Accelerometer 

The underlying function of a cellular 

Accelerometer is to adapt the phone when the 

orientation is rotated from a portrait layout to a 

landscape layout and vice versa [4]. 

 

 
Figure 1.  Cellphone Accelerometer. 

 

B. Cellphone Gyroscope 

While the accelerometer is in charge of making 

the device rotate and adjust to interactions by the 

user. The gyroscope maintains and measures the 

orientation. It is the gyroscope that is able to 

monitor and control the position, orientation and 

angular rotation and motion of the device [5]. 

 

 
Figure 2.  Cellphone Gyroscope. 

 

C. Weka 

Created by the University of Waikato, Weka is a 

collection of machine learning algorithms for 

data mining tasks [6]. Weka allows users to select 

from algorithms to user or to load their own 

algorithm written using Java code. Weka was 

designed in order to provide the user with tools to 

achieve data pre-processing, classification, 

regression, clustering. Association rules, and 

visualization. Weka is open source software 

issued under the GNU General Public License.  

 Weka has two options for the pre- 

processing of data. The user has the option of 

either uploading the data is CSV (comma-

separated values) or uploading the data in ARFF 

(Attribute-Relation File Format). If the user 

elects to take the ARFF approach, Weka will 

convert the data to CSV using the command line 

in the terminal. Once the pre- processing stage 

has been completed, Weka will build the model 

using built in classifier algorithms in order to rank 

and select different attributes from the data set. 

 For the purpose of our experiment, using 

the Multilayer Perceptron Algorithm, Weka is 

used to separate each test into three distinct 

sections; answering the call, talking during the 

call, and the return to the users pocket. Using the 

data from both the Gyroscope and the 

Accelerometer sensors allows our team to 

analyze and authenticate with greater accuracy.  

 

D. Multilayer Perceptron Algorithm 

MLP is a network of perceptrons or simple 

neurons [7]. Perceptron is used to compute single 

outputs using multiple data inputs. It then forms 

a linear combination depending on the input 

weights. Next it uses the output and passes it 

through a nonlinear activation function. In 

mathematics the Multilayer perceptrons can be 

written: 
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W denotes the vector of weights, X  is the vector 

of inputs, b is the bias and  is the activation 

function.  
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Figure 3.  Multilayer Perception Model. 

 

  The MPL consists of 3 layers and each layer 

fully dependent on the ladder. The first layer is 

the Input layer, followed by the hidden layer and 

the final is the output.  

 

II. Literature Review  

Biometric authentication is a field of research that 

is increasingly more popular as technology 

continues to expand and integrate with everyday 

life. The proliferation of smartphones and other 

mobile devices distributed amongst the 

population has allowed for the possibility of 

integrating data from the motion based sensors 

attached to these devices for authentication. One 

study on Gesture-based User Authentication 

found that this method of authentication was a 

feasible alternative to PINs or passwords [8]. 

Some participants in the experiment reported it 

being somewhat difficult to reproduce gestures 

required to authenticate them. However, this can 

be seen as a positive note since it makes it even 

more difficult for attackers to recreate your 

personal gestures.  

Another study displays promising results 

in identifying user gait (manor of walking) using 

accelerometer and gyroscope devices worn by the 

participants [9]. With a 95% accuracy, it is no 

doubt that gyroscope and accelerometer values 

are essential in maintaining accuracy. These 2 

sensors are also used in another study that 

monitors the patterns of answering a call to 

authenticate the user [10]. The results from this 

study show that this method of authentication is 

comparable to face or voice recognition. Another 

study also shows that combing gyroscope and 

accelerometer values increases gesture 

recognition rate by up to 4% [11]. 

An interesting study used electronic pets as a 

means of authentication [12]. The electronic pet 

was fixed to have the same characteristics of its 

owner that would change with the owner over 

time. This is interesting when the idea that over 

time, our patterns and characteristics change, is 

introduced. Having a biometric daemon 

addresses this problem by constantly updating the 

user’s characteristics. 

 

III. Experiment 

The basis of this experiment is to authenticate the 

user of the device through every day interactions 

with a cell phone. In addition the aim is to 

enhance the user experience to the extent that the 

user will not even realize that the phone is doing 

such processes. To do this the research will 

consist of collecting accelerometer alongside 

gyroscope data of ten participants, 5 male and 5 

female of different age groups. The experiment 

will be broken down into 3 sub-experiments each 

using the same participants and the same dataset. 

Experiment 1: In the first experiment will we be 

focusing on the action from pocket to ear. 

Experiment 2: The way that the phone is held to 

a user’s ear during a phone call. Experiment 3: 

The action of returning the cellphone from the ear 

back into the user’s pocket. 

 

A. Data Collection 

The research was conducted by using controlled 

cell phones for each user, the phone used is the 

Nexus 5. An Android application “Sensor 

Kinetics Pro” produced by INNOVENTIONS, 

Inc. [8] will be utilized. Sensor Kinetics pro 

allows the user to start and stop the selected 

sensor and plots the data in real time. Multiple 

sensors can be used simultaneously. For our 

experiment we will be selecting both the 

Gyroscope along with the Accelerometer. 

 During this experiment there will be 10 

volunteers (5 male, 5 female) all in the age group 

of 19-25. Each participant will be simulating a 

phone conversation and are asked to repeat the 

process 5 times. In order to have a controlled 

environment the cellphone will be placed face up 
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flat on the table. The participant will pick up the 

phone with either hand depending on preference, 

hold the phone to their ear for 5 seconds and 

return the phone to the table. 

 As the test runs both the Accelerometer 

and the Gyroscope will be recording the exact 

positioning and rotation of each axis of the 

device. The sampling rate of the device is 68.7Hz. 

Each session the software will be continuously 

collecting a data vector that consists of 5 

attributes, 

 Ear - Used 

 X - acceleration 

 Y - acceleration 

 Z – acceleration 

 Total Time 

In addition to the 5 attributes that the software is 

capable of recording, each user is given a user id 

and each iteration is given a number 1-5. 

 

B. Software 

The Android software that was used in order to 

collect the data was Sensor Kinetics Pro. The 

graph shows a test where the sensors have 

captured the motion of the Z-axis (blue), Y-axis 

(green), and X-axis (red) of both the 

Accelerometer and the Gyroscope. 

 

 
Figure 4.  Screenshot from Sensors Kinetic Pro 

  

To analyze the data retrieved from the Sensors 

Kinetic Pro app, Weka was used. 

 

 
Figure 5.  Screenshot from Weka. 

 

C. Pre-Processing 

The after collection of the data is complete the file 

is leaded into Microsoft excel in order to filter out 

the parts of the experiment that are irrelevant. 

Irrelevant data is the time between the start button 

on the app being pressed and the participant 

starting the experiment. At this point in the 

experiment all of the data is raw. The below 

figure is a small sample space of the raw data.  
 

 
 

Table 1.  Small sample of raw data. 
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We then break the data into 3 different sections 

mentioned earlier. Out of the pocket to the ear, 

during the call, and final the decent back into the 

pocket.  

 At this time we have added user id and 

session id attributes to the file. We can also 

manually record the ear (left or right) that the 

device was held to. To do this we look at the X 

values. If the X values are negative then the user 

was holding the device to their right ear, if they 

are positive the user held the device to the left. 

 Furthermore we use Microsoft Xcel in 

order to obtain the averages of the X, Y, and Z 

axis. 

 

D. Experiments  

The three experiments that were conducted were 

answering a phone call, talking on the phone, and 

hanging up the phone. Using the Accelerometer 

and the Gyroscope we were able to build a 

statistical model. 

 

1) EXPERIMENT 1: ANSWERING THE CALL 

  

Due to the movement of the device during this 

experiment the data is very dynamic. The entire 

part of this experiment the phone is in motion. 

The numbers ore based on the device going 

against gravity on its approach to the users ear. 

 Using a low pass filter [9] we are able to 

separate the data between the answering the 

phone call stage and the rest of the experiment. 

Because there is no true way to separate the data 

with 100% accuracy we found that the low pass 

filter was the most accurate tool. 

 Because the Accelerometer gives 

readings based on gravity we must first find the 

gravity component of the data. To do so we use 

the equation: 

 

𝐺𝑟𝑎𝑣𝑖𝑡𝑦 = ∝ ∗ 𝐺𝑟𝑎𝑣𝑖𝑡𝑦𝑖−1 + (1−∝) ∗ 𝐴𝑐𝑐𝑒𝑙𝐷𝑎𝑡𝑎 , 

 

Where Gravity is the force of Gravity on all three 

axis’s X, Y, and Z. ∝ is the threshold. During our 

experiment we used a constant threshold of 0.8. 

AccelData is the reading from the actual 

Accelerometer sensor. 

 

Using the above formula we are able to analyze 

our data with the following attributes. 

 

Attribute Average 

X_Gravity 27.54 

Y_Gravity 64.91 

Z_Gravity 0.03 

X_lnr 24.11 

Y_lnr 17.00 

Z_lnr 37.87 

Ear_Used Right 

User_id 4 

Session_id 3 
 

Table 2.  Statistical model  - answering calls 

 

From this point we now need to remove the 

manually entered attributes in order to further 

understand the model. We now will remove the 

ear used, user id, and the session id. We now have 

the reformed table below. 

 

Attribute Average 

X_Gravity 27.54 

Y_Gravity 64.91 

Z_Gravity 0.03 

X_lnr 24.11 

Y_lnr 17.00 

Z_lnr 37.87 
 

Table 3. Essential statistical model – answering calls 

 

Table 4 shows the results from the first 

experiment. 

 
Metric  Value  % 

Correct Classified Instances 39 78 

Incorrect Classified Instances 11 22 

Kappa Statistic 0.8  

Total Number of Instances 50  
 

Table 4. Answering calls results 

 

During the answering calls aspect of the 

experiment it can be seen that the system was able 

to correctly identify the user of the device 39 out 

of 50 times with a success rate of 78%. In a 

previous experiment the Accelerometer alone 

was able to identify the user with a success rate 

of 82.86% [10]. When adding data taken by the 
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Gyroscope we were surprised that this did not 

make the data more accurate. 

 

2) EXPERIMENT 2: DURING THE CALL 

 

During this experiment we were focused on the 

actual moments that the device was on the 

participant’s ear for the duration of the phone call. 

Unlike the first experiment conducted for this 

experiment we will be focusing on the average 

acceleration values of the X. Y, and Z axis’s. The 

below table are the most valuable attributes and 

their respected averages. 

 

Attribute Average 

X_Accel 73.77 

Y_Accel 24.44 

Z_Accel 96.34 

Ear_Used Right 

User_id 4 

Session_id 3 
 

Table 5.  Statistical model  - Phone on ear 

 

Like experiment 1 we now will remove the 

manually entered attributes to fully understand 

and analyze the data. The attributes being 

removed are ear used, user id, and session id. 

 

Attribute Average 

X_Accel 73.77 

Y_Accel 24.44 

Z_Accel 96.34 
 

Table 6: Essential Statistical model – Phone on ear 

 

Using Weka and applying the Multilayer 

Perceptron Algorithm as the classifier applied to 

our data set we are able to test all 50 of our test 

cases in order to obtain the following 

information. 

 
Metric  Value  % 

Correct Classified Instances 44 88 

Incorrect Classified Instances 6 12 

Kappa Statistic 0.85  

Total Number of Instances 50  
 

Table 7. Phone on ear results 

 

We were pleasantly surprised that the system was 

able to correctly identify 44 out of 50 users with 

a 88% success rate. The success rate of this 

experiment was much higher (8%) than the 

experiment that was done with only the 

Accelerometer. From here we built the 

conclusion that when the device is more static the 

Gyroscope is able to collect more accurate data 

than when it is in full motion. 

 

3) EXPERIMENT 3: HANGING UP THE CALL 

 

The final experiment that was conducted was the 

phone on its descent back into the participant’s 

pocket. This experiment was very similar to 

experiment 1. As seen in experiment 1 we again 

first determined the gravitational component of 

this experiment. This is done the same way that it 

is done in the first part of the experiment. Using 

the equation, 

 

𝐺𝑟𝑎𝑣𝑖𝑡𝑦 = ∝ ∗ 𝐺𝑟𝑎𝑣𝑖𝑡𝑦𝑖−1 + (1−∝) ∗ 𝐴𝑐𝑐𝑒𝑙𝐷𝑎𝑡𝑎 , 

 

Where gravity is the force of gravity on all three 

axis’s X, Y, and Z. ∝ is the threshold.  During our 

experiment we used a constant threshold of 0.8. 

AccelData is the reading from the actual 

Accelerometer sensor. 

 

Using the above formulas we are able to analyze 

our data with the following attributes. 

 

 

Attribute Average 

X_Gravity -22.23 

Y_Gravity -60.66 

Z_Gravity 0.00 

X_lnr 21.75 

Y_lnr 15.47 

Z_lnr 34.17 

Ear_Used Right 

User_id 4 

Session_id 3 
 

Table 8.  Statistical model  - Hanging up calls 

 

The manually entered attributes were removed in 

order to classify the data using Weka and the 
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above mentioned algorithm classifier. The 

essential attributes being used at this point are as 

shown in Table 9. 

 

Attribute Average 

X_Gravity -22.23 

Y_Gravity -60.66 

Z_Gravity 0.00 

X_lnr 21.75 

Y_lnr 15.47 

Z_lnr 34.17 
 

Table 9. Statistical model - Hanging up calls 

 

By this point in the experiment the results based 

on the first experiment that was conducted were 

predictable. Predicted results would not be as 

accurate as the experiment that was only utilizing 

the Accelerometer. As shown below the system 

was able to correctly predict 37 out of 50 with a 

success rate of 74%. 

 
Metric  Value  % 

Correct Classified Instances 37 74 

Incorrect Classified Instances 11 22 

Kappa Statistic 0.8  

Total Number of Instances 50  
 

Table 10. Answering calls results 

 

The prediction was correct. Conclusions that the 

Gyroscope mixed with the Accelerometer was 

not as accurate when the data was very dynamic 

and the phone was in motion when the 

experiment was conducted. 

 

IV. Conclusion and Further Study 

 

When looking at the results it is clear that the 

Accelerometer combined with the Gyroscope is 

very accurate when the device is in a stationary 

position as seen in the talking on the phone 

Experiment. We see that during this experiment 

we had a success rate of 88% which was 8% 

higher than the experiment conducted by Noufal 

Kunnathus. In other experiments that we 

conducted the success rate was much lower 76% 

and 74% respectively.  

 In a future study, experiments with using 

the Accelerometer alone during the answering the 

phone experiment and the hanging up experiment 

and conduct the same experiment of combining 

both the Accelerometer and the Gyroscope for the 

talking on the phone stage of the experiment. 

Also, an increase in the number of participants 

and test cases in order to receive more data and 

hopefully increase the accuracy of the experiment 

as a whole. 

 Furthermore, experimenting with 

different sensors such as the Magnetometer in 

order to optimize the combination of sensors for 

different portions of the experiment and extract 

precise data. 
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