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Abstract 

 

The exponential growth of mobile health devices and 

apps present consumers with important usability, 

security and privacy considerations.  Mobile devices 

now automatically track vital health statistics, and 

also feature in the fight against diseases like Ebola.  

Some of the handheld thermometers used to take 

patients' temperature store data on SD cards. Some of 

them even transmit temperature data wirelessly via 

Bluetooth or NFC.  The proliferation of mobile 

personal health devices underscores the importance of 

security and privacy considerations and the necessary 

steps to address them. 

 

1. Introduction 

 

Many industrialized countries face a rapidly aging 

population and an increase in chronic diseases, along 

with a high-cost of managing such diseases; causing 

many of them to turn to technological solutions to ease 

the burden on healthcare professionals and provide 

useful tools to the elderly and chronically ill.  This 

result is emphasis on preventing hospital admissions, 

allowing patients to receive care in their own homes, 

and encouraging the healthcare industry to evaluate 

how else remote mobile technology implementations 

can contribute to further ease this burden. 

 

Mobile Personal Health is the convergence of the 

digital and genetic revolution within health and 

healthcare. 

 

 
 

   Figure .1 

 

 

 This convergence can be seen in the proliferation of 

cell phones and other mobile devices, equipped with 

broad-ranging array of high-tech sensors –  

(accelerometers, gyroscopes, GPS, microphones, 

ambient light detectors, proximity detectors, hardware 

sensors, software sensing technologies, 

microprocessors, integrated circuits, the Internet, also 

social networking, mobile and body area networking, 

health information technologies, genomics, and 

personal genetic information), they empower users 

and make it easier to better track, manage, and 

improve personal health.  They also help to reduce 

inefficiencies in healthcare delivery, improve access, 

reduce costs, increase quality and make medicine 

more personal and precise. 
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Figure .2 

 

The lexicon of mobile personal health is extensive, and 

includes notables such as mHealth, eHealth etc. 

 
Figure .3 

 

Pebble Steele, Jawbone UP24, the Garmin 

ForeRunner 14, Misfit Flash, and Fitbit Charge are 

some of the leading mobile health devices.  The release 

of Apple Watch and its integration with the iPhone 5 

and iPhone 6 will augment the automatic capture and 

storage of personal health data and analytics, which 

can be displayed in graphs and charts and transferred 

to other mobile devices and computing platforms. 

 

There's also a software development kit that is already 

available to developers so it is conceivable that there 

will be an extensive proliferation of healthcare apps 

for the Apple Watch and iPhone and other devices.  

The barrier to entry is now significantly lowered with 

the introduction of the swift programming language, 

which makes it a lot easier to develop apps for iOS 

without having to learn objective C.   

 
Figure .4 

 

Data communication between Apple watch and 

iPhone will Bluetooth LE IEEE 802.15.6 (Bluetooth 

Low Energy places minimal demands on battery 

drain). 

 

2. Mobile Personal Health Security Overview 

and Concerns 

 

Security Prioritization  

Security considerations are important in every aspect 

of technology and should feature prominently in health 

application implementations.  This applies to Mobile 

Personal Health implementations as well. According 

to researchers, there are currently at least 10,000 

health-related apps that are downloadable to a mobile 

electronic device like the iPhones, iPads, Android 

smartphones and other tablet computers. These 

devices are increasingly being used by consumers and 

healthcare providers to manage various aspects of 

health maintenance and healthcare.  

 

Various industries have being using mobile personal 

health devices for day-to-day information gathering, 

patient care and provision of personal health reports. 

There government initiatives like the meaningful use 

Electronic Health Record (EHR) incentive program 

promote the sharing of patient health information with 

health professionals and is designed to increase 

consumer engagement in personal healthcare. This 

technology provides the gateway for mobile health and 

it is expected to accelerate in the coming years.  

 

With the advancement in Electronic Health Record 

capabilities, Mobile health technology can be used by 

consumers to download health information from 

provider portals, or by healthcare providers to collect, 

record, and report health information either manually 
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or via interfaces with biomedical devices.  Automatic 

collection of personal health data is more 

commonplace.  Because of this growing trend, HIM 

professionals should review the latest mobile health 

regulations and best practices, and develop internal 

policies aimed at protecting the integrity and privacy 

of patient records.  

 

Health information captured or stored by clinicians 

using either a personal mobile device or one provided 

by a healthcare organization becomes part of the 

HIPAA-designated record set if that information is 

used to make decisions about a patient. The same is 

true when health information that is collected or 

captured by an individual or patient is transmitted or 

communicated to a provider who uses it in the 

provision of care. 

 

This information also becomes part of an 

organization's legal health record and is subject to 

requests for disclosures, subpoenas, and e-discovery. 

Conceivably, the health information generated by a 

mobile device could also be useful for many non-

clinical applications that use medical records—such as 

audits, health research, and information reporting. The 

challenge for HIM professionals is how to track and 

preserve these records when they reside on mobile 

devices. 

 

Security Policy 

In addition to security and privacy policies, healthcare 

organizations would do well to have policies that 

outline the conditions and acceptable uses of mobile 

devices that capture and store clinical information 

since that information may become part of a health 

record.  

 

Security Concerns 

The theft of a laptop or other mobile devices 

containing unencrypted personal health information or 

the loss of a USB memory stick containing the 

unencrypted personal health information of 

individuals is a major security concern. These devices 

should be protected with the use of encryption and 

strong passwords. Also, care should be taken that the 

least amount of information is stored for the shortest 

amount of time possible. Organizations would do well 

to develop policies and procedures for secure retention 

of data on mobile or portable devices. They should 

also provide training for agents and ensure audit 

compliance of their policies and procedures.   

 

Recent health alerts covered in the next section 

underscore these security concerns. 

 

3. Combating the Ebola Virus with Wearable 

Mobile Devices 

 

This section details an overview of wearable devices 

and their use in combating communicable diseases. 

Epidemics such as Ebola propagation is of paramount 

concern globally. Cases have been reported in West 

African countries such as Guinea, Liberia, and 

Nigeria. Some cases have also been reported in 

western countries such as the United States and Spain. 

There is ongoing research to combat epidemics using 

wearable mobile devices.  

 

This is an overview of some of these efforts. “New 

Ebola research by the Arizona State University has 

demonstrated that quick and forceful implementation 

of control interventions are necessary to control 

outbreaks and avoid far worse scenarios. Researchers 

from the University of Pittsburgh have given wearable 

electronic devices to 450 school children as part of a 

study examining how influenza can spread among 

students” (AP/Atlanta Journal-Constitution, 11/5). 

 

A company called Fullpower recently announced that 

it has received a collection of patents covering key 

breakthrough technologies for wearable non-invasive 

medical devices. These technologies, coupled 

together, resulted in a device that integrates multiple 

sensors with the capacity to collect patient-state 

information, geospatial data, and other sensor data. 

This integrated multiple sensors device can more 

accurately calculate information about the active state 

of the user than standalone sensors. This data can 

then be used to issue accurate and effective outbreak 

notifications. 

 

The use of protective gear and hygiene compliance are 

critical in fighting epidemic outbreaks such as the 

Ebola virus. To enhance hygiene compliance, a 

company called intelligentM has developed a smart 

band to help monitor, manage, and improve healthcare 

workers’ hand hygiene.  

 

Temperature, sensing has been a key medium to 

identifying potential Ebola cases. There are quite a few 

interesting devices that facilitate the determination of 

the human body temperature. Some examples are: 

FLIR ONE, which is a thermal camera integrated in a 

smartphone cover that snaps on a phone.  

 

The camera can capture images that cannot be 

perceived by the naked eye. Using thermal imaging, 

the device expands the portion of the spectrum that 

enables the detection of heat in the accompanying 

smartphone application.   
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Another company, SeekTherma manufactures a 

thermal camera for smartphones that plugs into an iOS 

or Android phones and also makes thermal sensing 

possible via an application. 

 

4. Mobile Personal Health Privacy Concerns 

 

To have an effective legal barrier, mobile personal 

health that intersects with local laws, technology and 

customs and requires a unique adaptation of the 

privacy law system. 

 

This Ecosystem comprises multiple actors with access 

to patient data, all of whom may contribute to the 

patient’s health data and access it or use it in various 

ways that should inform the development of any 

privacy laws and regulations. 

 
Figure .5 

 

U. S Privacy in brief 

 

 Emphasizes that mobile app developers should 

provide clear, readily-identifiable and easy to 

understand methods to notify a user when certain 

kinds of data are being collected and/or 

transmitted.  

 Laws require that organizations maintain 

“reasonable security” over personal data, taking 

into consideration the sensitivity of the data that 

is collected and stored. 

 

Applicable Laws 

 

HEALTH INSURANCE PORTABILITY AND 

ACCOUNTABILITY ACT OF 1996 (“HIPAA”) 

One of the most important federal laws governing 

confidential health information in the United States is 

the federal Health Insurance Portability and 

Accountability Act of 1996 (“HIPAA”).  

Ensures that certain entities, including health plans 

and healthcare providers who transmit health 

information, ensure the confidentiality of certain 

health-related information cannot disclose health 

information except for purposes of treatment, payment 

for treatment, and health care operations without 

obtaining authorization from the patient or participant. 

 

5. Conclusion 

 
The proliferation of mobile personal devices is likely 

to continue unabated. With this rapid growth, steps 

should be taken to ensure that security and privacy of 

mobile data are assured. Wearable mobile devices 

have proven to be effective tools in combating the 

spread of diseases like the Ebola virus.  They also 

enable healthcare workers to effectively diagnose and 

treat infected patients without needlessly exposing 

themselves. 

 

The mobile personal Health community should 

continue to adopt comprehensive mechanisms to 

promote the enforcement and compliance with MPH 

(Mobile Personal Health) privacy and security 

standards, including developing awareness training 

models and certification approaches for providers and 

other data recipients.  
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