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Abstract 
To develop a web application that will act as a repository 

of research papers in the Hudson and Mohawk River 

Watershed, there will be two major components needed to 

consider. They are the front end and back end 

development.  The frontend purpose is to develop a user-

friendly web interface using PHP. In this case, to make 

research papers, easily searchable for quick reference and 

use by users. The back end would be to create a database 

to increase efficiency in storage, retrieval, processing, and 

editing of collected data for the Hudson/Mohawk 

Watershed. Moving, from the previous implementation of 

an unstructured spreadsheet, to a MySQL database. 

Keywords: MySQL, PHP, Web Development, User 

Interface, Database 

1. Introduction 
 

Hudson and Mohawk Watershed would like to move their 

data, currently contained in a relatively unstructured 

spreadsheet to a database. The goal is to build an interface 

that can modify and search the database for the research 

projects in the Hudson and Mohawk Valley. The database 

will be a repository of research projects in the Hudson and 

Mohawk watershed. MySQL will be used to set up the 

database and PHP will be used for the web interface.  A 

database can be defined as a collection of information, 

organized so it’s easily accessible, managed and can be 

continuously updated. It’s like an electronic filing system. 

Databases can be used in many forms, such as Amazon, 

Netflix, Google, Facebook and libraries. In order to access 

information from a database, a database management 

system also known as DBMS is necessary. Database 

management system can range anywhere from small 

systems that run on personal computers to enormous 

systems that run on mainframes. This is the collection of 

programs that provides the capability to enter, organize, 

and select data in a database. Previously and some still 

have to rely on cataloging, manually filing documents in 

order to store information. This method is tedious, 

inconvenient, inefficient and difficult to manage. Many 

documents can be lost or become difficult to locate once 

moved to storage. The time it takes to locate, retrieve a 

document locked up in a storage facility can take hours or 

days to retrieve. There can be information that can be 

urgent or beneficial to the organization, lost in storage. 

Having a database, where data or information can be 

retrieved right to you, when needed can dramatically 

improve workflow and provide you with necessary 

information at a moment’s notice. 

2. PHP and MySQL 
 

Many programming efforts must decide between various 

types of scripting languages. Often the choice is decided by 

the programmer’s preference or comfort level with a 

particular scripting language. In this project the choice of 

scripting language has been provided and therefore not part 

of the developer’s decision making process. “PHP is one of 

the leading Web development languages” so it was simple 

to decide which language to use when developing our web 

interface [6]. Our main focus turns to the integrity of the 

system and the information it will store and provide. Our 

goal is to develop a uniform coding protocol for query 

accessible through a user-friendly web interface. For 

example, Ashish Kumar Tewari, Rashi, GulshanWadhwa, 

Sanjeev Kumar Sharma & Chakresh Kumar Jain use PHP 

and MySQL to deliver a collective repository to accelerate 

the drug discovery and vaccines designing process against 

bioterrorist agents (microbes) (2013) “the database has 

been developed and compiled using RDBMS technology 

with a user friendly interface that presents a non-redundant 

high performance data repository. [1]” The RDBMS 

system they utilized is MySQL with PHP as the front-end. 

The need for a non-redundant system in any repository is 

essential to the success and integrity of the data. Chakresh 
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Kumar Jain, Vidhi Gupta, Ashvarya Gupta, Sanjay Gupta, 

Gulshan Wadhwa, Sanjeev Kumar Sharma & Indira P 

Sarethy use PHP and MySQL to facilitate dynamic 

information storage and retrieval (2012) with the thinking 

that “normalization eliminates data redundancy to improve 

consistency, maximizes the flexibility for application [2].” 

The first PHP scripts were written to track visitors to 

webpages and see who is on the webpage. It was then 

molded into PHP hypertext that can create web 

applications such as e-commerce apps, or web portals. 

“PHP and MYSQL has been the main web development 

tool for it is free and open source” [7]. PHP requires 

MySQL, Text Editors and Apache Server. PHP gives more 

flexibility than C, C++ and ASP. HTML and URL are 

built-ins in PHP language. There are many extensions that 

can be downloaded to increase its functionality. There is 

also a large community for PHP. This gives a variety of 

support to anyone developing in the language. Security 

features of PHP can be altered by a developer in the .ini 

file. This gives flexibility for the developers to choose 

security features [3]. 

PHP is a scripting language and a powerful tool, but has 

some security issues that must be addressed when creating 

a Website and database. One of the most important risks to 

be aware of are SQL injections.  SQL injection is when a 

database driven website where SQL query is sent to the 

database and alters it or deletes it. They can gain access to 

passwords, usernames or other personal information. 

These security risks must be prevented. The website must 

have validation functionality to protect the database from 

data before it enters. Passwords must be encrypted. “SQL-

injection attacks exploit weak validation of textual input 

used to build database queries. Maliciously crafted input 

may threaten the confidentiality and the security policies of 

Web sites relying on a database to store and retrieve 

information” [9]. Creating error messages to avoid 

showing information regarding the database. Restrict the 

access to the database using admin permissions. 

Another risk is remote file inclusion that allows unknown 

user to run code on the web server. Can lead to DoS or 

denial of service. This can be prevented by making 

register_globals directive, allow_url_fopen, 

allow_url_include, and require_once() OFF. 

Cross site scripting is a risk that needs to be considered. 

When the code is sent to the database and becomes visible 

to visitors of the site, stealing cookies and displaying 

personal information. Converting characters that can 

compromise HTML syntax into entities by using 

htmlspecialchars() function.   

Hacking Cookies and Sessions can compromise the user 

accounts. They can take a session ID to log into an account 

and harm that users information. Session_regenerate_id() 

will refresh the user’s ID every time they login [4].  

We will be using MySQL, as it is the world’s most popular 

open source relational database management system 

(RDBMS). The name My was from the co-founder’s 

daughter, My and the acronym SQL is Structured Query 

Language. It’s used by companies such as YouTube, 

PayPal, Google, Facebook, Twitter, eBay, Cisco, 

LinkedIn, Adobe, Amazon, Verizon and Dropbox.  With a 

vibrant community and twenty years of dedication to 

improvement, this was a stable and reliable choice, offering 

us support and guidance where needed.  As the de-facto 

choice for most of the world, this also means that many 

plugins and extensions have been created to allow MySQL 

to run in most any of the modern environments and work 

with a large majority of today's languages, giving 

flexibility for future changes.  On the performance side, 

MySQL benefits from its multi-tiered structure of 

performing queries.  The top layer is a general SQL parsing 

layer; however, the real power comes from the second 

Figure 1: Web Interface 
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layer, which allows fine grain control of how to optimize 

the tables.  The out of the three most popular engines, two 

will be of the most use to us.  The MyISAM engine is 

focused on large-scale databases, meant for high reads and 

low writes.  The default engine, InnoDB, on the other hand 

is the preferred engine as it supports the use of foreign key 

relationships and handles writes at a faster rate then 

MyISAM [5]. 

3. Methodology 
 

Communication is key in working in a team. Early on, we 

decided to choose which method of communication would 

be ideal to work together, in synergy. Emails are great, but 

not the ideal form of communication for immediate 

response. Phone calls would work, but we would have to 

schedule in advance for a time that works for everyone and 

not everyone has the same availability. The application we 

decided to go with is Slack. It’s a real-time messaging 

application that brings all your communication together in 

one place. There are features where you can send direct 

messages, have group conversations, upload documents, 

pin information into the group for future references. It is 

searchable, archived into one place and can be used for 

support requests, code check-ins, error logs and more. 

In order to efficiently work together in a team, we decided 

on using Github. With this we can push/upload our work 

and our team’s members can easily clone/download and 

continue working on it. There will be a user interface so 

before starting on the initial coding aspect in designing it, 

which could take several minutes to months to complete, 

we decided to create a mockup to see if the design suits the 

initial intentions the client has expected. Figure 2 illustrates 

pages of the wireframe established to determine the overall 

look of the user experience. There are many tools and 

applications available for this, such as Balsamic, Microsoft 

PowerPoint and Moqups. For simplicity, we decided on 

Moqups as it’s a simple and quick way to demonstrate what 

we infer from the details provided, is expected of the web 

application.  

The current information is contained in an unstructured 

spreadsheet, our goal is to build an interface to a 

modifiable, searchable database of research projects in the 

Hudson/Mohawk Valley. This project will develop the 

database schema, build a MySQL database with a PHP web 

interface.  

Finalizing the database fields will be the first essential step 

in ensuring the integrity of the data. An appropriate 

uniform coding protocol for queries will be developed. 

This will provide a user-friendly process when retrieving 

the data. Table 1 illustrates the initial fields included in the 

database. 

The web interface is built with PHP and utilizes HTML5 

as its core page structure. Having utilized both PHP and 

HTML5 both of which are open-source technologies 

allows for easy future implementations. PHP will be 

primarily used for back-end communications from the 

HTML forms to the MySQL database. PHP will also act as 

a catalyst to allow the user to make modifications which 

include updating, editing and submitting data to existing 

fields or newly created ones. 

Figure 1 illustrates the web presentation of the initial view 

of the HVMR repository. The HTML grid is a very simple 

two column grid which can be easily translated across the 

various device screen sizes. The user is greeted with the 

option to perform a search query based on the table fields 

from Table 1 as well as the option to view all contents 

currently in the repository. Any editing that may be 

required can only be administered through the admin 

interface which is accessible through the log-in screen with 

the proper credentials. 

 Figure 2: Website Wireframe 
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Table 1. Initial Database Fields 

 

The admin interface menu expands to include the editing 

capabilities in the system. Figure 3 displays the admin 

menu that an administrator will have access to. This menu 

includes options such as add report, update report and 

delete report which respectfully allows each task as stated 

in the menu option. 

Our work aims to illustrate the process of building the 

schema and database using MySQL in order to provide the 

building structure for data entry, data query, data editing 

and reporting functions. The front-end user will be 

provided with the interface to query the database on the 

fields defined in table 1. Figure 4 illustrates the additional 

tables included in the database based on the evaluated 

needs of the system. In an effort to create an integrated 

system a set of relational tables were designed for better 

query results Figure 5 is an illustration of the table 

relationships created for the HVMR system. In addition to 

the user’s ability to query the database they will also have 

the capabilities of creating a new entry in the database as 

well as modify or delete an entry. 

The logic of the schema for the Hudson/Mohawk River 

Watershed Project is to follow the relational model created 

by Boyce-Codd Form (BCNF).  This model has functional 

dependencies it relies on logic with consistency and 

performance.  By using the steps explained in figure 7, the 

initial database structure provided by the client has to be 

realigned and fields created.  Relationships for all tables 

are provided in the new schema.  “Design tables so that 

every determinant is a candidate key.” [11]  

Once setup the database will have the flexibility to query 

research papers by Institutions, members performing the 

studies, or by the citation papers themselves.  A full 

spectrum of fields in the tables have been provided to get 

better information from the projects.  Such as the member 

Figure3: Admin Navigation 

  

Field Name Description 

Institution College or University 

Name Researcher 

Email Email address of research 

Year Year of project 

Department Academic department(s) 

Title of Research or Project Title of the research or 

project 

Description Description of research or 

project 

State, County State, County where project 

conducted 

Category Category of research 

Published Whether published 

URL of paper If published, URL 

Complete citation of paper Citation of paper 

Poster Was there a conference 

poster 

URL of poster URL of poster 

Internal Paper Was the research published 

internal 

Name of contact for internal 

paper 

Contact for internal paper 

Email address for internal 

paper contact 

Email address of internal 

researcher 

Comments Comments 
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Figure 4: SQL Tables 

information, basic institutional information and location, 

or as well as research citations still being worked on or 

completed work.  Queries from web forms can insert and/or 

retrieve data easily for client access. 

 

Any repository depends on the collected data to enrich the 

system. An important aspect of such system is the ability 

to produce reports based on queries. As part of the system 

a reporting feature will be included to allow the display of 

data in various types of reporting methodologies. 

 

HVMR site requires a login component to allow the admins 

of the site the ability to administer the content in a secure 

environment. This feature is being implemented through 

the use of sessions. A session is a way of storing 

information that can be carried from page to page without 

the use of cookies. Session variables solve this problem by 

storing user information to be used across multiple pages 

(e.g. username, favorite color, etc) [10]. The session lasts 

up until the user closes out of the browser. In order to 

implement the use of session a config.php will be created 

to store the often use request to the database. Each page 

that requires a call to the database will pull the credentials 

stored in the configuration file through an include function.  

 

A user’s session will be initiated through the log-in page. 

If the users log-in attempt is successful they will be 

redirected to the admin page with the edit options available 

as shown on figure 3. The user’s session will be continually 

checked from page to page through an include of a 

session.php file running a script to check the credentials of 

the session. The user will be able to end the session by 

closing out the browser or selecting the logout button 

which will destroy the current and redirect the user to the 

login page. 
 

Creating the web front-interface will provide the user with 

all the necessary tools to navigate the wealth of information 

the repository will provide. The interface will be user-

friendly and utilize HTML and PHP as the structural back 

bone of the front-end pages. 
 

4. Results 
 

5 user cases and 3 reports were used in order to test the 

system’s ability to administer the registration of users and 

store the reports relevant data. The users were each given a 

unique id and upon a successful registration prompted to 

login. Figure 6 illustrates the screen that a user would be 

presented with upon a successful registration. Each user 

login would yield a different timestamp per attempt to keep 

track of the registered users access to the administration 

features. Upon submission of a report the data is stored and 

a validation of the successful submission is presented to the 

user. The user was then presented with the option to add 

additional reports. A user may have several ways of 

searching through the systems reports ranging from name, 

category, description, department, year etc. The 

administration of the reports by each user is essential to the 

integrity of the system so it’s in the best interest of each 

user to fully administer the report fields to the fullest. The 

presentation of the query results to each user is 

immediately after the search form submission (Figure 1) 

will allow the user to see the results of their query and the 

Figure 5: Relational Tables 



A7-6 

have the opportunity to submit a new one. As part of this 

process the user’s ability to see the results of their search 

query would allow them to change the query choices to 

maximize the results. 

Figure 6: Success Screen 
 

5. Conclusion 
 

This work tried to develop a repository system that was 

versatile in its capability to store the data as well modify 

and retrieve it. In order to ensure the system’s reliability, 

the system’s proposed plan was compared with other 

systems of similar nature in order to determine the best 

alternative technologies to implement. The comparison 

results showed that PHP and MySQL were the best 

technologies to implement due to their low cost and 

portability. The main contribution of the study is for people 

who are interested in developing a system with the use of 

PHP and MySQL system. It could also be helpful for 

people looking to better understand some of the possible 

pitfalls associated with the technologies. 

The design and implementation of the developed system in 

this study to a viable system allows HVMR to manage the 

current reports as well as any future reports to come. 

Improving upon their ability to manage the content 

currently available. In addition, the user can now be a 

participant in growing the collection of reports. 
 

Currently, we have a front-end for the users to access the 

reports via a multitude of query options. The user is able to 

register to gain administrative options via the back-end 

which then allows the user to submit, edit and delete 

reports. In future implementations we would consider 

adding additional level of users so that admins may 

administer as many users as desired and keep track of the 

user accounts. The admin login page will serve the purpose 

for the admins to edit/delete/add the reports and other 

functionalities as required. 
 

To further enhance the usability of the system we can 

incorporate a more traditional content management system 

interface that will allow for users to manage accounts 

settings as well as allow admins to remove and add users. 

This addition can be very useful in managing users.  

In conclusion the system is primed for future 

improvements. The decision to go with open-source 

technologies such as PHP and MySQL makes the system 

easy to manage and cost effective for the foreseeable 

future. The development of the HVMR system serves as 

proof on the importance of the development of open-source 

technologies that promote usability and expansion in 

development as well as some of the areas that require future 

improvements. 
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