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Abstract 
 

Music notes and the alphabet are both tools for 

communication. However, can we use music to facilitate the 

exchange of secret messages? This work explores the 

constructs of music and cryptography to create a consonant 

harmonic substitution cipher that can hide secret messages.  

 

Index Terms – Music Cipher, Encryption, Substitution 

Cipher, Steganography 
 

1. Introduction 
 

The ability to exchange messages that cannot be understood by 

an adversary is critical for securing the confidentiality of 

information. The process of converting plain text into cipher 

text is called encryption, while the reverse process is called 

decryption. There are different mathematical transformations 

one can use to convert plain text into cipher text including 

permutations, combinations, transpositions, and matrix 

multiplications. [7]  

 

Musical notes and the alphabet are both tools for 

communication. Music uses 12 tones, while the English 

alphabet uses 26 letters. Different mappings of music notes to 

the alphabet can facilitate the encryption plaintext into music 

cipher text.  

 

Musical symbols have been used in cryptography from the 

earliest times. As a matter of fact, a number of cryptologists 

were also prominent musicians. [10] Faber, Haydn, Bach, 

Schumann are examples of composers who embedded “cipher 

themes” in their work. For these artists, musical composition 

with cipher techniques was a mere mechanism to elevate the 

value of their work.  While the cryptographic value of their 

efforts was somewhat limited, their practice derives from an 

awareness that music and semantics have commonalities. [12]  

 

The main goal of cryptography is to create a way to protect 

information from an adversary. In order to accomplish the goal, 

the message must be easy to encrypt but difficult to decrypt, 

unless the recipient of the message has a secret passcode or key. 

Similar to cryptography, steganography also aims to provide the 

confidentiality of information but does so by hiding information 

using a process and an information carrier that the adversary is 

not aware of. 

 

The goal of this study was to create a musical cipher that the 

sender could use to mask a message effectively, not necessarily 

by making the message harder to decrypt, but rather by making 

the message sound inconspicuously and difficult to detect as 

cipher. Our work utilized a traditional substitution cipher which 

is less secure than the modern public key encryption and private 

key encryption schemes, but which relies on musical properties 

to hide the information. Our work is similar to steganography 

in information hiding but a music piece serves as a cipher text 

instead of just an information carrier. 

 

The remainder of the paper is organized as follows: section 2 

provides a review of the existing literature, section 3 discusses 

related music theory, section 4 covers related cryptographic 

concepts, section 5 discusses the proposed musical cipher, 

section 6 compares our proposed method to related works, 

section 7 discusses opportunities for future work and 

conclusions are drawn in section 8. 

 

2. Literature review 
 

While recent studies in the area of combining music and 

cryptography is somewhat limited, several proposals [3,7,6] in 

musical cryptography have involved symmetric key encryption, 

substitution ciphers, and steganography. 

 

Dutta et al. [3] proposed a symmetric key algorithm for musical 

cryptography. The algorithm converts plain text into a musical 

piece by substituting the text characters with mathematically 

generated musical notes. The sequence of musical notes 

generated for a particular character sequence of plain text 

mimics a musical pattern. This pattern is then send to the 

receiver as a music file. The seed value for encryption and 

decryption key is sent using the RSA algorithm, where the key 

maps the letters corresponding to a musical note. Their 

encryption key used is an n x n matrix and it will be generated 

using the seed value for the key. 

 

Kumar et al. [3,6,7] proposed a series of evolutionary 

computational approaches to ensure that the musical sequences 

produced are pleasant to the listener.  For example, a genetic 

algorithm based symmetric key musical cryptography 

algorithm was proposed to obtain an optimal sequence of 

musical patterns as a cipher message [3]. Kumar et al. [7] 

proposed a fuzzy logic based algorithm for musical 
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cryptography which produces adequate musical sequences hard 

to be detected as cipher. Their method is based on the idea that 

note density, duration, and intensity, as well as rhythm and 

harmony are hallmarks of a composition style. These style 

characteristics, or rules, can be quantified using fuzzy rules, and 

then used to encrypt messages. Their proposed model is based 

on a symmetric key substitution cipher which uses one of n 

candidate notes to encrypt a particular character.   

 

Further, Kumar et al. [6] proposed a hybrid Polybius and 

Playfair cipher which encodes a message into a sequence of 

musical notes. Polybius and Playfair are both substitution 

ciphers. The encryption process involves generating a key 

matrix using a random number generator and optional keys; 

converting the message into Playfair digraphs and encrypting 

the digraphs using the Playfair algorithm and the generated key 

matrix; encrypting the intermediate Playfair cipher using the 

Polybius indices of the same key matrix; and generating the 

music file using the generated musical equivalents of the 

Polybus cipher. 

 

Yamuna et al. [13] proposed two insertion methods that insert 

random bits into the plain text and then substitute the bits with 

musical notes. 

 

3. Music Theory 
 

3.1.  Scale 
 

The most basic of all scales is a single octave of the C major 

scale. This scale consists of no sharps or flats, and can be played 

by simply pressing every white key on a piano from one C to 

the next C an octave above it. In the scale, there are seven tones 

which are noted as C, D, E, F, G, A, and B. The basic 

construction of any scale is an accumulation of whole steps and 

half steps. A major scale is built by the following pattern, a 

whole step, a whole step, a half step, a whole step, a whole step, 

a whole step, then finally another half step that will result in the 

octave of the base note. [11] 

 

“Scale degree” refers to the order of the note on the scale. For 

example, on the C major scale, C is 1 which is the base note or 

tonic, D is 2 which is the supertonic and one whole step above 

the tonic, E is 3 which is the mediant and one whole step above 

D. This pattern repeats until the scale degree becomes 8 (or 1) 

and the note is C, which is the octave of the tonic. [11] 

 

3.2. Chords 
 

A chord is constructed by playing more than 2 notes at once. 

All chords built off of a certain tonic will carry the key signature 

of the tonic, unless otherwise notated with accidentals. An 

accidental is a sharp or flat outside of the key signature used 

inside the notation of the piece.  

 

A C major triad chord would consist of the C-G-E (1-3-5), 

which is the tonic, mediant, and the dominant. If one were to 

build a D chord in the key of C major (2-4-6), it would be 

considered a minor chord because the mediant of a D major 

scale is F#, but in the key of C major, F is natural. This results 

in a lowered third degree of the D scale in the key of C, and the 

triad in the key of C must be minor unless otherwise specified. 

There are four main types of chords, major, minor, augmented, 

and diminished, and all of them aside from the augmented chord 

can be found inside of any major scale if you were to play triad 

chords above all the scale degrees. The tonic, mediant, and 

dominant will always create a major chord when in a major key, 

just as 7-9-11 (or simplified: 7-2-4) will always create a 

diminished chord, and a triad built off of the 3rd degree or the 

6th degree will event in the creation of minor chords (3-5-7, 6-

1-3). 

 

Of the C major triad, the “root,” or base note, would be 

considered the lowest note of the triad when it’s reduced to its 

most condensed form (the three notes stacked on top of each 

other inside the staff). The root for this scale is C and the “third” 

is the second one in the stack, followed by the fifth, which is at 

the top of the triad. 

 

3.3. Dissonance and consonance 
 

Certain combinations of notes sound more pleasing to the ear in 

traditional western music, and have been used throughout 

history as part of classical and baroque music styles. These 

combinations helped form rules and conventions for 

constructing a consonant and pleasing series of notes.  

 

Dissonance is not necessarily a bad thing to have in a musical 

piece. Dissonance is used frequently in many styles of music, 

including classical. The use of dissonance in classical music is 

meant to create a sense of conflict or tension that will eventually 

resolve in consonance. However, dissonance is not always used 

as a predecessor to consonance. For example, dissonance 

contributes to the unique sound of jazz and blues. As such, it is 

common practice to lower the seventh degree of the jazz scale 

to create dissonance in the C major 7 chord (which is the C 

major triad with the lowered seventh degree played on top), but 

it is so common that people find it to be an important part of the 

scale in general. 

 

3.4. Rhythm 
 

There are a few important types of basic rhythms that we 

reference in our study. Each character in the simple substitution 

cipher will get one full beat of the measure or bar. Beat division 

is a major way of differentiating notes. There are countless 

ways to divide a single beat, but most of it can be explained 

through fractions. The names of these beats come from the 

division of 4 beats to a measure. 

 

There are 4 beats in one measure, so every note that uses one 

full uninterrupted beat is called a quarter note because it 

accounts for one quarter of the measure. Consider each 

individual beat the equivalent of 100 equal portions. A quarter 

note would be 100 percent of a beat and there would be a total 

of four per measure represented in fig. 1. 
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Fig. 1: quarter notes, 100 percent of a beat 

 

An eighth note is the equivalent of dividing a quarter note 

evenly into two notes per beat. Each eighth note accounts for 

50 percent of a beat, as fit two equal eighth notes in one beat. 

There can be a total of eight eighth notes in a measure as 

represented in fig. 2. 

 

 
Fig. 2: eighth notes, 50 percent of a beat 

 

A triplet is the division of a single beat into three equal sections 

and is represented by three eighth notes in succession with a “3” 

above the bar. Each individual note in a triplet accounts for 33 

percent of the beat. There can be nine triplet notes in a measure 

represented in fig. 3. 

 

 
Fig. 3: triplet, 33 percent of a beat 
 

A sixteenth note is the division of a single beat into four even 

notes. Each sixteenth note accounts for 25 percent of the beat 

and there can be a total of four sixteenth notes in each beat. 

There can be sixteen sixteenth notes in each measure 

represented in fig. 4.  

 

 
Fig. 4: sixteenth notes, 25 percent of a beat 

 

3.5. Circle of Fifths 
 

 
Fig. 5 the circle of fifths, a diagram used to determine key 

signatures and relative minors. 

The circle of fifths is generally read with C major as a starting 

point. Note G is the dominant or fifth in the C major scale, 

therefore, it is the next major scale included in the circle of 

fifths. Note D is the dominant in the G major scale, therefore it 

comes after G in the circle, and so on. In the key of C however, 

D is the second degree.  

 

The pattern of the circle goes from the first to the fifth to the 

ninth to the thirteenth, and so on, until the circle is complete. 

Any scale degree greater than seven can be reduced by seven to 

achieve their scale placement in a more comprehensible format, 

thus creating a circle that goes from the first to the fifth to the 

second to the sixth until the circle is complete.  

 

Fig. 5 includes some sections that contain two different notes or 

scales in the same area. These are considered diatonic notes or 

scales, meaning that the two scales have the same sound when 

they are played as they begin and end on the same pitch. They 

are both included in the circle of fifths to show their relationship 

as well as to exemplify the nature of the circle going from B to 

F to C to G in their respective key signatures.   

 

4. Cryptography Concepts 
 

Cryptography is the art or science of transforming a message 

into a form incomprehensible to an unintended receiver. This is 

usually done by allowing the intended receiver to attain some 

sort of key or secret to decipher the message. The idea is to 

make the process of encoding a message simple, and the process 

of decoding the message difficult or virtually impossible 

without the necessary information.  

 

Plaintext is the original message before it is encoded using the 

cipher. Ciphertext is the message after it is encrypted using the 

cipher. The goal of decrypting a message is to change it from 

ciphertext into plaintext, typically by using a key.  

 

Cryptanalysis is the process of analyzing the ciphertext in order 

to devise a key to convert the message into plaintext. This can 

be done without a key and may be done by an adversary looking 

to steal information. Code is the algorithm used by the 

cryptanalysts to decipher the secret information.  

 

A monoalphabetic cipher is the simplest type of cipherkey. This 

cipher encrypts each individual character in the plaintext 

alphabet with an individual character in the ciphertext alphabet. 

This cipher fairly simple to decode using statistical analysis, 

and without knowing the key.  

 

The monoalphabetic cipher has been used since the origins of 

cryptography were documented. For example, the Caesar 

Cipher is a form of cryptography used by Julius Caesar. This 

cipher shifts the alphabet over a certain number of letters. As an 

example, if any iteration were to have the key of 2 or B, the 

alphabet would shift from the plaintext alphabet to the cipher 

text alphabet as show below: 
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Plain text alphabet:  

ABCDEFGHIJKLMNOPQRSTUVWXYZ  

 

Cipher text alphabet:  

CDEFGHIJKLMNOPQRSTUVWXYZA 

 

As a result, the plain text message “HELLO” becomes cipher 

text “IDMMP.” 

 

5. Proposed Musical Cipher 
 

The goal of our proposed encryption cipher is to generate a 

cipher key that will abide by the conventions of music theory. 

We intend to avoid dissonance and uneven beats in a measure 

by creating a key that stays in one key signature in the context 

of a single major scale. The purpose of this approach is to 

generate a tune pleasing to the ear, regardless of the plain text 

composition. We expect that this approach will optimize 

musical uniformity.  

 

In the case of the monoalphabetic or simple substitution cipher, 

we will assign each letter in the alphabet to a music note along 

with a distinct rhythm (beat division). The letters are ordered by 

their frequency in the English language. [12] The corresponding 

note and rhythm follow the circle of fifths. [5] Table I below 

shows the substitution cipher in the key of C major. 
 

TABLE I.  Substitution Cipher in the Key of C Major 
LETTER NOTE  BEAT DIVISION 

E- C  100 

T-  G  100 

A-  D  100 

O-  A  100  

I-  E  100 

N-  B  100 

S-  F  100 

H-  C  50  

R-  G  50 

D-  D  50 

L-  A  50 

C-  E  50 

U-  B  50 

M- F  50 

W- C  25 

F-  G  25 

G- D  25 

Y-  A  25 

P-  E  25 

B-  B  25 

V- F  25 

K-  C  33 

J-  G  33 

X-  D  33 

Q-  A  33 

Z-  E  33 

 

Subsequently, Table II shows an alternative substitution where 

letters are substituted with scale degrees.  

 

 

TABLE II Substitution of Letters with Scale Degrees 
LETTER SCALE DEGREE BEAT DIVISION 

E-  1   100 

T-  5   100 

A- 2   100 

O-  6   100 

I- 3   100 

N-  7   100 

S-  4  100 

H-  1   50 

R-  5   50 

D-  2   50 

L-  6   50 

C-  3   50 

U-  7   50 

M-  4   50 

W-  1   25 

F-  5   25 

G-  2   25 

Y-  6   25 

P-  3  25 

B-  7   25 

V-  4   25 

K-  1   33 

J-  5   33 

X-  2   33 

Q-  6   33 

Z-  3   33 

 

Using this cipher, the plain text “hello” in the key of C is 

encrypted into cipher text “C50 C100 A50 A50 A100,” as 

shown in fig 6. 

 

 
Fig. 6 The musical representation of the word, “hello” using the 

proposed substitution cipher.  
 

In order to generate a consonant cipher, we arranged the notes 

by fifths. This choice was motivated by the fact that the 

correlation of scale degree 1 to 5 is the most consonant of all 

musical intervals. To implement this cipher, we found the 

frequency of every letter of the alphabet, then we paired each 

individual letter with a scale degree. By incrementing the scale 

degree by a fifth as we assigned each letter, we were able to 

establish a corresponding number for each letter of the alphabet. 

Given that the scale contains only seven unique notes, we 

changed the beat division designated to every note to make each 

letter have a unique identifier.  

 

In order to generalize and customize the proposed cipher, 

encryption principles can be reassigned any major scale with 

any key signature, as represented in Table II.  
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To establish uniqueness in the different notes we used different 

beat divisions. Considering one quarter note to be a single beat 

in any given measure, every letter will be designated a single 

beat. The beats can be divided into numerous ways. However, 

for consistency, we selected a format that separates the beats in 

the simplest way possible. The first way to divide the beat is by 

using the entire beat to play a single quarter note, which is 

represented by the percentage or 100. The second beat division 

is an eighth note which is represented by a 50 so the note is 

played twice in the length of the beat. The sixteenth notes are 

represented by 25s because they will be played 4 times in a beat, 

and the last and least frequently used notes will be written as 

triplets, which are separated into 3 even notes in a single beat.  

 

For example, Fig. 2 represents the word, “hello” using our 

proposed substitution cipher. In this case, letter “H” is 

represented by the first two eighth notes because is allocated a 

beat division of 50. Therefore, every letter that has a beat 

division of 100 will be represented as a single quarter note, 

which is the second beat in the measure represented as the letter 

“E.” 

 

6. Discussion 
 

The substitution cipher used in this study aims to make the 

music sound consonant by abiding to classical music theory 

standards. The overall goal is to have a secret message sent 

using this cipher sound inconspicuous to unintended receivers. 

One significant difference of the proposed cipher over previous 

works [3, 6, 7] which rely mainly on the twelve tone chromatic 

scale, is that our work relies on the Ionic scale which generates 

a more harmonic cipher text.  

 

 
Fig 7. “hello, friend” using the encryption formula in dCode 

 

Similar to our proposed cipher, dCode1 also relies on the Ionic 

scale. However, the dCode cipher includes two octaves in four 

different rhythmic options. These options include the eighth 

note, the quarter note, the half note, and the whole note. The 

dCode cipher allows for a total of 59 characters which include 

punctuation, such as commas and periods. Furthermore, the 

dCode cipher also includes an option to create a customizable 

set of characters to encrypt with using their music cipher. Our 

proposed cipher does not include such features.  

 

However, due to variety in note lengths and pitches, the cipher 

text generated by dCode does not make for a uniform sound. In 

addition, the dCode cipher does not determine the length of a 

measure, therefore, their measures continue until the message 

is complete instead of following a specific time signature. This 

approach makes the cipher text more difficult to read and less 

conventional. There is little to no pattern based on the rhythms 

                                                      
1 dCode features a set of web-based tools for math games and cryptography, 
available at http://www.dcode.fr/music-notes.  

of the pieces, and the different letters will rarely fall into a 

symmetrical pattern. As a result, the cipher text sounds heavily 

improvised and more like an avant-garde piece when compared 

to the simple and consonant key we proposed. [8] 

 

Using the chromatic scale of 12 notes, the study conducted by 

Kumar et al. [6] first uses a Playfair substitution cipher, which 

is a five by five matrix that converts a pair of letters into couples 

of symbols without repetition. They then convert the Playfair 

cipher into another ciphertext by using the 12 by 12 conversion 

matrix which contains representations for all 12 chromatic 

notes in the scale so that every letter is represented by the two 

chromatic note representations.  

 

The method proposed by Kumar et al. [6] is more secure than 

the method proposed in our study because it includes a pseudo-

random generator that determines the Playfair matrix, which 

adds an additional level of complexity. The pre-encrypted 

message is then inserted into the Polybius matrix which are then 

calculated into a second couple. This second couple, assigned 

to each individual character, is representative of two pitches. 

This allows for 144 different combinations.  

 

One limitation of the method proposed by Kumar et al. [6] is 

that rhythmic notation is not accounted for. Furthermore, 

despite the versatility of this specific cipher, it does not sound 

as consonant as our proposed cipher. This is due to the fact that 

the cipher [6] is based on the chromatic scale, which contains 

all of the twelve chromatic pitches, which will not fit easily into 

any set scale, and which may sound quite dissonant depending 

on the pitches assigned. There are tones that are paired with 

their “tri-tones” which are the most dissonant and universally 

non-traditional musical combinations.  

 

7. Future Work 
 

Our proposed cipher, though consonant, does not qualify as a 

strong encryption method. Encrypting the same letters using the 

same substitution is subject to attacks based on statistical 

analysis. [7] To strengthen the method, the application of the 

proposed cipher can be combined with existing public key or 

private key encryption algorithms. Furthermore, the use of the 

cipher should be limited to encrypting information that is short 

in length to make the statistical analysis of the cipher text 

harder. For example, the proposed cipher can be used to 

communicate a 12-character password. The password can then 

be used to generate the private key needed for a private key 

encryption algorithm like AES for example.  

 

In addition, our proposed cipher can also be used in 

combination with a more comprehensive harmonic approach by 

using chords to cloak the melodies. By assigning multiple 

musical phrases to chords that follow a specific structure, it will 

allow for more variations within the implementation of the 

cipher. For example, if one were to assign a 12 bar blues, the 

http://www.dcode.fr/music-notes
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key would change within the text, reassigning the scale degrees 

of the piece to fit the chord structure. The structure of a simple 

blues chorus would be four measures in the key of the first scale 

degree followed by two measures of the fourth scale degree, 

then two more of the first, then two of the fifth, then ending with 

the last two measures in the first degree.  

 

Another method to make the cipher sound more fluid might 

consist of shortening the messages or adding notes to the 

melody to help the music fill a complete musical phrase. If the 

message is shorter than a full measure or phrase, we can then 

create a method for randomly filling in notes that match the 

harmony to the corresponding chords and song structure.  

 

Future solutions may be inspired by current implementations on 

micro-blogging platforms, like Twitter. For example, with 

“retweets” someone adds on top of an idea. The person 

responding to a tweet will begin to formulate their response, and 

the free space at the end will repeat the beginning of the 

message until the character count hits the maximum of 140 

characters. This is known as the “Broken Phone Effect.” [2] 

 

This process results in an automatic truncation that can make 

the original message difficult to understand. However, in music, 

repetition is preferred. The idea of motifs and recurring “licks” 

continue to make songs sound more authentic and improvised. 

However, due to the repetition in this method, it would make 

the encryption easier to break. To address this limitation, adding 

the notes into the body of the cipher rather than at the end might 

be a more suitable technique.  

 

8. Conclusion 
 

Cryptography is of the utmost importance in computer security 

today. This study explored the idea of combining music and 

cryptography to create musical cryptography solutions. To 

accomplish this we used classical music theory and a 

substitution cipher based on the frequency of letters used in the 

English language. We were successful in creating a cipher table 

that generates consonant sounds, but the cipher itself does not 

have strong security. Substitution ciphers are rarely used today 

because they are easy to break. Furthermore, during the song 

exchange process, a user would need to find a secure way to 

distribute the cipher table to the intended receiver to decrypt the 

message. This key distribution in this scenario presents a 

problem that has to be addressed through further research. 

Although our proposed model for music cryptography is not 

secure, the prospect of using musical notations for both 

encryption/decryption and well as key generation shows 

promise.   
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