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   Abstract— Keystroke Biometric Authentication has the 

potential to provide an increase in security with low cost 

maintenance and integration with existing equipment.  

Many studies have been done on Keystroke Biometric 

Authentication including: data collection, surveys, 

classification algorithms and system performance. 

Keystroke Biometric Authentication can provide an 

additional layer of hidden security through smartphone 

capabilities by sensing multiple physiological and 

behavioral characteristics. This will allow the smartphone 

to recognize a unique user through sheer user-interaction 

alone.  Further research is required to consider extreme 

human characteristics. Keystroke Biometric 

Authentication has the ability to be applied to all human 

beings that use technology and therefore every use case of 

every human characteristic must be analyzed. 

 

  Keywords — Keystroke, keystroke dynamics, keystroke 

biometric authentication, user authentication, 
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I.  INTRODUCTION 

 
martphones have become an essential everyday tool in 

21st century society.  People around the world have 

become dependent on the smartphones for browsing 

the web, using apps, storing personal sensitive 

information, and security. Lives can be severely negatively 

altered if unauthorized access is granted.  Keystroke 

Biometric Authentication (which henceforth will be referred 

to as KBA) can provide an important part in security without 

the cost of performance.  An individual can provide 

something that they are and something that they can do [1]. 

This means a user needs only to interact with their phone 

while in the background KBA authorizes the user and allows 

access. KBA has the capabilities to work under several 

security conditions by authenticating, identifying, and 

authorizing the user without the user being aware of its 

security features. This adds a stronger layer of security than 

the current password check security system while also 

minimizing annoyances to the user. 

There are many biometric features available today such as: 

signature, gait, lip motion, voice, keystroke, mouse 

movement, and stylometry (a form of authorship recognition 

that relies on the linguistic patterns) [2, 3].  

Every person has an individual keystroke rhythm that is 

unique, much like a fingerprint. KBA will one day be used as 

a template check system. In other words, the user’s typing 

patterns will be checked against a template specific to them. 

That is how KBA will be able to authenticate its user. It is 

believed that KBA is linked to neuro-physiological patterns 

[1]. Even if the user has damage to their fingers, wrists, arms 

or shoulders the physiological KBA pattern for that individual 

will remain the same [1]. The only possible change that may 

take place is the user’s change in typing rhythm over time. 

This would require the reprograming or retraining of the 

user’s KBA template. This can lead to acceptance and 

confidence in the KBA system.  

Many studies have shown the validity of KBA already. 

The goal of this research is to improve the accuracy and 

performance of KBA by capturing data through the two thumb 

input method on smartphones. We chose to focus on this 

because as per Figure 1, it was the most popular among our 

survey takers. Our intent is to gather a diverse amount of data 

in order to achieve a better outcome from previous research.   

 

II.  KEYSTROKE    BIOMETRIC AUTHENTICATION 

OVERVIEW 

 
Gathering user-driven information by utilizing data 

collection, we can provide new evidence that KBA is a sound 

authentication technique.  This investigation can lead to the 

validity of our ideas based on our observation of the KBA 

S 
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testing phase [4].  Our research can have a great 

contribution to knowledge base on the explanation, 

comparison, generalization and theories of the KBA 

biometric investigation.  Our effort in this endeavor may not 

be based on its originality, but will be considered a 

contribution to the body of knowledge of KBA, specifically 

through the use of smartphones.   

Keystroke Biometric Authentication is defined as the 

verification of a user by the pattern and rhythm of their 

typing on a device. It is being considered by many as the 

next generation of security because it will be more secure 

and less intrusive than current 2 factor authentication 

methods [2]. Currently users need to type in a password 

(something they know) and then enter a code generated 

from a device like a smartphone (something they have) in 

order to prove their identity. With KBA, users will be able to 

type in their phones and continually confirm that they are the 

correct individual just by answering text messages or 

inputting a phone number, for instance. Even if the user is 

impaired physically, KBA will still be applicable as user 

identification is unique to the owner of the device [1]. 

 

 

The KBA system consists of the following components: 

training, data collection, feature extraction, feature 

classification/matching, decision making, retraining and 

evaluation [5].  Training is the first step in KBA.  The user 

must provide at least ten identical neuro-physiological 

patterns through keyboard input in order for the training 

process to record the user’s pattern. The pattern of the user is 

considered to be the user’s template.  The input pattern that 

makes up the template may consist of many different 

characters, passphrases, and numerical inputs [6].  The second 

step is the collection of data, which will take place in the 

background during the training process. As a user types into 

the smartphone, a single data point is aggregated from T 

seconds of input [5]. Each data point is then aggregated to 

create a set of data points, which will be used in the next 

component of KBA. This is known as feature extraction.  The 

raw data collected by the mobile devices is then classified and 

checked against the template created in step one. These steps 

are known as the feature classification/matching and decision 

making components. The driving force behind this content are 

the features of Dwell Time (DT); which is the time between 

the press and release of a key, and Flight Time (FT); the time 

between the press and release of two consecutive keys [7].  

Once the information is classified and a decision is made on 

whether the user input matches the user template created in 

step one, authentication is granted or not granted to the user 

based on the decision. This evaluation of data is the final step 

in the KBA process [5]. There may be false positives or false 

negatives when evaluating, which is why retraining is also 

paramount in this final step.  

 

III.  IMPROVED DATA SURVEY 

 
 In our research we have found publications that have 

used surveys to track and analyze people’s keystroke 

biometrics. One of those particular publications have brought 

to light that most of the surveys utilized subjects from 

institutions, thus skewing the results and failing to provide an 

accurate representation of the general public [8]. The goal of 

our research is to craft a survey that draws from University 

students as well as other demographic pools. To delve even 

further, the behavioral and physiological characteristics must 

be considered when collection of data takes place.  These 

factors include: ethnic backgrounds, hand/finger dominance, 

gender, age, any accidental injuries, and operations, physical 

or mental disabilities.  

 By capturing a truer sample of the general population we 

will be able to uncover any deficiencies that KBA may have. 

A person who uses a smartphone in their professional life, for 

example, may be more prone to type on a smartphone 

keyboard. Case in point, being more accustomed to the layout 

of the interface as well as having developed muscle memory 

of the flow of smartphone typing.  Therefore, if this person 

were chosen to be part of this study, he/she would provide an 

extraordinarily fluid sample. On the contrary to this, a person 

with little to no smartphone experience may provide a choppy 

sample, having to stop and start as the person hunts-and-pecks 

for letters on the keyboard.  These cases represent the 

extremes that KBA must account for and able to discern.  

 It is unfair to say that all university-attending subjects are 

better adapted to using smartphones. But it is fair to say that 

drawing all or nearly all subjects from one demographic has 

the potential to skew results. This can create weaknesses in 

the KBA program, especially when it encounters an outlier. 

Only having a diverse survey pool can we test the boundaries 

of KBA. Our pool of over 100 subjects draws from around 

70% university educated people. While still being on the high 

end of the spectrum, it is an improvement In terms of the 

demographics selected from previous studies.      

 

IV.  HUMAN FACTORS 

 
The challenge of keystroke biometrics is the capturing, 

measuring, and assessing of person’s typing rhythm on a 

Figure 1: Main Smartphone Input Method 
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smart phone. Through analysis of the data set captured, a 

digital signature of the human interaction with the smart 

phone is created. This signature is rich in cognitive qualities, 

and is unique to every individual thus allowing for its 

utilization as a personal identifier.  However, concern in 

regards to real world conditions must be considered when 

obtaining data through the capture process.   

Keystroke biometrics on smart phones, with touch screen 

and timing features, needs more research involving human 

factors, as human factors may skew findings. [5, 9, 10, 11, 

12].  Our work will focus on identifying several behavioral 

and physiological characteristics found in humans. Each is 

uniquely associated to an individual and categorically 

distinguishable.  These factors can interfere with the 

authentication accuracy due to the variation in typing rhythm. 

Some of these causes identified are: fatigue, distraction, 

ethnic background, hand/finger dominance, gender and age, 

any accidental injuries, operations, physical disabilities or 

mental disabilities.  The effects of these human factors must 

be taken into consideration during not only the data gathering 

stage but throughout the entire machine learning process. 

First, we shift our focus to the physiological 

characteristics. This includes a person’s physical attributes, 

such as finger/hand dominance, physical injuries and motor 

disabilities [5]. These traits are considered to be the leading 

traits that can support high recognition or high false rejection 

rate [13]. Explaining further, these are the physiological 

factors that can hinder or facilitate data capturing. For 

example, injuries and disabilities, such as a cut or dislocated 

finger, can produce quite different results in the keystroke 

rhythm dynamics. Consider a healthy individual who 

suddenly endures a cut on their thumb. When they type into 

their smartphone the pattern will be different than their 

template due to the cut. This is an example of an event that 

will hinder data capturing.  Another example is individuals 

developing arthritis, carpal tunnel, dislocated joints or 

factures.  Their attributes that grow over time must be 

considered during the machine learning process and retraining 

process as well [14]. 

Secondly, we discuss the physiological and behavioral 

factors that may affect keystroke biometric dynamics.  There 

are five main ways in which users can input data into a phone: 

single hand dominant thumb, single hand non dominant 

thumb, dominant hand holding the phone while non dominant 

finger touches screen, non-dominant hand holding the phone 

while dominant finger touches screen, and finally two thumb 

input [15]. Any of these five input methods can be used alone 

or in combination with one another. External conditions can 

change for the user, like the carrying of an item, eating, 

smoking, handling children, multi-tasking, etc.  Each input 

method will produce a unique keystroke biometric dynamic 

rhythm possibly creating a high rejection rate for the 

authenticating user. 

Third are behavioral characteristics that a human can 

create during their lifetime.  Users with ambidexterity can 

switch between hands at any given time depending on what is 

more comfortable for that person. This can cause 

authentication to fail during the retraining process [16].  Data 

capturing process is not considering the reality of human 

factors and real world conditions.  Consumers are creatures of 

adaptability and will adapt according to their environment 

[17]. 

 Other factors that must be taken into consideration are the 

various methods used to input the data into the mobile 

device.  These methods that are used can vary the verification 

results when an individual requests access to a device.  The 

second most common security code input, according to our 

survey of 100 people, Figure 2, is finger print image. Other 

input methods, like voice recognition, are used constantly 

throughout the use of the mobile device.  It’s easier to voice 

text your message rather than typing it.  With more advanced 

applications on the market today, voice recognition has 

become the dominant input method compared to others [18]. 

 According to our survey results out of 100 participants, 

Figure 2a, majority of the users have iPhones. The most 

popular voice recognition software we have today are Siri, 

from Apple, Google Now, and Cortana from Microsoft [19]. 

Consumers can make a voice request and the application will 

execute that command.  Voice commands are another feature 

used in today’s world of mobile devices.  One can request Siri, 

Google Now, and Cortana and complete any number of 

actions through its mobile voice capturing 

   
                

 
         

Fig. 2.  Security lock preferences, survey of over 100 people we conducted  
  

 
 
Fig. 2a.  Mobile device usage, survey of over 100 people we conducted  
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capability.  Although keystroke input is still the major input 

method of phones, voice recognition software has grown 

enormously and should be considered a possible issue 

as direct input application features become more available in 

today’s modern technology [16, 20]. 

With that being said, retraining and adaptation to machine 

learning must be conducted several times within a specific 

time frame based on the user's characteristics.   Researcher 

such as D. Hosseinzadeh et al.  [21] have proposed diverse 

applications that constantly renew the reference 

template.  However, since keystroke biometric dynamics is 

not used in mobile devices at this time, research in keystroke 

biometric authentication on smartphones would be considered 

challenging when collecting keystroke data capturing [14].  

 Future research for keystroke biometric authentication on 

a mobile device with short numeric input can improve on the 

machine learning/data capturing process. They must include 

all possible input methods discussed previously with 

adaptation for any physiological and behavioral factors such 

as fatigue, distraction, ethnic background, hand/finger 

dominance, gender and age including, any accidental injuries, 

operations, physical disabilities and mental disabilities. 

 

V.  INPUT METHODS 

 
When discussing the impacts human factors can have while 

collecting data, the question ultimately raised is how to go 

about collecting that data. Meaning in basest of terms, how an 

individual uses their fingers and thumbs to manipulate objects 

on their smart phone.  The main theme of this entire work is 

intrinsically linked to the main application of KBA: how 

people input data differently. According to research done by 

Steven Hoober, UX and Design expert, there are three ways 

people actively interact with their smart phones: one handed, 

cradled, and two handed [22].  

 

 
 

Hoober mentions that these holds are not static and people 

tend to switch holds between tasks, sometimes within 

seconds. This leads us to believe that even more research 

needs to be done in order to fully understand what leads a 

person to switch phone holds. Therefore, as far as KBA is 

concerned, the answers to the why and what of this question 

will lead to a more accurate identification of the owner of the 

smart phone.   

We have now defined human physical and mental factors as 

well as taken into consideration input techniques that must be 

accounted for in order to achieve better accuracy with KBA.  

 
 

What comes next is the collecting of data via smartphone 

entry. Unfortunately, the scopes of these considerations move 

our work into a time span far exceeding what we are allotted. 

There have been studied conducted that have acquired data 

from test subjects' keystroke biometrics. Using that analysis, 

we can create a best approach to collecting data in accordance 

to our specifications.  
 

VI. KEYSTROKE DYNAMICS DATA COLLECTION  
 

 Basing our analysis on the data collected from Killourhy 

and Maxion's publication, "Comparing Anomaly-Detection 

Algorithms for Keystroke Dynamics", we have found 
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significant patterns in people's typing rhythm.  A subject pool 

of 51 typists from a university community was chosen to take 

part in this study. All the subjects typed the same password, 

and each subject typed the password 400 times over 8 sessions 

(50 repetitions per session). The password (.tie5Roanl) was 

chosen and Figure 6 presents the timing information for the 

password. The special developed software measured the 

keyup and keydown events as the subjects continually entered 

the password via keyboard. The information extracted from 

the program focused on three crucial values which are: 

1. H.key: designates a hold time for the named key (i.e., 

the time from when key was pressed to when it was 

released) 

2. DD.key1.key2 designates a keydown-keydown time 

for the named digraph (i.e., the time from when key1 

was pressed to when key2 was pressed). 

3. UD.key1.key2 designates a keyup-keydown time for 

the named digraph (i.e., the time from when key1 

was released to when key2 was pressed). 

The data in Figure 7 also demonstrates the three-value 

information with the subjects' keystroke biometrics in a clear 

sequential pattern in cluster. Indeed, a digital keystroke 

fingerprint could be tied with a person. Keystroke dynamics 

can be use as access control that requiring a legitimate user to 

type a password, and by continually authenticating that user 

while they type on the keyboard. 

Using the same methods applied in this study we can now 

improve upon the design and apply it to our specific task at 

hand. We can accomplish this by including a constraint on our 

test subjects; limiting them to only use one of the input 

methods discussed in the earlier section. By studying one 

input method at a time we can compare information and 

determine if one input method (one-thumb, cradled, or two-

thumb) is more accurate and thus more suitable for user 

authentication.  

  

 

VII. DISCUSSION AND RECOMMENDATION 
 

Based on previous surveys conducted at Pace University 

we will be using the same LG-D820 Nexus smartphone as 

well as the same 10-digit numeric passcode (914 193 7761) 

[23, 24]. There are five main ways to input information into a 

smartphone: using two thumbs, holding the phone with the 

non-dominant hand while typing with the dominant hand, 

holding the phone with the dominant hand while typing with 

the non-dominant hand, holding the phone in the dominant 

hand and using the dominant thumb to type, and holding the 

phone in the non-dominant hand while typing with the non-

dominant thumb [5]. This research focuses solely on 

smartphone input using two thumbs as this is the main method 

of communication. If KBA is used in the future, this group 

believes that there will have to be multiple templates for a 

user. Having to create five templates in accordance with the 

texting methods above will allow applications to check 

multiple sources of verification. We hypothesize that added 

templates for a user will decrease false positives which will 

make KBA more accurate. Adversely it may give 

unauthorized users more chances to authenticate based on a 

certain profile. 

Another hypothesis that should be explored in the future 

is the validity of the ratio of between typing speed and typing 

pressure for dominant and non-dominant hands. Dividing the 

average typing speed by the average pressure of a key press 

will result in a ratio that can be calculated with the dominant 

and non-dominant hands. If the ratios are similar on-average 

then the dominant hand vs. non-dominant hand hypothesis is 

irrelevant. 

Currently there are two apps on the LG-D820 Nexus 

smartphones this group is using to collect data. One is for 

numeric data collection only (which is what is being used for 

this research) and the other is for text data collection. This 

research is also asking users to answer a 12 question survey 

on Google Forms after inputting the 10-digit numeric 

passcode into the smartphone 30 times. For future research it 

would be beneficial to combine the 12 question survey this 

 
Fig. 6. Keystroke biometric rhythm produced by test 

subjects [25] 

 
Fig. 7. Keystroke biometric rhythm produced by subject [25] 
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group has created into the smartphone app. That way text 

keystrokes can be recorded along with the numeric 

keystrokes, and the data input to the server will be mapped to 

an actual user. This will increase ease of use for the users 

during data collection and allow more data (numeric and text) 

to flow to the server. 

Another major enhancement that will allow much more 

data to be transferred to the server will be a restructuring of 

the app’s storing method. Currently the app only sends user 

information to the server if the smartphone is connected to 

WiFi. Future versions of the app should allow user data to be 

stored on the phone temporarily until the smartphone can 

connect to WiFi. 

A final future recommendation is to create an app that can 

be downloaded on Google Play. The app will consist of a 

survey, inputting the numerical digits, and sending the 

make/model of the phone back to the server to allow mass 

distribution of knowledge and data of KBA. It will also amass 

another data source for future works in this space. 
 

VIII. CONCLUSION 
 

Keystroke Biometric Authentication on smartphone has 

been demonstrating promising results for user security.  

Through honing the data and information produced from test 

pools, our added research will add to the development of 

KBA, making it more robust. Thus, KBA has the potential to 

change the paradigm of user authentication and how humans 

interact with smartphones. No longer will it be necessary to 

utilize expensive apps in the name of added security. Our 

work has shown that behavioral characteristics alone will be 

enough to achieve a KBA system. If the case can be made for 

KBA to exist in all devices because of its hard to replicate 

security, we will reach a more secure world with the use of 

just our fingers.  
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