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Abstract 
 

This study will investigate convenient alternatives to 

traditional passcodes using GeoFencing technology, NFC 

and RFID technology. The study will include an 

assessment of key features that are essential in an effort to 

evolve from common authentication methods. With 

GeoFencing, NFC, and RFID users will have more 

convenience. Multiple companies such as Android have 

developed built in features to access their phones using 

GeoFence Technology.  With these features in mind, we 

will explore possible solutions that are currently available 

and discuss how their functionality resolves some of the 

drawbacks that we have outlined with previous 

technologies. We will also look ahead at trends and 

innovation in the mobile security space and examine 

where the demand will be in the industry.  The study has 

two components – a pilot User Study conducted within the 

team, and a survey of mobile device usage conducted with 

a group of Pace University students. 

 

 

1. Introduction 
 

With the rich set of sensors available on newer 

smartphones, there is an opportunity for users to maintain 

security on their smartphone but have the convenience of 

not entering a passcode. Our research will explore sensors 

and other mobile technologies with regards to how they 

can be applied in replacing the traditional password as a 

more effective security measure. Popular security methods 

currently being used include Pin, Pattern, or Biometric 

fingerprint scanners. While these traditional authentication 

methods are becoming increasingly popular with new 

devices incorporating fingerprint scanners there are 

convenient alternatives.   

 

The sections of this paper are organized as follows. 

Section 2 is a technical overview of GeoFencing setup, 

Smart Home, Security, iBeacon, and applications. Section 

3 presents the uses and overview of Near Field 

Communication (NFC) Read and Write, Peer to Peer, and 

Card Emulation. Section 4 is comprised of Radio 

Frequency Identification (RFID) and security. Section 5 

contains the Methodology. Section 6 contains the Results. 

Section 7 contains the Conclusion. Lastly, Section 8 

contains the References.   

 

2. GeoFence 
 

A GeoFence is a feature in software programming that 

uses GPS and RFID to determine and set virtual 

geographical boundaries.  GeoFences come with attributes 

that include ID, Name, Collection ID’s, and Polygon. The 

ID is a string that can be used in method calls to refer to 

the GeoFence that is assigned by the API. Each ID is 

unique for a certain client. The name property is a string 

that describes the GeoFence, such as your name that will 

identify the device. Collection ID properties are 

collections of the GeoFence that can be added or removed 

through API calls. Lastly Polygon property is region of 

the GeoFence. [1] Geofencing can allow for geographic 

based alerts or messages. A practical example is when a 

person arrives at a location an email or text message can 

be sent to another person’s device notifying them they 

arrived at the location. Another use is to monitor your 

child to be certain they remain in school. Setting a 

GeoFence around a school would alert the parent when 

their child leaves the area of the school. The GeoFence 
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can interpret how long a user’s device is in a GeoFence 

when it enters, exits and can determine when or if the 

GeoFence expires. To set up a location you enter the 

longitude and latitude then the radius. There is a limit of 

100 devices in a GeoFence at one time. “For each 

GeoFence, you can ask Location Services to send you 

entrance and exit events, or you can specify duration 

within the GeoFence area to wait, or dwell, before 

triggering an event. You can limit the duration of any 

GeoFence by specifying expiration duration in 

milliseconds. After the GeoFence expires, Location 

Services automatically removes it.” [4] Many other 

practical uses include fleet management to track truck 

drivers route, Human resources to send alerts if people 

enter unauthorized areas in a building, Compliance 

management for ensuring proper use of devices, 

Marketing so a business can advertise through alert when 

customers enter an area, Asset management to send alerts 

if devices are stolen, and lastly Law enforcement to track 

prisoners or people on house arrest. [11] 

 

2.1 GeoFence Setup 
 

The first step is to allow the app to access location. The 

next step is creating a GeoFence object in android use the 

object Geofence.Builder which sets the location and 

radius. Next specify the monitor of the GeoFence and set 

event triggers. There are three triggers for a GeoFence 

there is the Trigger_enter, Trigger_ dwell, and 

trigger_exit. The trigger_enter is for when the device 

enters the GeoFence. The trigger_exit is for when the 

device exits the area. Lastly the trigger dwell triggers 

when the user stops for an amount of time. The dwell 

trigger reduces alerts that occur when exiting and entering 

many different geofences. The next step is to define the 

intent for the GeoFence transition. The intent is sent from 

the location services to the app to perform actions. Intent 

should not start an activity since they would be visible for 

user actions. Adding a GeoFence is the next step by giving 

Google API the request and intent for the GeoFence. 

Handle GeoFence transitions by obtaining the intent sent 

by location services that is sent when entering or exiting a 

GeoFence. This will determine which GeoFence was 

triggered. The final step is to stop GeoFence monitoring 

by removing the GeoFence to reduce battery consumption 

and CPU cycles. [1] 

 

2.2 Smart Home 
 

GeoFences can be used to control smart homes. They can 

control lights and air conditioning so when you leave or 

enter a home they will turn on or off. They can also be 

used to turn on and off lights as you enter or exit a room. 

[5] 

 

2.3 GeoFence Security 
 

GeoFencing can be used for security purposes. On any 

google phone the user has the option to set the lock to 

unlock in an area. When google upgraded to lollipop it 

enabled GeoFencing features. That included unlocking a 

device when in the GeoFence. It takes your location using 

GPS and verifies that it in the GeoFence. [7] 

 

2.4 iBeacon 
 

iBeacon is Apple and Android technology standard that 

allows mobile apps to find physical beacons. iBeacon 

understands specific positions using Bluetooth to 

communicate. It uses BLE, Bluetooth low energy, which 

is a small network that consumes little energy. Beacons 

will send out data that can be interpreted by devices for 

push messages, app actions, and prompts. iBeacon can 

also be used for advertisements from companies. Apple’s 

iBeacon uses 100ms broadcasting intervals. iBeacon 

consists of UUID, Major, Minor, and TX power. UUID is 

a 16 byte string that is unique to a company that owned 

beacons at multiple locations. Major is a 2 byte string that 

groups related iBeacons of say a family as unique. Minor 

is a 2 byte string that is unique to individual beacons. TX 

power is what measures distance from a beacon. [6]  

 

2.5 GeoFencing Apps and Features 
 

3. Application 

Name 

Features 

Time Tracking Captures user's favorite locations and 

keep details of how much time they 

spent at that place without even notice. 

VeraMate Controls your house. It can track 

iBeacon and be used to send 

notifications to your iphone. It is used 

to control Vera devices like lights, 

curtains and sends notification when 

something ganged.  

Geofencer This app will notify users when phone 

enters in a specified location area in the 

map. 

Safety Guardian This app allows you to define restricted 

and allowed areas for any activities. 

                 Figure 1 GeoFence Features Table 
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There are many GeoFence application available in the 

market which can help people to various work like 

unlocking the house doors, unlocking the phone when in 

safe place, various weather alerts. GeoFence applications 

are used in the offices to track the employees’ locations in 

the building. Applications like VeraMate are used to 

control many features like sending low battery 

notifications, control lighting with the help of  the 

VeraMate device. The features include, NO setup 

required. It will load the settings based on your existing 

Vera. It allows Log in to multiple VeraMate enabled 

devices. Buttons that appear based on your usage, like 

turning on the lights, opening a door lock. Create 

shortcuts (anchors) for your most commonly used buttons. 

Includes Automatic switching between fast/slow 

(WiFi/3G) networks. [3] 

 

2.6 GeoFencing Time Tracking 
 

Geofencing allows automatic location-based time tracking 

on specific devices like i-Phone, i-pads and Apple watch. 

Manual check-ins and check-outs are now history. With 

recent available technologies, automatic tracing has 

become so simple and easy to implement that arrival and 

departure times get recorded automatically as soon as you 

enter or leave a given place, location or destination. Due 

to technologies like geofencing and i-beacon, these 

tracking devices are very energy efficient. Along with 

these, the integration of webhook technologies allows the 

user to control the entire automation of your house as you 

arrive and leave. 

  

It allows the most easy and effective way to monitor the 

duration of your stay on different locations. It gives a 

great bit of information to any company from the 

marketing perspective.It makes life so eaiser by just 

marking the points of interest on the map and everything 

else is then handled by geofency. The only thing you need 

to do is carry your i-phone along with you in the pocket 

and get rich data full of statistics and graphs over - time 

automatically. These feature of analytics make the app 

really interesting and useful both to the consumers and the 

app developer.  

 

 Features include automatic location-based time tracking - 

time recording is available 24/7 and for all your point of 

interests. Adding new locations is very easy - you can add 

new locations in just seconds and just with one tap. 

Automatic recognition is available when you enter or 

leave a location, place or region. It runs in the background 

and provides a good battery life. 

Graphical visualization with zoom Integration with 

webhook feature allows to control the entire home 

automation system. It helps you manage the point of 

interests directly using the map view feature thereby 

providing a full screen map view to make things simple 

and easy. Gives you details about the frequently visited 

places using the journaling feature there by giving you the 

details about where and how long. Daily, weekly and 

monthly summaries of rich data is available with statistics 

and graphs. You can even export the data and statistics in 

an excel and email it. The today widget feature makes the 

app interesting in a sense that you can see the interesting 

details in the notification center with just one swipe thus 

making the app more productive and interactive. [5] 

 

 

2.7 Guardian Safety Net 
 

Guardian Safety is an application which has been 

developed to reduce the violence in the society. It enables 

user to set-up few contact and alert them via sending push 

notification like text Message or Email with location of 

the cell phone. It is totally different from VeraMate. This 

application got popular before 2 years when there were 

only few application in the app stores. If user feel is 

unsafe or unwell, simply launch the app and press the 

button to send messages and your location to your Safety 

Net Contacts. Users who installed this app can see each 

other location on the Map. It was the best app presents 

during its 2 years of time. [1] 

 

2.8 Geofencer 

 
 

Geofencer is another android application which allow user 

to set automatic actions and events on entering or exiting 

specific map areas called Geofences. By robotizing 

actions & firing events on crossing predefined map zones, 

Geofencer’s aim is to help bring more intelligence into 

your Android device. The app uses 3D rendering and 

Google’s new location algorithm ("Fused Location 

Provider") to be more accurate and use significantly less 

battery life. You can also scroll, change the map angle. 

rotate the map or zoom with finger gestures. To use this 

application location service must be on your device to 

track your location. This application is basically use for 

getting notification when you visit the same place more 

than one time. It can use to see that how far is your 

favorite place from you. If you are nearer to any same 

kind of place it will notify you with directions to reach 

there. It has also improved location services with the latest 

version. Some features of this application are as shown 

below. [1] 

 

 

 

 

https://searchman.com/ios/search/gb/en/?d=iPhone&q=time+tracking
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3. NFC 
 

Near Field Communication, or NFC, is a technology that 

enables data transmission between two electronic devices 

within a very close proximity. In most cases, these two 

electronic devices are an NFC enabled mobile device, and 

an NFC tag. Users would simply tap, or place their mobile 

device near the NFC tag and the data from the tag would 

be uploaded to the device. Innovation with NFC 

technology has led to more relevant modes of 

functionality. In addition to the read/write features 

between mobile devices and NFC tags, there is also Peer-

to-Peer, and Card Emulation capabilities. [8] There are 

both positives and negatives when it comes to looking at 

NFC as a potential mobile security solution, especially if 

it is intended to replace user created passwords. The main 

strength of NFC, from a security perspective, is that it 

requires the mobile device and NFC tag to be within 4 

centimeters of each other to work. This eliminates remote 

security threats, while also making stolen mobile devices 

useless to thieves unless they are able to obtain the tag as 

well. The main security concern with NFC technology is 

that it is susceptible to "skimming". Skimming is a form of 

credit card theft through the utilization of NFC tags. The 

process involves placing a malicious NFC tag at the point 

of sale transceiver where users would be unknowingly 

tapping their smart cards or devices, providing credit card 

information to the thief. [9] 

 

3.1 Read/Write NFC Tags 
 

Read and write with NFC tags were the original 

functionality that NFC technology initiated. The ability to 

take a device and tap it to a tag to get more information. 

This was commonly used by marketing campaigns with 

embedded posters containing NFC tags. Tapping an NFC 

enable mobile device to the tag on the poster would 

provide more information on the advertisement. NFC tags 

are relatively inexpensive to purchase since there is no 

active power on the tag itself. It operates by drawing 

power from the mobile device in its proximity. The 4 

centimeter threshold between tag and mobile device 

makes it almost impossible to accidentally scan or 

inadvertently drain battery power. [8] 

 

3.2 Peer to Peer 
 

Peer to peer is a connectivity mode available to NFC 

enabled devices where instead of a device to tag 

connection, users can connect device to device. This 

functionality provides consumers with a quick way to 

exchange important information such as contact 

information, photos, WiFi connections and even files. 

This feature still requires both devices to be in very close 

proximity to each other for the exchange to take place. [8] 

 

Above “speak to me” feature work based on the command 

made by the user. Like if you set “open the door lock” as a 

command to open the lock it will open the door if you are 

in the radius of the VeraMate. 

It can switch between the WiFi and Mobile data based on 

their speed. VeraMate works on the geo location of the 

device where the application is installed. Vera device 

tracks the software and start functioning as user defined 

set-up. Further, Apple is working on the other application 

that can share location between two devices using the 

geofence technology. turning on smart home appliances to 

alerting other users of your estimated arrival time.[8] 

 

It is a really great app not only for frequent users but also 

for beginners. It does not require any setting up of the 

device or any other equipment. The only thing you need to 

do is just enter your VERA details and all your devices in 

your house will load automatically. Also the other details 

like the scenes and the information regarding the rooms 

would be available.  It can also be customised extensively, 

allowing you to arrange, hide and bookmark your most 

commonly used items. 

 

There is also support for VERA in terms of plugins. The 

plugins are the future and are along the way which will 

make the user interface much more simpler, sophisticated 

and slicker.The latter versions will have an opportunity to 

customize the ordering and also the what and where 

buttons appearing on the home page making it much more 

flexible and convenient. The latest version gives you an 

option to see all the lights and doors on a single page and 

the option to add pages.  

 

 

3.3 Card Emulation 
 

 

Card Emulation is an NFC technology that allows your 

mobile device to act as a digital card, or ticket providing 

consumers with flexible payment options and 

accessibility. The functionality is almost identical to smart 

cards where you simply tap the device to a terminal with 

an NFC tag and your payment is processed. [8] 

 

4. RFID 
 

RFID, or radio frequency identification, technology has 

been around since the 1970's. It uses electromagnetic 

fields to send data from an RFID tag to a reader. Tags 

today are comprised of an antenna and microchip. The 

functionality of RFID technology very similar to NFC 
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technology where data is stored on an RFID tag and the 

tag transmits data to a RFID reader or device when it gets 

within range. RFID technology differentiates itself from 

NFC technology by its application. RFID is mainly used 

for tracking objects and packages due to its long range 

communication between tags and readers. It is used in 

tracking all sorts of things from train cars, to highway toll 

transponders, to grocery store inventory traveling across 

the country. In addition to the range of RFID, it also has 

the ability to scan or read multiple RFID tags at the same 

time making it much more efficient than barcodes or NFC 

tags when it comes to processing large inventories. [2] 

 

4.1. Security 
 

RFID has two main areas of concern with regards to 

security, due to its reach and ability to modify data. The 

first area of concern is the "back-end" or the network side. 

If a security breach were to occur, the hacker would be 

able to manipulate the reader and possibly the tag itself it 

is within reach. This could allow for transport routes to be 

changed resulting in large amounts of stolen goods. 

The second area of concern is the "front-end" where 

instead of the network being breached, the radio 

frequency communication between the tag and the reader 

is hijacked and data is intercepted and changed. 

Out of the two security threats, the front-end security is 

more susceptible to attacks due to the technology being 

far less advanced than our back-end network security. [10] 

 

 

 

5. Methodology 
 

In this section we will discuss the research methods, 

procedures and strategies we will be using to evaluate 

VeraMate as a proposed method of mobile password 

replacement. The story we are basing our study on is 

describing a scenario where an office worker has a 

GeoFence setup at their office, unlocking their phone, and 

needs to leave the GeoFence zone and have their phone 

locked in the process. Our strategy will start with 

generating a survey and a practical user trial for our 

VeraMate solution. We will pose specific questions that 

will yield feedback to be used to determine the 

effectiveness and popularity of the solution. The user 

trials will provide additional feedback on the practicality 

of GeoFencing and how likely it would be for people to 

adopt this solution.  

 

5.1. User Story with GeoFencing 
 

 In our user story scenario, the user is an office worker 

and needs his phone unlocked whenever he is in his office 

and locked whenever he leaves. This can be easily 

achieved using GeoFencing technology. The process of 

locking and unlocking the phone can be automated with 

an application which has GeoFencing capabilities. 

GeoFencing simply configures virtual barriers which 

automatically trigger events that activate when you cross a 

geographic boundary. As a result, there is no need to take 

out your phone and unlock it by typing your pin or 

password. To use GeoFencing you can use an application 

called VeraMate on your smartphone, and set up your 

phone according to your needs. In this case, the user 

simply follows following steps: 

 Open VeraMate's settings, and select the new 

GeoFence tab. 

 Find the User’s office location you wish to fence. 

 Press and hold on the location, which will drop a 

pin. 

 Enter a name for the GeoFence (e.g Office). 

 Click OK to save the GeoFence. Now that the 

fence is selected, the user will see a slider appear 

on the map which will allow him or her to change 

the size, or range of the fence. 

 Once the GeoFence is created, the user will be 

able to use this fence to activate a scene (locking 

or unlocking in this case). Find the scene you 

wish to use, and enter edit mode - hold down the 

button for 2 seconds. [3] 

 

 

6. Results 
 

The survey of mobile device usage was taken by 18 Pace 

University students, of which 78% were male students and 

22% were female students. 17% students belong to 18 to 

24 age group, 22% belong to 25 to 34 age group, 39% 

belong to 35 to 44 age group and 22% belong to 44 and 

up age group. Generalizing all the data, 94% of all 

participants have smart phones and almost 100% of them 

use the smart phone for sending and receiving Emails, 

47% as an internet hub or modem, 59% to connect via 

Bluetooth to another device, 65% to access social media 

accounts like facebook, twitter etc., 65% use it for 

Ecommerce, 82% for downloading applications, 65% for 

video calling or chatting, 88% for navigation services and 

23% use it to control any other household device. 

Regarding different methods to unlock the device, 6% of 

participants were comfortable with tapping the device on a 

physical hotspot to get it unlocked, 12% agreed with geo-

fencing, and 82% were comfortable with facial or 

fingerprint recognition. Rankings of the unlocking 

methods were 29% for Fingerprint sensing, 23% for 

password/ PIN authentication,  35% for tapping on a 

programmable tag, and finally 35% for facial recognition. 

94% of the participants do not own any kind of NFC or 
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Geo-fencing application and 6% use Android pay as a 

NFC application to make payments. Lastly, 61% people 

were comfortable with having multiple use authentication 

methods on their device whereas 39% were not.   

 

7. Conclusions 
 

Based on the results from the survey the most commonly 

used way of securing a device is password/PIN with 56% 

using it. However, most said they would use fingerprint 

scanner as an alternative with 82%, and that they believed 

the fingerprint method to be the safest with 29%. Most 

people said they were more comfortable using multiple 

authentication methods for their devices, at 61% of 

participants. However, only 11% believed they would use 

Geofencing technology. 

 

User authentication applications that utilize Geofencing 

technology eliminate the need for multiple forms of user 

authentication that are cumbersome and time consuming. 

Apps like iBeacon simplify using smartphone devices in a 

secure way. Our results indicate that traditional passwords 

are in a decline with fingerprint authentication becoming 

increasingly popular. Overall our project has advanced the 

research in Geofencing and explored on many different 

ways it can be used.  

 

 

8. Future Work 
 

Our future work will focus around developing an 

application that can effectively utilize the desired features 

determined from our survey. Our future work will involve 

developing an application that can utilize Geofencing 

devices to control home sensors, and other devices such as 

smart televisions. The application will allow temperature 

control and television control to be based on location. An 

example would be the temperature of the house changes 

when you leave or when you are home also depending 

what room you’re in.  

 

The survey was conducted with 18 Pace University 

students, and provided interesting results on their 

acceptance of different methods for securing mobile 

devices.  In the future, the survey would be opened 

beyond Pace University to gain a more broad-based 

assessment of people’s preferences.  

 

The pilot user study was run as a pilot study conducted 

within our group, and showed that using the VeraMate 

app is feasible for a larger Geofencing study. A future 

study can start with the methodology described in our user 

study section 5.1, and make this app available on mobile 

devices for an expanded group of students. 
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