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Abstract- The use of biometric technology has a 

potential to provide both an increase in security as 

well as offering more convenience in our day-to-day 

lives.  The use of fingerprint recognition has emerged 

into the mainstream with iOS devices that have a 

Touch ID sensor as a method to secure devices while 

also providing a quicker and easier unlocking 

method than the tradition PIN.  Facial and speaker 

recognition is also starting to appear for Android and 

Windows devices.  Our research has focused on the 

opinions of a broad and diverse demographic in 

regards to the perceived acceptability, ease-of-use, 

and security of the various biometric modalities at 

home, work, and in financial institutions.  Upon 

viewing a demonstration of the biometric systems in 

use, respondents had an overall favorable impression 

of the convenience and ease of the technologies. 

1. Introduction 

The term biometrics relates to physiological and 

behavioral characteristics that are unique to an 

individual and is based on something you are or 

something you do.[12] Biometrics is used for 

identification, authentication, authorization, access 

control, and surveillance. There are a number of 

different physiological biometric methods including 

facial recognition, speaker recognition, 

fingerprint/iris/retina scanning, DNA, and hand 

geometry. Behavioral methods include gait, 

handwriting, and keystroke. More recently, a 2015 

study investigated using a hand-waving prototype 

called “Open Sesame” that measures an individual’s 

waving speed, frequency range and wrist-twisting 

while handling one’s mobile device.[13]  

All biometric methods have their own advantages and 

disadvantages. Depending on the application, some 

biometric methods are more appropriate than others. 

For example, 2% of the general population do not have 

usable fingerprints due to damage caused by manual 

labor. [3] Superficial injuries to the fingertips can 

sometimes prevent biometric scanners from 

identifying a person.[1]  Additionally, medical 

treatments such as chemotherapy may cause an 

individual to lose their fingerprints. In one case, a 

traveler was detained en route to the U.S. due to failing 

a routine fingerprint scan that indicated he had none 

due to his cancer treatment.[7]  This will cause a 

significant problem when using fingerprint biometrics. 

In regards to iris based biometrics, individuals who 

undergo cataract surgery may be required to complete 

the re-enrollment process.[4] Background noise 

susceptibilities and health issues (nasal congestion, 

laryngitis, etc.) are noticeable disadvantages of 

speaker recognition biometrics. [3] Additionally, both 

fingerprints and iris characteristics can be copied and 

used to spoof biometric systems. [2] 

According to a study on biometrics in the context of 

air travel, 25% of participants worry about how the use 

of biometrics will have a negative impact on their 

health. Twenty percent of respondents had concerns 

regarding the cleanliness of systems involving 

physical contact.[11] Additionally, regulatory policies 

have an impact on confidence in acceptability. The 

Malta Office of the Data Protection Commissioner 

suggests biometric systems should only be used in 

high-security areas requiring strict identification 

procedures. The use of biometrics for attendance 

would be considered inappropriate. It is suggested that 
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using biometric systems for the sake of using state-of-

the-art technology and for convenience only is not 

considered a correct use of biometrics. Systems must 

maintain a high level of adherence to privacy 

requirements. It is further suggested that the user’s 

biometric data should not be stored in a central 

location, but rather kept on an identification card or 

token retained on an individual’s person.[5] 

The acceptance and confidence of the technology may 

have a great impact on the advancement of biometric 

systems. One study titled "Perception and Acceptance 

of Fingerprint Biometric Technology" [6] involved 24 

individuals using fingerprint biometrics to make 

simulated online purchases.    The majority of the 

participants found the system beneficial for making 

personal use purchases and for making corporate 

purchases using a corporate account. However, as a 

matter of comfort, 46% were comfortable with making 

personal purchases, while just 25% felt comfortable 

only making corporate purchases. When asked to 

compare their experience with using a traditional 

username and password as opposed to using their 

fingerprint, 33% of participants preferred a username 

and password for making personal purchases, while 

58% preferred a username and password for making 

corporate purchases. Despite these preferences, 60% 

felt fingerprint is easier to use than a traditional 

username and password. Overall, there was some 

confusion regarding strength of security and 

skepticism of biometrics. However, participants did 

state they would be more in favor of biometrics if it 

were to become more common. 

Our study also focuses on the perceived convenience, 

ease of use, and security of biometrics systems and is 

the continuation of efforts made by three previous 

graduate research groups.  These teams conducted 

studies on the perception of audio and visual biometric 

technologies and how much users are willing to accept 

them in their daily lives.  The first study included a 

survey of 52 respondents.  Sixty-nine percent of the 

participants stated that they would use the biometric 

system for normal tasks, while 31% would not. There 

was an even split on their perception of society’s 

willingness to accept biometrics over traditional 

username and passwords.[8]  

A second concurrently run study was also conducted 

and distributed to a smaller demographic consisting of 

52 completed respondents from a New York City tech 

company.  The survey was a test run that focused on 

the general perception of biometric systems and the 

perception of a video demonstration of a biometric 

system. Overall, 67.9% did not feel the biometric 

system was intrusive, while 17% felt it was an 

invasion of privacy. These statistics may be closely 

related to the fact that only 24.7% claimed to have 

good or excellent knowledge of biometric systems. 

[10] 

The Spring 2015 group sought to continue the work of 

the previous teams, seeking to increase the 

respondents to 200; however, they were only able to 

acquire 102. Their focus was geared towards system 

delay, acceptability, perceived ease of use, security, 

and convenience. Of the 102 respondents, 77% found 

the biometric system to be somewhat to extremely 

convenient.  Eighty-one percent of respondents felt the 

system was secure and easy to use. The survey yielded 

that 68% of participants felt society was ready to adopt 

the use of biometric systems, while 32% did not. It was 

also noted that a biometric system with or without a 

pin code was more desirable than the use of a 

username and password or no security at all. In 

addition, it was determined that fingerprint scan and 

facial recognition were the preferred methods of 

biometric systems. [9] 

Our work seeks to expand upon this previous research 

by gathering data from a broader and more diverse 

demographic, including a larger female presence.  

2. Methodology 

A. Study Objectives 

Primary: Continue testing of the RecoMadeEasy® 

biometric system in a laboratory setting 

(RecoMadeEasy® is a registered trademark of 

Recognition Technologies, Inc.). RecoMadeEasy® is 

a product of Recognition Technologies, Inc.  This 

study took place on location in the office of 

Recognition Technologies, Inc. and was conducted 

with the assistance of the company’s CEO, Dr. 

Homayoon Beigi. 

Our study included the testing of the system’s 

“liveness” features.  Additionally, in contrast to 

previous tests, our study included a greater number of 

female participants and incorporated tests in multiple 

languages. 

A recording of these tests was made and presented 

along with survey questions designed to poll user 

views regarding biometric technology. 
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Secondary: To design and distribute a survey to gather 

data, including demographic information, to paint a 

view of consumer acceptance and attitudes towards the 

use and potential of biometric technology. 

A complete list of the survey questions is available in 

the appendix. 

 

B. Target Audience  

Our goal was to gather survey data from a large and 

diverse pool of potential participants including a mix 

of individuals with varying academic and professional 

backgrounds.  

Arrangements were made to include computer science 

and internet technology graduate students as well as 

reaching out to coworkers and other contacts. 

The video and survey was distributed via email as well 

as through posts to social media channels such as 

Facebook.  

3. Biometric System Testing  

 
Under the direction of Dr. Beigi, our team, as well as 

two volunteers ran through a battery of enrollment and 

authentication tests.  Much of our work during the 

testing sessions repeated what was done in previous 

studies.  [8], [9] 

To further the research and work of these previous 

teams, Dr. Beigi had asked that our team include more 

female participants as well as include participants who 

were fluent in languages other than English in order to 

test the system’s multilingual capabilities.    

The testing portion of our study included six subjects, 

four of whom were female participants. 

To test the multilingual features, we asked three 

participants to engage in the enrollment and 

authentication process in three different language 

combinations.  One participant enrolled with the 

system speaking in English and performed all 

authentication attempts in Russian.  A second 

participant enrolled in Thai and performed 

authentication in English.  Finally, we had one 

participant perform both the enrollment and 

authentication portions of the test in Spanish. 

Dr. Beigi also included a new feature to the 

RecoMadeEasy® system that would allow for a 

“liveness” test designed to counter potential spoofing 

attacks.  This test ensures that the facial and speaker 

test template of a participant is an actual live person at 

the time of authentication.  

The liveness test operates similarly to the standard 

authentication process but includes a system-

generated string of text that is displayed on the device 

authentication screen.  In addition to performing the 

standard authentication check on the tester’s face and 

voice, the system also verifies that the words that 

appear on display are spoken during the liveness test.  

The initial round of liveness testing generated a fair 

number of access denied responses with the system 

noting that a number of the expected words were 

coming back as “mumbled”.  After the test subject 

modified the vocal inflection to a more consistent 

monotone intonation, the system reported a significant 

reduction in the mumbled sounds and resulted a 

successful authentication. 

To further test the liveness feature, the test subject 

would intentionally misread the displayed text.  While 

the resulting score demonstrated the face and speaker 

combination was a sufficient match to the enrollment 

template, the mismatched text resulted in a rejected 

outcome. 

As of this moment, the RecoMadeEasy® liveness 

system is designed to work with English and Italian 

only.  Our team did try to recruit volunteers who were 

fluent in Italian but were unable to find a participant 

that met this criteria.   

Any future research team working with this system is 

highly encouraged to test the Italian segment of the 

liveness test. 

4. Survey Results 

We surveyed a total of 204 respondents, of which 93 

were male and 111 were female. Figure 1 shows that 

there was a significant increase in female participants 

between the ages of 33 and 55.  Overall, the percentage 

of female subjects in our study was 54%.  This is a 

significant increase compared to the previous survey 

which only had a 31% female participation rate.  
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Figure 1. Age and Gender Chart 

 

Additionally, of the 204 responders, only 40 defined 

their occupation as “Computer and Mathematical”.  

While this does not necessarily indicate each 

participant’s experience with technology, it does 

demonstrate an extremely diverse selection of users. 

One of our first survey questions involved the mobile 

security features the respondents currently use.  We 

used this information to get an idea of how many users 

were already using biometric methods to unlock their 

devices.  Figure 2 shows that 57 respondents were 

already utilizing some form of biometric security.  The 

vast majority of these participants were using a 

fingerprint reader, while one respondent stated that 

they use facial recognition.   

Figure 2. Mobile Device Security 

When asked how important the participants viewed 

privacy and security, the overwhelming majority 

(Figure 3) of responders (97%) found both privacy and 

security to be “somewhat” to “very” important.  

However, when asked to indicate if one was more 

important than the other, 49% responded that both 

were equally important.   

Figure 3. Importance of Privacy and Security 

When asked to consider whether the respondent would 

use biometrics in their home, close to half had a 

somewhat favorable view. Figure 4 demonstrates that 



C3-5 

the percentage of those who indicated that they were 

“very interested” was only slightly higher than those 

who did not have a very favorable opinion.   

Figure 4. Home-Use Biometrics 

We also polled the comfort level of using biometrics 

in conjunction with banking. Seventy-three percent 

responded that they were comfortable with using 

biometrics for this purpose. Our survey also inquired 

as to whether individuals have already used biometrics 

for banking or work. Out of 204 respondents, roughly 

20% have used some form of biometrics, as shown in 

Figure 5.  

Figure 5. Biometrics for Banking 

Obtaining the opinions of both IT and non-IT 

participants was important to this study. When asked 

about the level of comfort with both facial and speaker 

recognition, at least 80% of those working in an IT 

related profession were comfortable with these 

biometric methods. Conversely, non-IT participants 

also had a favorable level of comfort in regards to 

facial and speaker recognition. (See Figures 6 & 7) 

Figure 6. Comfort Levels of Facial Recognition Among 

IT and Non-IT Users 

Figure 6. Comfort Levels of Speaker Recognition 

Among IT and Non-IT Users 

5. Conclusion 

After viewing the video, the majority of participants 

viewed the biometric system as easy to use and 
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convenient.  As noted in figure 8, on a scale of 1-10 

with 1 being the easiest or most convenient, more than 

75% rated the ease of the system on the positive side. 

When surveyed on the overall convenience of the 

biometric system, 74% of participants responded 

favorably. Using these results, it is accurate to say that 

users feel this biometric system is as convenient as it 

is easy to use.  

  

Figure 8. Overall Ease of Use/Convenience 

 

Based on the comments, the overall perception on the 

biometric system is that it is ideal for authentication, 

identification and access control technology in high-

security areas.  The idea of being able to authenticate 

in multiple language increases the system’s versatility. 

Some survey participants noted concerns regarding the 

variables that may have a negative impact on the 

systems accuracy.  For example, effectiveness of voice 

recognition was questioned, when an individual’s 

voice may be impacted by mood, health, and other 

factors. There was also concern with the need to 

physically touch the device as part of the 

authentication process. Convenience and security 

raised some concerns as well. In high noise and traffic 

areas, it would seem difficult for the biometric system 

to eliminate any background noises. This may cause 

multiple instances of authentication attempts which 

may be time consuming.   

6. Future Research  

While our time at Recognition Technologies, Inc. 

exposed the research team with a greater 

understanding of how biometric systems work, a series 

of technical setbacks and delays did limit the depth of 

our experimentation.  If this study is to be continued 

by future research groups, greater investigation into 

spoofing and processes to thwart such circumventions 

(such as the liveness test) would be beneficial.   

In regards to the general field of biometrics, further 

investigations should look into the impact these 

systems have for those with disabilities. This includes 

injuries or impairments that may hinder enrollment or 

authentication with systems that rely on biometric 

sensors. In addition, research can also include methods 

in which biometrics can assist those with physical 

limitations to be able to access systems or devices that 

would normally include significant difficulty.  

APPENDIX – Survey Questions:  

 

Demographic questions: 

1. What is your gender? 

 Male 

 Female 

2. Please select your age group: 

 18-24 

 25-32 

 33-40 

 41-55 

 56+ 

3. What is your race/ethnicity? 

 White 

 Hispanic or Latino 

 Black of African American 

 Native American or American 

Indian 

 Asian/Pacific Islander 

 Other 

 Choose not to answer 

4. What is your highest level of education? 

 No schooling completed 

 Some high school 

 High school graduate/GED 

 Some college 

 Trade/technical/vocational training 

 Associate’s degree 

 Bachelor’s degree 

 Master’s degree 

 Doctorate degree 

5. If you have mobile device, what form of 

security/lock screen do you use? 

 No security 

 Swipe 



C3-7 

 PIN 

 Password 

 Pattern unlock 

 Face unlock 

 Fingerprint 

 I do not use a mobile device 

6. Which of the following best describes your 

current occupation? 

 [Drop down list of 24 options 

including “other” and “Not 

employed”] 

Study related questions: 

7. How important is privacy to you? 

 Very important 

 Somewhat important 

 Not very important 

 Not important at all 

 Don’t know/No opinion 

8. How important is security to you? 

 Very important 

 Somewhat important 

 Not very important 

 Not important at all 

 Don’t know/No opinion 

9. Between privacy and security, which is most 

important to you? 

 Privacy is more important than 

security 

 Security is more important than 

privacy 

 Both are equally important 

 Don’t know/ No opinion 

10. Based on the video, what was your 

impression of the accuracy of facial 

recognition 

 Very accurate 

 Somewhat accurate 

 Not very accurate 

 Not accurate at all 

 Don’t know/ No opinion 

11. Based on the video, do you believe facial 

recognition to be easy to use or convenient? 

 Very easy 

 Easy 

 Neutral 

 Difficult 

 Very difficult 

12. Based on the video, what was your 

impression of the accuracy of speaker 

recognition? 

 Very accurate 

 Somewhat accurate 

 Not very accurate 

 Not accurate at all 

 Don’t know/ No opinion 

13. On a scale of 1-10, how easy do you feel the 

biometric system is to use? 

 Range of numbered radio buttons 

14. On a scale of 1-10, how convenient do you 

feel the biometric system is? 

 Range of numbered radio buttons 

15. Based on the video, how comfortable would 

you be using facial recognition as a mode for 

accessing your computer or mobile device? 

 Very comfortable 

 Somewhat comfortable 

 Somewhat uncomfortable 

 Very uncomfortable 

 Don’t know/No opinion 

16. Based on the video, how comfortable would 

you be using speaker recognition as a mode 

for accessing your computer or mobile 

device? 

 Very comfortable 

 Somewhat comfortable 

 Somewhat uncomfortable 

 Very comfortable 

 Don’t know/No opinion 

17. How would you rate your interest in using 

one or more of the reviewed technologies for 

access in your home? 

 Very interested 

 Somewhat interested 

 Not very interested 

 Don’t know/No opinion 

18. Would you feel comfortable using biometric 

security technology for completing a 

purchase or banking activities? 

 Very comfortable 

 Somewhat comfortable 

 Somewhat uncomfortable 

 Very uncomfortable 

 Don’t know/No opinion 

19. Have you used biometrics for banking 

activities or at your place of work, and if so, 

what type? 

20. Additional comments: 
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