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Abstract - The needs of consumers for data privacy and security 

continue to grow and evolve. The widespread adoption of smart 

technologies by consumers and businesses poses an interesting 

challenge for providers of biometric security solutions. That 

problem is channel mismatch.  In this paper, we will explore the 

scenarios for success and failure when enrolling on one device 

and authenticating on another device. To accomplish this, we 

will analyze data obtained during enrollment and authentication 

to determine causes for failure and to hopefully find ways to 

mitigate problems caused by the inherent technological 

differences between devices. Technology providers that solve this 

problem stand to benefit from having a significant edge amongst 

their competitors by giving themselves a much broader user base 

upon which to build.  

 
Key Terms - Biometrics, channel mismatch, enrollment, 

multimodal recognition. 

 

I.  INTRODUCTION 

 

Passwords have been the primary form of authentication for 

over 50 years. Passwords were originally developed to 

protect time-shared mainframe computers from pranks by 

other users. Password policies that promote stronger and 

more complex passwords are still one of the primary focal 

points for security personnel today, despite there being little 

to no evidence of complex passwords being safer [8]. There 

are two types of password attacks. Attacks that occur offline 

where an attacker can try an unlimited number of attempts 

using a predetermined list are brute-force attacks. There are 

also online attacks where an attacker must remain connected 

to obtain the password. Online attacks are often carried out 

via phishing, eavesdropping, or by using client-side 

malware [8]. Strong passwords will not help against any of 

these kinds of attacks because the concept is fundamentally 

flawed. For example, an attacker can use a phishing attack 

to convince a targeted user to provide their password. In this 

instance, the complexity of the password does not make a 

difference To make matters worse, the most commonly used 

passwords of 2015 as reported by SplashData are incredibly 

simplistic, for example, '123456' [18]. Clearly, there are 

opportunities for improvement. 

 

The science of biometrics is the study of one’s biological 

individuality, by identifying and authenticating the 

individual in order to grant them access [22]. There are 

certain physical identifiers that can be used to verify the 

identity of a user. Widely acceptable biometric measures 

include fingerprints, handprints, facial recognition, and iris 

scans. By using a combination of these various biometric 

values, multi-biometric access control is further 

strengthened by adding to the limitations of each biometric 

factor. Biometric technology is used for security 

applications, which allows an individual to be their own key 

[22]. Biometric systems can be measured by physical and 

behavioral characteristics, as well as the combination of 

physical and behavioral characteristics. 

 

Physical biometrics includes facial recognition (face, iris, 

retina, etc.) and hand recognition (wrist veins, palm-prints, 

fingerprints). Behavioral biometric authentication includes 

speaker recognition, signature recognition, and keystroke 

recognition. Data for biometric systems that utilize physical 

characteristics is recorded with the use of a camera. The 

data is then stored in a database as a digital image [22]. 

However, capturing behavioral biometrics varies depending 

on the specific identifier (i.e.: signature or voice 

recognition). Voice recognition uses a microphone to 

record. Therefore, many biometric companies prefer to use 

the same equipment to register and authenticate an 

individual user, in order to prevent channel mismatch. 
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Fig. 1 Basic Biometric System [13] 

 

Figure 1 represents the general procedure of a biometric 

system. The two main purposes of any biometric system are 

to capture (during enrollment) and match (during 

authentication).  The tool must capture the necessary 

samples of the user during the enrollment process in order 

to add references to the database. These references will then 

be used for matching the enrolled users during 

authentication. Therefore, when the user authenticates they 

use the sensor which gathers the needed data 

(characteristics) for the system to compare references 

within the reference database. Finally, the biometric system 

will make a decision (action) regarding the user’s 

identification, which will be a match or no match. 

 

Biometrics is often used in government work as part of a 

presidential directive. The directives create a uniform 

structure for biometrics within the federal agencies and 

departments[5]. Presidential directives focus primarily on 

physical characteristics as well as the use of multimodal 

biometric software such as fingerprint recognition, iris 

recognition, and facial recognition. The effective use of 

multimodal biometrics is imperative for government 

agencies because it is important that the system correctly 

identifies the proper individuals in order to thwart the 

distribution of sensitive information to those who may pose 

a threat to national security. 

 

The goal of multimodal biometrics is to improve accuracy 

and increase recognition rates. In addition, the goals should 

also include the reduction of false acceptance and rejection 

rates [12]. Many of the inherent problems with channel 

mismatch can be minimized or eliminated via the use of 

multimodal biometrics and biometric fusion. 

 

Biometric fusion is the combining of data from multiple 

modalities into one biometric identity. The use of a second 

or third modality increases the complexity of the biometric 

identity by providing more data points for comparison. A 

multimodal biometric match is less susceptible to noise, 

because more than one modality can be matched. Spoofing 

of multimodal biometric systems is more difficult because 

an attacker must simultaneously spoof more than one set of 

biometric data [12]. 

 

II. CHANNEL MISMATCH 

 

Recognition is not certain in biometrics. Biometric matches 

signify the likelihood of accurate recognition [13]. 

Therefore, it is important for the developers of recognition 

tools to take into consideration constraints and limitations 

that a biometric system may incur. With advances in 

technology, “biometric systems should be designed to 

anticipate the development and adoption of new advances 

and standards, modularizing components that are likely to 

become obsolete, such as biometric sensors and matcher 

systems, so that they can be easily replaced” [13]. The use 

of various devices can affect biometric matches. This issue 

is called channel mismatch. 

 

Channel mismatch is a common problem which is caused 

by the use of various devices within a biometric system [8]. 

Mismatch occurs when one uses one type of capture device 

for enrollment and another kind for the verification or 

identification stage. For example, current smartphones have 

a camera. The quality of the camera will differ depending 

on the make and model of the phone. Therefore, a company 

that uses a specific camera model for facial recognition 

would want the camera quality to be standard for each of 

their facial recognition models. This would allow them to 

best capture the necessary facial features (points) for 

authentication. 

 

Previously, many believed that channel mismatch was 

derived from handset mismatch. [8]. The two common types 

of mismatches within speaker recognition (voice 

biometrics) are channel mismatch and environmental 

mismatch [16]. Channel mismatch is common for speaker 

recognition, and is a result from the use of different types of 

microphones, whereas environmental mismatch can occur 

because of the accumulation of additional sounds from other 

factors that weren’t present during the initial voice 

sampling, i.e.: echoes, the arrangement of the speaker to the 

microphone, vocal strain, etc [1]. 

 

Multimodal biometric technologies have the potential to 

provide a more secure means of authenticating. They also 

alleviate some of the burden of managing passwords. In 

biometrics, “multimodal” refers to the simultaneous use of 

two or more modalities, or types of biometric 

authentication. For example, a multimodal biometric 

system may be comprised of a microphone used for speaker 

recognition and a camera used for facial recognition. Both 

technologies are combined into one authentication 

mechanism [12]. Many of the first biometric security 

systems introduced were unimodal and used only one 

authentication method. 
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Features that distinguish between different voices in 

speaker recognition can be classified into two different 

categories: high level features and low-level features [11]. 

High level features include characteristics that demonstrate 

the behavioral uniqueness of the speaker’s voice. For 

example, pronunciation, emotion, stress, and even word 

usage are all considered high level features. Prosodic 

characteristics including pitch and duration are high level 

features. These high level features tend to develop 

according to the education of the speaker. In addition, socio-

economic factors can also directly influence the way that 

these high level features manifest themselves [11]. Low 

level features include spectral measurements such as jitter 

and shimmer [11]. These features are more closely related 

to the physiology of the speaker. Of the two, high level 

features are less susceptible to problems dealing with noise 

and channel mismatch [11]. However, one reported 

drawback is that much more data is required for testing [11]. 

 

 
 

Fig. 2 – Feature Extraction [10] 

 

Figure 2 demonstrates feature extraction, which is the 

process of enhancing selected key features within a sample. 

For example, an algorithm may be used to measure only 

certain facial features during facial recognition, or a voice 

sample may be filtered to remove certain undesirable 

frequencies. Figure 2 shows that high level features are 

much less susceptible to noise and channel mismatch. 

Conversely, low level features are easier to model and don’t 

require as much data but are more easily corrupted by noise. 

 

Commercial biometric security solutions tend to 

incorporate pre-selected hardware specified by the vendor. 

This helps to ensure an adequate level of consistency and 

performance for end-users. A software application designed 

around a particular type of hardware should be less 

susceptible to incompatibilities. However, in a business 

environment that increasingly encourages the practice of 

BYOD, or "Bring Your Own Device", biometric solutions 

that can overcome channel mismatch by authenticating with 

different types of devices. This can benefit a company by 

giving them larger pre-installed user bases, and lowering the 

cost of entry for businesses and consumers alike [20]. 

 

A study by Research Now in 2013 determined that 57% of 

all people who called the Nuance Communications call 

center for assistance were calling because they were unable 

to use the offered self service, and that a majority of the 

problems were caused by authentication failures. Some of 

the most common problems involved password entry which 

often required a reset. These instances resulted in the caller's 

inability to access critical information 74% of the time [20]. 

 

Speaker and speech recognition have significantly 

developed over the years. Many organizations choose to use 

speaker recognition biometrics because it is difficult for 

others to replicate one’s voice [17]. Speaker recognition 

systems that are text-prompted, provided by combining a 

text-independent speaker recognition system and a speech 

recognizer, offer an extra layer of security in comparison to 

text dependent speaker recognition systems because they 

allow for a liveness test to be performed [1]. Instead of 

having a user authenticate with the same premeditated 

sentence each time, text dependent speech recognition 

provides a different sentence for the user each time they 

attempt to authenticate. Therefore, intruders cannot 

authenticate by using a pre-recorded voice sample from an 

enrolled individual. 

 

A related study by Nuance Research in 2014 found that a 

single channel speaker recognition solution reduced 

operating costs by 4%, increased customer satisfaction 

scores by 73%, and significantly reduced the number of 

fraudulent access attempts [20]. The benefits of using voice 

recognition for consumers are multiplicative when the 

capabilities are spread across more than one channel [20]. 

For example, a user might be able to speak a predetermined 

phrase into a smartphone application and gain access to 

their account. They might also use the same predetermined 
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phrase when calling over a landline to access the same 

account. 

 

Channel mismatch causes biometric software to perform 

inadequately. In addition, channel mismatch produces this 

type of issue during both the enrollment and authentication 

process, when transmitted speech is exposed to 

deterioration [7]. This type of deterioration may be caused 

by ambient noise, infrasound (low-frequency sounds), or 

how close or far an end-user is talking into a microphone. 

 

 
Fig 3. Enrollment vs. Authentication Process [13] 

 

Along with Figure 1, Figure 3 represents capture 

(enrollment) and match (authentication) within biometrics. 

The enrollment of a user is depicted in the top portion of the 

figure, and the authentication of a user is represented at the 

bottom of the figure. Functions A, B, C, D, E, and, F all 

represent how one or more biometric sample is weighed 

alongside the references in the database. In order for a user 

to have a better chance at being authenticated, the 

authentication reference must conform to the reference 

provided in enrollment. 

 

 
Fig. 4 - Speech Variants 

 

Figure 4 depicts the three types of variants in speaker 

recognition. These variants are intrinsic, extrinsic, and 

parametric [17]. Intrinsic variants are caused by the end 

user’s speech style, whereas extrinsic variants are caused by 

external conditions. Extrinsic variants can be caused by 

using various microphones that differ from the microphone 

used in enrollment, as well as ambient noise. Parametric 

variants are viewed as statistical factors. For example, age, 

language, and gender. However, parametric variants can 

also be caused by duration. Duration can affect speech 

recognition if the user had previously registered with a 

longer speech enrollment (sixty second enrollment versus 

eight second enrollment). 

 

Current research into channel mismatch can be grouped into 

three distinct categories. These include feature mapping and 

warping, model compensation, and score normalization [6]. 

Feature mapping is a type of normalization that is designed 

to minimize channel variability. The focus of this method is 

on mapping features from different channels into a common 

space. The feature mapping process is carried out in several 

different steps. The first step is to train a channel 

independent GMM (Gaussian Mixture Model) by using data 

from many different channels. Next, these channel-

independent data sets are trained using channel-dependent 

data. Finally, the difference between the two sets of data is 

analyzed to determine the feature mapping functions [15]. 

 

Feature Warping, on the other hand, is useful under additive 

noise conditions where Cepstral Mean Subtraction will not 

suffice. The individual cepstral features are conditioned and 

conformed to match a specified target distribution over a 

defined time period of speech frames [14]. 

 

Model compensation techniques are designed to alter input 

in order to adjust for interfering noise. These methods rely 

primarily on prior knowledge of the test environment and 

so may be less useful when trying to adapt a biometric 

system for use in an unknown scenario. These methods are 

either data-driven or analytical. Data-driven models rely on 

pre-analysis of potential test environments. Models are 

created from these environments so that a test utterance can 

be matched during speaker recognition. Analysis methods 

are based on a mathematical model of noise corruption. 

Though it may seem counterintuitive, the data-driven 
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method is generally the more preferred method because it 

uses less data than the analytical method. The data-driven 

method does not require as much training data as the 

analytical method [19]. 

 

Score normalization, sometimes referred to as likelihood 

normalization, is a technique where one of several common 

functions is applied to the input data to reduce it to its 

canonical form. This process refines the data and removes 

extraneous details introduced by channel mismatch whether 

through the use of different devices or by the environment. 

Score normalization refers to “changing the location and 

scale parameters of the matching score distributions at the 

outputs of the individual matchers, so that the matching 

scores of different matchers are transformed into a common 

domain” [9]. 

 III. BACKGROUND 

 

The principle of this study is to determine the importance of 

the enrollment process with the use of a multimodal 

biometric system in order to evaluate how channel 

mismatch may affect the authentication process of various 

mobile devices. In this study, two users will enroll on two 

separate devices and then attempt to authenticate their 

identities with the device that they did not enroll on. 
 

This study is being conducted in association with 

Recognition Technologies, Inc., who has provided access to 

their proprietary audio visual recognition system. 

Recognition Technologies, Inc. is a biometric research 

organization, which explores and develops various 

categories of biometric systems – such as, speaker 

recognition (identification and verification), signature 

verification, speech recognition and handwriting 

recognition [4]. The software being used in this study is the 

RecoMadeEasy® Access Control. This tool is a multimodal 

biometrics system of speaker and face recognition, as well 

as speech recognition, in order to conduct a liveness test. 

This software also features a PIN, in order to provide an 

extra layer of security, making the overall system a multi-

factor authentication system.  

 

 
Fig. 5 RecoMadeEasy Registration [2] 

 

Figure 5 is an example of how the RecoMadeEasy software 

registers and authenticates a user. The RecoMadeEasy 

software is used with a mobile device, and can enroll and 

authenticate a user. Figure 5 also represents the use of a 

multimodal biometric tool. The different Certificate 

Authority points (1, 2, and, M) denote the various types of 

recognition options available (facial, speaker  (text 

dependent), and speaker (non-text dependent). 

 

IV. METHODOLOGY 

A. Study Objectives: 

Primary – Assess the enrollment and authentication 

processes with the use of a multimodal biometric system in 

order to determine various levels of channel mismatch. 

 

Secondary – Evaluate any channel mismatch that may 

transpire during the authentication process of a multimodal 

biometric system with an external microphone. 

 

B. Method for Data Collection: 

Data was  attained on site at Recognition Technologies, Inc. 

Testers enrolled on one of two different Samsung devices 

(Samsung Galaxy Tab 4 and Samsung Galaxy S6). The 

testers then attempted to authenticate on the device that they 

did not enroll on, in order to test for channel mismatch. In 

addition to checking for channel mismatch with enrollment, 

testers  also used an external microphone to test for channel 

mismatch on the Samsung Galaxy Tab 4. 
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V. RESULTS AND FINDINGS 

To begin the study, two participants went to Recognition 

Technologies, Inc. to analyze channel mismatch on a 

multifactor and multimodal biometric system called 

RecoMadeEasy®. The RecoMadeEasy® Access Control 

baseline device is a Samsung Galaxy Tab 4, which is 

secured in a case on a door. The enrollment process 

included the creation of a PIN, facial recognition, speaker 

recognition, and speech recognition. Initial enrollment was 

performed by the first participant on the Samsung Galaxy 

Tab 4. The participant experienced no issues enrolling onto 

the device. The second participant enrolled on a Samsung 

Galaxy S6, with the RecoMadeEasy® app. There were no 

perceived issues with the enrollment process on the Galaxy 

S6 for the second participant. 

 

On the first attempt to verify the identity of the first 

participant on the Galaxy S6, authentication was denied. 

The first participant repeatedly struggled to authenticate on 

the Galaxy S6. Although, the participant was an exact match 

for the PIN and facial recognition, the results for the speech 

recognition were classified as “mumbled” by the 

RecoMadeEasy® system, due to the speech recognition 

system not being able to recognize the phrase on the device 

which had added noise from the server room. The client, Dr. 

Beigi, explained that this phenomenon is the essence of the 

problem concerning channel mismatch. When using 

different devices, the enrollment and authentication 

circumstances need to be as similar as possible. In addition, 

both participants in this study created eight-second speech 

recognition enrollments while other users had performed 

minute long speech recognition enrollments. Once the text-

prompted speech recognition was removed from the 

authentication process and the participant moved away from 

the location near the server room, the first participant was 

able to gain access on the Galaxy S6. In addition, without 

the use of the text-prompted speech recognition the first 

participant was able to gain access on both devices. 

 

On the first attempt to verify the identity of the second 

participant on the Tab 4, access was denied. It was 

discovered that because the baseline device was in an 

upright position attached to the door, the angle that the 

second participant was holding the Galaxy S6 during 

enrollment affected the authentication process.  It was also 

discovered that another user that had previously enrolled on 

the Tab 4 had a voice that was similar to the second 

participant.  In order to create an even playing field for the 

second participant, they re-enrolled on Tab 4. The software 

was then able to verify the identity with both of the 

participants on the Tab 4 and Galaxy S6. It was determined 

that the Galaxy S6 enhanced the voice recordings to such a 

degree that it made them similar to those of an existing user. 

 

While testing, it became evident that environmental factors 

can affect a successful authentication. The Galaxy Tab 4 

was mounted on a steel door that leads to a server room. 

Several air conditioning units were running in the server 

room while testing, however, the noise did not reach a 

significant level to impede the enrollment or authentication 

process during testing. It should be noted that  biometric 

devices in the field may be obstructed by environmental 

noise, which will affect how voice and speech is analyzed. 

 

Enrollment for a biometric system should be done in a 

controlled environment in order to ensure  that all 

entries  are not affected by any variables that were not 

experienced by others within the recognition enrollment 

system. Any variables affecting the recognition system for 

access in the field may be alleviated by putting more or less 

stringent thresholds to be met for specific known variables. 

For example, environmental noise can impact 

speech  recognition. Therefore, a different set of biometric 

measures may be used to match the user with their biometric 

set in the platform in addition to a required PIN. 

 

The key takeaway from these experiments is that enrollment 

must be uniform for all users in a controlled environment. 

This insures all users do not have any unique variables 

associated with their enrollment biometrics. 

 

VI. CONCLUSION AND SUGGESTIONS 

 

Biometric software is constantly evolving and the goal is to 

eventually eliminate the use of standard passwords. 

Industries have begun to implement biometric software, 

including many of our workplaces. For example, companies 

will use biometric software for employees to track one’s 

time and attendance. In addition, many of our own personal 

devices like cell phones, tablets, and laptops are being 

designed with integrated facial and fingerprint biometrics. 

Although industries are beginning to experiment and apply 

biometric tools, there is still room for improvement. As we 

began to research and experiment with biometrics, we did 

run into some issues with the authentication process. 

 

The experiments conducted as part of this study clearly 

showed that channel mismatch is a serious problem for 

systems that utilize multimodal biometric authentication. 

Channel mismatch was an issue even in a controlled 

environment with predetermined hardware. Further 

advancement will need to be made if speaker recognition is 

to be possible in a system meant for widespread adoption. 

Biometric systems will need to be able to handle channel 

mismatch caused by technical differences between devices 

as well as channel mismatch caused by environmental 

distortion. In open biometric systems with millions of 

potential users, likeness between individuals will also need 

to be accounted for. 

 

Tests using the external microphone showed that 

normalization must occur during both the training and 

testing phases and the normalization methods must be the 

same. Devices like the external microphone used in the 

testing often compensate for background noise. These noise 

cancellation techniques can skew the test sample and lead 
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to a failure to authenticate. Devices that cannot be altered to 

turn off noise cancellation may be deemed incompatible for 

biometric systems that rely on speaker recognition. 

 

While testing at Recognition Technologies, Inc, it was clear 

that due to the limit of  team members, the data was not as 

robust as it could have been. Having more participants 

would have been beneficial. This may be accomplished by 

bringing in volunteers in future studies. In addition, the 

enrollment process should be controlled in order to record 

as much user data as possible. Every participant should have 

the same enrollment process moving forward in order to 

ensure even results. 

 

For next semester’s study, the team should discuss channel 

mismatch further while focusing on parametric variants 

such as age, language, and gender. While testing we noticed 

that gender can play a major role in acceptance by the 

biometric device. If we had more time to test with the 

RecoMadeEasy® tool, we would conduct a test with more 

female participants. Voice recognition may be more 

difficult for females than males. This could be an issue 

derived from pitch since females have a shorter vocal tract 

compared to males. 

 

We also tested the system by authenticating in different 

languages (Russian and Spanish) without the text-

dependent feature.  Although every voice is unique, due to 

one’s pitch, inflection, and cadence; it would also be 

interesting to see if people with similar accents would have 

a difficult time authenticating on a system while using the 

text-dependent feature. In order to test for similarities in the 

voices, we would recommend that the volunteers use the 

text-dependent feature in a language that isn’t native to the 

participant. For example, if we had more time we could 

have had participants who all had the same first language 

other than English use the text-dependent feature with 

English sentences. 

 

The future team should also discuss facial recognition 

channel mismatch with the use of different camera devices 

as well as the use of pictures and/or video recordings. 

Testing with a Samsung Tab 4 and Galaxy S6 could be 

expanded to include the most recently released devices as 

well as legacy devices that remain in widespread use but are 

no longer available for enterprise or consumer purchase. 

Since the practice of BYOD is very popular amongst many 

organizations; we would suggest that the future team also 

test for channel mismatch using their own personal devices. 

If testing with the RecoMadeEasy® biometric software, the 

future team should bring various Android devices to test 

with. 
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