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  Abstract – The amount of personal and sensitive data 

accumulated and stored by individuals and organizations 

continues to grow as data is increasingly stored in electronic 

format. Along with data, facility security management is 

increasingly important to organizations wishing to safeguard 

valuable assets. Within this context, biometric security has the 

potential of providing enhanced security features by using 

advanced enrollment, identification, and authentication 

platforms. Our research reviews the various biometric 

security platforms in use today and analyzes their ability to 

withstand attacks against their defenses compared to a 

relatively newer biometric technique known as palm vein 

scanning. After reviewing established literature on the topic, 

our study finds palm vein scanning biometrics a resilient and 

robust security platform for demanding security needs. 
   Index Terms – Authentication, Biometric Security, 

Fingerprinting, Identification, Validation  
 

1. Introduction 

  Our study seeks to determine the acceptance and ease-of-use 

of palm vein biometrics by testing a prototype of the 

PalmSecure device provided by Mr. Hugh Eng, our customer 

for this research study. Volunteers will be enlisted to test the 

device under enrollment, identification, and authentication 

conditions. Prototype testing and survey results indicating 

volunteer opinions and acceptance of biometric security 

techniques are found in subsequently identified sections.  

 

  In the broadest sense, the field of biometrics refers to an 

automated way of establishing the identity of any living person 

based on specific physiological or behavioral features and 

characteristics [3]. Identification refers to a 1-n process where 

one target individual is compared to a database of many 

enrolled individuals, whereas authentication is considered a 1-

1 process where a comparison is made between one target 

individual and the corresponding data set of that individual 

within the database [11].  

 

  As humanity and society have evolved over the years, so have 

the complexities of identity and authentication. Population 

numbers have surged compared to earlier times, and the 

abundance of modern communications devices available for use 

by virtually anyone has correspondingly grown as well. One 

study finds that for every eighteen days in todays’ society, the 

human population grows by the same amount as the entire 

resident human population of the world in 5,000 B.C. [4].  

 

  With the increased number of people using electronic devices 

in practically every aspect of their daily lives, there is a 

corresponding need for securing and safeguarding the vast 

amount of data mapped to any one individual at any one point 

in time. Secure and authenticated access to physical assets and 

facilities is also vitally important as compromised access to 

personal assets and facilities could lead to theft on varying 

scales. Thefts of this type could lead to staggering losses, 

especially for businesses and organizations.  

 

  Private individuals and businesses are more concerned than 

ever with the safekeeping of their personal and private 

information, and a moral obligation exists to provide reliable 

and consistent safeguards for that data. A recent study found 

that at least 13 million people were identity fraud victims in 

2013, a number thought to be artificially low as there are many 

who never report the crime or institutions seek to manipulate 

the data for fear of negative publicity [14]. 

 

  Although there are techniques and methods available that will 

provide a certain level of safety and security for valuable and 

sensitive information, some of these methods perform better 

than others in protecting the security of sensitive data and 

facilities. Individuals and businesses have been using various 

methods of data security throughout the years, and some 

methods have fallen prey to determined hacking more readily 

than others.  
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2. Traditional Biometric Platforms 
 

  As mentioned in a report by Fujitsu, passwords and personal 

identification numbers (PINs) are still the preferred method of 

applying security techniques for safeguarding sensitive and 

important data [2]. They are used for fortifying barriers against 

the illicit activities of stealing sensitive and personal data from 

individuals and businesses. 

 

  However, these security measures are far from ideal and are 

easily circumvented using various forms of manipulation 

techniques and social engineering attacks. Using a rudimentary 

example, there are those who notate passwords on note pads in 

easily accessible areas around a place of business. In this case, 

the password is no more secure than an open book on a coffee 

table.  

 

  Even when kept secured away from view, passwords can be 

quite easily cracked through elementary means such as 

guessing or with simple computer programs [2]. When Purdue 

University conducted a recent study on password effectiveness, 

their findings alarmed those in the field of network security. 

The study involved password changes on 54 different machines 

representing about 7000 user accounts and ultimately found 

almost three percent of the passwords were three characters or 

fewer in length [17].  

 

  Using such short passwords provides no challenge for 

someone intent on guessing a password. Also, a majority of 

people choose an easily guessable password when forced to 

choose on their own. These choices are usually in the form of 

their own names, street names or common dictionary words or 

phrases [17].  

 

  The same Purdue study conducted a test on password files 

from a collection of UNIX systems and machines. They used 

password files containing nearly 14,000 encrypted passwords 

and ran a collection of password cracking techniques against 

these password files. The techniques used were no more 

advanced than guessing and using words from various 

dictionaries.  

 

  The techniques also tried permutations of words and then 

manipulated capitalization on some of the passwords. In total, 

about 3 million attempts at password cracking were recorded 

using these methods. Using advanced computer programs, the 

total time spent on running these password cracking techniques 

was less than one hour. After calculating the results of the 

password-cracking program, approximately twenty-five 

percent of the passwords were compromised [17]. Given these 

numbers, passwords are considered an acceptable data 

safeguard technique only when utilized properly within 

recommended guidelines. 

 

  Seeking to modernize and update the process of protecting 

sensitive information and physical assets, fingerprint scanning 

is sometimes used by those hesitant to trust the potentially 

vulnerable process of using passwords or PINs. In terms of 

biometrics, a fingerprint scan refers to the unique pattern of 

ridges and valleys found on the fingertips of an individual 

person [10]. Fingerprint scanning platforms are found on many 

mobile devices and are often used for locking and unlocking the 

device as well as accessing web browser functionality. 

 

  Even though it is true that fingerprints provide a highly 

reliable form of authentication and identification, there are risks 

in using fingerprint techniques as the sole form of identification 

and authentication processes for data and facility access. From 

a medical perspective, there are individuals who have no 

recordable fingerprints due to accidents or medical procedures. 

In these cases, the lack of fingerprint data would trigger a false 

rejection at the recognition system even though the user should 

be granted legitimate access [10].  

 

  In addition, fingerprints can be easily altered by unauthorized 

individual+ intent on avoiding detection by a recognition 

system. This process is known as obfuscation and involves a 

deliberate attempt to alter ones’ fingerprint pattern for the 

purpose of avoiding detection and carrying out illicit activities. 

One such example involves an individual removing a portion of 

the skin from the fingertip area and replacing it with skin from 

other parts of the body [10].  

 

  In an impersonation attempt, skillfully crafted artificial 

fingerprints are presented to the recognition system in order to 

gain access to data or facilities as a truly authorized individual 

of the system. Examples of fingerprint impersonation attempts 

have been found where an individual used gelatin and moldable 

plastic to alter their fingerprint pattern [10].  

 

  Another highly publicized case of fingerprint impersonation 

can be found in the “hacking” of German defense minister 

Ursula von der Leyens’ fingerprint image while she spoke 

during a live press event in October of 2014. The fingerprint 

image was “lifted” using nothing more than readily available 

commercial software known as VeriFinger and a high-

resolution photographic camera. For this reason, the hacker 

mentioned his distrust of the fingerprint platform [5].  

 

    Due to the nature of biometric identification, cases of 

biometric characteristic impersonation and theft carry a heavier 

burden on the affected legitimate individual with respect to 

damage repair. For this reason, biometric characteristics must 

be safeguarded from theft and subsequent illegal usage [8].  

      

  Relating to hygiene concerns, some individuals are hesitant to 

touch devices based on personal preferences and this could 

serve as a deterrent to widespread and large-scale societal 

adoption of fingerprint scanning technology. In response to 

these concerns, the National Institute of Standards and 

Technology (NIST) developed the Cooperative Research and 

Development Agreement (CRADA) program in 2015 which 

invites developers of contactless fingerprint recognition devices 

to produce and submit tests and methods related to potential 

developments in this field of work [12]. 

 

  An additional and relatively newer biometric technology used 

in some applications involves the use of scanning retina patterns 

on the back of the eye for identification purposes.  The 
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application of retina scanning does have some notable 

disadvantages, first of which involves the difficulty of use 

reported by some users. Some are uncomfortable and feel that 

retina scanning and the associated light from the device may 

harm their vision in some way. With regard to the enrollment 

process, retina scanning requires a high quality image and will 

refuse enrollment without solid data points. This relative 

inability to acquire good data sets on a consistent basis plaques 

retina scanning with moderately high false rejection rates 

among end users [16]. 

 

  Another biometric platform technology used in some 

industries and applications is facial and speech detection and 

recognition. Given a specific facial image and a detectable 

facial region, the process of face and speech recognition seeks 

to identify the detected face as one already enrolled and 

confirmed within a certain database [9].  

 

    Several Pace graduate capstone studies are documented on 

the technology of facial and speech recognition, including a 

recent paper completed by the class of Fall 2015 [1]. In this 

study, the students enlisted the help of Dr. Homayoon Beigi, 

CEO of Recognition Technologies Inc. based in White Plains 

NY.  

 

  Dr. Beigi provided the students with use of his facial and 

speech recognition device for experimental purposes, and the 

team enlisted a group of volunteers to participate in enrolling 

and identification procedures. The experiment sought out more 

female volunteers than previous studies, and multilingual users 

were included in an attempt to gauge the effectiveness of the 

device using varying speech patterns. The team found an 

overall acceptable success rate using the facial and speech 

recognition platform, with only a few variances noted during 

testing. During a round of “liveness” testing in which the 

system is designed to test for the actual presence of the target 

individual, the system generated false rejection errors when 

words were spoken in a mumbled or incoherent manner [1]. 

Future iterations of the recognition device could incorporate 

more advanced algorithms in an attempt to reduce the overall 

amount of false rejection errors. 

 

3. Palm Vein Scanning Biometrics 
 

  In an attempt to overcome the previously mentioned obstacles 

associated with more traditional biometric security techniques 

and procedures such as fingerprinting and facial recognition, a 

relatively newer technology using palm vein scanning has been 

studied and researched.  Original work in this field dates back 

to a seminal paper presented in April 2000 when a Korean 

research team developed the technique for capturing palm vein 

patterns using Digital Signal Processors (DSP). The research 

team developed an application specific processor for vein 

pattern extraction and achieved a reliability rate of 99.45% with 

a delay speed of 150 ms/person, considered promising work for 

a newly developed research device [6].      

 

  Known as palm vein authentication technology, this type of 

biometrics involves scanning the vascular patterns found within 

the palm of an individuals’ hand. According to extensive 

research done by Fujitsu, palm vein patterns are as unique to 

each individual as fingerprints and even identical twins carry 

unique patterns within their palms. Also, the aging process was 

found to have no discernable effect on palm vein patterns [2]. 

To address hygiene concerns, Fujitsu developed a contactless 

device known as PalmSecure. This device has a smaller 

footprint than previous devices and requires no contact from the 

individual using the system. Fig 3.1 highlights the baseline 

palm vein print pattern developed by the palm vein scanning 

device which subsequently serves as the criteria for client 

identification and authorization processes [7]. 

 
Fig 3.1 Palm Vein Scanning Pattern [7] 

 

  In the worlds’ first financial services application in July 2004, 

the Suruga Bank and the Bank of Tokyo-Mitsubishi in Japan 

deployed the PalmSecure contactless system for use in account 

security services, and several other banks adopted the same 

system later in 2005 [19]. In October 2004, the Bank of Tokyo-

Mitsubishi developed the Super-IC Card Tokyo-Mitsubishi 

VISA and combined the platforms of a bankcard, credit card, 

and palm vein authentication system into one secure platform 

[2].  

 

  The Super-IC card contains the customer’s palm vein data and 

various algorithms and subsequently performs the 

authentication process by itself when presented at any branch 

or automated teller machine (ATM). Customers feel more 

secure with this system since sensitive data is stored on the card 

and not within the bank’s master database.  The Hiroshima 

Bank started a similar service in April 2005 and was quickly 

followed by The Bank of Ikeda in June. In the same year, The 

Nanto Bank offered similar services to its customer base [2]. 

Fig 3.2 shows a palm vein scanning unit used in a financial 

institution [19]. 
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Fig 3.2 ATM with PalmSecure Sensor [19] 
    The principles behind palm vein technology rely on natural 

biological conditions within the human body. When 

hemoglobin is oxygenated by the lungs and carried to tissues, it 

carries a different absorbency rate compared to the deoxidized 

hemoglobin found in veins on the return trip to the heart. The 

difference in absorbency rate between oxygenated and 

deoxidized hemoglobin drives the fundamental operating 

principle of the palm vein scanner device.  

 

  When the palm is illuminated with near-infrared light at 760 

nm, the deoxidized hemoglobin absorbs this frequency of light 

more readily than oxygenated blood. This results in veins 

appearing as a pattern of black lines on the imaging device in 

relation to the lighted area of the rest of the hand [2]. Fig 3.3 

shows the images of a test subject hand before and after palm 

vein scanning procedures [2]. 

 

 
Fig 3.3 Palm Vein Pattern Extraction [2] 

 

    This technique highlights one of the most important security 

features of palm vein scanning; the device requires live blood 

flowing through the veins for data capture. This precludes any 

attempt at impersonation using only an image of the vein 

pattern since the device requires live blood flow for data 

capture. An additional security countermeasure is inherent in 

the platform; since veins are found beneath the surface of the 

skin, any attempts at obfuscation are considered logistically 

impractical since doing so would require extensive and 

advanced surgery [16]. 

     

4. Methodology 

  As defined by the University of Southern California website, 

et al., our research study falls under the category of quantitative 

research methodology. This type of research focuses on 

objective measurements and statistical and numerical analysis 

of data collected through questionnaires and surveys [18]. 

 

4.1 Baseline Study Architecture 

 
  During our initial study planning stages, our team formulated 

a relevance tree highlighting the important topics related to our 

research. Fig 4.1 contains our relevance tree for this study. 

 
Fig 4.1 Research Study Relevance Tree 

 

4.2 Primary Research Objectives 

  The primary purpose of our research study involved testing the 

PalmSecure scanning device, designed and developed by the 

Fujitsu Company, using a selection of volunteer test candidates. 

Our target audience consisted of candidates chosen from 

friends, family, and work associates of research team members.   

 

4.3 Secondary Research Objectives 

 
  Our secondary objective in pursuing this research study 

included developing a survey questionnaire intended for 

submission to our volunteer testing candidates. The goal of the 

questionnaire was to collect meaningful, informative, and 

forward-looking data related to users’ ease of use and eventual 

acceptance of biometric security platforms including the 

PalmSecure biometric security device. 
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4.4 Data Collection Process 

 
  Our team gathered data through the enrollment, identification, 

and authentication of test volunteers using the PalmSecure 

scanning device. 

  

  Prior to starting the biometric platform procedures, we 

explained to our volunteers the purpose of our research and the 

software and hardware components of the PalmSecure scanning 

platform. The biometric registration process was initiated with 

an enrollment technique designed to facilitate the capture of 

biometric data associated with each volunteer test subject. The 

enrollment procedure involved three steps in which the 

biometric data was summarily posted to the database and 

mapped to the individual user of the system.  

  With regard to the enrollment process, a large majority of 

volunteers experienced rapid and efficient posting of 

enrollment biometric data to the system. Only a few candidates 

experienced minor amounts of delay in system recognition of 

suitable biometric data sets. We theorized this could have been 

related to inexperience with the PalmSecure device or specific 

physiological factors inherent within certain testing candidates. 

Any such physiological abnormalities associated with certain 

individuals and found to exist within a specific percentage of 

the population could be eventually accommodated through 

further refinements of system algorithms used by the device 

software. 

 

  After enrollment procedures were completed, our candidates 

continued testing through the identification (1-n) and 

authentication (1-1) procedures. The identification procedure 

involved placing the PalmSecure device in identification mode 

and asking the volunteer to place their hand over the device. 

Subsequently, a comparison was made between the biometric 

data of the user attempting access and any corresponding data 

within the database. A matching profile would generate a 

message identifying the individual. Authentication is 

performed in a similar way except the software looks for a 1-1 

match between the individual claiming a specific identity and 

the corresponding match within the database. 

 

    Regarding identification and authentication procedures, our 

testers found the system responsive and reliable when scanning 

their biometric data signatures. Referencing Fujitsus’ own 

measured false acceptance rate of less than 0.00008% and false 

rejection rate of 0.01% [2], our testing would have to involve 

many more participants for reliable and accurate comparisons 

to Fujitsus” data claims, especially the false acceptance rates.  

 

  The lower false acceptance rate claimed by Fujitsu is favorable 

when compared to the false rejection rate. A very low false 

acceptance rate is favorable since this means far fewer 

illegitimate users would gain unauthorized access to systems or 

facilities. False rejection means that legitimate users would be 

denied legitimate access, and this is considered a correctable 

nuisance as opposed to the real security threat introduced by a 

false acceptance error.  

 

 

4.5 Data Analysis 

 
  Our research study also included the creation of an electronic 

survey including 10 questions and a short five minute video 

created by the Fall 2015 Pace Capstone Research team [1].  

 

  The video explains the facial and speech recognition software 

system developed by Recognition Technologies, Inc., and 

shows participants engaged in biometric security testing. The 

inclusion of this video on our survey was meant to familiarize 

our test audience with the concept of biometric security 

technology outside of our testing parameters. 

 

  Our survey questions were meant to gauge our users’ 

familiarity with biometric security techniques in general, and 

also validate their trust in using biometric security platforms in 

their daily lives. The survey was created using the Google 

Forms platform and is considered a web-based design since our 

participants will click on a link in the survey taking them to the 

appropriate server site. 

 

  Our team decided on a web-based design structure to enable 

convenience for our participants while providing an efficient 

platform for collecting survey results. User results can be 

retrieved on a real-time basis and evaluated for relevant and 

informative data. Survey results will be analyzed and presented 

in the following section. 

 

5. Survey Results and Findings 

 
  The survey results associated with this palm vein scanner 

biometric security acceptability and ease-of-use study provide 

valuable and noteworthy data relating to acceptance attitudes 

among the survey participants. Results such as these gauge the 

overall willingness of a percentage of the population to adopt 

and embrace a technology platform designed for a specific 

purpose. These results are increasingly important when they 

deal with a relatively new biometric technique such as the palm 

vein scanning device as customer acceptance plays a key 

pivotal role in the eventual adoption of any new technology 

platform. Of the 55 survey participants, 52 responded to the 

online survey. Demographic results are explained next, and 

figures relating more specifically to the palm vein scanning 

device usage questions will follow. Palm vein platform-specific 

survey questions are included in the appendix for reference.  

 

  Survey questions one through four explored the participants’ 

demographic data for establishing baseline metrics. Gender 

breakdown showed 52% of respondents were male and 48% 

female. The 16-27 age group comprised the majority (44%) of 

respondents and 55% were female within this age group. Of the 

respondents, 62% held a college degree with the same amount 

holding a professional title within their field of work. Within 

the group of college graduates, 60% held a graduate degree. 

Given the measure of higher education respondents, the results 

relating to biometric security awareness seem unusual since 

57% of respondents were unaware of biometric security usage. 

As biometric technology is becoming more ubiquitous, future 

study teams could possibly look into rewording such questions 
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without mentioning “security purposes” to gauge awareness of 

biometric technology in general. 

 

  Regarding biometric platform intrusiveness, 75% of 

respondents felt comfortable with the platform dynamics and 

answered no to the technology being intrusive. However, there 

were a number of study participants who refused the enrollment 

and identification procedures out of fear of misuse of their 

personal and private biometric data patterns. Four participants 

felt the technology was intrusive and five participants needed 

more information on the subject to make informed decisions. 

The 75% level of participants who found the technology non-

intrusive is surprising given the relative youth of this 

technology compared to other traditional biometric platforms. 

This level of acceptance could be a promising sign for further 

advancement of palm vein scanning techniques in subsequent 

years. 

 

  Regarding the palm vein scanning registration process, 77% 

of respondents reported experiencing no delays while using the 

platform, with 23% reporting some delays. Fig. 5.1 highlights 

this statistic. 

 
Fig. 5.1 Reported delay of device 

 

 Survey results relating to potential usage of palm vein scanning 

platforms for various activities also showed promising results 

with the majority stating they would use the palm vein scanning 

device for all activities mentioned in the survey. In addition, 

accessing electronic devices was listed as the next most-used 

category followed by the protection of assets. Only three 

respondents stated they would not use the technique for any 

activities. Fig. 5.2 shown next highlights these results. 

 
 

Fig. 5.2 Usage on various activities 
 

  The palm vein scanning device includes an acrylic support 

guide to correctly position the participants’ hand during 

enrollment and authentication procedures. Of the respondents 

who used the device, 71% felt the acrylic guide promoted an 

easier and more user-friendly experience when compared to 

using no guide. Fig. 5.3 displays the results. 

 
Fig. 5.3 Registration process ease-of-use 

  

  The final survey question related to the participants’ theory on 

whether biometric technology will become one of the dominant 

authentication methods in the near future. Of the respondents, 

90% answered yes to this question. This statistic is especially 

important within this study since eventual public acceptance 

often determines the fate of any new technology. Fig. 5.4 

highlights this statistic. 
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Fig. 5.4 Dominance of biometric technology 

 

6. Conclusion 

 
  Society is growing increasingly dependent on technology-

centered devices. As a result, security concerns escalate daily 

regarding personal and corporate data theft and corruption. In 

keeping with these concerns, security platforms must be 

developed that not only keep pace with but also surpass the 

expectations of those looking to secure personal and corporate 

assets and data.  

 

  Although no technique is considered perfect, the palm vein 

scanning device highlighted in this research study shows 

promise as a secure biometric platform given the methodology 

and survey results presented in this paper. The palm vein 

scanning platform possesses robust characteristics in dealing 

with potential obfuscation attempts and relies on a 

physiological principle adept at staying consistent over long 

periods of time. 

 

  Considering the palm vein scanning technique is still 

relatively new, future research possibilities for this security 

platform could include continued form factor and design 

modernization and improvement developments. With a smaller 

and more ubiquitous design feature, the palm vein scanning 

device could find increased use among the smaller electronic 

devices favored by many individuals. 

 

  Also, given a smaller form factor architecture, an intriguing 

research possibility could involve incorporating palm vein 

scanning biometrics into an advanced form of gun control.  

 

  When held in the customary style, natural hand positioning 

places the palm area directly over the grip of the gun. With a 

smaller design footprint, a palm vein scanning chip could be 

incorporated directly into the grip and used for identification 

and authorization purposes. When used in this way, the onboard 

chip could be programmed to accept only the gun owners’ palm 

vein scan for proper operation of the weapon. Using an 

internally stored master database platform, the gun holder is 

first identified and then checked for authorization to legally use 

the weapon.  

 

  Although this concept would not stop all gun violence, 

incorporating this platform could theoretically prevent some 

attacks from succeeding. Since many gun-related events 

involve non-owners using the weapons illegally, this could 

prove a significant step toward ensuring only the registered gun 

owner is able to operate the weapon. 

 

  Along with design considerations, security features could be 

incorporated which would have the potential of making an 

already robust security platform even more resistant to 

determined thieves and hackers. By incorporating other security 

mechanisms such as cryptography, the palm vein device could 

be enabled as a multi-mode security platform. One example 

could use personal photographs which have been 

cryptographically transformed and embedded within personal 

data cards [13]. With this technique, an extra security feature 

adds a layer of defense against possible data corruption and 

theft. 

 

  In addition, future research could possibly explore various 

options available to the physically challenged. Methods of 

using biometrics to enable easier building or facility access 

could prove an exciting breakthrough for those individuals 

struggling with access difficulties in everyday situations.       

 

Appendix – Survey Questions: (Questions 1-4, omitted for 

brevity, were basic demographic questions and are discussed 

early in Section 5.) 

 
5.   Have you used, heard of, or read about                                        

biometrics being utilized for security purposes? If      you have, 

please tell us more about your experience    with this 

technology. If you have not, please reply    “No”. 

o Text-based answer 

6.   Do you feel this technology is intrusive? If you                                                               

do, please tell us why: 

o Text-based answer 

7.   Would you use biometric security for any of the      below 

activities: 

o To protect your assets (home, car, etc.) 

o To access your electronic devices (phone,        

computer, etc.) 

o To access your bank accounts online 

o To manage banking transactions 

o Would not use for any of the above 

o Would use for all of the above 

8.   Did you experience any delays while registering or 

authenticating your palm vein pattern? If you did, please 

indicate during which phase did you experience this delay; at 

the registration or at the authentication phase. 

o Text-based answer 

9.   Please indicate which registration process was easier to use: 

o Scanning palm vein pattern with acrylic guide 

o Scanning palm vein pattern without acrylic guide 

Yes
90%

No
10%

WILL BIOMETRIC TECHNOLOGY BECOME 

DOMINANT IN THE NEAR FUTURE?
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10.  Do you believe biometric technology will become one of 

the dominant authentication methods in the near future? 

o Yes 

o No 

11.  Please indicate why you answered yes or no to the previous 

question: 

o Text-based answer 
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