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Abstract—This study examines behavioral biometrics, focusing 

on smartphone motion, in order to measure the accuracy of these 

devices for the purpose of authentication. Data collection was 

accomplished using the Sensor Kinetics Pro application. Analysis 

of the accelerometer and gyroscope data was performed using the 

Weka machine learning library. The latter application was 

provided with additional training data, and improved data 

preprocessing, compared to a previous study. With this 

improvement in testing data, this study cannot support the use of 

behavioral motion biometrics alone for authentication. The test 

results obtained an accuracy of over 90%, to almost 93% with 

numerous classification methods on all of the devices tested, being 

below what would be expected of an authentication service. 

 
Index Terms—Behavioral biometrics, User authentication, 

Accelerometer, Gyroscope, Android devices, Weka, Motion 

Capture 

I. INTRODUCTION 

HE purpose of this study was to expand upon previous 

work done by Lee, Levinger, Rollins & Simnica et al, [6] 

in an effort to determine whether behavioral biometrics would 

suitable for purposes of authentication in comparison to its 

better known counterpart, physiological biometrics.  

User authentication via behavioral biometrics is 

comparatively less established than the use of physiological 

biometrics. This umbrella term, behavioral biometrics, 

encompasses a range of gestures including those normally 

applied to mobile devices such as touch gestures, motion, and 

orientation as well as others such as mouse dynamics, 

handwriting, grip, and gait/stride.  

The challenges inherent in authentication make behavioral 

biometrics appealing for a number of reasons. For one, it will 

likely be harder for someone with malicious intent to 

successfully capture a natural motion rather than a password or 

even a fingerprint. Natural motions also provide the option of 

continuous authentication since the motions such as holding the 

device, walking around with it, and holding it up to the user’s 

ear are committed continuously. 

Objectives for this study included tripling the amount of test 

 
 

data compared to Lee et al [6], bringing the number of test 

subjects and from a total of 20 subjects to a total of 60, and the 

total number of trials from 500 to 1200. The performance of the 

previously used machine learning algorithms was tested against 

the larger data set. The objectives were designed to satisfy the  

 

aims of the study.  

The outcome of the study does not support the use of 

behavioral biometrics as strongly as previously determined [6]. 

This study demonstrated that the use of behavioral biometrics 

would not perform successfully as a sole form of authentication, 

though it could be considered in tandem with some other 

authentication system.  

II. LITERATURE REVIEW 

There has been significant growth in the number and usage 

of mobile devices in recent years, and will continue to grow. 

Mobile devices are rapidly becoming a key computing 

platform, transforming how people access business and 

personal information [10]. 

A. Information Security 

The need to secure private or sensitive information in our 

mobile devices is one of the main problems in information 

security. However, usual methods such as passwords and 

tokens fail to keep up with the challenges presented due to 

having many drawbacks [1][3]. 

Access to information is not limited to personal information 

only. Users increasingly need to access information for business 

reasons. Access to business data from mobile devices requires 

secure authentication, but traditional password schemes based 

on a mix of alphanumeric and symbols are cumbersome and 

unpopular, leading users to avoid accessing business data on 

their personal devices altogether [10]. 

Biometric recognition could be a good alternative to 

overcoming the difficulties of password and token approaches 

[1][3]. There are many different types of biometrics that we can 

use to authenticate users like touch-based or non-touch type 

biometrics. Touch-based gesture behavioral biometrics 
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provides a more convenient method and has many advantages 

for authentication purposes [1][3]. 

Authenticating users require knowing the types of 

authentication that are available to them. Authentication is 

categorized into three types of techniques which are: passwords 

(what one knows), tokens (what one has), and biometrics (what 

one is) [1][4]. Using passwords and tokens, while they have 

provided some benefits, are vulnerable.  

These tokens and passwords fail to keep pace with the 

challenges presented because they can be lost or stolen, which 

exposes the information [1][2]. The industry and research have 

turned their focus in finding a more secure way to authenticate 

users. Biometrics authentication has, thus, become the main 

focus of academic research and industry 

adoption/implementation to provide users enhanced security 

and authentications.  

B. Biometric Research 

In the area of biometrics (what one is), there are many 

different ways individual users can be recognized and 

authenticated. While the list could grow in the future, where one 

can exploit many biometrics like DNA, one can presently list 

several of the most popular biometrics that are widely used to 

authenticate users. The rich set of input sensors on mobile 

devices, including cameras, microphones, touch screens, and 

GPS, enable sophisticated interactions with the mobile devices 

to authenticate users. 

We can group biometrics into two general categories: (1) 

physiological biometrics, and (2) behavior biometrics. In the 

area of physiological biometrics, we have fingerprint, facial 

recognition, voice recognition, iris recognition, hand geometry, 

and vein pattern recognition.  

Fingerprints are the most common form and are now found 

in many laptops and mobile devices. 

C. Physiological Biometrics 

A fingerprint scanner requires an image of your finger, and it 

needs to determine if the pattern of ridges and valleys in the 

image matches the pattern of ridges and valleys in a stored 

profile. The profile only includes certain characteristics of the 

fingerprint [8].  

Voice verification is another biometric that uses the pitch, 

tone, and rhythm of speech. Iris recognition has become a 

common site at most airports which provides services that allow 

frequent travelers to bypass immigration queues. Hand 

geometry has been available for some time and has been 

deployed in various organizations such as airports.  

Vein pattern recognition has become popular more recently 

and its recognition is based on the science that blood vessel 

patterns are unique to each individual and cannot be 

counterfeited since it requires a “live specimen” to work [8].  

Facial recognition is another biometric that is widely used at 

airports, particularly for travelers to the U.S. Most current facial 

recognition systems work with numeric codes called face-

prints. Such systems identify 80 nodal points on a human face. 

In this context, nodal points are end points used to measure 

variables of a person’s face, such as the length or width of the 

nose, the depth of the eye sockets and the shape of the 

cheekbones. These systems work by capturing data for nodal 

points on a digital image of an individual’s face and storing the 

resulting data as a face-print. The face-print can then be used as 

a basis for comparison with data captured from faces in an 

image or video [8][11]. 

D. Behavioral Biometrics 

In the area of behavior biometric techniques, we have many 

approaches, but some of the popular ones are signature, 

keystroke dynamics, and mouse dynamics, to mention a few.  

 Signature recognition is a behavioral biometric that encodes 

the flight movements of the signer for his or her signature. 

Signature recognition has widespread acceptance and has been 

commonly used by banks to validate signed transactions for 

years. However, they are not well suited to mobile devices and 

applications, and are susceptible to forgery.  

Keystroke dynamics are a behavioral measurement that 

identifies users based on the typing of the individuals. 

Keystroke patterns are collected by the way a user types on a 

standard keyboard or a mobile device. The biometric is based 

on three fundamental components; (1) key press which is the is 

the amount of time that a single keyboard button is pressed and 

released, measured as the time when the key is first pressed 

down until it is released; (2) key flight which is the timing 

between two different keyboard presses, and is measured as the 

time between when the first button is released and when the 

second button is pressed; and (3) key sequence which is the time 

it takes to type (from start to end) a full sequence (e.g., word) 

or a part of a full sequence.  

Mouse biometrics are based on learning a unique pattern 

from user mouse movements, and, similar to keyboard 

biometrics, require no special hardware for data collection. 

Mouse biometrics are based on collecting unique behavioral 

characteristics from a user based on his or her mouse actions, 

which consist of mouse movements and mouse clicks [8]. 

E. Mobile Devices 

Mobile devices, such as Android-based ones, use sensors to 

capture biometric data as needed. Most Android-powered 

devices have built-in sensors that measure motion, orientation, 

and various environmental conditions. These sensors are 

capable of providing raw data with high precision and accuracy, 

and are useful if one wants to monitor three-dimensional device 

movement or positioning, or one wants to monitor changes in 

the ambient environment near a device. For example, sensors 

within the devices are used to get gestures and motions, such as 

tilt, shake, rotation, or swing.  

The Android platform supports three broad categories of 

sensors. The first are motion sensors that measure acceleration 

forces and rotational forces along three axes. This category 

includes accelerometers, gravity sensors, gyroscopes, and 

rotational vector sensors. The second are environmental sensors 

that measure various environmental parameters, such as 

ambient air temperature and pressure, illumination, and 

humidity. This category includes barometers, photometers, and 

thermometers. And thirds are position sensors that measure the 
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physical position of a device. This category includes orientation 

sensors and magnetometers. 

Android-based platforms support wide array of sensor types 

that fall in one of the above broad categories. The following 

sensor types are usually supported in Android-based platforms. 

Accelerometer measures the acceleration force in m/s2, that is 

applied to a device on all three physical axes (x, y, and z), 

including the force of gravity. Its common use is for motion 

detection (shake, tilt, etc.). Gyroscopes measure a device’s rate 

of rotation in rad/s around each of the three physical axes (x, y, 

and z). Its common use is for rotation detection (spin, turn, etc.). 

Gravity detection measures the force of gravity in m/s2 that is 

applied to a device on all three physical axes (x, y, z). Its 

common use would be for motion detection (shake, tilt, etc.) 

Linear Acceleration measures the acceleration force in m/s2 that 

is applied to a device on all three physical axes (x, y, and z), 

excluding the force of gravity, useful for monitoring 

acceleration along a single axis [9]. 

F. Motion Captured by Mobile Sensors 

Another important area within biometric authentication is the 

“movement” of individuals that can take advantage of the 

sensors noted. We can use accelerometers, for example, to 

identify and authenticate cell phone users based on a person’s 

movements. A person movements form a unique signature and 

this is reflected in the accelerometer data that they generate.  

We can collect data from individuals having a mobile phone 

equipped with the sensor to collect data as they perform normal 

daily activities such as walking, jogging, and climbing stairs. 

Kwapisz, et, [5] did their research by collecting these data, 

aggregated this time series data into examples, and then applied 

standard classification algorithms to the resulting data to 

generate predictive models to authenticate individual users of 

the smart phones [5]. 

Kwapisz, et al, demonstrated that acceleration data collected 

while walking, jogging, ascending stairs, and descending stairs 

all have the potential to function as biometric signatures. In 

addition, they showed that users can often be recognized 

quickly, using only 10 seconds worth of data. They also showed 

that they can build highly accurate models for identification and 

authentication—and can often achieve perfect performance—if 

we utilize multiple samples before making an identification or 

authentication decision. They studied 36 users and collected 

over 4,866 examples to build a predictive model to show a user 

can be authenticated [5]. 

Another area of research has been on how smart phones are 

held. The way a phone is held or kept at different position 

through motions can be used to authenticate users. In practice, 

a phone could be held in a variety of ways and there has been 

research to answer the possibility of how phones are held or 

carried through the motions can be used to authenticate users. 

 Primo, et al, [7] tackled this question on the impact of 

variations in the position of the phone to measure the 

performance of a continuous authentication system that uses 

accelerometer measurements to characterize human body 

movements. They focused on four of the most common ways in 

which people carry their phones while they walk: (1) The phone 

held in the right hand, (2) The phone held in the left hand, (3) 

The phone inserted in the left front pocket (of say, the pants or 

skirt), and (4) The phone inserted in the right front pocket. The 

authors believed that these four common ways of holding a 

phone would go a long way towards answering the question of 

how the phone handling method can affect authentication of 

mobile phone users [7]. 

G. Changes from Previous Study 

For the purposes of continuity, the ways in which this study 

varies from the works of Lee et al. [6] are summarized here:  

(a) The sample size is tripled. Six phones are used, each 

capturing data for 10 different individuals, bringing the total 

number of participants from 20 to 60. Each individual 

performed 20 trials of two motions: bringing the phone up to 

eye level for review, then bringing the phone to the ear. Thus, 

the total number of runs is expanded to 1500, compared to the 

500 performed earlier.  

(b) One step is removed: The flick motion used in the 

previous experiment was not incorporated this time around 

since it was seen as a distraction. This study focuses on the 

natural motions of picking up and holding the phone.  

(c) This experiment used only automated processing. There 

was no manual feature extraction as there had been in the 

previous work. This was done to ensure that the results are as 

objective as possible. In addition to breaking the entire run into 

eighths for automated analysis, the trials were segmented into 

sixteenths. 

(d) The accelerometer and gyroscope remain the sensors of 

interest. When feature extracting, each motion, continued to be 

broken into quadrants, and then averaged.  

(e) The multilayer perceptron (MLP) algorithm, the naïve-

Bayes algorithm and a simple k-nearest neighbor algorithm 

were used again. 

III. TOOLS 

The project makes use of two separate tools. The first tool 

serves as a data collection tool created by INNOVENTIONS, 

Inc: the Android based Sensor Kinetics Pro. application. The 

second tool is project WEKA, a Java driven tool was developed 

under a GNU (a general public license) by University of 

Waikato in New Zealand. 
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Sensor Kinetics Pro is an Android application created by 

INNOVENTIONS, Inc. that, once downloaded to the test 

device, taps into the built-in sensors of the device, allowing the 

user to conduct testing, store the data, and then transfer it to 

another PC where it can be opened on any popular spreadsheet 

program. The phone's sensors are broken down into three 

sections. 

The Sensor Kinetics Pro application has an advanced multi-

sensor recording feature which allows it to capture up to six 

simultaneous kinetic sensors of the device. This study 

concentrates on two sensors commonly found in most devices: 

the accelerometer and gyroscope. The captured data, 40 CSVs 

per participant (20 trials using 2 sensors) was accumulated 

together and pre-processed, as described in section 5, prior to 

being fed to Weka.  

Weka is a Java driven tool that was developed under a GNU 

(a general public license) by University of Waikato in New 

Zealand. This free machine learning tool contains collection of 

visual data mining tools and algorithms for data analysis and 

predictive modeling. Its portability is fully implemented with 

the Java programming language which allows for the flexibility 

of running it on most computing platforms. This study uses 

Weka’s numerous machine learning algorithms to build models 

that might identify users from one another, for the purpose of 

authentication. For the purposes of this study, Weka’s 

algorithms for knearest neighbors, multilayer perceptron, and 

naïve-Bayes are used. 

IV. DATA GATHERING PROTOCOL 

Behavioral biometrics needs a larger set of training data for 

the phone to learn users’ unique use patterns, in comparison to 

physiological biometrics capture, such as fingerprinting and iris 

scanning. 

In this study, there were a total of six testers, with a number 

of different Android-based phone models. The models used 

were: 

1. LG Nexus 5 

2. Motorola Moto G (3rd Gen) 

3. HTC One m8 

4. Samsung Galaxy Note 4 (2 testers) 

5. Samsung Galaxy Note 5 

Every tester gathered data from 10 subjects, who performed 

20 trials each, for a total of 200 runs per tester, or 1200 runs in 

total. 

It should be stated that the Motorola Moto G did not have a 

gyroscope sensor, therefore it only recorded data from its 

accelerometer. 

The testers facilitated by running the Sensor Kinetics Pro 

application and preparing the Android phone for capture, 

observing while the test subject motioned the phone in 

accordance with the test protocol, and getting the device ready 

for the next round of capture. While various motions were 

considered for this study, the one chosen was deemed best 

because it comes naturally to most people and does not feel 

artificial. No time limit was set for the test subjects. The only 

time enforcement involved was the 2-3 second pauses in 

between motions. 

The trial procedure was straightforward. The subject sat at a 

table or desk with the phone face up on the surface of the 

table/desk. The subject pressed the start button while the phone 

was still lying flat, then lifted it to view. After a 2-3 second 

pause the subject raised the phone with his or her hand of choice 

to his/her ear. The stop button was then pressed at the ear after 

another 2-3 second pause. 

(Operating a 10-fold cross validation test, 90% of those trial 

runs worked as the training data, while the other 10% was used 

as the testing data, which the algorithm was required to perform 

against. This procedure then repeated itself with a different 

tenth serving as the testing data.) 

The tester then stopped the motion capture of the device, and 

prepared for the next trial run until all of the trials were 

completed. Figure 2 shows a sample image of the data captured. 

 

 
Fig. 1. Sensor Kinetics Pro screenshots on an Android device demonstrating 

the X, Y and Z components of an accelerometer measurement. 

 

 

Fig. 2. Data captured from the Sensor Kinetics Pro application. 
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 During the process of gathering the 20 trial runs from 

participants, the testers would find that occasional trials would 

have to be discarded. The rate of discards per test subject 

ranged from 1 to 4, or a rate of 5% to 20%. 

V. DATA PROCESSING AND MACHINE LEARNING 

Data was processed using two different methods. First, a 

simple division of the recorded trial runs was executed, and then 

an advanced feature extraction process to isolate the motions 

and pauses into separate segments. 

A. Simple Division 

The approach of simple division was entirely automated 

using a Java program. The Java program read in the 20 trials of 

subject motion data, provided in .CSV format from Sensor 

Kinetics Pro. Then that data was divided into 16 sections, which 

was chosen to maintain parity with the second method, the 

algorithmic feature extraction detailed below (4 segments, each 

broken into 4 sections).  

The data points in the 16 sections were averaged and then 

had their variances calculated in the x, y, and z axes separately. 

With 2 sensors, this totaled 192 data points. 

 

 

B. Complex Division (Algorithmic Extraction) 

For the algorithmic feature extraction, the following steps 

were performed: Using a graph of the accelerometer data, a 

moving average and variance was calculated for each time 

sample (separate x, y and z axes). Summing the variances for 

each sample gave a picture of the motion of the phone at each 

point in the trial run. A temporary threshold of motion was then 

adjusted via processing each run until it produced four 

segments: two in motion, and two at rest (held in front of the 

face, and at the ear). Depending on whether or not the 

accelerometer and gyroscope captured data at the same 

sampling rate (the Nexus 5 did not), the time indices for the 

gyroscope were adjusted to match the timestamps identified for 

the accelerometer.  

 

 

 
 

Each segment was divided into quarters, and then then 

averaged ({x,y,z} separately) and had a variance taken ({x,y,z} 

separately), so that each segment had 24 attributes for the 

accelerometer, and 24 attributes for the gyroscope, if present. 

Each trial consisted of four segments, and thus consisted of 192 

total data points. 

The average and variance per dimension {x,y,z} are taken in 

each section, intended to capture each individual’s 

idiosyncrasies. As the test subjects performed the motions in 

accordance with their own preferences, the relative 

speed/acceleration of those motions should be distinguishable 

from others. Using the quarter-section averages in each 

dimension representing the speed/angle of the motion of that 

section on average, and the variances to approximate individual 

variation within each section. 

Borrowing from the previous paper, Lee et al, “The use of 

quartiles was intended to recapture individual idiosyncrasies, 

while making the data amenable to the Weka library’s 

numerous classification algorithms. Dividing up the data into 

smaller partitions would possibly create samples with too few 

data points, resulting in meaningless variances” [6]. 

For both the simple division and the feature extraction 

algorithm, the information was aggregated into different .CSV 

files that were processed using Weka, and each 192-data-point 

row was post-pended with an identifier: the test subject’s 

number.  

C. Machine Learning Algorithms 

With the data in this form, the algorithms selected to learn 

the subjects and attempt to identify them were naïve-Bayes, k-

nearest neighbors, and the multilayer perceptron. 

Naïve-Bayes is a well-known and widely used algorithm, 

selected by the team precisely for these reasons. Further, it was 

a very fast algorithm to run, however the ultimate performance 

of naïve-Bayes was not strong. It assumes features are 

Fig. 3. Simple division of a trial run into 16 sections with no attention paid 

to areas of motion or stillness. 

 

Fig. 4. Complex processing of the motion isolates movement from periods 

of stillness. Not shown are the division of these 4 segments into 4 sections. 
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independently formed from one another. 

The k-nearest neighbors algorithm serves as a benchmark as 

being a standard in machine learning, and was also a fast and 

simple algorithm to run. It is also a well understood and widely 

used algorithm, known for sensitivity to local structures in the 

feature space. 

Multilayer perceptron (MLP) was selected by prior groups. 

The training of the artificial neural network is performed by 

backpropagation training data back up to the input layer. The 

connections to the hidden layers underneath are weighted to 

create the desired results. During the training, the weights are 

adjusted after an initial arbitrary setting to close in upon the 

intended results. 

VI. TEST RESULTS 

Cross validation using 10-folds was used with each of the 

algorithms. For each algorithm, the total test data was split into 

10 equal partitions, and the algorithms were trained on 9/10ths. 

Then the remaining 10th was tested against the trained 

algorithms. This process was repeated for each partition.  

Table 1 shows the results for the 60 users, tested using six 

phones (five different models), using algorithms naïve-Bayes, 

k-nearest neighbors, and the multilayer perceptron.  

First, worth noting, is the clear improvement in results with 

the gyroscope is added to the analysis: As observed in the 

previous paper (Lee et al) [6], having the additional sensor 

aided the algorithms in correctly identifying individuals, 

resulting in nearly across the board improvements of 1.1%. 

Second, the improvement in specifically isolating the motions 

using the complex segmentation method, is visibly evident in 

the results. An improvement of 1.1% is noted by doing this 

additional work. 

Third, the choice of algorithm mattered heavily. Going from 

naïve-Bayes to k-nearest neighbors provided a jump of 6.4%. 

Then moving to multilayer perceptron resulted in a 5.0% 

improvement. From the worst to best performing algorithm was 

a difference of 11.8%. 

 

% Simple 

(acc) 
Simple 

(both) 
Complex 

(acc) 
Complex 

(both) 

Naïve-

Bayes 
82.7 83.2 81.1 83.6 

k-NN 86.3 87.0 88.7 89.8 

MLP 91.4 92.5 92.9 92.7 

 

Improvement Percent 

From 1 sensor to 2 sensors 1.1% 

From simple to complex 1.1% 

From NB to kNN 6.4% 

From kNN to MLP 5.0% 

From NB to MLP 11.8% 

 
 One minor detail worth noting was that the multilayer 

perceptron algorithm seemed to perform slightly worse moving 

from one to two sensors in concert with the complex extraction. 

Given the general propensity of the algorithms to improve when 

(1) more sensors are used, and (2) the complex method was 

applied, the authors of this study believe that overall, the best 

combination of factors were: 2 sensors, complex extraction, and 

the multilayer perceptron algorithm. 

 

 

 

Table. 1. Results of the algorithms (Naïve Bayes, k-Nearest Neighbors, and 

Multi-Layer Perceptron), using both the simple and complex segmentation 

schemes, and using the accelerometer only, or both sensors. 

 

Table. 2. Approximate values of improvements in percent when applying 

various improvements, including increasing the number of sensors, moving to 

complex segmentation, or using a more sophisticated algorithm. 

 
Figure. 5. Sample results from Weka displaying true positive and false 

positive rates per individual test subject, taken from the multilayer 
perceptron analysis of the complex feature extraction data set using both 

sensors. 
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VII. CONCLUSION 

The results do not support the lone use of behavioral 

biometrics for the purpose of authentication. In order to 

unlock a device, it might be more advisable to instead rely 

upon physiological biometrics. Then, after being unlocked 

with a physiological biometric, it might make more sense to 

take advantage of behavioral biometrics in order to keep the 

phone unlocked over extended usage. 

Worth noting is that this study’s results are slightly worse 

than the previous iteration of this experiment.  In the previous 

study performed by Lee et al, a ~98% result was achieved.  

Even though it study underperformed in respect to the 

previous version, it still outperformed earlier versions of the 

experiment with Kunnathu coming in at ~83% and Carlson et 

al at ~78%. 

One explanation for the mild decrease in the performance 

was due to the drastic increase in the number of participants, 

from 20 to 60. It was expected that the overall performance 

would suffer as a result of the sizeable increase. However, the 

additional discovery regarding the twins (detailed below) 

confusing the algorithms to such a strong degree was of great 

concern with respect to security. 

However, one improvement in performance was a result of 

the automated method for feature extraction, compared to the 

simplified version, which was a complete inversion from the 

previous paper. First, the previous paper used a manual effort 

to visually identify the lifting motions and still portions, which 

compared unfavorably to the simple division into an arbitrary 

number of sections. In this paper, the simple division method 

underperformed compared to the algorithm that automated 

isolating the motions. 

Similarly, to the previous paper, this study did not include 

extra processing steps such as filtering out the effects of 

gravity.  This meant that when the algorithms were run, they 

had the maximum number of data points to work with along 

with a minimum amount of noise created by superfluous 

calculations. 

However, the MLP algorithm, when fed 1200 test trials and 

196+1 attributes (+1 being the identification label), struggled 

under the weight of the learning data. With the 236,400 data 

points, the MLP 10-fold learning took over 40 minutes to 

complete. 

At the conclusion of the experiment, the results dictate that 

MLP was accurate enough that combining it with any of the 

other algorithms would weaken the results. There were no 

instances were MLP misclassified a sample and both kNN and 

N-B classified it correctly. Therefore, fusing the results of all 

three algorithms would serve no purpose other than to lower 

the results of MLP alone. 

As with the previous effort, the learning algorithms 

performed better with additional data: having the gyroscope 

data added to the analysis improved the results across the 

board. Some phones had middling sensors, particularly the 

gyroscope, that sampled at lower rates. The Nexus 5’s 

gyroscope sampled at half the rate of its accelerometer. When 

isolated, the phones with superior sensors fared better, per the 

previous paper [6]. 

For phones with sensors that have a lower sampling rate but 

still wish to offer biometric authentication, cubic interpolation 

could possibly be an option.  Cubic interpolation makes use of 

neighboring data points to approximate missing data.  This 

idea however would require significant additional testing to 

see whether or not such virtual data would be able to compete 

with phone with high sample rates. 

One particularly noteworthy feature of the results was the 

fact that the machine learning algorithms frequently confused 

the data samples provided by the twins, subjects 43 and 44. 

Their data samples were not correctly ascribed to the correct 

individual. This is likely due to their identical genetic makeup 

causing them to have identical or nearly identical physical 

characteristics. This finding had some influence on the study’s 

outcome, but is a large factor in the final recommendation that 

the sort of behavioral biometric described in this study would 

not be effective as a sole means of authentication. 

 

 

 
 

VIII. FUTURE DEVELOPMENT 

After completing the analysis, there are a few changes that 

can be made in future iterations if the experiment.  One change 

would be to break up the data gathering into sections.  In this 

experiment, the test subjects had to perform all 20 trials in one 

long sitting.  It would be interesting to see if collecting trials 

over multiple sessions would have any effect on the results.  

Whether or not time of day or any other various factors that 

could be present would change the user's motion enough to 

affect the results. 

Another change would be to see if users could trick the 

phones.  In this experiment, each user performed the motion 

after having it explained to them.  This way, the motion was as 

natural to the user as possible.  If one were to show the subject 

a recording of the motion being performed and then ask them 

to replicate it to the best of their ability, would they be able to 

trick the phone and produce worse results? 

It is important to determine the goal of the experiment.  In 

this study, the motion used was a very simple, stream-lined 

motion.  Even though this motion has a high success rate, this 

motion is more suited for a one-time login situation rather than 

a continuous authentication situation. If continuous 

authentication was the goal, a new, more suitable motion should 

be tested. 

Finally, with respect to the ongoing issues with forensic and 

legal investigations, a behavioral biometric system would 

encounter new legal ground. A court order to lift a phone as one 

is normally accustomed, could be defied by a dishonest actor. 

Further, the how most recent legal battles over encrypted 

phones belonging to dead suspects will likely have an 

interesting intersection with motion capture authentication 

schemes. 

  

 

Figure. 6. Confusion matrix with box highlighting the effect of twins in 
the study. Result here taken from the k-nearest neighbor algorithm run 

against the complex feature extraction with both sensors. 
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