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Abstract— Biometrics is a developing form of user 

authentication that is increasing in utilization. Biometrics is a 

great tool for authentication because it is difficult to steal and 

cannot be lost or forgotten. This study explores the possibility 

of using heart sound for continual user authentication, as 

opposed to the more common methods, like fingerprint or iris 

authentication. Heart sounds are an appealing method for 

authentication because they are unique to each person and 

easily collected.  This study will examine the different parts of 

an individual’s heartbeat to determine whether or not this is a 

unique qualifier for correctly authenticating users. Data will be 

collected from the HSCT-11 database, and the authentication 

system developed in this study will collect recordings of the 

heart sounds of unique individuals. This study will then use 

Audacity’s FFT feature to convert the sound wave into a digital 

output that will be further processed to generate a unique key 

(UKI) for database and authentication. To generate the key, the 

study developed an HS_KeyGen class in Java that calculates 

the mean, root mean square, and standard deviation of the FFT 

frequency data and concatenates these values. Once the key 

generation process is complete, the system will test its ability to 

classify authentication key to the corresponding database key.  

An open source machine learning software known as WEKA 

will be used to test the accuracy of the results using four 

different classification algorithms. This study determined that 

IBk classifier produces the best results out of the tested 

algorithms, but did not achieve a high enough accuracy to 

perform successfully as user authentication system. Additional 

features and functionality is needed to improve the exclusivity 

of this study’s heart sound authentication system. 

 

Index Terms - biometrics, heartbeat, authentication, technology, 

unique key identifier (UKI). 

I. INTRODUCTION 

Biometrics in authentication is an evolving field that is 

gaining popularity and continuing to increase in demand. 

Biometrics aims to solve vulnerability and usability issues that 

exist in traditional methods of authentication. Although 

biometrics was utilized in digital security for many years, the 

introduction of wearable technology, such as smart watches and 

 
 

fitness trackers, directed industry attention to exploring 

biometrics as a future standard of user authentication.  

User authentication is a function of digital security that 

requires a system to be able to validate a user’s identity before 

allowing that user access to a system [17]. A well-known form 

of user authentication is passwords. A flaw of passwords is that 

they are dependent on the user, which adversely affects 

password security. A user is susceptible to forget the password 

they created, or to create a weak password that can be easily 

obtained in a malicious attack.  Other traditional forms of 

authentication also pose issues with vulnerability and usability 

[22]. Table I displays some traditional forms of authentication 

and their weaknesses. Because biometrics collects data that is 

naturally produced by humans, it solves the usability issues 

created by passwords and physical keys [22].  
 

TABLE I  

TRADITIONAL METHODS OF AUTHENTICATION AND THEIR WEAKNESSES 

 

Method Weaknesses 

Password 1. Difficult for user to remember 
2. User must create a strong password 

Physical Key 
(cards, tokens) 

1. Can be lost or stolen 
2. Can be expensive to produce 

3. Requires supporting infrastructure 

Fingerprints 1. Wear or cuts on fingers can make prints 

unreadable 
2. Prints can be lifted using various 

medium which can trick the system into 

granting access 

Voice Recognition 1. The higher the security, the more 
computationally intensive 

2. Illness and other voice changes can 

cause voice to be unrecognizable 
3. Background noise can be difficult to 

filter out 

 

Table I also includes some methods of biometrics already 

used in user authentication: fingerprints and voice recognition. 

These methods introduce new issues that a biometric system 

must solve, such as data collection interference, and 

environment interference that affects the ability of the system 

to match input to a user [12]. Biometrics measures a variety of 

biological characteristics that occur naturally in users including 
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voice, fingerprint, eyes, teeth, heart and many others. These 

measurements have the potential to be sufficiently unique 

enough for use in user authentication. The utility of a biometric 

in authentication relies on its uniqueness and its ability to 

distinguish between different users. Biometrics is considered 

difficult for malicious attackers to replicate or reproduce, which 

introduces an important strength of biometric use in security. 

When using biometrics for authentication, False Acceptance 

Rates (FAR) and False Rejection Rates (FRR) are considered 

when measuring the system’s ability to successfully 

authenticate a user. FAR conveys the likelihood that a user will 

be authenticated incorrectly, resulting in unauthorized user 

access. In contrast to FAR, FRR conveys the likelihood that a 

user that should have passed authentication will fail the 

authentication, resulting in the restricted access of an authorized 

user.  The Equal Error Rate, or ERR is the average of the two 

rates and provides an overall evaluation of the accuracy of the 

system [13]. These rates are calculated as part of the results of 

the classification tests performed on this study’s system and 

will impact the system’s overall evaluation.  

This study aims to explore heart sound as an alternative 

biometric to potentially solve the issues presented by passwords 

and physical keys, as well as the issues associated with the 

current methods of biometrics listed in Table I [4]. The 

authentication system developed in this study will use 

recordings of the heart sounds of unique individuals from a 

public database and use these heart sounds to derive a unique 

key identifier (UKI) for each sample that can be used to 

authenticate the individual within the system. The study will not 

explore encryption techniques or other security processes and 

instead will focus on producing a heart sound key that is 

exclusive to a single user. 

II. BACKGROUND ON HEART SOUNDS 

A. Authentication 

A biometric is considered to be viable for user authentication 

if it occurs within every user, is non-invasive to measure, has 

unique features, and is able to be digitally processed [5]. Heart 

sound is non-invasive to record, contains unique features and 

can be digitally processed. In order for heart sound to perform 

successfully as a biometric, the system must be able to use heart 

sound data to authenticate a user. A user passes authentication 

if the system is able to determine whether the user is who they 

declared themselves to be. Authentication works by storing 

credentials created in an initial registration phase and 

comparing user input at the time of access to the stored 

credentials. If the records match, then the user is authenticated 

and granted access to a system. There are many different ways 

in which authentication can be achieved, such as password 

authentication, biometric authentication, and multifactor 

authentication [6]. In biometric authentication, a good, but 

imperfect match is typically used to grant access to a system. 

This is allowed because of the variations that can occur while 

trying to be authenticated. For example, if a user was using his 

or her fingerprint for authentication and they were sweating and 

try to gain access, the system might not obtain a perfect match, 

but a close enough match to grant user access [7]. This study’s 

authentication system attempts to match a user’s heart sound 

recording, considered as recorded at the time of access, to a 

different recording of the same user considered to be recorded 

at the initial registration phase. The success of the study will be 

determined by how accurate the system is at associating the two 

recordings. 

B. Heart Sound Composition 

Heart sound is a variable sound signal emitted when the heart 

muscles expands and contracts to pump blood. Heart sound is 

considered unique because it is non-stationary. The variation of 

heart sounds lies within the alternating signals characterized by 

high activity and low activity. The sound signals produced by 

the heart contain nuisances in frequency and amplitude that are 

difficult to replicate. The cardiac heart beat cycle consists of 

two stages: systole and diastole. Systole occurs when the heart’s 

muscles contract and diastole occurs when heart’s muscles 

expand.  There are two distinct sounds that occur with each 

heartbeat, identified as S1, which emanates at the beginning of 

the diastole stage and S2, which emanates at the end of the 

diastole stage. The S1 and S2 sounds are the closing of valves 

as blood passes through the heart. S2 is short and loud in 

comparison to S1, which is more faint and longer than S2. There 

are other heart sounds that can present in heartbeats, but vary 

amongst individuals. Heart sounds contain other features that 

create uniqueness and exclusivity amongst individuals, 

including timing, velocity, periods of activity and periods of 

inactivity.  This study will explore the ability of some of these 

features to perform successfully as a method of user 

authentication. [15]. 

 

 
Fig. 1 Visualization of s1 and s2 heat sound. 

C. Heart Sound Digital Processing 

Heart sound analysis plays a key role in the diagnosis of heart 

diseases. Many studies aim to use heart sounds to identify, 

classify and predict certain heart abnormalities. These studies 

present important information about the features of heart 

sounds and the methods used to classify heart sound data and 

provide a basis for feature selection, algorithm implementation 

and models for the comparison of accuracy and success.  

Digital processing of the heart sound recordings is the basis 

of this study’s ability to use heart sound for authentication. A 

study conducted by Reed, Reed and Fritzson analyzes the use 

of heart sound computations for system detection and diagnosis. 

The study explores the strengths and challenges of computer 

processing heart sound data. Reed, Reed and Fritzson describe 

heart sounds as complex and highly non-stationary, which can 

cause challenges in automating the analysis of heart sounds [7]. 

After establishing a general model for the classification of heart 

sounds for diagnosis, this study applied Discrete Fourier 

transforms to various heart sound signal waves to classify the 

heart sounds of unhealthy patients. Discrete Fourier Transform 
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is a mathematical formula to translate sound waves from the 

time domain to the frequency domain. This study determined 

that digital processing of heart sounds using DFT result in high 

accuracy rates when utilized in classification systems [15]. This 

study will use a form of DFT to translate sound waves into a 

digital output. 

A different study conducted by Singh approaches computer 

analysis of phonocardiograms with time and frequency as 

primary features. In this study, the frequency domain is defined 

as the extraction of the main components within a heart sound 

signal that have a prominent sound [18].  Singh applies both a 

Fourier transform and a wavelet transform to the frequency 

data. This study determines that time and frequency are key 

features in distinguishing between heart sounds from different 

individuals [18].  Therefore, time and frequency can be used as 

factors in the authentication system.  

A successful authentication system that utilized heart signal 

implemented in the study by Pirbhulal, Heye and Yuan-ting was 

able to produce a one-way authentication key based on an 

echocardiogram which collects the electronic signals emitted by 

the heart [16]. Participants of the study included 24 real patients 

in addition to 20 entries taken from the MIT-BIH Normal Sinus 

Rhythm Database and MIT-BIH long-Term ECG Database. 

The study applied a data authentication algorithm that 

transformed the ECG signals of the participants in the following 

steps: 1. Pre-process physiological signal ECG as combination 

of linear filters, 2. Compute a non-linear transformation of ECG 

signal waves, 3. Threshold detection of QRS complex, 4. Heart 

Rate Variability calculation by Standard Deviation and Root 

Mean Squared Deviation, 5. Authentication protocol. The 

study’s data authentication function employed standard 

deviation and root-mean squared operations to create a ratio that 

was converted to binary and translated through an XOR 

function into an authentication key. This key was continuously 

generated based on the participants’ heart rate. The selection of 

standard deviation and root mean squared methods allowed the 

study’s authentication system to perform without being 

computationally expensive. The study found its authentication 

system to be more efficient than RSA, DES and RSKA 

[14].  Although this study uses electronic signals instead of 

sound signal for the heart, it provides a good comparative model 

for future heart sound authentication systems to achieve.  The 

proposed heart sound authentication method will improve upon 

this model by providing alternate forms of key generation and 

considering abnormal or unhealthy heart sounds within its 

system to improve usability [16].    

Several of the aforementioned studies concluded heart sound 

to be a promising biometric for authentication. The study 

conducted by Reed, Reed and Fritzson determined that heart 

sounds processed by Fourier Transforms are classified at a high 

success rate. The study by Purbhulal, Heye and Yuan-ting 

presented a successful authentication system using the electrical 

signals of the heart and establishes a process that can be applied 

to heart sound biometrics. The tools and processes used in these 

studies will be translated into the proposed heart sound 

authentication system.  

D. Heart Sound Data Collection 

    The most accurate heart sound recordings are performed 

using medical-grade digital stethoscopes in a clinical setting.  

These recordings are made to assist cardiologists in evaluating 

patient heart health, and to train medical students to recognize 

potential heart problems in real-time as they are listening to a 

patient’s heart.  In addition, digital stethoscopes are used to 

collect heart sound data as a biometric for studies of user 

authentication. Current consumer devices can also record heart 

sounds, but there is a high probability of noise in the audio 

signal, including rubbing on clothing, breathing, and 

background noise. As microphone and filtering technology 

improves, high-quality heart sounds can be measured through 

consumer devices such as smartwatches, smartphones, and 

smart clothing. 

     For this study, heart sound audio input are acquired from 

trusted public databases of heart sounds, recorded in controlled 

settings.  Public databases of heart sound were researched, and 

are described in Table II.  All have one recording per person, 

except for HSCT-11 which has two.  References to technical 

descriptions for sensors used are listed in Table III. This study 

selected samples from the recordings provided in the HSCT-11 

database and will use these recordings to simulate live heart 

sound recordings that an authentication system would collect at 

the time of registration and access request. 
 

TABLE II  
SUMMARY OF PUBLIC HEART SOUND DATABASES 

 

Database #Signals Recording 

length (s) 

Sensor used Frequency 

HSCT-11 [19, 

20] 

206 60 ThinkLabs 11025 Hz, 

16 bits per 
sample 

WelchAllyn [24] 150 30 Not available 16 kHz 

Heartchallenge 
A  [3] 

176 1 to 30  iStethoscope 
Pro 

30 kHz to 
44 kHz 

Heartchallenge 

B  [3] 

656 1 to 30 DigiScope 4 kHz 

Primer [11] 23 60 Not available 8 kHz to 44 
kHz 

Texasheart [25] 22 30 Not available 8 kHz 

Medscape [10] 7 60 Littmann 

Stethoscope 

10 kHz 

 
TABLE III 

DIGITAL STETHOSCOPE SENSORS 

Stethoscope sensor Reference 

ThinkLabs Rhythm 

Digital Electronic 
Stethoscope 

http://www.thinklabs.com/ 

 

iStethoscope Pro iOS app https://itunes.apple.com/us/app/istethoscope-

pro/id322110006?mt=8 

DigiScope http://digiscope.diagnozit.com/ 

3M Littmann Electronic 
Stethoscope Model 3200 

http://www.3m.com/3M/en_US/company-
us/all-3m-products/~/3M-Littmann-Electronic-

Stethoscope-Model-

3200?N=5002385+8707795+8707798+871101
7+8711096+8711500+8711724+8727094+329

3188392&rt=rud 
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III. RESEARCH METHODOLOGY 

A. Objective 

Due to its universality and variability, heart sound is a 

promising biometric for authentication.  A system for 

authentication using heart sounds should balance security and 

usability.  The system should be able to obtain heart sound 

recordings without hindering the user and grant access to the 

user in as seamless as process as possible. The system should 

define and obtain the required data necessary to complete the 

authentication process with as little involvement from the user 

as possible. For the purpose of this study, the system must 

provide a way to accurately generate a UKI for a user and use 

the UKI to exclusively associate a heart sound to a specific user.  

The study will use .wav sample recordings obtained from the 

database provided in the HSCT-11 collection. The HSCT-11 

contains of multiple recordings of 206 individuals each ranging 

from 20 seconds in length to 70 seconds in length. Patient IDs 

are provided for each individual along with additional 

information including gender, birth date, date acquired and 

activity level.  The individuals are healthy and the recordings 

are at a resting heart rate. Samples from this database will be 

used as mock recordings in the registration and access request 

phases. 

 

B. Approach 

The authentication system will operate on a sample set of 

100 heart sound recordings in .wav format from the HSCT-11 

database. The .wav files will be cut to the set feature length 

using Audacity, an open source audio editing software. 

Audacity’s Plot Spectrum tool will be applied to each .wav file 

using the settings cited in Figure 2. This tool implements a Fast 

Fourier Transform on the .wav file [2]. The resulting data is 

limited to a size of 128 via the tool and exported to a .txt file 

containing a table of 64 rows and two dimensions: frequency 

(Hz) and level (dB).  

 

 
Fig 2. Plot Spectrum Configuration in Audacity. 

 

Fast Fourier Transform is a common algorithm used to 

analyze sound waves. This algorithm is an optimized form of 

the Discrete Fourier Transform. FFT is able to create a 

numerical output of sound signals by converting signals into the 

time frequency domain and obtaining the values of points 

within a given threshold. FFT is significantly faster when 

compared to the DFT algorithm. FFT reduces the complexity of 

DFT from O (n) to O (n log n) accentuating it as a prominent 

and efficient method to translate the waveforms into features 

[9]. The study will use Audacity’s FFT feature to convert the 

sound wave into a digital output that will be further processed 

to generate a unique key for authentication.  

This study’s authentication system requires an algorithm to 

convert the FFT data into numerical key that is unique to each 

individual. To generate the key, the study developed an 

HS_KeyGen class in Java that calculates the mean, root mean 

square and standard deviation of the FFT frequency data and 

concatenates these values to create a unique key identifier. The 

system predicts that each UKI generated will be exclusive to 

each individual.  

     Once the key generation process is complete, the system will 

test its ability to classify the user as their corresponding key and 

vice versa.  An open source machine learning software known 

as WEKA will be used to test the accuracy of the results using 

four classifiers: IBk, KStar, J48 and NaïveBayes. These 

classifiers are WEKA’s java implementation of common 

classification algorithms [8]. Two separate .arff files containing 

the required feature data will be created. A set of 80% of the 

samples will train the classifier, and the remaining 20% will be 

used at the testing set. The study will explore the results of the 

WEKA classification to evaluate the success of the 

authentication system 

IV. FEATURE EXTRACTION 

The goal of the authentication system serves to define 

features from heart sound data to provide an UKI that is 

exclusively associated to one user. Individual heart sounds are 

difficult to predict, causing heart sound biometrics to be 

problematic to replicate or reverse engineer. The primary focus 

of feature extraction is to identify values that enhance 

exclusivity in order to ensure that each unique key identifier 

(UKI) generate will correspond to a single user.  

The first feature that the system will define is the length of 

the heart sound recording. The system will require a balanced 

length that will provide a sufficient amount of transformation 

data without burdening the user with long wait times or 

hindering the ability of the authentication system to perform 

quickly. In continual authentication, the user’s heart sound will 

be repeatedly recorded. Therefore, the recording should be 

sufficiently long enough to for Audacity’s Plot Spectrum to 

produce diverse results amongst different users and sufficiently 

short enough to minimize the recording time. In an automated 

system, recording length is arbitrary and should be exposed 

through an API to permit the system admin to set the property 

as desired. For this study, the system uses previously recorded 

samples from the HSCT-11 database condensed to a length of 

six seconds. Figure 3 shows an example recording from the 

HSCT-11 database and highlights the areas that are used as the 

database and auth samples. The average resting heart rate 

ranges between 60 and 90 beats per minute [20]. In an instance 

where a user’s heart rate is 75 beats per minute at the time of 

the recording, the feature data will obtain approximately 7.5 

beats and 15 points of distinction through the S1 and S2 heart 
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sounds. This should provide enough data for further extraction 

of features.  

 

 
Fig 3. Example waveform of database and auth samples. 

 

The condensed samples are manually processed by 

Audacity’s Plot Spectrum and FFT data exported to a .txt file 

containing values for frequency and level [2]. Although these 

values will not be represented as a property in the .arff file, this 

data is a dependency for the UKI feature. The HS_KeyGen 

class will process these files and generate the UKI, the core 

feature for this system. The UKI is generated as a number that 

is the combination of the mean, root mean square and standard 

deviation of the frequency data. The experiment will select four 

classifiers from WEKA based on data mining algorithms to test 

their ability to classify a UKI instance to its corresponding user. 

The results will compare the WEKA’s output of the four 

classifications and use this data to analyze the strengths and 

weaknesses of the authentication system.  

V. EXPERIMENTATION 

A. Process 

Instead of developing an automated process to record and 

convert heart sound signals into UKIs, the study utilizes 

Audacity as a manual substitute for this process. The manual 

procedure using Audacity involves the following steps: 

1. A main folder was created to contain the experiment 

files. This will be referred to as the root folder. 

2. The necessary Java files were placed inside the root 

folder. 

3. Two folders were created inside the root folder 

entitled auth and database respectively. 

4. A first sample from each heart sound recording as 

trimmed to the 0-6 second frame and ran through 

the plot spectrum in Audacity. 

5. The output of the plot spectrum was exported as a 

.txt file and saved into the database folder with the 

file name corresponding to a user id.  

6. Steps 4 and 5 were repeated for the 6-12 second 

frame and saved to the auth folder with the same 

user id as the file name. 

     The remainder of the experimentation is automated by the 

HS_KeyGen code, which reads through every .txt file, extracts 

the frequency data and generates the key. HS_KeyGen stores 

the UID and the UKI as comma separated values in a text file 

for both the auth folders and the database folders. At this point 

there should be an auth.txt file and a database.txt file in the root 

folder.  

Once the experiment is complete, the values in auth.txt and 

database.txt are manually converted into auth.arff and 

database.arff for classification testing in WEKA. The 

database.txt set is used as the training set for classification. 

WEKA will use the database set to analyze how the data is 

classified and use its analysis of the database set to classify the 

auth set. The study selects four algorithms that are based on 

different metrics to classify the .arff files. Table IV displays the 

classifier name in WEKA along with their corresponding 

algorithms, type and metric. The IBk algorithm is based upon 

the nearest neighbor algorithm, which uses the Euclidean 

distance formula to determine which attribute values are closest 

to the instance and classifies it according to the k nearest 

instance. In this experiment, k is equal to 1 which will set the 

classifier to classify the instance based on a single nearest 

instance. The KStar classifier is WEKA’s implementation of 

the K-Means algorithm, which a variation of the k-nearest 

neighbor algorithm. KStar also uses the Euclidean distance but 

instead calculates the mean of the closest attributes to classify 

the instance. Although the KStar algorithm is an unsupervised 

algorithm used for clustering purposes, WEKA’s 

implementation of the KStar algorithm provides supervised 

learning and entropy calculations to the classifier, making it 

suitable for classification. The J48 classifier is a version of the 

C4.5 algorithm and uses a training set to calculate the attributes 

with the most entropy and builds a decision tree based of these 

calculations. The NaïveBayes classifier is one of many 

classifiers in WEKA based on the Bayes Theorem. This 

classifier analyzes the training set to calculate the probability 

that an instance will be classified to an attribute and uses these 

values to classify instances to the most likely attribute [23].   

These algorithms cover a range of different method of 

classification that will help determine an effective method to 

use in the heart sound authentication system. 

 
TABLE IV.  

CLASSIFICATION ALGORITHMS 

Classifier Algorithm Type Metric 

IBk K-Nearest Neighbor (1) Lazy Distance 

J48 C4.5 Trees 
Decision 

Tree 

KStar K-Means Lazy Distance 

NaiveBayes Bayes’ Theorem Bayes Probability 

A listing of the four WEKA classifiers selected for the experiment. Type 
refers to WEKA’s categorization and metric refers to the main method used 

by the algorithm to classify instances. 
 

The results of the experiment will compare the analyzed data 

WEKA provides when running the classifier against the data 

set. The study predicts that the one to one relationship between 

UID and UKI combined with the complexity of UKI will 

challenge the algorithms in classifying only one instance of a 

UKI to a UID. At first glance of the output, there appears to be 

no similarities or correspondences between the database keys 

and the auth keys and between the UKIs in the database file and 

the UKIs in the auth file. The UKIs vary in length and sequence. 

Although the majority of numbers begin with 9, there are many 

deviations that break this pattern. The predicted outcome is that 

generating a key off of the heart sound values alone will not 
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provide enough exclusivity to match UKIs to UIDs. This study 

will determine whether the UKI contains enough exclusivity to 

be used for user authentication.  

 

B. Potential for Data Entry Errors  

The preparation of the sample files for plot spectrum 

experimental process increased the likelihood of human error.  

Preparing the .wav files required specific instructions that could 

otherwise compromise the experiment and the accuracy of the 

results. Samples cut too long or too short would distort the 

output of the plot spectrum. Naming the files using the incorrect 

user ID would cause the system to inaccurately classify a heart 

sound instance to a user ID that the instance should not map to. 

Another possible human error could occur when trying to 

export the plot spectrum and saving it over a file that already 

exists or naming it after a filename that already exists. Audacity 

does not provide any alert to prevent this action. Instead, 

Audacity will append the plot spectrum results to the existing 

file. If this occurs, the HS_KeyGen will throw an exception as 

it will consider one of the files to be corrupted.  

The most significant mistake that could have the largest 

impact on the authentication system involves using the close 

button provided by Audacity to exit the plot spectrum instead 

of using the x icon. Audacity’s default setting is to save the 

previous spectrum conversion and will not apply a new one on 

the next sample despite the difference in audio. If this occurs, 

the same spectrum will be attributed to multiple instances 

causing the UKIs to be the same. This should not occur within 

this experiment because in order for a key to be unique, it 

should not match any other key. In general, to avoid errors 

during preparation, ensure that files are deleted before saving 

over and to use the x button, instead of the close button, to clear 

the plot spectrum.   

VI. RESULTS AND CONCLUSIONS 

Table V and Table VI display a summary of important 

metrics from the WEKA’s classifier output after executing the 

corresponding algorithms. Based on the WEKA’s metrics, the 

authentication system did not produce high accuracy rates that 

should be present in an authentication system. The IBk 

classifier produced the most correctly classified instances in 

contrast to the NaïveBayes classifier which only correctly 

classified two instances. The classifiers that used Euclidean 

distance, IBk and K-star produced the most accurate and similar 

results. The additional metrics is located in Table VI, which 

conveys important information regarding the accuracy of each 

algorithm in the system.  

     The Kappa Statistic is a measurement that compares the 

computational accuracy with the actual human accuracy. The 

calculation is based on observed agreement or agreement that is 

actually present, and agreement that is randomly happening by 

chance, or expected agreement. In this case, the observed 

agreement is the classifications in training set database.arff and 

the expected agreement is how the algorithm classifies 

auth.arff.  If the kappa statistic is 1, there is perfect agreement, 

and a result of 0 would indicate what would be expected by 

chance [21]. A number greater than 0 means the classifier is 

doing better than chance, which is a positive result for an 

authentication system. Viera and Garret rank the kappa statistic 

using the following scale: 0-0.20 as slight, 0.21-0.40 as fair, 

0.41-0.60 as moderate, 0.61-0.80 as substantial, and 0.81-1 as 

almost perfect. As illustrated in Table 5.1, the IBk and KStar 

classifiers scored moderate on Viera and Garret’s scale and the 

NaïveBayes and J48 algorithms scored slight [21]. This 

suggests that IBk and KStar achieved approximately a 40% 

higher classification rate than NaïveBayes and J48. 
 

TABLE V. 

SUMMARY OF RESULTS FROM WEKA CLASSIFIER OUTPUT 

 

Classifier A B C D E F 

IBk 57/4

3 

0.565

7 

0.014

2 

0.082

3 

71.717

2 

82.725

1 

KStar 51/4

9 

0.505

1 

0.009

9 

0.070

4 

50 70.710

7 

NaïveBaye
s 

2/98 0.010
1 

0.019
4 

0.099 98.179
9 

99.487
6 

J48 10/9
0 

0.090
9 

0.015
9 

0.096
8 

80.134
7 

97.269
1 

Key: A = Correctly Classified Instances/Incorrectly Classified Instances], B = 
Kappa Statistic, C = Mean Absolute Error, D = Root Mean Squared Error, E = 

Relative Absolute Error (%), F = Root Relative Squared Error (%) 
 

TABLE VI. 

ADDITIONAL RESULTS FROM WEKA CLASSIFIER OUTPUT 
 

Classifier TP 
Rate 

FP 
Rate 

Precision Recall F-Measure 

IBk 0.57 0.004 0.48 0.57 0.506 

KStar 0.51 0.005 0.5 0.51 0.5 

NaïveBayes 0.02 0.01 0.001 0.02 0.002 

J48 0.1 0.009 0.036 0.1 0.051 

 

The error calculations, Mean Absolute Error (MAE), Root 

Mean Squared Error (RMSE), Root Relative Error (RAE) and 

Root Relative Squared Error (RRSE) represent the magnitude 

of errors within the data set. Figure 6 displays the formulas used 

to calculate their corresponding statistic. The MAE represents 

the average magnitude of errors in a set of forecasts, measuring 

the accuracy for continuous variable where all the individual 

differences are weighted equally in the average. The RMSE 

also measures the average magnitude of the errors but it is a 

quadratic scoring rule, which places emphasis on large errors. 

RAE and RMSE are scaled versions of MAE and RMSE that 

are translated into a percentage value. 

 

 

 
Figure 6: Formulas for the various error rates preformed on the data for this 
research 

 

Together, these equations can be used to determine how far 

away the classified instances deviate from the true 

classifications [23]. The difference between columns C and B 
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in Table 5.1 demonstrates the variations of error magnitude 

between the MAE and RMSE. The NaïveBayes and J48 

classifiers achieve a higher predictability amongst errors than 

the IBk and KStar algorithms.  

 The second section of metrics in Table 5.1 provides insight 

into the performance of the decisions of each algorithm to 

classify a particular instance to an attribute. The TP Rate and 

FP Rate represent the rates of the algorithms that produced true 

positive and false positive classifications. The precision 

represents the exactness of the algorithm, the recall represents 

the completeness of the algorithm, and the F-measure is balance 

between the precision and recall to aid in selecting a predictive 

model [25]. The IBk and KStar classifiers achieve significantly 

higher precision and recall values than the NaïveBayes and J48 

classifiers. However, J48 provide a prediction model 

comparatively similar to IBk and KStar.   

 The FP rates listed in Table 5.1 also represent the False 

Acceptance Rate (FAR) for each algorithm. FAR values are 

cited in the studies featured in the research methodology used 

to measure the success of biometric authentication. Both values 

represent the rate at which users that should not be granted 

access are allowed into the system. The IBk classifier achieved 

the lowest FAR amongst the four algorithms. FAR is coupled 

with False Rejection Rates (FRR) which represent the rate at 

which users that should be granted access into the system but 

were rejected. FRR correlates to the false negative rate. 

However, all the recordings in this experiment should be 

classified to a specific user. The experiment did not include 

samples that do not exist in the hypothetical database. 

Therefore, the false rejection rates do not apply to this 

experiment’s version of authentication.  

 The results of this experiment indicate that the IBk classifier 

produces the best results out of the four algorithms. This 

classifier is based on the k-neighbor algorithm, which allows 

the classifier to specify the amount of neighbors to consider 

when classifying the attribute. The study specified the amount 

of neighbors to check as one. Table VII displays additional 

experimentation with the Ibk classifer to determine whether the 

value of k impacts the performance of the Ibk classifier. The 

results of Table VII suggest that the increase in the value of k 

causes the Ibk classifier to incorrectly classify more instances. 

This demonstrates that as k increases, the accuracy decreases 

and FAR increases. Although the FAR of k=6 and k=10 are the 

same value, it is possible that k=6 maintains a lower FAR than 

k=10 which is not reflected in the values due to rounding 

constraints. . The Ibk=3 classifier produces approximately 

similar results to those of the J48 classifier.  

Although the IBk classifier achieved the most optimal values 

out of the four algorithms, the algorithms used for this research 

are better suited for one to many relationships between 

attributes. An increase in attributes amongst instances would 

provide more entropy data for decision tree and probability 

algorithms such as J48 and NaïveBayes to achieve higher 

accuracy rates. The one to one relationship between the UID 

and UKI attributes hinder these algorithms’ ability to classify 

accurately. Despite the results suggesting the algorithms that 

utilize numerical calculations, such as Euclidean distance 

achieved higher results than those that rely on entropy and 

predictive data, the higher accuracy achieved is not reliable to 

be used in an authentication system.     

 
TABLE VII. 

RESULTS OF DIFFERENT VALUES OF k IN IBK. 
 

k 
Correctly Classified 

Instances 
False Acceptance Rate 

1 57 / 43 .004 

3 11 / 89 .009 

6 5 / 95 .01 

10 3 / 97 .01 

Values for k were selected arbitrarily for the study.  

 

 The greatest challenge of this study is to translate a user’s 

heart sound into an exclusive key that can be tied a single user. 

If a key is classified as a different user, then the system will 

potentially grant the wrong type of access. Because all four 

algorithms incorrectly classified UKIs to the wrong UID, the 

system must be improved upon to ensure a one to one 

relationship between a key and a user. Further research and 

work will need to be incorporated into this authentication 

system in order for the system to achieve success.   

VII. FUTURE WORK 

There are many areas in which this study can improve upon 

the proposed authentication system. The feature extraction only 

used the heart sound to generate the key. Other factors, such as 

heart rate, gender, date of birth, can be added to the key 

generation process to explore which factors provide more 

exclusivity to the key. The key generation function used simple 

mathematical formulas to generate a key. Research and 

implementation of other key generation methods that 

incorporate public key cryptography and trap door functions 

may produce a stronger heart sound authentication system. The 

system will not require classification algorithms if the study 

successfully implements a public key cryptography method.  

Another way to improve the process outlined within the study 

is to include more heart sound samples for analysis. The study 

used 100 samples, which is a small sample size considering that 

an authentication system should potentially serve millions of 

samples. Even though 100 samples can give insight into how 

successful heart sound biometrics can be for user 

authentication, using more samples would provide better stress 

and accuracy testing to ensure success amongst larger samples. 

Variety of sample can also improve upon the data set of the 

experiment. The authentication system should serve users 

amongst varying ages, genders, health conditions, and activity. 

All samples used in this project were taken of healthy patients 

in a resting state. More samples of users participating in various 

levels of activity should be obtained and analyzed. The system 

can also test different lengths of heart sound recordings. In this 

study, the length of each recording was six seconds long. 

Longer and shorter sample lengths can be tested and analyzed 

to determine their effect on the system’s accuracy. Further 

analysis can involve using longer samples for database 

recordings and shorter samples for authentication recordings.  

These improvements would more closely simulate real life 

scenarios, which will be beneficial to determining how 

successful the heart sound authentication system is on a larger 

scale. 
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False Rejection Rates did not apply to this study’s 

experiment, but is an area that should be used to explore and 

test the effectiveness of the heart sound authentication system. 

The focus of this study’s experiment was to examine and 

analyze the ability of the system to map heart sound recordings 

to their users using a specific method. However, an enhanced 

experiment can incorporate samples, which do not exist in the 

database folder and examine how the system classifies these 

samples. Within this enhancement, false rejection rates can be 

derived from the samples that exist in the database that the 

system classifies as a rejected user. This will test the 

authentication system’s ability to grant and deny access.  

 A major concern with authentication systems is security. This 

study does not explore any additional security measures or test 

against malicious attacks. Future research can incorporate 

hacking experiments to test the ability of third parties to 

replicate, reverse engineer or brute force the UKIs. 

Investigation into using heart sound as a biometric for 

asymmetric encryption or digital signatures will expand the 

system’s functionality. Overall, heart sound is a promising 

biometric, and with the right tools, heart sound could evolve 

into a dominant form of authentication. 
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