
C9-1 

 
 

Using Mouse Movement Biometrics to Authenticate 

Students Taking Online Multiple-Choice Exams 
 

 

Louis Guglielmo, Steffanie Geiger, Craig Burns, Rahul Bondalapati, and Michael Sidaras-Tirrito  
 

Seidenberg School of CSIS, Pace University, Pleasantville, New York 

 

 
Abstract 

With every security measure, there is a potential exploit. The 
days of securing only physical locks to protect valuable files 
stowed away in cabinets are long gone; in its place are a 
myriad of digital locks that can be attacked from many 
angles. Biometrics are a way for individuals to use qualities of 
themselves to enhance the security over their electronic 
information. Physiological biometrics offer a potential 
defense against such attacks but some people shy away from 
such intrusive measures. Behavioral biometrics offer a 
slightly less accurate defense mechanism but a highly less 
intrusive one that has many security measures choosing it 
over physical biometrics. In this study mouse biometric 
authentication is examined. It is a form of behavioral 
biometrics that requires very little intrusion to the user and 
can be collected and used to provide a level of authentication 
necessary to validate a user’s identity. Mouse biometric data 
sets that had been captured during student test-taking were 
analyzed, and this study will discuss the validity of using this 
method as a primary or supplemental security measure in 
identity verification. 
 

Keywords: Behavioral biometrics, biometrics, mouse 
analysis, mouse authentication, mouse movement, 
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1. Introduction 
Information security in today’s interconnected world is 
based largely on identification and authentication, which 
includes information a person knows cognitively (i.e. 
password), an item a person has physically (i.e. access key), 
or a behavioral/biological characteristic of that person, 
otherwise known as biometrics [2], [5]. Biometrics is the 
use of physical (i.e. fingerprints, iris, etc.) and/or behavioral 
(i.e. mouse and keystroke patterns, etc.) characteristics to 
identify a person not already in a database (thus creating a 

biometric profile for that user), or to authenticate the user 
as the person they are claiming to be [4], [5].  

As password cracking and information hacking has 
increased, there is a greater need for more effective 
computer and information security systems [10]. Security 
software companies have known this for years, but as large 
data breaches become more publicized (Target, J.P. Morgan, 
etc.), the general public has begun to express the need for 
more reliable computer security [7]. Ideally, all companies 
would use multifaceted security systems with multiple 
layers of authentication in order to provide the utmost 
assurance that unauthorized users are not accessing their 
systems [1]. This is not always practical or financially 
feasible, but companies also cannot simply rely on 
usernames and passwords for access to sensitive data as 
their only line of defense against hackers. 

Research in behavioral biometrics has shown that 
since individuals have different behavioral traits, these 
traits can be quantified and used to create profiles for 
people [9]. Biometrics first uses enrollment by collecting 
data for a specific person, which could include both physical 
and behavioral characteristics, and uses this information to 
create a template or profile for that individual. These 
templates are then stored in databases for either 
verification or identification. Verification is when the data 
of a new user is compared to a template of the individual 
they are claiming to be, and the new user is either verified 
or denied. This is typically used for system access or user 
login. Identification is when the data of a new user is 
compared to a database of templates, and the new user is 
identified as the template it most closely matches. This can 
be used in crime investigations to match DNA found at a 
crime scene to a person’s identity. Since biometric 
information uses specific characteristics that are usually 
unique to a single individual, it makes it more difficult for 
an unauthorized user to be granted access [2], [4], [10], 
[11]. 
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While there are many obvious advantages to 
biometric systems, there are some limitations as well. It is 
impossible to reach a 100% match due to characteristic 
alterations and architecture vulnerability. Physical traits 
can change over time due to health factors and/or injuries, 
as well as societal influences such as hair color, plastic 
surgery, or colored-contacts. Even though biometric 
systems are harder to hack than simple passwords, it is still 
possible to exploit the system through spoofing. Spoofing is 
when a fake biometric characteristic is authorized as an 
authentic user [4]. Imagine, for example, identical twins or 
even other relatives who simply look similar. Physical 
biometrics can potentially be spoofed in such cases, 
whether intentional or not. 

Additionally, although physical biometric systems 
are more accurate than behavioral biometric systems, they 
are more intrusive to the individual and incur a much higher 
cost financially. Other advantages to behavioral biometrics 
over physical biometrics is the fact that the data can usually 
be collected without the individual even knowing, and there 
is usually no unique hardware that is required. Most 
behavioral biometrics can be collected using simple 
software that can be launched in the background of other 
running programs [9].  Therefore, behavioral biometrics is 
more commonly used [5]. This study will focus on the use of 
mouse biometrics for continual verification of an individual 
during an online multiple-choice quiz. 
  

2. Mouse Biometrics 
Mouse biometrics is the use of mouse behavior to verify an 
individual. Every person who uses a computer interacts 
with either a mouse or touchpad that can record 
measurable patterns of use [2]. Each individual has unique 
mouse movements and mouse clicks, and therefore they can 
be used to verify and authenticate the user [10]. Advantages 
of mouse biometrics include a low cost for implementation 
and maintenance, as well as being less invasive than other 
forms of biometrics [8]. While great advances in 
physiological biometrics have been made in recent years, 
the level of comfort of the general public with regards to 
such means of security has not necessarily increased at the 
same rate. Fingerprint technology, for example, has only 
recently worked its way into mainstream smartphones and 
tablets as a security measure for unlocking a device. 
Behavioral biometrics such as mouse movement 
authentication provides a viable alternative to other more 
intrusive methods. 
 There is no need for specialized hardware to 
capture the mouse biometric data, compared to physical 
biometric systems. Mouse biometric systems can either be 
used upon login as a series of mouse operations to verify the 
user, or they can run in the background during an allotted 
time or session to continually validate the user as authentic 
[7]. In other studies, conclusions had been made that the 
amount of data needed for authentication purposes was 
exponential, making it nearly impractical for mouse 

biometrics to be used as every day security measures. It was 
also noted that environmental factors should be taken into 
consideration, since usually the data collected was not from 
one sitting, but multiple interactions with a computer and 
mouse. Each of these interactions could have different 
surroundings that influenced the behavior of the user, and 
thus altering their mouse biometrics [3].  

While it is important to verify a user upon 
initiation, it is also important that a user is authentic 
throughout a session of time, specifically in this case, an 
online quiz. This type of authentication is called re-
authentication, and is important when a user must be 
continually monitored. By analyzing mouse biometrics at 
any moment during a session, user behavior is either 
verified as authentic or not.  These behaviors include mouse 
trajectories, clicks, wheel spin or scroll, and length of time 
[5], [6]. 

In order for re-authentication to be successful, it 
must not only be accurate, but it also needs to have a quick 
response and be difficult to forge.  As stated before, research 
has found that many mouse biometric systems require large 
amounts of data or have a long response time [11]. This can 
be limiting, especially when evaluating data from an online 
quiz. Depending on the quiz, the data size could be small, 
and the verification would be needed close to completion 
for grading purposes. Therefore even if a system is accurate, 
other factors need to be taken into consideration when 
choosing a system to evaluate the mouse biometric data. 
  

3. Methodology  
 

This study evaluates a data set of 23 users who have each 
taken 12 online quizzes on Moodle. Since the data has 
already been collected, the focus will be less on how to use 
and capture mouse biometrics, and more on how efficient 
mouse biometrics is for authentication. Each student first 
created a template of their mouse behavior using the same 
format of the quizzes they would later be taking.  Each quiz 
contained at least 10 questions, and for each multiple-
choice question, the student had to move the mouse and 
click on the correct answer. 

Within the set of data that was provided, the mouse 
biometrics being evaluated were mouse click, mouse scroll, 
and mouse movement. For this study, the chosen focus is on 
mouse click and mouse movement, specifically x press, x 
release, y press, y release, time press, and time release. This 
information will show if the mouse cursor stayed at the 
same coordinates during both press and release, as well as 
if the time to press the mouse and release the mouse were 
equal. Even if the data for press and release is not equal 
(coordinates and time), there could potentially be distinct 
patterns for each user that could prove authentication. The 
mouse movement data could also potentially show patterns 
for each user. If patterns are found, this information could 
show that mouse biometrics can be used to verify a user as 
authentic or not.  
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 Since the data was already collected, it was 
organized to highlight and concentrate on the specific 
measures that were chosen to be analyzed. For each user, 
the data set was limited to the above mentioned focal points 
for each quiz. Using these measurements, an xy scatter chart 
was created to capture the data onto a graph, recording the 
mouse press and release points on an xy axis. These charts 
were then translated into line graphs to better display the 
differences and similarities for mouse press and release. 
The same process for time press and release was used as 
well. For the mouse movement data, the measurements 
were plotted using line graphs, with multiple quizzes per 
user on the same graph. This was chosen to distinctly show 
the similarities and differences, making it easier to display 
and analyze user patterns.  

 

4. Results 
 

The mouse press and release were examined first on an xy 
axis by each user, with each plot point on the graph 
representing a different question on that particular quiz. 
The graphs displayed were limited to a few users to 
maximize the analysis of mouse biometrics, and to minimize 
the clutter of too many charts. The graphs representing 
mouse press and release depict the x and y coordinates of 
the computer screen while the user was taking the quiz. 
Therefore, they will show the difference in location on the x 
and y axis as the mouse is clicked and released. The graphs 
representing mouse movement depict the location of the 
mouse cursor throughout the duration of the quiz. 
Therefore, they will show the change in movement while 
the user is taking the quiz, hopefully highlighting any 
patterns they may exhibit, such as constantly moving the 
mouse or keeping it idle between questions.  

In Figures 1 and 2 below, there is a distinct pattern 
shown for User 0. As shown in Figure 1, while User 0’s press 
and release lined up on most of the questions for quiz 1, 
question 1 and question 15 stand out. In those particular 
questions, User 0 pressed the mouse button at one point on 
the xy axis, but released the mouse button well below that 
point. 
  

 
Figure 1. 

 

 This same pattern is reflected in Figure 2 below, 
which shows that for most of the questions during quiz 2, 
User 0’s press and release were equal, but a similar 
behavior of releasing the mouse below where it was 
pressed, is depicted with question 1.  
 

 
Figure 2. 

 
While this data is telling, it is not very useful unless 

other user’s data can show distinct patterns as well. As 
displayed in Figure 3 below, User 1 depicted a very 
consistent press and release pattern for quiz 1.  The xy 
location for every question was relatively the same during 
this quiz.  
 

 
Figure 3. 

 
Notice that User 1 does not press, drag down, and 

release as User 0 displayed. While this may seem like an 
obvious way to differentiate the two users, things get a bit 
more complex when examining User 1’s quiz 2 results, as 
displayed in Figure 4. 
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Figure 4. 

 

The results of this quiz are much more sporadic; 
while most questions line up on the x and y axis for press 
and release, there is not a clear cut pattern for the questions 
that do not line up. Questions 2 and 12, for example, indicate 
that User 1 pressed the mouse and then dragged up before 
releasing – in the case of question 2, this drag upward was 
dramatic. However, question 3 shows User 1 pressing and 
dragging slightly downward before releasing.  

A third quiz for User 1 was examined to show if a 
consistent pattern was normal for this user like Figure 3, or 
if the sporadic behavior depicted in Figure 4 was normal for 
this user. In Figure 5, User 1’s data for quiz 3 shows the 
same pattern as quiz 1 showed. This is an example of why 
using behavioral biometric methods, specifically mouse 
click data, relies heavily on large data sets because there are 
likely going to be anomalies. Additionally, this lack of 
pattern for User 1 supports the idea that one aspect of 
mouse data may not be enough on its own to differentiate 
users. 
 

 
Figure 5. 

 

 Another aspect of this study focuses on the 
difference in the amount of time a user takes to press and 
release the mouse. Looking at Figure 6, User 0 tends to be 
equal on most questions with the time they take for mouse 
press and mouse release. User 0 does display a habit of 
taking more time to release the mouse button than to press 
it for most of the questions during quiz 1. With questions 1 
and 15, the time to press is slightly faster than the time to 
release. 
 

 
Figure 6. 

 
Taking a look at Figure 7, User 1 also displays a 

habit of taking longer to release the mouse than to press it, 
but to a much smaller degree, where it’s almost difficult to 
see on a chart of this size. Like User 0, User 1 is pretty 
consistent with press and release, but they have the slight 
tendency of a slower release time, as indicated in questions 
2 and 3 of the quiz represented in Figure 7 below. 
 

 
Figure 7. 

 
Just like the xy locations of mouse click, the mouse 

click time represents a form of mouse biometrics that rely 
strongly on large sets of data, and are not strong enough for 
user authentication alone. Although the figures showed that 
users did have slight patterns with the amount of time to 
press and release the mouse, this data by itself is not 
capable of verifying a user as authentic. 

Another form of mouse biometrics that was 
analyzed is mouse movement of the users during each quiz. 
Four random quizzes for each user were chosen to show a 
distinct pattern in their movement. As shown in Figure 8, 
throughout the duration of these quizzes, there is a trend in 
the dips and spikes of movement at similar times in each 
quiz. This shows that the user displays similar patterns in 
mouse movement while using a computer, specifically 
during a quiz. While the graphs do not differentiate between 
movement along the x or y axis, they do show that the 
mouse moves in similar ways around the same point in the 
quizzes. 
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Figure 8. 

 

Similarly, User 1 displays a common pattern in the 
movement of their mouse. As shown below in Figure 9, User 
1’s cursor remained in a similar location during the first half 
of each quiz, and then moved significantly near the end of 
the quizzes. Although, there is an anomaly in one of the 
quizzes where the movement was at a different location in 
the beginning of the quiz. 
 

 
Figure 9. 

  
However, there were also users that displayed no 

significant patterns in movement during their quizzes. 
Looking at Figure 10, User 2 has no similar locations in 
movement that could be classified as a trend. Each quiz has 
its own pattern, and there does not seem to be any 
similarity in movements between the different quizzes. 
 

 
  Figure 10. 
 

Additionally, while some users had clear patterns 
in their movements, or a complete lack of pattern in their 
movements, some users displayed slight trends that are not 
as obvious. The movement of User 3 looks similar 
throughout each quiz, even though there is no distinct 

pattern or trend, as shown in Figure 11. The movement of 
the mouse differs throughout each quiz, even though the 
location of the cursor keeps within a comparable vicinity.  
 

 
  Figure 11. 
 

This causes speculation when analyzing the 
reliability of a behavioral biometric method such as 
tracking mouse movement. If there is not a clear pattern 
between users, implementing this biometric as a way to 
verify a user as authentic, especially during an online quiz, 
is not necessarily the strongest option. However, these 
graphs show that mouse movement depicts more of a 
pattern for users than mouse clicks, even if those patterns 
are not 100% conclusive. Let’s examine Figure 12 as an 
example. 
 

 
  Figure 12. 
 

While a cursory examination of Figure 12 may lead 
one to believe that User 4’s pattern of behavior was too 
erratic to create a profile for them, closer inspection 
revealed a significant pattern. Notice how, at some point in 
each quiz, this particular user’s mouse motion resulted in a 
sharp valley pattern, even if the rest of the data is not 
consistent enough to be useful. On the opposite end of the 
spectrum, we have Figure 13. 
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  Figure 13. 
 

User 5’s pattern of mouse movement was very 
consistent throughout, but at the same time displayed no 
unique pattern of behavior that could be used to create a 
reliable profile. Overall, mouse motion certainly provides 
more pertinent data in a behavioral biometric system than 
mouse clicks. Since mouse clicks were relatively equal for 
the users, it was difficult to differentiate between them, 
while the mouse movements showed that different users 
had different patterns.  
 

 
5. Conclusion 

 

While behavioral biometrics are a less intrusive 
way to identify and verify an individual than physical 
biometrics, they are not as conclusive. The data of mouse 
biometrics analyzed show that although there are some 
individuals who have slight patterns in the way they move 
and click the mouse, there are no definitive patterns for all 
users. It would be difficult to solely look at the graphs for 
each user and be able to confirm or deny the authenticity of 
that user. Although mouse biometrics would be more 
difficult to spoof in a quiz setting like a username and 
password, on its own, these biometrics are not entirely 
reliable and able to authenticate a user. Furthermore, a 
company using this method of authentication must be 
mindful of the high risk of false positives and false 
negatives. It may be difficult to establish a reliable baseline 
for authenticating users based solely on the trends of their 
mouse movement tendencies. 
 Since this study wished to examine the use of 
mouse biometrics for continual verification of an individual 
during an online multiple-choice quiz, it is imperative to 
consider the conclusion that mouse biometrics may not be 
solely reliable for authentication after a measured session. 
The data needed to accurately evaluate mouse clicks and 
mouse movements is rather large, therefore the resources 
to evaluate this information continually are minimal. It 
would be extremely hard to determine if a user is authentic 
during a quiz if the data profile for that user was not large 
enough to highlight any patterns.  
 For future studies, it would be beneficial to focus 
on how slight patterns in mouse click and mouse movement 

could be paired with other behavioral biometrics to 
authenticate an individual. While mouse biometrics alone 
are not enough to satisfy most security measures, if they 
were coupled with other forms of behavioral biometrics, it 
could strengthen the authentication process,  since a lot of 
the data that was analyzed did show small patterns. While 
mouse movement authentication on its own is not quite up 
to par yet, it does have potential to be a useful tool, and 
additional research in this area could greatly influence 
security surrounding information technology. 
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