
 

D10-1 

 

Methane Detection and Alerting  

Using Internet of Things 
 

Nadime Azizi, Alecia Copeland, Matthew Ell, Naga Ravi Teja Ganti, and Rodolfo Welch 
 

Seidenberg School of CSIS, Pace University, Pleasantville, NY 10606 

 

 
Abstract — Currently Con Edison, the utility company for 

New York, and its natural gas customers do not have a 

standalone network that is capable of relaying information 

to third party groups of natural gas leaks.  The design and 

development of a low-cost wireless sensor system for 

monitoring levels of methane gas could help identify gas 

leaks and alert third-party groups in a more efficient 

manner.  Furthermore, using a cloud-based data collection, 

millions of wireless sensors can be accessed through a web 

interface by geographical area superimposed on an 

improved gas leak map  

 
Index Terms—Big Data Analytics, gas detector, Internet of 

Things, methane, wireless sensors 

I. INTRODUCTION 

atural gas leaks are much more common than people 

realize; natural gas is not only explosive but is also an 

asphyxiate [1] [2] [3].  Dense urban areas are often littered with 

gas leaks because of the high traffic and conditions that cause 

erosion.  Considering that methane needs only 15% air by 

volume to have a chance of igniting and causing an explosion, 

this leaks are a high priority to repair to maintain a functioning 

infrastructure.  There is most likely a natural gas leak nearby 

any given location.  However, many people are not aware of 

active gas leaks currently under inspection by the local utility 

company.  Con Edison, the utility company for New York, has 

an ongoing project called the Main Replacement Program, 

where the traditional cast iron and steel gas pipes are being 

replaced by durable and tested high grade plastic pipes.  This 

initiative has proven to be effective, but is an ongoing project 

because of the timelines in locating all the old cast iron and steel 

pipes, and estimating the condition of the pipe without wasting 

productive time excavating and backfilling.  In addition, most 

of the large jobs are also monitored by the Public Service 

Commission and must adhere to certain compliance codes.  

This is made further difficult as new leaks are constantly being 

reported. 

   A recent survey conducted by Con Edison in Manhattan 

determined that 1,050 gas leaks were detected, or about four 

leaks per mile [4].  Two other cities with relatively less traffic 

were selected for comparison — Cincinnati, Ohio, and Durham, 

North Carolina —the results showed that these cities had about 

90% fewer leaks per mile [5]. 

Based on this amount of gas leakage in Manhattan, one could 

conclude that an alert and reporting systems would be rather 

streamlined.  However, this is not the case as gas leaks are still 

reported via a toll-free number to the utility company; the first 

responders and the fire department [6] [7]. 

   Typically, the first responders consist of a foreman and two 

mechanics.  The foreman keeps the fire department informed, 

acting as liaison between the utility company and fire 

department.  The mechanics determine the location and severity 

of the leak and classify from type 1 to type 3.  The ranking is 

important information for both the public and those involved 

with repairing the leak.  The ranking system works as follows: 

 Type 1 is a critical leak within explosive range and 

addressed immediately. 

 Type 2/2a is a leak not within explosive range that 

must be repaired within 2 months and requires follow 

up by Con Edison. 

 Type 3 is a non-explosive leak, not originating from 

the company’s infrastructure (but from an appliance).  

It requires a plumber to repair and annual inspection. 

 All leaks are treated as rank 1 until further 

investigated. 

 Each rank has a timeline in which actions must be 

taken in order to complete the repair. 

   Con Edison currently has a “gas leak” map web application, 

which allows users to search, based on location for gas leaks in 

their area.  It also provides status updates via map on previous 

gas leaks.  Introduced in 2014, it does not incorporate sensor 

technology and relies on gas leaks being reported through a 

telephone call.  The current application also does not provide a 

way for users to subscribe to alerts.  Figure 1 shows the current 

gas leak map used by Con Edison which is updated every 24-

hours [8]. 
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Figure 1.  Current Gas Leak Map Used by Con Edison 

 

The following sections provide the research and theory 

behind designing and developing a low-cost methane sensor 

that could be installed in residential homes by utility 

companies.  These sensors would report real-time data to web 

software where it is collected and analyzed.  Most importantly, 

we find ways to improve the existing gas leak map developed 

by Con Edison and incorporate it in our sensor system. 

II. SOFTWARE ARCHITECTURE 

Figure 2 represents a proposed alert sequence utilizing a 

system of wireless methane sensors.  Observe that by using 

sensor based technology and an asynchronous server-oriented 

architecture, real-time data could be displayed through a web 

application [9]. 

 

 
Figure 2.  Proposed Platform Alert Sequence 

 

   The new web application needs to alert the client whether it 

is the fire department or gas emergency response center - 

regarding any leak of methane.  This increases the chances of 

deploying first responders as early as possible.  Figure 3 

demonstrates that by using geo-location services we can also 

provide support for the end user about the estimated time of 

arrival for first responders and create live tracking features; 

extrapolating this data accurately from assisted GPS, WiFi and 

cellular positioning [10].   

Fortunately the technology cumulatively known as the 

Internet of Things provides the tools needed to build such an 

application.  The Internet of Things (IoT) is a system of 

interrelated computing devices (mechanical and digital) that are 

provided with unique identifiers and the ability to transfer data 

over a network without requiring human-to-human or human-

to-computer interaction [11].  The surge in popularity of IoT 

has also revealed security methods to protect data that is 

transmitted over great distances [12] [13] [14].  In this Methane 

Detection System, concepts and technologies in IoT are used to 

connect and identify wireless methane sensors, record the data 

of these sensors in a central location, and display the data in the 

form of a web application. We break down the components of 

a platform based on IoT. 

 

 
Figure 3.  Wireframe of ETA of First Responders Feature 
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A. Platform Breakdown 

Processing the information sent to the end user can be broadly 

divided into three segments: 

 The Sensor 

 The Server/Application Layer/Data Layer 

 The Client (app)/Presentation Layer 

B. The Sensor 

   The detection of a methane leak requires various sensors and 

transmitters to actively detect and transmit the information.  

Required features for each sensor are as follows [15]: 

 A methane sensor and possible air quality sensor 

 A feature that allows for geo-location 

 A feature that allows for wireless transmission of text-

based data 

 A power supply 

 

Additional features can be added, however these are the key 

features a sensor in this platform must be equipped with for this 

platform to work optimally [16]. 

C. The Server/Application Layer/Data Layer  

   In a huge area like Manhattan the complexity in processing 

the information passed through various sensors and prioritizing 

the information is a monumental effort; considering key 

functions like streaming, securing, and archiving data for 

millions of sensors [17].  The additional effort of raising alerts 

and notifying proper authorities requires a continuous support.  

This can be achieved by designing a service-oriented 

architecture [18].  The server handles the input information 

from various sensors; it will continuously run to send real-time 

data to the application and handle the automated scheduled 

tasks such as backups and report generating [19].  The server 

also sends the information regarding the leak location and 

intensity of the leak to the utility company and fire department.  

It is also capable of sending real time updates to the users via 

app notifications (for subscribed users), text message 

notifications and email notifications [20]. 

   NodeJS is an event driven, asynchronous platform and 

designed to build scalable network applications.  Since it is 

event driven and asynchronous, it is the ideal platform for real-

time web applications.  NodeJS is written completely in the 

programming language JavaScript and uses Google’s V8 beast 

engine, it also uses so many open source libraries in C for OS 

level operations [21].  With NodeJS, JavaScript can be 

leveraged to be the key language in most of the layers of this 

web application development stack; adding ease to the overall 

maintenance and efficiency in development efforts.   

   The web application must also utilize third party map APIs 

such as Microsoft Bing or Google Maps in unison with sensor 

hardware to report on the GPS coordinates of the methane leak 

[22].  The signal from the sensors gives the authorities 

information about the location of the leak, and must come in the 

form of either a GPS feature, geo-location using WiFi networks, 

or any similar and accurate method [23].  The web application 

would also use these same tools to superimpose information on 

map in real time.  The modularity of this platform also allows 

for the use of even more advanced GIS components such as 

ArcGIS [24].  ArcGIS is one of many advanced geographic 

information systems available for use; it allows for multiple 

mapping features options, as well as optimization for mobile 

web apps; and has been used in many industrial application.   

 

 
Figure 4.  Mapping GPS Data from Wireless Sensors 

 

Figure 4 demonstrates mapping points on a responsive map 

using locational data sent by wireless sensors.  In addition to 

being lightweight, NodeJS is wonderfully extendable due to the 

use of Node Package Manager (NPM).  Using NPM we are able 

to download modules that behave like JavaScript libraries.  

When it comes to data manipulation, NPM offers a plethora of 

options.  For our Methane Detection System we need the ability 
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to convert files retrieved by wireless methane sensors.  The 

system must be able to switch between Comma Separated 

Values (CSV) format and JavaScript Object Notation (JSON) 

format.  Data would ideally be collected by each sensor as a 

CSV (and backed up locally as raw data).  Before being sent to 

the server the CSV file must be converted to JSON to increase 

transmission efficiency.  JSON files can be transmitted over the 

web fairly easily and is ready to use with JavaScript based web 

application; using a concept known as ‘routing’ we can display 

the same data set in different views.  After being received by 

the server, the JSON should be converted back to CVS; having 

a CSV file available on the server is a good idea because it can 

also be imported in many statistical analysis software programs 

for further research [25].  Fortunately NPM has many 

lightweight modules that all effectively perform these specific 

tasks. 

   The use of a backend service, such as Firebase, will help with 

application processing such as data storage, user authentication, 

static hosting, and more.  Firebase will remain responsive 

regardless of network latency or Internet connectivity.  All 

writes to a Firebase database will trigger local events 

immediately, before any data has been written to the server.  

Once connectivity is reestablished, the client will receive any 

changes it missed, synchronizing it with the current server state. 

D. The Client/Presentation Layer 

   The client layer is built using XHTML, CSS and JavaScript 

as a responsive web design which enables to resize and adapt to 

different screen sizes.  A rich interactive interface will be 

developed using AngularJS for a fluid user experience.  Third 

party APIs are used such as Microsoft’s Bing Maps to hook into 

existing application interfaces on the web. 

III. INTERNET OF THINGS (IOT) AND WIRELESS SENSOR 

TECHNOLOGY 

   To demonstrate our conceptual platform, we describe an 

Arduino-based wireless methane sensor, which is also depicted 

in Figure 5.   This ‘sensor’ has parts that have been carefully 

selected to demonstrate the key features of the sensor in our 

platform, based on our core requirements. 

 A ‘MQ-4 Methane CNG Gas Sensor’ is used to detect 

gas leaks  

 An Arduino WiFi Shield is used as geo-location can 

be achieved through WiFi 

 The Arduino WiFi Shield also allows for streaming 

text-based data through the same WiFi 

 The Arduino UNO contains the logic and executes the 

functions of the wireless sensor 

 An XBee Module connects to other nearby wireless 

sensors 

 A 5V-wired connection powers the sensor without 

disruption 

A. Methane CNG Gas Sensor – MQ-4  

This is a simple-to-use compressed natural gas (CNG) 

sensor, suitable for sensing natural gas (composed of mostly 

Methane [CH4]) concentrations in the air.  The MQ-4 can detect 

natural gas concentrations anywhere from 200 to 10000 ppm, 

which sufficient for a program to detect a leak [22].  This sensor 

has a high sensitivity and fast response time.  The sensor’s 

output is an analog resistance.  When the methane is detected, 

the sensor’s conductivity rises along with the gas concentration 

rising [26].   

 

 
Figure 5.  Open Source Wireless Methane Sensor Prototype

 
B. Arduino WiFi Shield 

   The Arduino WiFi Shield allows an Arduino board to connect 

to the Internet using the 802.11 wireless specification (WiFi).  

It is based on the HDG204 Wireless LAN 802.11b/g System in-

Package.  An AT32UC3 provides a network (IP) stack capable 

of both TCP and UDP.  Use the WiFi library to write a program, 

which connect, to the Internet using the shield.  The WiFi shield 

connects to an Arduino board using long wire-wrap headers, 

which extend through the shield.  This keeps the pin layout 

intact and allows another shield to be stacked on top.  The WiFi 

Shield can connect to wireless networks, which operate 

according to the 802.11b and 802.11g specifications.  There is 

an onboard micro-SD card slot, which can be used to store files 

locally as a backup and preparing for serving over the network 

[27]. 

C. Arduino UNO rev3 

   The Arduino UNO R3 is a microcontroller board based on the 

ATmega328.  It has 14 digital input/output pins (of which 6 can 

be used as PWM outputs), 6 analog inputs, a 16 MHz crystal 

oscillator, a USB connection, a power jack, an ICSP header, and 

a reset button.  It contains everything needed to support the 
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microcontroller; simply connect it to a computer with a USB 

cable (not included) or power it with an AC-to-DC adapter or 

battery to get started.  Arduino UNO differs from all preceding 

boards because it does not use the FTDI USB-to-serial driver 

chip [28].  (Arduino UNO Rev3, 2016) 

D. XBee Module 

The XBee allows the wireless sensors to leverage wireless 

protocols.  This allows our data to be streamlined before 

sending to our central server.  This additional component is 

lightweight and low power.  It is ideal for applications where 

efficiencies are critical.  Is also connect extremely will with the 

microcontroller in the Arduino UNO.  The XBee can use Open 

Standards such as ZigBee, 802.15.4 and Wifi; it also has a 

proprietary protocol called DigiMesh that reduces some 

complexity of the ZigBee protocol.  Figure 6 visualizes some of 

the protocols our wireless sensors can be programmed to use 

because of the implementation of XBee. 

These pieces’ can work in tandem and have been chosen to 

demonstrate key features that ultimately lead to a lightweight, 

responsive, real-time Methane Detection System. 
 

 

 
Figure 6.  Open Source Wireless Methane Sensor Prototype 

 

IV. RESULTS AND ANALYSIS 

   After testing each component and function seperately, a 

pattern of best practices started to appear.  The most notable 

being the implementation of a ‘data-aggregator’.   

   Our sensors were able to detect, record and relay information 

when exposed to gas.  In this case we tested the reading 

capabilites of the MQ-4 Sensor with butane supplied by a 

lighter.  However, relaying information directly from the 

wireless-sensor to the server proved difficult and slow; this was 

because we were receiving many different data files.  By 

including a data-aggregator in the platform to consolidate each 

wireless sensors data into a single file before transmission, we 

noticed improvements throughout the system  [29].  This data-

aggregator is a special component powered by NodeJS that will 

receive data from one or more wireless sensors; the data from 

sensors will be stored locally as CSV files.  The sensors in this 

prototype connect to the data-aggregator with XBee, a very 

small and self contained module that allows communication 

between a number of wireless sensors [30].  The data-

aggregator can work wirelessly;  but an option of having a wired 

connection between the data-aggregator and the central server 

can easily be implemented, which would provide better 

reliability when transmitting data to the server [31].  In Section 

C we discussed why the data should be converted to JSON 

before transmission, this will be done by the data-aggregator.  

JSON proved effective for graphing and mapping on the web 

application; the streaming of the JSON files was handled by a 

JavaScript library called Oboe.js (downloaded through Node 

Package Manager).  The web application did not suffer too 

significantly from lag or delay, but exhibited difficulty in 

loading a response map to display leaks.  Fortunately the 

solution lies in implementing well thought out bounding box, 

for which there are a number of JavaScript libaries available.  

When testing the web application between Android and iOS 

devices there were no discernable differences between the two.  

Both devices had the same presentation layer issues in regards 

to a responsive map, but also properly received and displayed 

text data.  The use of ‘routing’ is essentially creating templates 

of web pages or sections to populate from a data source in single 

page web applications.  Using this routing technique 

information was easily displayed from our JSON files. 

 It is also worth noting our platform benefited from booting 

certain components in a certain order, which is a pattern than 

may appear in a finished system [32].  Starting with the central 

server, followed by data aggregator, followed by wireless 

sensor. This boot order can be altered based on the 

programming of each components.  

 Some of the difficulties we faced were mainly due to time 

contraints.  Although we were not able to finish a fully 

developed prototype, each function was testing and 

theoretically can be built with relative ease.   

V. CONCLUSIONS 

Our research and testing determined that an autonomous and 

easily accessible Methane Detection System can be built using 

current web technologies and wireless methane sensors.  

Testing each component separately also revealed a number of 

best practices.  Most notably the use of a NodeJS powered data-

aggregator as a point of contact between wireless sensors and 

cloud server.  By converting the data received by wireless 

sensors from CSV to JSON, a significant amount of delay was 

removed during transmission; the effects of which of sped up 

the entire platform. 

   A booting sequence between each component was adopted, 

however may only exist in a prototype environment because 

each component is essentially self-contained and built from 

open source platforms. 

   Most devices can render a large part of the presentation layer, 

although every device had difficulty either loading or 
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interacting with the map.  This was remedied with the use of a 

JavaScript library that assisted in the implementation of 

bounding boxes. 

 The process of converting the CSV files to JSON reduced the 

overall file size, especially once minified.  An automatic 

process was set up in the data-aggregator with NodeJS, this 

process looked at the directory containing CSVs and 

normalized them as a JSON file.  A separate JavaScript library 

available through NodeJS NPM allowed our data-aggregator to 

stream the JSON data to the server.  All the autonomous 

processes to watch certain directories and perform certain 

actions on files were done with JavaScript without issues. 

 Our research concludes that current web technologies backed 

by the cloud can be outfitted with wireless sensors to provide 

an autonomous gas leak detection system.  The booming 

popularity of web applications indicates that they will only 

increase in popularity because of ease of access.  Whereas web 

applications are easy to maintain and upgrade, special 

consideration must be given when designing the wireless 

sensors.  Sensors must be able to connect to a wireless network 

to transmit data while storing data locally in the event it goes 

offline.  Sensors must also be able to communicate with each 

other in a similar (if not same) method as demonstrated by the 

XBee module.  A data-aggregator is also key as it streamlines 

data flow and reliably delivers information to the server, 

especially if using a wired connection.  JavaScript-based server 

logic is effective in sorting, storing, displaying and issuing 

alerts because of the large support it receives from the web 

development community.  Almost every function needed in this 

platform has a fully developed library available built in 

JavaScript. 

VI. FUTURE WORK 

For future work, further experimentation and research should 

be done on sensor networks, user experience and data storage. 

Expanding on these topics will benefit the ideas presented in 

this research paper. 

Firstly, providing a more defined sensor network 

infrastructure. Sensor reading accuracy and clustering sensors 

are possible topics that would provide more "reliability" to the 

web application. An infrastructure can be developed into a 

diagram of how sensor networks can be organized and 

expanded.  We encourage researching different designs based 

on different protocols. 

Secondly, a focus on building the web user interface through 

user experience studies may yield more effective 

measurements. Our observations on what would improve the 

existing user interface would be better supported through user 

testing, surveys and more data from the user base. While it was 

not possible as part of our initial research, this information 

could provide better insight into what would make the web 

application more "effective". 

Additionally, there should be extra consideration in 

designing testing conditions that match indoor and outdoor 

scenarios.  With enough time more testing would have been 

done to observe the influence of factors such as air flow.  

Testing different locations in the same area is also a good idea 

to determine if signal strength varies based on surrounding 

structures and furniture. 

Lastly, a further study into how data is stored would benefit 

the "integrity" of the application. In considering how each 

networked sensor can send data back to a central database, 

consideration needs to be placed the database structure and 

scaling the application. If done correctly, data can be read into 

many different type of applications, such as reports, analytics 

and other interfaces.  Ultimately scalability is the goal for 

successfully monitoring gas leaks in a high traffic area such as 

Manhattan; fortunately this system is modular enough where 

components can be interchanged to test for optimal efficiency. 
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